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Introduction

Considering a Teleworker phone can connect to the host UC 500 as if it was local (VPN connection), it is much
more appealing and easier to manage than a multisite deployment where Call Control, AA and Voicemail,
Directories, not to mention management is all handled separately.

In a multisite you can get extension dialing among sites with some feature interaction (limited) and Data VLAN
sharing among the multisite mesh.

With the teleworker solution, you have everything integrated because the remote phones are effectively
connected to the host UC 500.

Make sure you procure the appropriate number of licenses for the host UC 500 since any registered phone (local
or remote) will decrement the total count by 1.

Reference the platform reference guide for UC540 and UC560 and see we can support 10 and 20 (respectively)
remote Teleworker connections. These can be any combination of the following:

e individual SPA525G or G2 phones using SSL VPN
e individual CIPC Soft phones using PC connected with Cisco EZ_VPN client
e individual Teleworker routers (like the SR520) with up to 5 phones behind each

In this lab, | will create an SR520 as a remote Teleworker router and connect it to the UC560 all using CCA 3.0.

After the CCA configuration, we will have to discuss several options to work around an 10S NAT interaction with
Cisco IP phones running SCCP version 17 or later (CSCte70727), which basically make them unusable behind the
remote teleworker router due to this bug, unless you do one of the following:

e Downgrade the Phone FW to get SCCP version prior to 17
e Use phones that support an earlier version of SCCP even with their latest SWP phone load (i.e. SPA500

series).
e Configure some OOB CLI until a CCA 3.1 enhancement (CSCtj82336) is implemented to work around the
10S bug.
Technical Enablement Lab - See all the labs here:
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UC 560 Configuration

WAN Interconnect

i7" 192.168.60.1 : Cisco Configuration Assistant

System WWindow  Help
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Device
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Cl-Routing
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" Internet Conpection =|olx|

Information

+DHCP Server
*._ Static Routing

/" Modify Internet Connection =loix

- Telephary

(=1-Security Connection Settings | Traffic Shaping |
T Please delete NAT/UPN{Firewsl to erable this button
VPN Server

- Security Audit

- Firewall and DIZ
* 5L PN

+1 Device Properties
-+Save Configuration. ..

I Enable Al intetface

™ PPRoE

Modfy Userriarme:

: =

Canfirm Passward;

% StaticlP ¢ DHCP € IF Deactister
(TP Addr

Intemet P Address: 725202026
Subnet Mask: fssasszs0
Default Gateway: [rziszezr
Primary DNS: feiozezer
Secondary DNS{optional): [i71.70. 168,185

VPN Server

Create the VPN Server on the UC 500 for the maximum number of remote users that will be accessing the

system using IPsec VPN tunnels (EZ_VPN is used for UC 500 teleworkers) and enter the shared secret (preshared
key). Mine is cisco123 and don’t use that ©

Assign the DHCP Address pool you want to be leased to remote Teleworker routers.

The DNS should be prefilled based on your UC 500 configuration (mine are lab DNSs that wont work in the real
public internet).
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7 192.168.60.
System  Window Help

% |

{j} Home

: Dievic
(_ Configure ] [

o Configuration Assistant

Hostname; {UC_560 >
&-Ports =
!:ﬂ “EW'tc_h”"Q Ye do not recommend that you configure these settings over a remate WaAN connection,
#-Routing 0 1f the connection ko the WAN is interrupted, the operation will Fail and the system or
= o i berome unusable.
g securty |

Server Settings | User Accounts | Network Access | VPN Prafile |
F‘PN Server Interface(s]

GigabitEthernetijo(172.18.202.124)

H S5L WP
B} Device Froperties
t--Save Configuration...

WP Group

YPH Group Mame: EZYPN_GROUP_1

Maximum Connections: '20—
‘Preshared keys
Enter preshared key: |a'ﬁ1ra-ﬁ1.-a-ﬁ
Reenter preshared key: It EEEEERE
YPN Remote IP Range

Starting IP address: 192.165.60.201
192.165.60.220

Primary IP: 64.102.6.247
Secondary IP (Optional): 171.70.168.183

Delete YPN Server Settinas I

Create the Teleworker User Accounts (my password is ciscosb).

192.168.60.1

System  Window  Help

| %]

2 o
- Devics
‘O 5 Configure ‘ ‘
Hostname: {UC_S60 =
[#- Ports >
% Switching . W do not recommend that you configurs thess settings aver a remote WAN connection,
© |+ If the connection ta the WAN is inkerrupted, the operation will Fail and the system or
2 device may become unusable,
Server Settings |User Accounts | Metwork Access | WPN Prefile |
Userriame Fassword
ciscoadmin ko
Firewall and DMz
- -55LYPM sr520fe Rk
(5 Device Properties
=-Save Configuration. ..
Total Rows: 2
Add [elete I

Delete WP Server Settings |

Enable Split tunneling to preserve bandwidth. Specify your Data & Voice VLAN and your CUE network IPs so
ACLs are created correctly in the 10S Firewall.

Technical Enablement Lab - See all the labs here:
https://supportforums.cisco.com/docs/DOC-9836




192.168.60.1 : Cisco Configuration Assistant

System  Window  Help

-Switching
~Routing

~-Firewall and DMZ
~--55L YPN
-Device Properties

Device:
" Hostname: |UC_S60 = ‘

L, We do niok recommend that you configure these settings over a remote WAN connection,
 If the connection to the WARN is interrupted, the operation will Fail and the system or
= device may become unusable.

Server Settmgsl Uset Accounts VRN Prnﬁ\el

rInternet Ace

-

[T Enabie Internebaccess on temote site

Check the checkbox to allow Internet access from remote YPN sites by using the VPN server
site WAN conmection,

-Save Configuration. .. ol Turmel

¥ Enable split tunneling

Metwark [ask:
10.1.1.0 255.255.255.0
10.1.10.0 255.255.255.0
192,168,60.0 255,255.255.0

Total Rows: 5

Add Delete
Delete YPN Server Settings

APPLY this configuration.

See Appendix A for the CLI shown in the CCA post view window.

You may export the VPN Profile, but in this scenario it is not needed.

" 192.168.60.1 : Cisco Configuration Assistant

System Window Help

g o] |

> vame =100
5% confiprs
e Hastrame: [UC_s60 +
Ports
Switching W da notrecormend that you confiurs thess setings over aremots WAN connection
Rouking L1 1 the carmection to the Want i nterrupted, the operation il i and the system or
i Telephony 2 device may become unusable.
- L"\l'jﬂ Server Settings | User Accounts | Metwork Access VP Profile
VPN Server
Security Audit
Firewall and DMZ
S PN Profile Configuration File Export
Device Properties {CCA can export a YPN Profile Configuration File (PCF), This file can be imported by WPN.

“5ave Configuration users to corfigure Cisco VPN dlient £o cannect to the YPN Server for this device,

1. Click Export YR Profile to export & vpn profils customized frr this device and cave the ‘
pef file to your local PC,

=lolx|

2. Distribie the PCF file you just exported to VPH users.

Save n: [ Leson =l @ EE
Export WP Profile E 13 15 accounting \5)CCA_Folder &2 complia
o1 (3 applications (= Yett () Confer
VPN Profile Tmport Instruckions——————————————— |- L
=15 £ BACD e 1) Configs
1. 1 rieerled, dowrioad and stal the Cisco VPN Clent applica | 1 ¢ 3 Brochures ) CME_CUE 2 copper,
ity cisco, comigofeprclient ‘;' ‘3 e - i
=20 5 buttons 3 Code & cuee
2, Stark the Cisco VPN Cliert. I A 5 Callcennector () Competitive_analysis (=) CUE
3. Inthe Cisco VPN Client, lick e importicon or chooss Conn | 4 i |

the menu bar. The profile wil appear a5 a new comnection entr

save
Cancel

File name;  (fUC_S60.pcf
4, To use this profile, double-cick on the new connection ertry

username and passward. Files of kype: |va Profile Configuration File (*.pef) =l

Phone Configuration

In the Telephony> Voice> Users and extensions tab, select each user that will be at the remote site and check
the box for “use as Teleworker Phone. When Use as teleworker phone is checked, Media Termination Point
(MTP) is configured on the phone so that Cisco Unified CME terminates the media stream. The MTP setting
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causes the UC500 to act as a proxy. Media packets are forwarded to other IP phones with the IP address of the
UC500 in the source address field. MTP is typically used in remote teleworker phone deployments.

When this option is unchecked, MTP is not configured on the phone.

The Use as teleworker phone checkbox is not displayed for Cisco IP Communicator (CIPC) softphones, since MTP
is always configured for CIPC softphones.

| Phaone Information [ Wser Information

| ;
i MAC Address:  [BEeEIST FLoE W
| Phans Type: 5095 - N v
\
Expansion Module: [none - i

. [ Use as Teleworker Phans. ' {

~Extension Mobility

& Toenable Extension Mability, go to "Extension Mobilty >Phane Profile” tab to define
Phons Profiles. The selectad Phone Profile wil overrids and be shawn on the button First lame: [F
assignment table below,

Last Hame: [2

[~ Enabls Exbansion Mobilty Userli P

‘Assaciate Phone Profile to this phane: [Select phone prole. = Password: F

SR520 Configuration

SW Upgrade
Upgrade to the latest I0S for the Cisco 500 series router (SR520) using CCA.

i’ 5R520-1 : Cisco Configuration Assistant
System  Window  Help

h

/" Topology View

ARAEN NI =
5 cotore Y s Y|
= 7% =rsz0-1
B w5201
Neighbors:
) o
2 suitch

€ sepont1scogs3st
& sepoutrecrrrar

Fie Management
Configuration Archive

' Software Upgrade =10l

Wedo . fon. If the cannection to the WA =i the
(1 operstion Pl andche syscen o cevie ey bacame urusatle
" bitor softwere uparade is completed far al devices click Cancelbutton to cose this window,

| T T T T Eotront vorsn e t- [oparage st ]|
5 @ et

T

fizioad Updraded Dsvices

O o

okal Rows: 2 Upgrade

(Original value:

Connect to the SR520 with an Ethernet cable from your PC to one of the FE LAN ports (0,1,2 or 3).
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SR520 Wizard
Launch CCA and connect to an IP Address, open the HOME Device Wizards and select the SR520:

% 192.168.75.1 : Cisco Configuration Assistant

CIE

./ Topology View

etEm Window Rl

@ Horne

Customer Sites

AEERCREREE

Dashboard
~.Topology e ZRE20-1
[ Neighbors
Device Setup Wizard) gl Cvin
zard
st
cuta
1921687511
Unsupoorted Device
151
Use this wizard to make a device readyto Select a device: |EFEEI >
use ifitis new or ithas been resettoits
factory defaults

Begin by selecting the model of the device
thatyou want to setup.

54 corigure
R wonicor

Click Next past steps 2 & 3 which basically tell you to not have the SR520 connected to anything else at this
point. Step 4 prompts for username and password. Then you should see this. If you get a connection error,
you are connecting from a CCA SITE (not supported for the wizard):

=laix
alvalne
cisco
T3]
EE "
connected 10 the PC properly and is ready
e
e
Ot tiei
ok
<pwaous || [Hes | # Cancel
el Tol

Esant] | EC. | S2b| @z6] 3 3b] S| Bk Eosi] el =i | @] D [l Y. 0% ) & (WA BB BOE g TCUEE 2B siem

Next step | enter the hostname and credentials (I used ciscoadmin/ciscosb):
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Assistant

System  Window Help

| [

@ 1

@ Home ¥ Topalogy View

N e

Customer Sites

~Dashboard
-~ Tapology SR520-1
Fronk Parel Neighbors
) cuta

" Device Setup Wizard

=10lx]|

To configure the hostname and user  —
cradentials, follow these steps

1. Inthe Hostname field, enter the
hostname to be used as the
authentication credential. The
name must he a single word
and cannot contain quotation [-Hostname and Credentials
marks or blank spaces

2. In the Username field, enter Hostriame; sRs20-1]
the name 1o be used as the
authentication credential. The
name must he a single word Password: EEERAUS,
and cannot contain quotation s )| —
marks or blank spaces.

. Inthe Password fisld, enter the
passwaord for this hosiname
The passward must be from 1
10 25 characters long and can
contain embedded spaces

4. In the Confirm Password field,
retype the password

Username; idiscaadmin

w

< Frevious vexts | Fiish || cancel

Since we have no WAN, Synch to PC at this point is fabulous darling.

_iolx]

The wizard takes the date, time, and =
time zone values from the connected PC
and shows them in the drop-down lists.
Ifyou want to change any of the values,
uncheck Symchronize with PC and
select other values fram the lists.
Daylight Saving Time is supported for Dol F2Lp (PREEES
these time zones:

¥ Synchronize with PC

» North Ametica Manth: January v |Dayr |27 | Vear: [2011 ']

(GMT - DA:00) Alaska
(GMT - 08:00) Pacific Time (U3, _| Haur: IEI Minute: @

Canaday, Tiuana Time Zone: I(GMT - [5:00) Eastern Time (LIS, Canada) LI
(GMT - 07:00) Mountain Time

(US; Canada) ¥ Dayliaht Saving Time
(GMT - 06:00) Central Time
(g, Canada)
(GMT - 05:00) Eastern Time
(U5, Canada)
(GMT - 03:30) Newfoundland
(Canada)

# Europe =l

< Previous Firiisfi Cancel

Next Modify the WAN. This screen takes a minute to react when you highlight it and click modify.
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=Iof x|
siliali
cisco
=lglx
To enable sn Infeme: connection, fotiow mese sizps -
1. CRoaSE an Intarfsce o e VAN iterfaces st
2, Click Moy, and uss the Moy Injeme! Cannection windaw.
3. T save yout thanges a0 1o tlose e window, Ciek OK |
WA ket acms
T Trom tomaton 1|
e [T— |
< Previous e )
el [&]
Connection Settings | Traffic Shaping |
Please delete MAT/YPMjFirewall ko enable this button
[ Enable tWall Interface
[~ PPPoE
Username:
Password:
Confirm Password:
% StaticIP (" DHCP  IF Meootiated
1P Addr
Internet IP Address: 172.18.192,192
Subnet Mask: [255.,255.255 0
Default Gateway: 172,16,192.1
Primary DMN3: 64, 102,6,247
Secondary DNS{optional): [171.70.168, 183
Cancel Help |
Criginl value:
=
Use this window to assign an IP =
address to the Default VLAN1 ~VLAN7S IF address assignment
configured on the device 1P Address: |—192.168‘75‘1
Based on the IP address type, Static IP
or DHCP selection done in Step 8, the Subnet Mask: [255.255.255.0 j'
DHCP available options are displaved
an the YLANT Caonfiguration window.
- DHCP Pool
= Toassign a permanent [P
address, use Selecting Static IP means Network: 192.168.75.0
that you will , selecting DHCP means Subnek Mask: W
that you want DHCF to assion a .
dynamic IP address Primary DNS: 64.102,6,247
Enterthe YLAM1 interface information Secondary DNS({optional): I171.TD‘168‘1BB
1. Inthe IP Address field, enter Default Gateway: 192.168.75.1
the IP address for the VLAN1
interface [ DHCP Exclusions
2. From the Subnet Mask list, Start TP Address: [192,166.75.1
select a subnet mask.
End IP Address: |192.168.75.10
Mote:The Network , Default Gateway and
Subnet Mask of DHCP will take the i
<pravios | mext= | s | cancel

https://supportforums.cisco.com/docs/DOC-9836




Setup Wizard

=101

The parameters listed on this page will be | Surnmat:
applied to the device.

Hostname: SR520-1

Username: ciscoadmin

Month: January  Day: 27 Vear: 2011

Tirne: Zome: (GMT - 05:00) Eastern Time (US, Canada)

WLANTS Summary

1P Addr

IP Address:  192.168,75.1
Subnet Mask: 255.255,255.0

[OHCP Server

Natwork: 192.168.75.0
Subnet Mask: 255.255.255.0
Primary DNS: 64,102.6.247
Secondary DNS(optisnal); 171.70.168,183
Default Gateway: 192.168.75.1

[ DHCP Exclusions

Stark IP Address: 192.168.75.1
End IP Address:  192.168.75.10

Warning
[ The setup process may take up ko 10 minutes., ‘

<previous | exis  [[TEish | cancel

When you see the click OK to reconnect, you may click it:

10X

cisco

o1 his paga wil ba Sy

Honane: S820-1
Usname: oo
Pt Ty D27 You 2011
ot o G <5CONEmta e A5, o)
pr o ren—
™ aasess
Badses) 152188751
St Mok 255255 1550

121750
ey

iszienzs1

St P A 192 16.75.8
e P A 152160, 75,00

[amp

D scen o sntiaser oo v he e
—

st o

Make sure your Firewall is recognized by CCA and set it accordingly:
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"4/ 192.168.75.1 : Cisco Configuration Assistant

Systern Window  Help

|7

{=}-Rauting
1P Addresses
Internet Connection
+DHCP Server
~-Static Routing
[=l-iireless
S YL ANS (SSIDS)
| Security
NAT
WPN Remote
WPH Server

5L WRN

~URL Filtering

5] Device Propertics

! save Configuration...

OK, now the other half of the IPsec VPN. Remember my UC560 IP address, the user/pass (sr520/ciscosb) |

" Firewall and DM2

=100 x]

~Device:

Hostname: |5RS20-1 »

") ‘e da nat recommend that you configure these settings gver a remate WAR connection, IF the connection to the WaAN
"o isinkarrupted, the operation will Fail and the system or device may beccme unusable,

Firewall I DMz |

~Oubsidefuntrusted) Zone Insidetrusted) Zone
Interface Karme Interface Mame
sshEthisr st
2 Wlan7s
[Total Rows: 1 Total Rows: 2
~Security Level
1
Loy Medium High] | | DHS
"Desmpt\m. Primary:
I64. 102 6.247

-Do nat identify application spedific traffic Secondary (aptional);

~Return TP and UDP traffic on sessions |171 70,165,183

initisted inside the Firewall —_——————

entered in its VPN Server config and the Shared secret (cisco123). Enable voice and apply.

" 192.168.75.1 : Cisco Configuration Assistant

System  Window  Help

%]

@ Home

Ports

Swikching

Routing

~IP Addresses
Internet Connection

+DHCP Server
Static Routing

I Wireless

L WLANS [SSIDs)

Securiby

~NAT

- PN Server

- Securiby Audit

- Firewall and DMZ
~IPS

~55L PN

~URL Filtering

[ Device Properties
“-Gave Configuration. ..

5) Confinure

~Devic

" YPN Remote N

Hostname; |SR520-1 = ‘

“Enable Yoice Services

[¥ Enable Yaice Services on Remot

& Cannection. ‘IP PEXIP Address: j10.1.1.1 ‘

PN Server Mam:

PN Server (hostname(IP address): [172.18.202.124

[-Device Authentication

Preshared key:

EEEREEEE

Reenter preshared key: |rranrasn

~User Credential

Username! lerZUFe\

||':asswoyd:|“”“”” ‘ ‘

-Inside Interfac

~Outside Interfac
Interface | IP AddressiMask | Initerface | 1P Address{Mask |
BVI7S |192‘168‘75.UZ4 FastEthernet4 ‘172.18‘192‘192,/'24 ‘
Total Rows: 1 Total Rows: 1
Ok | Aol | Refesh | Cancel | Helo |
Criginal value:

After applying, release / renew you PC IP address and then SAVE the CCA SR520 config using CCA SAVE ICON!!!

DO NOT power off the SR520 until you do this.
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Operation
Plug in a few phones at this point:

1) A phone plugged into the SR520 FEO,1,2 or 3 (with power brick)
2) A phone plugged into a Cisco SB Switch (SG-300), which is plugged into the SR520 LAN 0,1,2 or 3.
3) A CIPC Soft phone on a PC behind the SR520

Remember since CCA 3.0 disables auto ephone-dn assighment, | am connecting 3 examples of configuration
options.

1) Take a phone already configured at the host and connect it at the SR520 (recognized and inherits config)
2) Connect a phones for the first time at the SR520 (must configure with CCA on the UC560)
3) Connect a Soft Phone from a PC connected to the SR520 for the first time (same as #2)

Notes:

1) The Cisco SG-300 8 port switch is perfect for this. Next quarter it will support CDP and then CCA
topology can discover it. But this is really OK, because the Users/Extensions/Voicemail/<all features>
are not configured here. They are configured with CCA 3.0 on the host UC560 (I will show later). SO this

is correct.
2) The 2 phones that are new, will not show extensions and will not have dial tone. This is normal at this
point.
1 3 Technical Enablement Lab - See all the labs here:
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“&" SR520-1 : Cisco Configuration Assistant
System  Window  Help

A
AL

B8O |

E

=
=g

INE ST

" Topology Yiew

@ Hame:

gé} Configure

2
S

|2 ||

SR520-1 b

'ﬂ‘. Monitor @ SREZ0-1 'l
%, ) = Meighbors
% Traubleshaot By CvTa Fana- @
i cuTA
£ Switch 192.16875.11

l.'. )
(“9 Maintenance

= | Partner Connection

#, SEPOOZ1BESECEEZ
#, SEPOO1ESDCI07ER
#, SEPOO115COES361

Unsupported Device

SEPO021B656CEE2
0021,8656,CEE2
192.168.75,11

SEPO0169DC30782
0016.9DC2 0782
192.168.75.12
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Monitor

4" 192.168.75.1 ; Cisco Configuration Assistant

System  Window Help

| % |2

'& Horne

] | @l s

—8
/" E2¥PN Client & Server

%{‘5} Configure

F-Network

Ewvent Motification
System Log
t.gystem Messages

[ Device

Hostname: [SRS20-1 + I

. Monit |
wﬂ Monitar

Data Collected Time:  Thu Jan 27 19:28:33 EST 2011

~Current IKE 5,

~Easy VPN Remote configuration

IPwd Crypto ISAFMEF SA

C-id Local
IDH Lifetime Cap.

Remote I-VRF

ZZl9 172.18.192.192 17Z.18.Z02.1:24
2 23:28:14 CX
Engine-id:Commn-id = 5W:219

IPwe Crypto ISAFMP SA

4tatus Encr Hash duth

ACTIVE 3des sha

show crypto ilpsec client ezvpn -----—------

;I ___________

Easzy VPN Remote Phase: &

Munnel name : EZVPN_REMOTE _CONNECTION 1

Inside interface list: BVITS

Mutzide interface: Virtual-iccessl (bound to FastEthernetd)
Current State: IPSEC_ACTIVE

Lazt Event: MTU CHANGED

hddress: 192.168.60.201 {applied on LoopbacklO000)

~Settings used by Current SAs

-Ackive VPR Sessions

[Firtual-Accessl-head-0

comn id: 2, flow id: Motorola SEC 1.0:2, crypto map:

;I Interface: ¥irtual-Accessl

[Uptime: 00:31:27
5a timing: remaining key lifetime (k/sec): Session status: UP-ACTIVE

IV size: § bytes

(4512272/1703)

Peer: 172.15.202.124 port 500 £vrf: (none) ivrf: (hone)
replay detection support: ¥ Phasel id: 172.15.20Z.124
Statua: ACTIVE Desc: (none)
IEE %A: local 172.18.192.192/500 remote 172.15.202.124/500 Active
outbound ah sas: Capabilities: (¥ connid: 2219 lifetime:Z23:28:13
j IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
outbound pop sas: = Active Shs: 2. origin: crvpto man

~Statistics of Encryption Accelerator

show Crypto engine accelerator statistic -----------
Dewvice: Motorola Talites 1.0
Location: Onboard: 0
:3tatistics for encryption device since the last clear
of counters 15539 seconds ago
331 packets in
34313 bytes in
0 paks/sec in
0 Fbirta/sec in
131 packets decrypted
26720 bytes before decrypt

331 packets out
32663 bytes out
0 paks/sec out
0 Fbirta/sec out
150 packets encrypted
7467 bytes encrypted

TETAN hrras afrar awevoere

Work Around

OK so now we make some calls and realize we have no audio from phones running SCCP Version 17.

Analysis of the output of 'debug ip udp', showed the RTP stream being built for the remote without the proper
IP (CME:2000---->0.0.0.0:0). CME wasn't getting the right destination address via SCCP on the phones with SCCP
v17.

There are a few possible workarounds:

e  Only Use Cisco 79xx phones with SCCP versions prior to 17 (this means downgrading phone FW; not
recommended)

e  Only use SPA500 series phones at the remote since they don’t use the SCCP version 17 even with the
latest phone load.

e Change the VPN from Client mode to Network Extension mode and manually adjust ACL for NAT bypass.

We have already filed an enhancement request with CCA 3.1 (CSCtj82336) to add support for network-extension
mode and NAT bypass in CCA until IOS NAT will support it with 15.1(3)T as per CSCte70727
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Using the OOB CLI and will cause CCA to not recognize the Firewall or Remote VPN GUI menus so the
workaround should be done last and should not be done if you are not specialized to manage your system with
CLI.

A simple CLI command to check to see the version of phone FW and SCCP version:

UC560# show ephone registered

ephone-13[12] Mac:0011.5C0OE.5361 TCP socket:[26] ac tiveLine:0 whisperLine:0 REGISTERED in SCCP
ver 17/ 17 max_streams=5 mediaActive:0 whisper_mediaActive:0 startMedia:0 offhook:0 ringing:0
reset:0 reset_sent:0 paging 0 debug:0 caps:8 privac y:11P:192.168.60.213 * 22895 7970 keepalive
77 max_line 8 available_line 7 button 1: cw:1 ccw:( 00000000
dn 23 number 214 CH1 IDLE CH2 IDLE CH3 IDLE CH4 IDLE
CH5 IDLE CH6 IDLE CH7 IDLE CH8 IDLE

button 2: cw:1 ccw:(0)

dn 597 number DBA214 auto dial DBA CH1 IDLE
button 3: cw:1 ccw:(00000000)

dn 60 number 251 CH1 IDLE CH2 IDLE CH3 IDLE CH4 IDLE
CH5 IDLE CH6 IDLE CH7 IDLE CH8 IDLE shared
privacy button is enabled
Preferred Codec: g711lulaw
Lpcor Type: none Username: SevenSeventy Password: 1 23456

VPN CLI Workaround

These are the following configuration changes supported by SBSC (STAC)to get it to
work. This configuration changes would be on the remote SR520 router and considers the
remote phones are configured as 'Teleworker Phone' in CCA of the host, and split
tunneling is enabled on the host VPN server.

From

crypto ipsec client ezvpn EZVPN_REMOTE_CONNECTION_1
connect auto

group EZVPN_GROUP_1 key cisco123
mode client

peer 172.18.202.124

virtual-interface 2

username sr520fe password ciscosb

xauth userid mode local

|

To:

crypto ipsec client ezvpn EZVPN_REMOTE_CONNECTION_1
mode network-extension

from
ip nat inside source list 1 interface FastEthernet4 overload

access-list 1 remark SDM_ACL Category=2
access-list 1 permit 192.168.75.0 0.0.0.255

replace wth:

ip nat inside source list 110 interface FastEtherne t4 overload

access-list 110 remark SDM_ACL

access-list 110 deny ip 192.168.75.0 0.0.0.255 10 .1.1.00.0.0.255
access-list 110 deny ip 192.168.75.0 0.0.0.255 10 .1.10.0 0.0.0.255
access-list 110 permit ip 192.168.75.0 0.0.0.255 any

Resulting CCA GUI for SR520:
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Appendix A

POST CLI View for VPN Server Configuration

ip local pool FOXTROT_TEST_LOCAL_POOL1 192.168.60.201 192.168.60.220
no ip local pool FOXTROT_TEST_LOCAL_POOL1

aaa authorization network Foxtrot_sdm_easyvpn_group_ml_1 local
aaa authentication login Foxtrot_sdm_easyvpn_xauth_ml_1 local

access-list 105 remark SDM_ACL Category=4

access-list 105 permit ip 10.1.1.0 0.0.0.255 any

access-list 105 permit ip 10.1.10.0 0.0.0.255 any

access-list 105 permit ip 192.168.60.0 0.0.0.255 any

no access-list 104

access-list 104 remark auto generated by SDM firewall configuration##NO_ACES_15##
access-list 104 remark SDM_ACL Category=1

access-list 104 permit udp any host 172.18.202.124 eq non500-isakmp
access-list 104 permit udp any host 172.18.202.124 eq isakmp
access-list 104 permit esp any host 172.18.202.124

access-list 104 permit ahp any host 172.18.202.124

access-list 104 deny ip 192.168.60.0 0.0.0.255 any

access-list 104 deny ip 10.1.10.0 0.0.0.3 any

access-list 104 deny ip 10.1.1.0 0.0.0.255 any

access-list 104 permit udp host 64.102.6.247 eq domain any
access-list 104 permit udp host 171.70.168.183 eq domain any
access-list 104 permit icmp any host 172.18.202.124 echo-reply
access-list 104 permit icmp any host 172.18.202.124 time-exceeded
access-list 104 permit icmp any host 172.18.202.124 unreachable
access-list 104 deny ip 10.0.0.0 0.255.255.255 any

access-list 104 deny ip 172.16.0.0 0.15.255.255 any

access-list 104 deny ip 192.168.0.0 0.0.255.255 any

access-list 104 deny ip 127.0.0.0 0.255.255.255 any

access-list 104 deny ip host 255.255.255.255 any
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access-list 104 deny ip host 0.0.0.0 any

access-list 104 deny ip any any log

no access-list 103

access-list 103 remark auto generated by SDM firewall configuration##NO_ACES_8##
access-list 103 remark SDM_ACL Category=1

access-list 103 permit udp any host 10.1.10.2 eq non500-isakmp
access-list 103 permit udp any host 10.1.10.2 eq isakmp
access-list 103 permit esp any host 10.1.10.2

access-list 103 permit ahp any host 10.1.10.2

access-list 103 permit tcp 10.1.1.0 0.0.0.255 eq 2000 any
access-list 103 permit udp 10.1.1.0 0.0.0.255 eq 2000 any
access-list 103 deny ip 172.18.202.0 0.0.0.255 any

access-list 103 deny ip 192.168.60.0 0.0.0.255 any

access-list 103 deny ip 10.1.1.0 0.0.0.255 any

access-list 103 deny ip host 255.255.255.255 any

access-list 103 deny ip 127.0.0.0 0.255.255.255 any

access-list 103 permit ip any any

no access-list 102

access-list 102 remark auto generated by SDM firewall configuration##NO_ACES_8##
access-list 102 remark SDM_ACL Category=1

access-list 102 permit udp any host 10.1.1.1 eq non500-isakmp
access-list 102 permit udp any host 10.1.1.1 eq isakmp
access-list 102 permit esp any host 10.1.1.1

access-list 102 permit ahp any host 10.1.1.1

access-list 102 permit tcp 10.1.10.0 0.0.0.3 any eq 2000
access-list 102 permit udp 10.1.10.0 0.0.0.3 any eq 2000
access-list 102 deny ip 172.18.202.0 0.0.0.255 any

access-list 102 deny ip 192.168.60.0 0.0.0.255 any

access-list 102 deny ip 10.1.10.0 0.0.0.3 any

access-list 102 deny ip host 255.255.255.255 any

access-list 102 deny ip 127.0.0.0 0.255.255.255 any

access-list 102 permit ip any any

no access-list 101

access-list 101 remark auto generated by SDM firewall configuration##NO_ACES_6##
access-list 101 remark SDM_ACL Category=1

access-list 101 permit udp any host 192.168.60.1 eq non500-isakmp
access-list 101 permit udp any host 192.168.60.1 eq isakmp
access-list 101 permit esp any host 192.168.60.1

access-list 101 permit ahp any host 192.168.60.1

access-list 101 deny ip 172.18.202.0 0.0.0.255 any

access-list 101 deny ip 10.1.10.0 0.0.0.3 any

access-list 101 deny ip 10.1.1.0 0.0.0.255 any

access-list 101 deny ip host 255.255.255.255 any

access-list 101 deny ip 127.0.0.0 0.255.255.255 any

access-list 101 permit ip any any

ip local pool SDM_POOL_1 192.168.60.201 192.168.60.220
crypto ipsec transform-set ESP-3DES-SHA esp-sha-hmac esp-3des
mode tunnel

exit

crypto isakmp profile sdm-ike-profile-1

isakmp authorization list Foxtrot_sdm_easyvpn_group_ml_1
client authentication list Foxtrot_sdm_easyvpn_xauth_ml_1
match identity group EZVPN_GROUP_1

client configuration address respond
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exit

crypto ipsec profile SDM_Profilel

set transform-set ESP-3DES-SHA

set isakmp-profile sdm-ike-profile-1
exit

interface Virtual-Templatel type tunnel
exit

default interface Virtual-Templatel
interface Virtual-Templatel type tunnel
no shutdown

ip unnumbered Vlanl

tunnel protection ipsec profile SDM_Profilel
tunnel mode ipsec ipv4

exit

crypto isakmp client configuration group EZVPN_GROUP_1
key O cisco123

pool SDM_POOL_1

acl 105

dns 64.102.6.247 171.70.168.183
save-password

max-users 20

exit

show running-config | include banner
exit

crypto isakmp policy 1

authentication pre-share

encr 3des

hash sha

group 2

lifetime 86400

exit

crypto isakmp profile sdm-ike-profile-1
virtual-template 1

exit

crypto isakmp xauth timeout 15
username sr520fe privilege 1 secret 0 ciscosb
sh run | include 105
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