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Programa Especial - Community Helping Community

Unase a Cisco para ayudar a Doctors Without Borders (Médicos Sin Fronteras) a brindar
asistencia medica en donde mas se necesita.

-
o
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’ MEDECINS SANS FRONTIERES
DOCTORS WITHOUT BORDERS

Hasta Enero 2020

Conozca mas

http://bit.ly/chelpc-slides-es
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Califique el contenido de la Comunidad de
Cisco en Espanol

iCalifiqgue “Discusiones, Documentos vy Videos!

@ 5 Util Aceptar como solucién

Ayudenos a identificar el contenido de calidad y a reconocer el esfuerzo de los
integrantes de la Comunidad




Reconocimientos en la Comunidad

Reconocimiento mensual

Disenado para reconocer y agradecer a
quienes colaboran en la comunidad:
publicando contenido o participando en discusiones

© 2020 Cisco and/or its affiliates. All rights reserved

Participante Destacado

Los reconocimientes de “Participante D a aquellos mi cuyas contribuciones significativas han generado tante
liderazgo como compromiso entre sus companeros en una comunidad respectiva, incluyende la Comunidad de Cisco, Cisco Learning Network
(CLN) y Cisco Developers Network (CDN). El reconocimiento de Participante Destacado esta disefiado para reconocer y agradecer a aquellos
individuos que han apoyado a hacer de nuestras comunidades un destino online premier para todos aquellos entusiastas de Cisco. FAQs

* Participantes
Destacados
Premios de la Comunidad

2019 2018 2017 2016 2015 2014 2013 2012

January February March April May June July August September October November Decembei

English Community Best Publication, April
2019

Member's Choice Award, April 2019

Luis Cordova
Dan Lukes 2019 April
2019 April

Debug and syslog Messages from SPA1x2 and
SPA232D ATA (Analog Telephone Adapters)

English Community Questions Answered
Award, April 2019

English Community Rookie Award, April 2019

Mike Cifelli
2019 April

HARIS YOUSUF HUSSAIN

2019 April

English Community Mobile User Spanish Community Best Publication Award,
April 2019
Rob Grant

2019 April Horacio Benedicto

2019 April

Faxtor X - Webex y la Colaboracion Cognitiva

Russian Community Rookie Award, April 2019 Portuguese Community Rookie Award, April

2019



Gracias por su asistencia el dia de hoy

La presentacion incluira algunas preguntas a la audiencia.
Le invitamos cordialmente a participar activamente en las preguntas que le
haremos durante la sesion

iResuelva su dudas y comparta opiniones!



Experto de la Comunidad de Cisco

Gustavo Medina
Systems Architect
CCIE #51487



Question Manager

Osvaldo Salazar
Technical Solutions Specialist



(Gracias por estar
CON NOSOtros
hoy dia!

http://bit.ly/cl-slides-en?21
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http://bit.ly/cl-slides-en21

iHaga sus preguntas al Panel de Expertos!

Use el panel de preguntas
vy (P&R / Q&A) para
preguntar a los expertos.

Sus preguntas seran respondidas
eventualmente
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Introduccion
Repaso de Arqguitectura

Infraestructura Segura
Seguridad en el Plano de Control
Seguridad en el Plano de Datos
ldendidad de Dispositivo Identity

- Administracion Segura

SD-WAN Threat Defense

Seguridad en Sitios Remotos

Seguridad en Cloud




SD- WHAT?




Placeholder A U tO \/ P N

7TP strong Encryption | F@NSPOrt Independence
Traffic Prioritization Scalable  Cloud Security Integration
Load Balancing Separate Control Plane & Data Plane

Dynamic Path Selection

WAN Optim_iz_ationsec u r|t _—
PI’OQ ramina bl | |W Physical or Virtual Ed}e/s e

OrCheStratigll]OUd I\/Ianagement Link Aggregation AUJ[O F8I|OV€I’

< Segmentation



. Cuadles son los casos de uso comunes
para implementar seguridad en los
branches?

A. Enterpirse Firewalls, IPS, URL-Filtering, AMP

B. Split tunnel Hub y Spoke

C. Compliance, Guest Access, Direct Cloud
Access, Direct Internet Access

D. Full Mesh y Spoke to Spoke




Revision de la arquitectura






Orchestation Plane

vManage

il m

Automatizacion
vAnalytics -7 -
@ il 71~ de3ros

" 000

vSmart Controllers

MPLS 4G

vEdge Routers

Bl s W\ T\, B\, T\, T\ ,1\, 1, N
O)gg >4 133 g3 123 283 2 g3 g X

Cloud Data Center Campus Branch SOHO
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Orchestration Plane

@ Cisco vBond

Orchestrates control y
management plane

Primer punto de autenticacion
(modelo white-list)

Distribuye la lista de vSmarts/
vManage a los routers vEdge
Facilita el NAT trasversal

Requiere direcciones IP publicas
[could sit behind 1:1 NAT]

Altamente Resiliente

20



Control Plane

Control Plane

vManage
Q Cisco vSmart
~~ «)

il

: Automatizacion » Facilita fabric discovery
vAnalytics o _ B
P . de3ros « Disimila la informacion de control
vBond pllang entre vEdg,e§
' » Distribuye las politicas de ruteo de
vSmart Controllers data plane y app-aware a los

routers veEdge

* Implementa las politicas de
control plane, como chaining,
multi-topology y multi-hop

 Reduce dramaticamente control
plane
« Altamente Resiliente

MPLS 4G

vEdge Routers

Cloud Data Center Campus Branch SOHO

© 2020 Cisco and/or its affiliates. All rights reserved 21



Data Plane

vManage

il m

Automatizacion
vAnalytics -7 -
@ Vi 27 >~ de3ros

= 200

vSmart Controllers

MPLS 4G

vEdge Routers

Cloud Data Center Campus Branch SOHO
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Data Plane
Physical/Virtual

m Cisco vEdge

WAN edge router

Proporciona seguridad a data plane
con routers vEdge remotos
Establece seguridad a control plane
con vSmart controllers (OMP)
Implementa politicas de ruteo data
plane y application aware

Exporta estadisticas de desempeno
Aprovecha los protocolos de ruteo
tradicionales como OSPF, BGP vy
VRRP

Soporta Zero Touch Deployment

Factor de forma Fisica o Virtual
(100Mb, 1Gb, 10Gb)

22



Management Plane

vManage

rr;.:.m»

Automatizacion
vAnaIych

de 3ros

vSmart Controllers

WAN Edge Routers

2020 Cisco and/or its affiliates. All rights reserved

Management Plane

Cisco vManage

Panel Unico de vidrio para
operaciones del Dia0, Dialy
Dia2

Multitenant con escalacion web
Aprovisionamiento centralizado
Politicas y Templates
Troubleshooting y Monitoreo
Actualizaciones Software

GUI con RBAC y por visibilidad
VPN

Interfaces programables
(REST, NETCONF)

Altamente Resiliente



Segmentation and Multi-Topology

Any Arbitrary Topology



INnfraestructura Segura
Seguridad Control Plane




Overlay Management Protocol (OMP)

vSmart

5, O
< DTLS ).
vSmart

o
A
&

vSmart

g1d

9D
N
Q

WAN Edge WAN Edge

Note: Lous routers WAN Edge no necesitan conectarse
a todos los vSmart Controllers

© 2020 Cisco and/or its affiliates. All rights reserved

Protocolo de control plane basado en TCP

Funciona entre routers WAN Edge routers y

vSmart controllers, y entre vSmart controllers
- Conexiones TLS/ DTLS adentro

Aprovecha las familias de direcciones para
anunciar accesibilidad a TLOCs, destinos
unicast/multicast (statically/dynamically learnt
service side routes), routers de servicio(L4-L7),
estadisticas BFD up/down (TE node) y
estadisticas para Cloud onRamp SaaS probe

(gateway)
- Atributos de usuarios

Distribuye politicas IPSec encryption keys, y data
y politicas app-aware (incrustando NETCONF)



Transport Locators (TLOCs)

vSmarts avisan TLOCs a

Full Mesh
SD-WAN Fabric

todosWAN Edges*
(Default)

(Por Default)

! TLOCs avisan a vSmarts

| Local TLOCs

<2/ N
S N

B >
s —=<=—anl|

/]
1

WAN Edge WAN Edge

@ Transport Locator (TLOC)  —— OMP  —— IPSec Tunnel

Over
DTLS

© 2020 Cisco and/or its affiliates. All rights reserved

(System IP, Color, Encap)

* Puede ser influenciado por los control policies

27



Seguridad Data Plane



Vistazo a Fabric Operation

OMP Update:
_____ OMP vSmart . = Alcance - IP Subnets, TLOCs
a W » Seguridad - Llaves encriptacion
- DTLS/TLS Tunnel . - » Iy
s /T Llj % y = Politica- Politicas Data/App-route
ec lunne
= BFD

Politicas
OMP

Update

BGP, OSPF, BGP, OSPF,
Connected, Connected,
Static Static

Subnets Subnets

© 2020 Cisco and/or its affiliates. All rights reserved



Privacidad Data Plane

= Cada WAN Edge anuncia sus IPSec vsmart

: . Controllers
encryption keys locales a los atributos .« lasS i fion k
OMP TLOC as Symmetric encryption keys son

usadas asimétricamente

Puede ser rotado rapidamente

= Encryption keys son per-transport

Encr-Key3 0 - S~ - Encr-Key1
OMP Encr-Key4 \\\ OMP
Local (generados) Updat \ Update T &? Local (generados)

O O
K\
Q
¢ ; Q«’Jv f
C}/

<<§\

Remoto (recibidos) Remoto (recibidos)

IP || UDP|JESP || Paqguete Original

Encrypted — Control Plane |

© 2020 Cisco and/or its affiliates. All rights reserved



IPSec Symmetric Key

O Cada Edge crea una sesion
IPSec session key por transporte

O vSmart anunciara session key <
otros WAN Edge usando OMP

0 Edge-A usara Edge-B’s
encryption key para enviar trafico
a Edge-B (and vice-versa)

O IPSec Session rekeying permitido
por default - 3600 segundos

Edge-C
. LAN ra IPSec/GRE ----------- DTLS
A B
Ao A’s session Key generada localmente en Edge-A j) B’s session Key generada localmente en Edge-B

C
‘P C’s session Key generada localmente en Edge-C

© 2020 Cisco and/or its affiliates. All rights reserved



IPSec Pairwise Keys

BA AB

3
N
N
N
r N
N
N
N
N
N
N
N
R
R
N

Edge-A

CA AC

® (i IPSeC/GRE =----------

AB

‘ﬁ)

AC

AB- A’s Encryption Key para B

AC- A’s Encryption Key para C

2020 Cisco and/or its affiliates. All rights reserved

BA AB
MPLS
CA AC
Edge-C
BA
j) BA - B’s Encryption Key para A

CA

CA - C’s Encryption Key para A

Cada Edge will creara una
session key separada para cada
transporte y para cada peer

Session keys se anunciara por
vSmart usando OMP

Edge-A necesita enviar trafico a
Edge-B, utilizara session key
“AB” (B usara key “BA”)

Backward es compatible con
ningun dispositivo PWK
PWK esta deshabilitado por
default



Data Plane Integrity

= vBond descubre direcciones cgr?tmretrs = \WWAN Edge calcula valores AH en
publicas IP WAN Edge, incluso si funcion de la IP publica posterior a NAT
atraviesa NAT = Packet integrity (+IP headers) es

= vBond comunica direcciones IP a conservada a traves de NAT
WAN Edge el

omp -7 T~ owp
Update Update

WAN Edge WAN Edge
P upbpP /4 ESP Data
Network 20 8 36
Address ‘ : ;
Translation ‘ Encrypted | — AES256-GCM

T

© 2020 Cisco and/or its affiliates. All rights reserved Authen‘“cated - Contr0| plane



Segmentacion Segura

» Complete isolation in the control vManage
and data plane

» Not all VPNs have to be present
everywhere

* Policies are VPN-aware

Configuration Templates

Assign interfaces and sub-
interfaces to respective VPNs

Data Center
VPN1

- | A‘ [ VPN2 |
N 7 - |
Remote Site 2 gy Sem—

ge0/2.1 -> VPN1
ge0/2 > VPNT 21 > VBN ’ E VPNT 9e0/2.2 -> VPN2

9e0/3.2 -> VPN2 R 9e0/2.3 -> VPN3

0e0/3.3 -> VPN3  9e0/3.2 -> VPN2
- SDWAN Tunnel SDWAN Fabric »



Segmentacion End - to -

End

VPN 1
Interfaz ---- VPN1@&----- Interfaz
VLA e | N2
VPN 3 VPN2 VLAN
Ingress Egress
WAN Edge WAN
Edge
IP UDP ESP Data
20 8 36

Segment connectivity a través de fabric
c/s dependencia del underlay transport

Los routers WAN Edge mantiene per-VPN
routing table

© 2020 Cisco and/or its affiliates. All rights reserved

Labels son utilizados para identificar VPN
por destination route lookup (rfc 4023)

Interfaces y sub-interfaces (802.1Q tags)
son mappeados enVPNs



SDWAN VPNs vy Security Zoning

Zona de
Confianza
Zona no
confiable
MPLS
Internet

 VPNs son aislados uno del otro, cada VPN

Out-of-band Management . : :
tiene su propia forwarding table

(VPN512)

« FEl alcance entre VPN es anunciado

I automaticamnete por el OMP

© 2020 Cisco and/or its affiliates. All rights reserved



Anti-Replay Protection

» |Los paguetes encriptados son asignados

en nimeros secuenciales. Los routers = Al recibir un paguete con un nimero de
WAN Edge routers tiran paguetes con secuencia mayor que el recibido hasta el
numeros de secuencia duplicados momento, el router WAN Edge avanzara la
- Replayed packet ventana deslizante

» [ 3 ventana deslizante es consciente de
COS para evitar que el trafico de baja
prioridad “alente” el trafico de alta prioridad

= Los WAN Edge titan paguetes con
numeros secuenciales mas bajos que el
numero minimo de la ventana deslizante

- Maliciously injected packet
Drpp Accepthange Advancg Window

I \f [ 1

Paquete
Secuencia T T 1 1 T T T 1 T 1 T T ;T " 1 T 1 1T T T°1
NUmeros

) and/or its affiliates. All rights reserved
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WAN Edge Router ldentity

Durante la Manufacturacion

ACT?2 « (Cada router WAN Edge fisico

Chip /JJ_\_R * se identifica de forma exclusiva por la ID del chasis y
— . el nimero de serie del certificado[ SUDI certificate ]
| < « El certificado es almacenado en on-board Anti
— - Counterfeit Trusted Chip (ACT2)

- Instalado durante el proceso de manfacturacion
- Clave privada Unica integrada al ACT2

* El certificado es firmado por Cisco root CA
- Asegurado por los elementos de Control Plane

- Verificar la integridad de la identidad de un dispositivo

Certificado del
Dispositivo

« Incorporacion de un nuevo dispositivo- Secure Zero
Touch Provisioning

- Inscripcion segura dentro de la PKI de una organizacion

© 2020 Cisco and/or its affiliates. All rights reserved



¢ Cuales son las funciones principales del
vSmart?

. Distribuye politicas de ruteo basado en
aplicaciones

. Software Upgrades

. Facilita NAT Transversal

. Configuracion de Templates y Politicas




Secure Management



Métodos de autenticacion vManage

| ocal Database / RADIUS /| TACACS

Single-Sign ON
Redirect Resource
to SSO Supplied
)
@ o e
vManage Identity
Provider
Admin
Access Auth
Resource Response

© 2020 Cisco and/or its affiliates. All rights reserved

Credentials

Challenge

Contact
SSO

‘ 1

Auth
Response

Credentials

Supplied



RBAC

User Group Name

Security-Team

rowr ———wws mume
Manage Users L
Policy ] O
Policy Configuration O
Policy Deploy O
Routing n
Security e
JANE JOHN JANET JOE Security Policy Configuration = =
Manager Department Head Marketing ale
= = = =

-
o R




RBAC por VPN Feature

Admin user:
O Crea VPN dashboards:
v' Crea/descubre segmentos VPN en una red
v' Crea grupos VPN
v" Nuevos dashboard VPN para cada grupo VPN
O Crea usuarios con grupos de acceso VPN:
v' Conecta un grupo de usuarios a un grupo VPN
v' Crea usuarios con accesos a grupos VPN

VPN group user:
O Solo acceso al VPN Dashboard

v" Monitorea dispositivos, redes, y estados de aplicacion via VPN dashboards

v' La informacion del VPN dashboard se encuentra restringida a dispositivos con
segmentos en un grupo VPN

v" Opcion de monitor restringida a dispositivos con segmentos en el grupo VPN

v' Monitoreo de interfaz en dispositivo restringido a interfaces de segmentos en el
grupo VPN



vManage

VN DASHIOLRD

=

o

British Airways

Buwice Mok Ve [Totl 5)

D 5

Fop Apgabinen
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Dashbousd
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- [
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SDWAN Threat Defense



Sranch Security



. Por que SD-WAN Branch Security?

1. Evita el Backhaul

orivars 2o/ Beneficio Mejor uso del WAN bandwidth

Cloud/Internet

V) 2. Beneficia SaaS PoP Regionales

Beneficios: Mejora el
performance de aplicaciones

3. Permite DIA
Beneficio: Mejora la experiencia de usuario

Data Center

4. Monitoreo/Policy centralizado

.. sy . .

Beneficio: Politicas de seguridad y monitoreo
consistentes




Combining Best of Breed in Security and SD-WAN

Enterprise Firewall
+1400 apps capa 7 apps clasificadas

;. Qué es Seguridad Cisco SD-WAN?

Intrusion Prevention System
El motor IPS mas implementado en el mundo

Seguridad
Cisco
Adv. Malware Protection
Con File Reputation y Sandboxing
Simplified Cloud Security
T E—— Deployment simple para Cisco Umbrella

Cisco SD-WAN

Horas en lugar de semanas y meses




-ntreprise App
Aware Firewall



Seguridad SDWAN: Enterprise App aware Firewall

Enterprise Firewall
7 = ~ +1400 apps capa 7 clasificadas

Intrusion Protection System

Firewall
r

El motor IP més implementado del mundo
P

Seguridad URL-Filtering Fase 1(16.10)
d Web reputation score usa 82+ categorias web
Cisco
Simplified Cloud Security
s e Deployment simple para Cisco Umbrella
_— Adv. Malware Protection Fase 2(16.12)
e ———————————————————————— Con File Reputation y Sandboxing

Cisco SD-WAN

Horas en lugar de semanas y meses

© 2020 Cisco and/or its affiliates. All rights reserved




NS

La politica de

inspeccion permite Fuera de Zona
que solo se permita el

trafico de retorno y

elimina las
conexiones nuevas
Zona Zona
Interna Guest

BRKSEC-2065



Ent. Firewall App Aware: Intra-Zone Security
WAN Edge WAN Edge

Zona m Zona

VPN SD-WAN VPN
T fare, > =

/\ Default Action: @@

Nota:

D] D] 5-tuple matching Opcional D] D]

Host Host Host Host

SD- VVAN Site A SD- VVAN Site B



Ent. Firewall App Aware : Inter-Zone Security

WAN Edge . WAN Edge

VPN1-VPN2
Route Leaking

Zona Zona SD_WAN Zona
VPN \/PN2 - - = VPN
e,
m Default Action: @@
Nota:

D] D] 5-tuple matching opcional D] D]

Host Host Host Host

SD- VVAN Site A SD—VVAN Site B



Ent. Firewall App Aware :DIA / DCA

WAN Edge
Zona Zona
A VPNO a

VPN1-VPNO
Route Leaking

NAT

[

Host

Y

SD-WAN Site A

Default Action: @@

Nota:
5-tuple matching opcional

Web Server
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Enterprise App Aware Firewall Configuracion

vManage >> Security >> Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to conti Iding your desired pol

Compliance

Application Firewall | Intrusion Prevention

Guest Access
Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Prevention | Umbrella DNS Security

Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Umbrella DNS Security

Custom

Build your ala carte policy by combining a variety of security policy blocks

B

Cancel

rits affilia All rights 1




Enterprise App Aware Firewall Configuracion

Create zones and zone-pairs by clicking on ‘Apply Zone-Pairs’

CANCEL
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Enterprise App Aware Firewall Monitoreo

« Firewall Traffic Profiling:
« Trafico Inspeccionado
« Trafico Tirado
» Analiticas de trafico para Dispositivos y Politicas Especificas



Enterprise App Aware Firewall M

Overall Dashboard - Firewall Enforcement

Cisco vManage

® DASHBOARD

S

3+ 217

4
vSmart - 4 WAN Edge - 220

Control Status (Total 224)

Control Up

Partial

Control Down

WAN Edge Inventory

Total
Authorized
Deployed

Staging

Top Applications
953.67 ME
95.37 MB
9.54 MB

976.56 KB

FireWall Enforcement

a0

jlons

an

RN

onitoreo

Device Dashboard - Firewall

Cisco vManage

L[] MONITOR

Network
Select Device -~

Applications
Interface
TCP Optimization
WAN Throughput
Flows
Top Talkers
WAN
TLOC
Tunnel
Security Monitoring
Firewall
Intrusion Prevention
URL Filtering
Umbrella DNS Re-direct
Contreol Connections

System Status

Firewall Policy

PM3017-sys1-isrv | 172.16.248.247 Site ID: 30

Bytes Transferred

Q,

Policies l

sys_fw_default_dia

sys_fw_default_dia




Enterprise App Aware Firewall Monitoreo

El usuario puede revisar trafico Inspeccionado” y “Tirado” aqui

© 2020 Cisco and/or its affiliates. All rights reserved



Enterprise App Aware Firewall Monitoreo

Device & Policy Specific Data

Cisco vManage

L1 MONITOR nNetwork > Firewall Policy

sys_fw_default_internal:sys_vrf1:sys_vrf1

172.16.250.1  Site ID: 100001201 De Model csSR1000v @

Select Device vm1201-sysT-csr

Applications

Interface 95.37 MB.
TCP Optimization 9.54 ME
WAN Throughput 976.56 KB
Flows T oreske
Top Talkers E 9.77ke
£
WAN S
TLoC 100 8
Tunnel 108
Security Monitoring 1B
» b 5 < 5 N .
o il . < & &0 <

Firew

Intrusion Prevention

URL Filtering
Search Options ~

Q

Umbrella DNS Re-direct

w_default_internal-seq-41-cm_ 3 o o

1h 3h 6h

12h 7days Custom =

Total Rows: 15

e R o % of Bytes Transferred

Comral Conneotiana default 475230 1.61%
e :_fw_default_internal-seq-1-cm 3 o 28860748 — 97.93 %

sys_fw_default_internal-seq-101-cm 3 0 a 0%

Events

sys_fw_default_internal-seq-11-cm_ 3 0 o 0%

ACL Logs s_fw_default_internal-seq-111-cm 3 0 o N
fw_default_internal-seq-121-cm 46%

S — 1 3 a 136220 0.46

fw_default_internal-seq-131-cm 3 0 o 0%

al Time

s_fw_default_internal-seq-21-c 3 0 o 0%

2_fw_defauli_internal-seq-31-em_ o o 0%

0%

All rights res




Enterprise App Aware Firewall Monitoreo

Se puede acceder a los comandos de acceso en tiempo real en vManage por Monitor->Network->SelectDevice->Real Time

< C A Not Secure | hittps://10.239.141.226:9912/index.html#/app/monitor/dashboard/details?systemlp=172.16.255.15&localSystemlp=172.16.255.15&option=Policy%20Zone%20Pair%20Statistics%20&deviceM... ¥r O o 3
Cisco vManage Q admin -
PRl 1 MONITOR het Real Time

Select Device - pm5|172.16.255.15 Site ID: 500 Device Model: ASR1002-HX o

Device Options: | zone I

Flows Policy Zone Based Drop Statistics

Policy Zone Pair Sessions
Total Rows: 8

o
o WAN Throughput
aQ
-

Top Talkers O\ Policy Zone Pair Statistics B~
WAN
2 zp 0 1 appfw_pmap appfw_l4_cmap  Inspect 0 0 0 0
TLoc zp = = = class-default Inspect Drop 0 0 0 0
o Tunnel zp_10 1 0 appfw_pmap appfw_l4_cmap  Inspect 115 11494 0 0
zp_10 - - - class-default Inspect Drop 0 0 0 0
Security Monitoring
zp_11 1 1 appfw_pmap appfw_l4_cmap  Inspect 480 52134 0 0
Firewall .11 - - = class-default Inspect Drop 0 ] 0 0
Intrusion Prevention zp-21 2 1 p-1 1 Inspect 0 0 o 0
zp_21 class-default Inspect Drop 0 ] ] 0
URL Filtering

Umbrella DNS Re-direct

Control Connections

System Status

Events

ACL Logs

Troubleshooting

Real Time



Enterprise App Aware Firewall Monitoreo

Esto se traduce en “show SD-WAN zonebfwdp sessions” en CLI

Cisco vManage admin
[Fl 1 MONITOR Real Time
Select Device ~ vm5|172.16.255.15  Site ID: 500  Device Model: CSR1000v (@
o
Applications . )
Q Device Options: Policy Zone Pair Sessions
Interface o e
TCP Optimization Q SearchOptions Total Rows: 1
ca
- WAN Throughput
2 Flows 0 open 10.105.1.3 10.106.3.3 51913 443 PROTO_L4_TCP 1 1 1 3
m Top Talkers
WAN
TLoC
Tunnel

Security Monitoring

Firewall

Intrusion Prevention

URL Filtering

Umbrella DNS Re-direct

Control Connections

System Status

Events




Enterprise App Aware Firewall Monitoreo

Esto se traduce en “show SD-WAN zbfw drop-statistics” en CLI
[ MONITOR  Network > Real Time

Select w pm5172.16.255.15  SiteID: 500  Device Model: ISR4331 @

WAN Throughput Device Options: . Policy Zone Pair Statistics
Fise (o]=)
Total Rows: 24
Top Talkers Search Options v
inet_to_zone_1 inet_zone zonel inet_zone_policy Inspect Drop 0
1% inet_to_zone_1 = = = 2 Inspect Drop 0 0 0 0
Tunnel inet_to_zone_1 - - - 3 Inspect Drop 0 0 0 0
’ % inet_to_zone_1 - - - class-default Inspect Drop 0 0 0 0
Security Monitoring
inet_to_zone_2 inet_zone zone2 inet_zone_policy 1 Inspect Drop 0 0 0 0
Exewall inet_to_zone_2 = = = 2 Inspect Drop 0 0 0 0
Intrusion Prevention inet_to_zone_2 - - - 3 Inspect Drop 0 0 0 0
inet_to_zone_2 - - - class-default Inspect Drop 0 0 0 0
URL Filtering
zone_pairl zonel zonel zbfwp1 1 Inspect Drop 0 0 0 0
Umbrella DNS Re-direct zone_pairl - - - 2 Inspect Drop 0 0 0 0
Control Connections zone_pairl = - = 3 Inspect Drop 0 0 0 0
zone_pairl - - - class-default Inspect Drop 0 0 0 0
System Status
zone_pair2 zone2 zone2 zbfwp2 1 Inspect Drop 0 0 0 0
Events zone_pair2 - - - 2 Inspect Drop 0 0 0 0
ACL Logs zone_pair2 - - - 3 Inspect Drop 0 0 0 0
zone_pair2 - - - class-default Inspect Drop 0 0 0 0
Troubleshooting
zone_pair_inet_zonel  zonel inet_zone inet_zone_policy 1 Inspect Drop 0 9600 0 0
Real Time Zone_pair_inet zonel _— = - 2 Inspect Drop 0 434671286 0 0

© 2020 Cisco and/or its affiliates. All rights reserved



Enterprise App Aware Firewall Monitoreo

Esto se traduce en “show SD-WAN zbfw zone-pair statistics” en CLI

L MONITOR Network > Real Time

Select Device ~ pm5172.16.255.15  SiteID: 500  Device Model: ISR4331 0

WAN Throughput Device Options: Policy Zone Based Drop Statistics

Flows @ e
Total Rows: 1

Top Talkers Search Options v

WAN m Max Half Session Too Many Packets Invalid Header Internal Error Undefined m TCP Invalid Ack Flag TCP Invalid

1721625515 0
TLOC

Tunnel
Security Monitoring
Firewall
Intrusion Prevention
URL Filtering
Umbrella DNS Re-direct
Control Connections
System Status
Events
ACL Logs
Troubleshooting

Real Time
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SDWAN Security: Intrusion Prevention

© 2020

Cisc

o and/or its affiliates. All rights r

Seguridad
Cisco

Enterprise Firewall
+1400 apps capa 7 clasificadas

Intrusion Protection System
El motor IPS més implementado en el mundo y

URL-Filtering

Web reputation score usa 82+ categorias web

Simplified Cloud Security
Deployment simple para Cisco Umbrella

Adv. Malware Protection
Con File Reputation y Sandboxing

Fase 1

Fase 2



Intrusion Prevention

IPS

On-site Services
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Intrusion Prevention - workflow de Configuracion

Encuentre la Version de Imagen App Hosting compatible

Actualice las imagenes App Hosting images en el Software Repository

Cree un Security Policy template

Cree un App Hosting Profile template

Cree un Device Template (especifique las politicas de seguridad y App Hosting profile
templates)

Anexe el device template a uno o0 mas dispositivos



Intrusion Prevention - Image Version compatible

Descargue App Hosting TAR file para CCO

secapp-*.x86_64.tar x86_64 - ISR-4351
ISR-4331

ISR-4321
ISR-4221X

secapp-*.aarch64_be.tar | ARM-based - C1111X-8P

Nota: Cada router image version (16.10.1, 16.11.1 etc.) tiene su propia gama de versiones de aplicaciones soportadas.

© 2020 Cisco and/or its affiliates. All rights reserved



Intrusion Prevention - Image Version compatible

Encuentre la gama de versiones compatibles para los dispositivos (Monitor -> Red)

Cisco vManage

#* MAINTENANCE | SOFTWARE REP!
Monitor
Geography
Network

Alarms

Events

Audit Log

ACL Log



Intrusion Prevention - Image Version compatible

Encuentre la gama de versiones compatibles para los distintos dispositivos (Select the device - CSR en ejemplo abajo)

Cisco vManage x 4+ — =] B3
<« © A Notsecure | https//172.27.208.118:9912/#fapp/monitor/devices/arid * O @ 6 O

Cisco vManage

L MONITOR | NETWORK

WAN - Edge  Netwerk Hub Clusters

=3

o (X = 1=]

a Device Group | ! - Q Search Options ~ Total Rows: 10

- @ pms 17216255256  |SR4351 I1SRA351/K9-FDO1838002S reachable 500 a 3 16.10.78 085 Dec 2018 6:04:00 AM PST “No groups® 172.16.265.22"

- @ vl 172.16.255.11 vEdga Cloud 1fe43ca8-d3f8-4c6b-810c-f reachable 100 4 a 99.99.999-1814 07 Aug 2018 6:45:00 AM PDT “"No groups” "172.16.255.22"

& vmio 172.16.255.20 vsmart 9ee7186c-e566-4500-9476- reachable 200 - 8 18.3.100 12 Sep 2018 4:29:00 AM PDT No groups 172.16.255.22"

m @ vmn 1721628521  vEdge Cloud aB019b50-e2e4 4412 9307-. reachable 100 a 3 99.90.099.1814 07 Aug 2018 6:44:00 AM FDT “No groups® 172.16.286.22"
172.16.2565.22 vManage 173859ca-5a1c-4f46-9d61- reachable 200 - 8 18.4.999-50 29 Nov 2018 3:32:00 PM PST 'No groups” 172.16.255.22"
172.16.255.26  vEdge Cloud (vBond) 81437a67-551b-4c2a-9386- reachable 18.3.100 12 Sep 2018 4:27:00 AM PDT No groups 172.16.255.22
172.16.255.14 vEdge Cloud 1b1f1b25-fbca-45dB-B526-. reachable 200 5 3 99.99 999-1814 07 Aug 2018 6:45:00 AM PDT “No groups” "172.16.255 22"
172.16.255.15 CSR1000v CSR-5b7ab3fb-ef41-4725-8 reachable 500 4 3 16.10.78 05 Dec 2018 6:13:00 AM PST “No groups” “172.16.255.22"
172.16.25516  vEdge Cloud 63830cb3-10a8-4(60-90af-d. reachable 600 5 3 99.99.999-1814 07 Aug 2018 6:44:00 AM PDT No groups” 172.16.265.22"
172.16.255.19 vsmart 83b3b744-dbff-4c19-a9e3-c.. reachable 100 8 18.3.100 12 Sep 2018 4:31:00 AM PDT Mo groups” *172.16.255.22"

ts affiliates. All rights rese




Intrusion Prevention - Image Version compatible

Encuentre la gama de versiones compatibles para los distintos dispositivos (Click on Real time)

Cisco vManage x 4+ - & =
<« C A Notsecure | https://172.27.208.118:9912/4#/app/monitor/dashboard/health?systemip=172.16.255.15&localSystem|p=172.16.255.15 &deviceModel =ved ge-CSR-1000v&device Type =vedg e&uuid =CSR-5b7ab3fb-ef41-4725-8517-2898de7f911b +r 0o @ e o

Cisco vManage

PRl ) MONITOR  metwor System Status
Select Device ~ vm5|172.16.255.15  Site ID: 500  Device Model: CSR1000v @
o
A i
R Reboot 20 B Crash 6
-]
Interface
Rl 1cP optimization E) wModule Hardware Inventory
[ WAN Throughput B Fans N/A
“ Temperature Sensors N/A
= Flows
@ Top Talkers
WAN
CPU & Memory (¥ RealTime] 1h 3h &h 1zh EZ) 7days Custom -
TLOC
1005
Tunnel
Security Monitoring .
Firewall . &
S sow
3.55% B
Intrusion Prevention
cPU
URL Filtering
Umbrella DNS Re-direct .l A by koAb, " A P R, N A o
o
et Load average over 24 hrs
100
System Status
Events
ACL Loga Q £
=
g sox
Troubleshasting 5
26.54% =
Real Time Memory
o
Dec 06, 08:00 Dec 08, 10:00 Dec 06, 12:00 Dec 08, 14:00 Dec 06, 16:00 Dec 08, 18:00 Dec 06, 20:00 Dec 08, 22:00 Dec 07, 00:00 Dec 07, 02:00 Dec 07,04:00  Dec 07, 06:00
hitpsi//1 /#/app/menitor/dashboard/detailsTsystemip=172.1 S8 ocalSystem|p=172.16.255.15&deviceMod SR-1000v




Intrusion Prevention - Image Version compatible

Encuentre la gama de versiones compatibles para los distintos dispositivos
(Type in UTD Version Status in the search box)

e/ oD =

(o 1=

rrrrr

ttttt

........

Intrusion Prevention



Intrusion Prevention - Upload App Hosting Image
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Intrusion Prevention - |
Policy Template Configuracion

- Elegir signature set (Connectivity/Balanced/Security)
- Elegir modo de operacion (Detection/Protection)

- Elegir un whitelist profile existente o crear uno nuevo
 Elegir nivel de alterta para syslogs

« Attach VPNs

- Configurar logging (Externos)

« Configurar fail-open/fail-close



IPS - Policy Configuracion

vManage >> Security >> Add Security Policy (elegir IPS de custom)

rits affilia

All rights 1

Choose a scenario that fits your use-case. Click Proceed to conti Iding your desired pol

B

Compliance

Application Firewall | Intrusion Prevention

Guest Access
Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Prevention | Umbrella DNS Security

Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Umbrella DNS Security

Custom

Build your ala carte policy by combining a variety of security policy blocks

Cancel



IPS - Policy Configuracion

Elegir signature set (Connectivity/Balanced/Security)

Cisca WManage x o+ - =] x

<« C A Notsecure | hitps

//172.27.208,118:9912/#/app/config/sect

y/policy/add/dire

Cisco vManage admin ~

X CONFIGURATION | SECURITY  Add Intr

Prevention Policy

Target Policy Behavior
X 0 Signature Set:  Balanced
Inspection Mode:  Detection ——  Loglevel Error
Whitelist: =
-] VPNs
Actions ) Alerts
aa Signatures
| @ target ve
m
Intrusion Prevention - Policy Rule Configuration @
Policy Name Maximum of 32 characters
Signature Set Balanced Inspection Mode Detection -
Advanced > Connectivity
Security

Save Intrusion Prevention Policy CANCEL



nnectivi

CVSS Score = 10
CVE year is current - 2 (Por ejemplo, 2019, 2018, 2017)

Balanceo:

CVSS Score >= 9

CVE year is current - 2 (Por ejemplo, 2019, 2018, 2017)
MALWARE-reglas CNC

EXPLOIT-reglas KIT

reglas SQL Injection

reglas Blacklist

Incluye reglas en las politicas Connectivity over Security

Sequridad

CVSS Score >= 8

CVE year is current -3 (Por ejemplo, 2019, 2018, 2017, 2016)
MALWARE-reglas CNC

EXPLOIT-reglas KIT

reglas SQL Injection

Blacklist rules

reglas App-detect

Incluye reglas en las politicas Connectivity over Security

2020 Cisco and/or its affiliates. All rights reserved



IPS - Configuracion Policy

Choose mode of operation (Detection/Protection)

Wl Ciseo vManage x | =+

<« c A Notsecure | hitps//172.27.208.118:9912/#/app/config/security/policy/add/directinternetAcce ¥ ) &3 a8 O

admin ~

Cisco vManage

PPl % CONFIGURATION | SECURITY  Add Intrusion Prevention Policy
= Target Policy Behavior
o
signature Set:  Balanced
whitelist: -
" VPNs
Actions Alerts

Signatures

[@ Torget vens

Intrusion Prevention - Policy Rule Configuration @

Policy Name v

signature Set - Inspection Mode Detection

Advanced > Protection

Save n Prevention Policy CANCEL



IPS - Configuracion Policy

Elegir modo de operacion (Detection/Protection)

IPS Signature List Name
Name of the lis

IPS Signatures 4 Import

Enter tures in the format Generator Id:Signature Id separated by commas like example below. Range 0 to 4294967295
for both

1234:56'

11114444

d/or its affiliat




IPS - Configuracion Policy

Elegir nivel de alerta para syslogs

Cisco vManage x 4+ — o x

<« C A Notsecure | httpsy//172.27.208.118:9912/%/app/config/

curity/p

icy/add/directinternetAc

Cisco vManage

£2 CONFIGURATION | SECURITY  Add Intr

n Prevention Policy

= Target Policy Behavior
a, O Signature Set.  Balanced
inspection Mode:  Detection . - e
Whitelist: -
= VPNs
Actions Alerts

Signatures

| @ Target VPNs ‘

Intrusion Prevention - Policy Rule Configuration @

Policy Name Maximum of 32 characters
signature Set Balanced - Inspection Mode Detection -
Advanced Alert

Signature Whitelist
Critical

Alerts Log Level @ Error
Warning

Notice

Save ion Prevention Policy CANCEL



Configuracion Policy

Especifique las VPN para las que es aplicable esta Politica de prevencion de intrusiones

isco and/or its affiliates. All rights reserved




S - Configuracion Policy

IPS/IDS Signature update

Administration -> Settings

Cisco vManage x |+ - = B3

< C A Notsecurs | ktps://172.27.208.118:9912,

#/app/dashboard o o @ e o

Cisco vManage

= DASHBOARD
o 6 € 1 o 1 Reboot 0 @ Waming o
2 WAN Edge - 6 vBond - 1 wManage - 1 Lasi 24 hre A% nvalid o
<
Control Status (Total 8) Site Health (Total 4) Transport Interface Distribution
X[
Control Up Full WAN Connact <10 Mbps 41
- 10 Mbps - 100 Mbps o
= 100 Mbps - 500 Mbps (1]
=5 Administration
. = 500 Mbps 0
e 0 sites
Setti
L S Vview Percent Utilization
oot o WAN Edge Health (Total 6) Transport Health Typs: Byloss & =
Cluster Management & 100 % -
Inegration Manage 6 6 0 0
6 s0%
o
Norma Error -
Top Applications — Application-Aware Routing Type: Byloss = @
A7 vmbihepmsite o 0.002 o '
A7 pmShevmiihe 0.01 0.002 o
A7 pmsmevmaie 0.0t 000 o
- ® A amsmeuma e 0023 o noo
. .
FireWall Enforcement == cropped | = Top Signature Hits oy severny[Ta] — URL Filtering EEE] Atowed | =
400 = .t Tt - - 10000 - -
B Adult and Pornography
Mews and Media
300 1000 B Weapans
: I I l l o
———t e o T~ g [ H = = = - =

118:9912/#/app/administration/settings

sco and/or its affiliates. All rights




IPS - Configuracion Policy

« Actualizacion IPS/IDS Signature
« Scroll down a la seccion IPS Signature update y dar click en Edit
« Especificar el username y password para usar signature package download de CCO

- Especificar que tan seguido vManage should debe descargar y revisar signature packages para empujar
disposiivos

IPS Signature Update Enabled

(®) Enabled () Disabled
Username

tdswdnld1

Password

IPS Signature Download Interval (Range: 1min to 24hrs)
Hours Minutes

2 0
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Intrusion Prevention - Monitoreo

Dashboard de violaciones Top Signature
Firmas vistas por dispositivos que ejecutan IPS en la red.

Dos vistas:
« Amenazas por severidad (a través del tiempo)
« Conteo total de amenazas (por periodos determinados)

AT L LI N &=
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Seguridad SDWAN: URL Filtering

Enterprise Firewall
+1400 apps capa 7 classificadas

Intrusion Protection System

El motor IPS més implementado en el mundo

%
Seguridad URL-Filtering Fase 1

Cisco . Web reputation score usa 82+ categorias web

Simplified Cloud Security
Deployment simple para Cisco Umbrella

Adv. Malware Protection
Con File Reputation y Sandboxing

© 2020 Cisco and/or its affiliates. All rights r



Solicitudes para requisiciones de domain “peligroso”

URL Filtering

URL Filtering

BRKSEC-2065



URL - Filtering - En general

- Usa Snort preprocessors para extraer los URLs desde el trafico HTTP/HTTPS
(corre snort en un container!!)

« Instalacion del Container installation necesaria (pasos descritos en la secciéon IPS/IDS)
* La actualizacion del work Flow del container es la misma para IPS/IDS

- Plataformas soportadas (mismas para la solucion IPS/IDS)
* ISR-4351
* ISR-4331
* ISR-4321
* ISR-4221X
« C1111X-8P
* |SRv
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URL-Configuracion Filtering Policy

Security Policy Template (URL Filtering)

Categorias web
Allow / Block
Reputacion Web
Whitelist / Blacklist URLs
Block Page
Pagina Local block

« Redirect URL
Alertas

« VPNs



URL Filtering Security Policy Template

vManage >> Security >> Add Security Policy (elegir una que incluya URL-Filtering)

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention

Guest Access

E Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Prevention | Umbrella DNS Security

@ Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Umbrella DNS Security

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

Cancel

© 2020 Cisco and/or its affiliates. All rights reserved



Configuracion URL Filtering Security Policy

o

<&«

L # FiB 0

Security Policy template (URL-Filtering)

Especificar categorias Web para Bloquear (o) Permitir

Cisco vManage x  +

A Not secure | hitps://172.27.208.118:9912/#/app/config/security/policy/add/directinternetAccess

Cisco vManage

X CONFIGURATION | SECURITY  Add URL Filtering Policy

Target Policy Behavior

Blocked Categories: 2

0 Web Reputation: Moderate Risk
— Action:  Block Page
Whitelist URLs: -
VPNs

Blacklist URLs: -

.
Web Filter

Block Page Server

URL Filtering - Policy Rule Configuration @

Policy Name Maximum of 32 characters
Web Categories Block - sports sociaknetwork x -
Web Reputation Moderate Risk -

Advanced >

Save URL Filtering Policy CANCEL

Blacklist: ~ Disabled
Whitelist:  Disabled

Reputation/Category: Disabled

Alerts



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)
Especifique el umbral inferior permisible de puntaje de reputacion de los sitios web

& Cisco vManage x + - >

<~ (& A Not secure | hitps://172.27.208.118:9912/#/app/config/security/policy/add/directinternetAccess Yo o 8 e 0

Cisco vManage admin

[Pl % CONFIGURATION | SECURITY Add URL Filtering Policy
fm] i i
Target Policy Behavior
Blocked Categories: 2
Blacklist  Disabled
K 0 Web Reputation: Meoderate Risk
—— Action: Block Page ——  Whitelist: Disabled
Whitelist URLs: -
-] WL Reputation/Category:  Disabled
Blackis R Block Page Server
Web Filter
m

URL Filtering - Policy Rule Configuration @

Policy Name s

High Risk

Web Categories sports social-network x -
Suspicious

Web Reputation Moderate Risk
Low Risk

Advanced >

Trustworthy

Save URL Filtering Policy CANCEL



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) De click en Advanced y especifique la lista de URLs para ser whitelisted

Whitelist URL List Name

Name of the list

Add Whitelist URL

© 2020 Cisco and/or its affiliates. All rights reserved
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Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) Dar click en Advanced y especificar una lista de URLs para ser blacklisted

© 2020 Cisco and/or its affiliates. All rights reserved

102



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) Especificar detalles del Block page server (Block page message)

URL Filtering - Policy Rule Configuration @

@ Block Page Content

Default Content Header Access to the requested page has been denied
Content Body Please contact your Network Administrator

O Redirect URL

Alerts and Logs @

Save URL Filtering Policy CANCEL



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) Especificar detalles del Block page server (Redirect URL)

URL Filtering - Policy Rule Configuration @

O Block Page Content

Default Content Header Access to the requested page has been denied
Content Body
@ Redirect URL WWW.Cisco.com

Alerts and Logs @

Save URL Filtering Policy e N&zN



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) Especificar cuando las alertas deben ser generadas (Whitelist/Blacklist/Reputation/Category)

URL Filtering - Policy Rule Configuration @

Content Body

@ Redirect URL Www.cisco.com

Alerts and Logs @

Alerts Blacklist Whitelist Reputation/Category

Save URL Filtering Policy CANCEL



Configuracion URL Filtering Security Policy

Security Policy template (URL-Filtering)

(Opcional) Especificar las VPNs en target para las cuales estd Policy Template es aplicable en las VPNs en Target, vy
especificar los VPNs IDs

© 2020 Cisco and/or its affiliates. All rights reserved 106
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Monitoreo URL Filtering

¢ EI URL-Filtering esta inspeccionando el trafico?

De click en el Dashboard vy revise la data para URLs getting blocked/allowed (Nota: esto es para toda la red)

Cisco vManage : admin +~

3 2§ DASHBOARD

onwon vewn v ©  No WAN Connectivity 0 sites
o View Percent Utilization
< WAN Edge Inventory WAN Edge Health (Total 6) Transport Health Type: Byloss * = II
L Total 6 100
Authorized 6
- 6 0 0 0%
=
Deployed 6
a5 Staging 0 o
Normal Warning Error
m - . )
Top Applications = o Application-Aware Routing Type: Byloss = II
= = T === I === T
~ vmb:tte-pmSiite 0 0.003 0 '
A vml:te-vm4:ite 0 [} 0
A vmi:te-vms:ite 0 o 0
e .
FireWall Enforcement Dropped | = 3 Top Signature Hits By severity o = o3 URL Filtering EE==] voved = o3
5 ~
g 400 § 10000 M Adult and Pornography
s
- 8 100
s S % EEmEEnEnm s an e
2z =
& o> . - -
B Dec 07, 12:00 Dec 07, 18700 Dec 08, 00:00 Dec 08, 06:00 R S | weapons
=

Time Signature Name 1/5W

or its af ates. All rights




Monitoreo URL Filtering

¢ EI URL-Filtering esta inspeccionando el trafico?

Ir al dispositivo level page (Monitor -> Network -> Select Device -> URL-Filtering) para estadisticas URL-Filtering

Cisco vManage (-] admin «

[J MONITOR Network > URL Filtering

pm5]172.16.255.25 SiteID: 500  Device Model: ISR4351 o

-

Applications 1h 3h sh 12h EZ0) 7days Custom ~
Interface Blocked Allowed

TCP Optimization

TK
WAN Throughput
100
-
Flows =
3
)
. 5 10
vAnalytics =
3
A

Launch vAnalytics

TLOC
Adult and Pornography Weapons News and Media
Tunnel

Security Monitoring

Firewall ® e

Search Options v Total Rows: 3
Intrusion Prevention Q .

Category Session Count

Adult and Pornography 284
Umbrella DNS Re-

Weapons 283
direct

d/or its affiliates. All rights reservec
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Seguridad SDWAN: Intrusion Prevention

Enterprise Firewall
+1400 apps capa 7 classificadas

Intrusion Protection System
El motor IPS més implementado en el mundo
Seguridad URL-Filtering
. Web reputation score usa 82+ categorias web
Cisco

Slmpllfled Cloud Security

A Deployment simple para Cisco Umbrella 4

Adv. Malware Protection
e ————————————————————————— Con File Reputation v Sandboxing

Cisco SD-WAN

Horas en lugar de semanas y meses

© 2020 Cisco and/or its affiliates. All rights reserved




Cisco Umbrella

Usuarios y Dispositivos

sy  Tpo

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DNS/web-layer Security - Vista de la solucion

& N
Solicitud Solicitudes

segura Bloqueo

isco Umbrella

Solicitud DNS (1)
n—.

N
-p Respuesta DNS (4)

Contenido Aprobado(5)

Servidores Web

BRKSEC-2065

114
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DNS Layer Security - Configuracion

« Crear un security policy template para Umbrella DNS Security
- Crear un device template que incluya security policy template

« Anexar al dispositivo



DNS Layer Security - Template

Configuration » Security tab » Custom Options » Lists

Cisco vManage

B COMNFIGURATION | SECURITY

Configuration Q Search Opticns +

a 2 admin 17 Sep 2018

SECURITY-POLICY Sacurity Policy Diract Intemet Access 1 URL Filtering
DS Security

Umibrella AP Token

Security

Crear nuevo o modificar el existente

isco vManage

Select a list type on the left and start creating your groups of interest
[ Monitor >
A © New Domain List
X Cconfiguration ~
Domain List Name
Add Damain
Vihitelist URY « Sho
Teu
Security

N I I T T I

kusankar 02 Oct 2018 4:22:3% PM IST -



DNS Layer Security - Template

vManage >> Security >> Anadir Security Policy (elegir una que incluyaDNS Layer Security)

© 2020 Cisco and/or its affiliates. All rights reserved

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention

Guest Access
Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Prevention | Umbrella DNS Security

Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Umbrella DNS Security

Custom

Build your ala carte policy by combining a variety of security policy blocks

Cancel

118



DNS Layer Security - Template

Configuration » Security » Add Security Policy » DCA/DIA » Add/Modify DNS Security Policy

Cisco vManage

X CONFIGURATION | SECURITY  Add DNS Security Policy

Target Policy Behavior

ALL -
Domain List e Umbrella Default
[ umbrella Default
VPNs
Local Domain Bypass Umbrella Registration
Action

DNS Security - Policy Rule Configuration @

Policy Name Maxi

Umbrella Registration Status: Not Configured Manage Umbrella Regis

storm VPN Configuration
Local Domain Bypass List elect a air

DNS Server IP (® umbrella befault () Custom DNS

Advanced >

Sawve DNS Security Policy CANCEL



DNS Layer Security - Template

Configuration » Security » Add Security Policy » DCA/DIA » Add/Modify DNS Security Policy

Umbrella Registration API token puede ingresarse aqui por primera vez y administrarse mas tarde desde la
configuracion global

Registration Token Must be exactly 40 hexadecimal characters

Required

Save Changes Cancel

© 2020 Cisco and/or its affiliates. All rights reserved
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DNS Layer Security - Template

Configuration » Security » Add Security Policy » DCA/DIA » Add/Modify DNS Security Policy Per VPN DNS
resolver y local-domain match criteria




DNS Layer Security - Template

Configuration » Security » Add Security Policy » DCA/DIA » Add/Modify DNS Security Policy Per VPN DNS
resolver y local-domain match criteria

VPNs Enter VPM separated by comma, eg. 1, 2,3

DNS Server IP @ Umbrella Default O Custom DNS

Local Domain Bypass ‘

© 2020 Cisco and/or its affiliates. All rights reserved
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DNS Layer Security - Template

Configuration » Security » Add Security Policy » DCA/DIA » Add/Modify DNS Security Policy

Cisco vManage ) admin -

L3t CONFIGURATION | SECURITY Add DNS Security Policy

0 i i
Target Policy Behavior
=
a ALL VPNs Attached:  ALL
pomain List: -  — — Registration Umbrella Default
DNS Server Umbrella Default
- VPNs
Local Domain Bypass ) Umbrella Registration
2= Action
m

DNS Security - Policy Rule Configuration @

DNS Server IP (® umbrella Default () Custom DNS

Advanced

DNSCrypt [ ]



DNS Layer Security - Monitoreo

Monitor » Network » select WAN Edge device Umbrella monitoring esta disponible solo en un device dashboard

Cisco vManage

85 Dashboard £ MONITOR | NETWORK
WAN -Edge  Network Hub Clusters
L1 Monitor v
® 9%
Device Group * otal Rows: ¢
Network
I::-mmm:-nr::-mmm_m—mm
111 jchat B.4.1 8 5:59:00 PM IS
@ Vs 111 art hat 10( 841 B Ne PM I Jroug
$) VBo 11 Edg vBo reachable 100 18.4.1-5 28 Nov M
€ cary 111 R0 h 4 1 N 810 PM rou|
Q yrh 11 SR I 4 1 N PMIST
) Rale 111 CSR10! habl 150 4 3 1 N 1:00 PM I




DNS Layer Security - Monitoreo

Monitor » Network » select WAN Edge device » Security Monitoring » Umbrella DNS Re-direct Two tabs: DNS
Redirect count y Local Domain Bypass count para el nivel del dispositivo

TCP Optimization

Alarm T h 3h eh 1zh B 7days Custom

vents Flows

ot T esaan IV assean VAVAR S an Vase Van' Ga vVas|

= /

< / \
TLOC / \




AM

P & Threatgrid



Seguridad SDWAN: Advanced Malware Protection

Seguridad
Cisco

Cisco SD-WAN

Horas en lugar de semanas y meses

© 2020 Cisco and/or its affiliates. All rights reserved

Enterprise Firewall
+1400 apps capa 7 classificadas

Intrusion Protection System

El motor IPS més implementado en el mundo

URL-Filtering

Web reputation score usa 82+ categorias web

Simplified Cloud Security

Deployment simple para Cisco Umbrella

Adv. Malware Protection
Con File Reputation y Sandboxing

Fase 1




AMP & Threatgrid -
Packet Flow




Advanced Malware Protection

AMP
D D
> Integracion con AMP o
> File reputation Internet 1 Check Signature
> File retrospection
> Integracion conThreatGrid n—r
> File Analysis Check file
Mal
> Apoyado con valuable Threat S;n\ggcr)i
Intelligence

ThreatGrid



AMP & Threatgrid -
Configuracion




Configuracion Intend based

af

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance
Application Firewall | Intrusion Prevention

=

Guest Access
Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Preventign | Advanced Malware Protection [ DNS Security

@ Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filterifig | Advanced Malware Protection | PNS Security

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

Cancel

es. All rights rese



Configuracion = Vmanage - Admin-key

Cisco vManage

£ CONFIGURATION | SECURITY

Configuration

Security PR

oud of S

Select Region

Enter Key

4kquvemfu11111asvbd78l

abcdefghfu11111asvbd78

Save Changes

7

7

Cancel

® o admin +
) security

Lists

Firewall

Intrusion Prevention

URL Filtering

Advanced Malware Protection
DNS Security

Umbrella API Token

' Threat Grid API Key



Configuracion - Vmanage - AMP - Policy

Cisco vManage

X CONFIGURATION | SECURITY  Add Advanced Malware Protection

Target Policy Behavior

e TypesList 11 Analysis Alert Level:  Critical

ALL TG Cloud Region: ~ NAM i ion A evel  Critical
AMP Cloud Region:  NAM

Hs

File Reputation
File Analysis Alerts

Advanced Malware Protection - Policy Rule Configuration @

Plicy Name AMP-

File Reputation

__——» AMP Regions: NAM/EU/APJC

AMP Cloud Region N -

Alerts Log Level Crtieal =
File Analysis @)
6 Cloud Region HAM = | Theeat Grid API Key Configured View AP Key

File Types List Al \

Alerts Log Level el -

TG Regions: NAM / EU

CANCE



AMP & Threatgrid -
Monitoreo




Monitoreo

admin ~

Cisco vManage

L %5 DASHBOARD | secuRITY

:
m] . . § .
FirelWall Enforcement EE vows = @2 Top Signature Hits byscen|QZ] = = URL Filtering [l siowea | = o

] | 100

2 E B Adultand Pomography

8 S w

z < Sports
= ] | W reputation_block

E = . o W blackiist hit cnt
E & & &

Mar14,16:00 Mar14,20:00 Mar15,0000 Mar15 0400 Mar 15 08:00 Mar 15 12:00 & & ey

o Time & «signature Name &
[All  Advanced Malware Protection e neputvion AL

chart

Number of Malicious Files

Mar14,16:00 Mar14,20:00 Mar15,0000 Mar15 0400 Mar 15,08:00  Mar 15, 12:00 ‘|
Time “

== \




Monitoring — Device view - Files statistics

L MONITOR Network > Advanced Malware Protection

Select Device ~ vm5|172.16.255.15  Site ID: 500  Device Model: CSR1000v @
RTINS 1h 3h 6h 12h 7days Custom ~
File Reputation
Flows
Top Talkers
80
WAN
TLOC 60
«
o
i
Tunnel %5
= 40
5
Security Monitoring g
z
Firewall 0
Intrusion Prevention N A A _ z N\
~

Feb 14, 00:00 Feb 14, 02:00 Feb 14, 04:00 Feb 14, 06:00 Feb 14, 08:00 Feb 14, 10:00 Feb 14, 12:00 Feb 14, 14:00 Feb 14, 16:00 Feb 14, 18:00 Feb 14, 20:00 Feb 14, 22:00
URL Filtering

Advanced Malware s e
Protection
Search Options v Total Rows: 420

Umbrella DNS Re-direct

Control Connections
Allow

clean_rar.rar 9d97243b2238d82bd8a097da7c6eelcb2a043abab1720c93024c... Clean 14 Feb 2019 10:53:36 PM PST
Svsleistatasl clean_rtf.rtf 4e329b77b0b0fe1b07c4e023bf042795e60205f44cd5a87¢cb1ald... RTF Clean 14 Feb 2019 10:53:12 PM PST 1 Allow
Events clean_gif.gif f05c02¢7e3bb4ebbel4ec2f4d0df6b24219¢9f8937138e03d7a0c3... GIF Clean 14 Feb 2019 10:52:47 PM PST 1 Allow
alaan Al Al NUANATOTORAHLMOEATIZ220T1NRANTVAdANAAhFITI290TTANFNARF MCEVE Plasn 14 Cak 2N10 1N:-E7:92 DA DT 1 Allaua
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Monitoring — Device view - Files Analysis

L MONITOR Network > Advanced Malware Protection

Select Device ~ vm5 | 172.16.255.15  Site ID: 500 Device Model: CSR1000v o

WAN Throughput 1h 3h 6h 12h

)] 7days Custom -

Flows
File Analysis

Top Talkers

6
WAN
5
TLOC
4
Tunnel
3
Security Monitoring 3
Firewall 1
Intrusion Prevention 0 + +

Feb 14, 00:00 Feb 14,02:00 Feb 14, 04:00 Feb 14,06:00 Feb 14, 08:00 Feb 14, 10:00 Feb 14, 12:00 Feb 14, 14:.00 Feb 14, 16:00 Feb 14, 18:00 Feb 14, 20:00 Feb 14, 22:00

Number of Uploads

URL Filtering
Advanced Malware e
Protection
Q Search Options v Total Rows: 13
Umbrella DNS Re-direct
Contliomecions Junknown_xls.xls EB4F81CODCF299A6540D7667A2E54EFC5431E119F4983A0E02A32756DC891FF7  MSOLE2 14 Feb 2019 11:49:07... Success
System Status funknown_doc.doc 9E5046F28FCEA054D8902A99988487926F1760774D1AC6DEOSBFATAAEBC28365  MSOLE2 14 Feb20193:54:04 .. Success

Events

© 2020 Cisco and/or its affiliates. All rights reserved



Integracion
Cloud Security



SIG - Seguridad Cloud

Proveedor Seguridad Cloud Proveedor Seguridad Cloud

=] Regional
=|}| Hub/CoLe

7 SDW

-

Fabric i —

Data Center

Remote Site

[0 D 3

Remote Site

&—e (GRE/IPSec Tunnels —— Data Traffic

) and/or its affiliates. All rights reservec

&—o |PSec Tunnels



. Cuales son los 4 pilares técnicos de
Cisco SD-WAN?

. Application Firewall, IPS, URL Filtering, Cloud
Security

. Security, application Services, Connectivity,
Operations

. vManage, vSmart, vBond, vAnalytics
D. MPLS, Internet, SaaS, LTE




Utilice el panel de Q&A o P&R
para realizar sus preguntas




Ask Me Anything— Sesion del evento

Hasta el Viernes 24 Enero, 2020

Con
Gustavo Medina

http://bit.lv/AMA-sdwan

Gustavo Medina
Systems Sales Engineer
CCIE #51487


http://bit.ly/AMA-sdwan

La Comunidad de soporte tiene otros ldiomas

Si habla Portugués, Japonés, Ruso, Chino o Inglés o invitamos a participar en otro idioma.

Nueva
; Communauté Cisco
Cisco Community «gssl-zseesse 3 5% Francés
Inglés sepeNglstatess” - ol

CooblLectBo Cisco
Ruso

() (24<)
P80 0 _0_ &
R-O-O-O-03-

.~ aw,
\Te
b3

Jees.

9.55532‘5

\CQ:C:.O E’ :/X: - 51:7—_4
o

Japonés

Comunidade da Cisco
Portugués

RERFI I HAEX
Chino
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https://community.cisco.com/t5/comunidade-da-cisco/ct-p/comunidade-portugues
https://community.cisco.com/t5/%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D1%81%D1%82%D0%B2%D0%BE-cisco/ct-p/russian-community
https://community.cisco.com/t5/technology-and-support/ct-p/technology-support?profile.language=en
https://community.cisco.com/t5/japan/ct-p/japanese-community
http://www.csc-china.com.cn/
https://community.cisco.com/t5/communaut%C3%A9-cisco/ct-p/communaute-francais

LO invitamos a nuestros proximos eventos en
Redes Sociales

Facebook

« Cisco TS- Latam
« Cisco Espana
- Cisco Latinoamérica

« CiscoCommunity




LO invitamos a nuestros proximos eventos en
Redes Sociales

App LinkedIn

- CiscolLatam « Cisco Technical Support - Cisco Community

.+ ciscocommunity u



https://www.youtube.com/watch?v=LKW61EwIXNs

Por favor complete la encuesta,
aparecera en la pantalla de su buscador




iGracias por acompanarnos
en el primer evento del 2020!



e
CISCO



