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Goals for “EZ Cloud”

D
cisco

Customers are demanding solutions for enabling faster and more
efficient IT Services

Cisco has a portfolio of infrastructure, software, and services to aid
customers

Cisco’s Architectural Strength comes from the bringing our solutions
together

Provide a quick and easy way to provide the most common uses
cases needed for a Private Cloud Foundation
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Pre-requisite

- The Use Case in this release builds on the foundation laid out by EZ
Cloud Release 1

- See the content at https://communities.cisco.com/docs/DOC-63857
for background
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Agenda

- Secure 3 Tier Project with FW and Load Balancing Use Case
- Adding Load Balanced VMs to a vDC

- Implementing this use case in your lab

- Find on the Community at https://communities.cisco.com/docs/DOC-63965
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« Everything in the EZ Cloud Use Cases
has been tested with shipping products

« This is not the ONLY way to do “Cloud”

« This provides a starting point for what is
possible

- See Appendix Slides for Reference
Details on replicating the Use Cases
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Secure 3 Tier Project with
FW and Load Balancing
Use Case
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il Cisco Prime Service Catalog HankPreston v @ 0 ™o

fh Browse Categories v o,

O—c
New Secure 3 Tier Project in ACI

HER ©

Create a new 3 Tier Project for the selected group. The new Project will be configured with Web,
Application, and Data Tiers. An ASA Firewall will protect the Web Tier, and standard segmentation rules
will protect App and Data. An F5 Loadbalancer will be prepared for future Web Server VMs.

Specification ¢ N ( N
Common Group or Application

Web-Inside I

| wep-outsice | |

oM <]-

FW-0

=
‘I have an idea/application/update... where to put it?”
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Workflow Status | Log | Objects Created and Modified | Input/Output | -

Service Request

Status
& Refresh
¥ Overview Current status for the service request.
Request ID 2533 QT-y Formated Name: prj-SurveyAp-u2533web z
Request Type Admin Workflow @ %ﬁg&uﬁﬁeyﬁgﬁﬂ;ﬁ_ﬁg?ﬂ”p 11/09/2015 17:25:06
Workflow Name dev - Stitched Services Full Deployment Create UCSC VLAN Name Data 11/09/2015 17:25:12
W () o Formated Name: prj-SurveyAp-u2533data
Request Time 11/09/2015 17:09:58 GMT-0500 @ Add FW Outside VLAN 11/09/2015 17:26:07
Request Starus Ll @ Add FW Inside VLAN 11/09/2015 17:27:04
Comments
¥ Ownership Add Web VLAN 11/09/2015 17:28:03
Initiating User hapresto@csc.richfield.cisco.com

L] L] 1
Automation Steps in ACI D e
b ) (2g) Add Data VLAN 11/09/2015 17:30:13
App-Data Workload IP Range 11/09/2015 17:30:16
The range Is: 10.139.26.211-10.139.26.222
] ] @ Create App-Data IP Pool Policy 11/09/2015 17:30:19

Web Workload IP Range 11/09/2015 17:30:25
The range is: 10.139.27.3-10.139.27.14

to complete this use case.

@ Get Web FW BVI Address 11/09/2015 17:30:40

@ Configure Web Firewall 11/09/2015 17:37:09
F5 VLAN Name FW-I 11/09/2015 17:37:10
Formated String: MobileApps_prj-SurveyAp-u2533_fw-|

@ F5 Pool and Virtual Server Name 11/09/2015 17:37:16
Formated String: MobileAops_prj-SurveyAp-u2533_web

@ Get F5 Self-IP Address 11/09/2015 17:37:25
Get Virtual Server IP Address 11/09/2015 17:37:31
Add F5 Load Balancer to Web Tier 11/08/2015 17:38:29
@ &m’;‘%}g Project vDC 11/09/2015 17:39:05 g
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Standard Application Policy
built for manual stitching
Firewall and LB inline.

Also supports shared services
and management of tiers.
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il :: |c"- SYSTEM  TENANTS  FABRIC

.
o | seor R |

Tenant MobileApps

B Quick Start

L4-L7

NETWORKING  SERVICES SDMIN ORERATIONS »

non | MobileApps | mgmt | Skunkworks

Application EPGs

. welicome,
1 hapresto ¥

| 28 Tenant MobileApps
Application Profiles
BB & sandbox-u2525
B & pri-Surveyap-u2533
I Appiication EPGs
EE®cerGapp
EE® ErG data
E®Erc fw-i
|- (O
ER® EPG web
I L4-L7 Service Parameters
[ Networking
[ B Bridge Domains
BB = sandbox-u2525
B = prj-SurveyAp-u2533-AppData
{3 B DHCP Relay Labels
M L4-L7 Service Parameters
[ subnets |
3 10.139.26.209/28
I8 ND Proxy Subnets
BB = prj-SurveyAp-u2533-Web-Inside
= prj-SurveyAp-u2533-Web-Outside
5 B DHCP Relay Labels
L4-L7 Service Parameters
[ Subnets
010.13927.1/28

Fal :EI: ;ﬁl; ’
ﬂ " "
v

4 piiSurveyApu2sazwed-1 A

p  shared-services o 4 >
management
m—
y > > >
data app

pri-SurveyAp-u2533-data-1 pri-SurveyAp-u2533-app-1

MobileApos-prj-SurveyAp-u253a-i
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New VLANS created in
UCS Central for each
EPG in the new vDC
including Service Stitching
VLANS
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UCS Domains Fault Summary

() v A A
1 31 2 25
— -

| Storage | Operations Management | Statistics

cisco UCS Central

Domains | Servers Network | Logs and Faults | Admil

Preferences

Log Out

About  Help

el

Fr D s
v =] Network LAN Cloud
¥ ﬁ Domain Groups You are creating VLANs common to all available fabrics of this domain group
¢33 Domain Group root
»-3%3 Domain Group Cisco-Live & Filter (on) Create VLANs ® Refresh Records: 5§
»- &% Domain Group CL-Demo Name [ VLAN ID [ ViLANSharing | Policy Name
v =] LAN pri-SurveyAp-u2533app 1145 none
». &5 Policies pri-SurveyAp-u2533fw-i 1074 none
» & Pools pri-SurveyAp-u2533fw-0 1142 none
i.. =] VLAN Org Permissions pri-SurveyAp-u2533web 1144 none
Sales & Partner Training
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Load Balancing for the
Web Tier is prepped with
a new VLAN, Self-1P,
Pool, and Virtual Server
deployed with a basic,
unctional configuration.
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]| ONLINE (ACTIVE)
| standalone

f5

Network » VLANSs : VLAN List » MobileApps_prj-SurveyAp-u2533_fw-i

Layer 2 Static Forwarding Table

General Properties

Network » Self IPs » MoblleApps_prj-SurveyAp-u2533_fw-l

Name MobileApps_prj-SurveyAp-u2533_fw-i
Partition / Path Common
Description
Tag 1074
Resources
N:
£2) Network Untaggea | &M
Partition / Path
Interfaces Interfaces IP Address
Routes Netmask
Self IPs VLAN / Tunnel
Port Lockdown
Local Traffic » Virtual Servers : Virtual Server List » MoblleApps_pr]-Su
Traffic Group
£ + | Properties Resources Statistics =

General Properties

MobileApps_pri-SurveyAp-u2533_f-i
Common
10.139.27.4

| 255.265.255.240
MobileApps_p ~|

| Allow Defauit |

" IInherit traffic group from current partition / path
| traffic-group-iocal-only (non-floating) |

Name MobileApps_prj-SurveyAp-u2533_web
Partition / Path Common
Description |
Local Traffic » Pools : Pool List » MoblleApps_prj-SurveyAp-u2533_web
Type Standard El # - Properties Members Statistics =
Source [0.0.0.00
T Type:  @Host Network  gonory Properties
1| 10.139.27.!
aues:} 10.139.27.5 Name MobileApps_prj-SurveyAp-u2533_web
Senvice Port 80 HTTP || Partiion / Path Common
Notify Status to Virtual Address Description Il
e E gy £ Unavaiiable (Enabled)-The | oy /) Unavailable (Enabled) - The children pool member(s) might be disabled
Syncookie Status off
State. Enabled ~| 23
Active Avallable
iCommon iCommon
Health Monitors. gateway_icmp <«< http
http_head_f5
>> https
htips_443
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[ Cisco ASDM 7.2 for ASA - 10.139.1.71 [-[51X
Fie View Tools Wizards Window Help |I|l||||n
@) rome o%mm} D Mamtrmrg‘ gsﬂve szfresh | @ 8ok © Forver| P heb| cisco
4 | ReviceSetup L Interfaces o
E (i T Interface ’ l| State | Name Sel:v';“’ | VLAN | nmml Type e
Al gé;:‘;::mwaww o " Enabled natve No Bridge Group Edt
& spmron = -~ s
BV Enabled native No Iﬂndge Group
N S I rf 101 Enabled 0ven0s Mo Bvis Logial
- R e T Qadaninsz Ao, A3, Logical
eW u n t e a C e S a n GigabitEthernet0/0. 1142 Enabled MobileApps prj-SurveyAp-u2533|fw-o 0 vian1142 No BVI9 Ilagal
Enabled native No H;dwae
. . o Eaatied EreeTn R TR—Y Py Logcal
Brldge G roup COnflgU red — ———
Logical
i 1161 Enabled ‘ I 100 vian1161 No BVI7 Logical
i Disabled 0 native No Hardware
o
for the Transparent FW S u e+ ¢ 1 nE Qo - e Wi
Ll
| Source Criteria: | Criteria: [ ) | ) | I ) |
# Enabled | T 1 — T - | Semviee Action | Hits | Logging
. . = .’ MobileApps |prj-SurveyAp-u2533|fw- (1 incoming rule)
1 ¥ @any @ any 1®ip o Permit 0
Basic ACLs configured to e comesrreis
1 ¥ @any @ any 1 https  Permit 0
. 2 ¥V @ any @ any 1 http o Permit 0
3 ¥V @ any @ any e 3389 o Permit 0
rotect Web Tier and Do oI
5 VM @any @ any o icmp o Permit 0
6 ¥V @ any @ any 1 ip @ Deny 0
=% . T
allow development to S
1 5% Skunkworks prj-envy-u2406fw-i (1 incoming rule)
- 1 % skunkworks|prj-envy-u2406|fw-o (6 incoming rules)
) 5% Skunkworks [prj-ust-u2392|fw-i (1 incoming rule)
b e g I n . £ 5% Skunkworks [prj-ust-u2392|fw-o (6 incoming rules)
= 5% Global (2 rules)
1 ¥ @ any @ any 1®ip o Permit 600
2 @ any @ any 1 ip Q Deny
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This workflow is used to provide an Advanced Catalog offer to end users where they indicate their needs for a VM OS, Application Tier, and Performance grade and then uses logic contained in EZ Cloud

This version includes an input asking user if they wish to Load Balance these VMs. If selected YES, the workflow looks to see if the vDC Category is configured for load balancing with an F5 configuraito

Be sure to look at the details on the Custom Tasks for selecting catalog to understand how it work.

Number of VMs EE] *
Project l prj-SurveyAp-u2533 I v I *
Operating System [ Ubuntu 14 I V]#

!
*

Application Tier

Performance Tier Standard *

VM Label

Add to Load Balancer Pool n *

(=]
&
| I
2
3
Kl

<]

| need to deploy load balanced servers...

NI
cisco

*this image from UCS Director Catalog, can be added to Prime Service Catalog as well
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Automation steps to
deploy VMs in a loop, find
F5 Server pool, and add
new VMs to pool.
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Current status for the service request.

@ Initiated by hapresto...

Start l.oop
p Iteration -

@ Add VM
|

Add to LB Check

|
| Find F5 Pool
T
. Add Server to Pool
T
End Loop

|
. Complete

11/19/2015 18:00:17

11/19/2015 18:00:25
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New Servers added to F5

Server Pool

afra]n,
cisco

Load Balancing

Load Balancing Method ¢ Round Robin ]
Priority Group Activation | Disabled ;l
Update

Current Members

\v| |~ Status + Member
- @ 10.139.27.6:80

O Q 10.139.27.7:80

Enable Disable Remove

Sales & Partner Training
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Implementing this use case
In your lab

Sales & Partner Training
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Getting the Workflows and Custom Tasks

Workflows

Top > EZ Cloud Release 1.1

Workflow Name
Version Label EZ Cloud Bulk Deploy VM Based on User Input with LB Option

EZ Cloud Configure F5 to Load Balance a vDC Category

EZ Cloud Configure L2 FW Bridge on ASA v1

EZ Cloud Find F5 LB Pool for vDC Category

EZ Cloud New 3 Tier Application Profile Manual L2 FW Stitching Structure

EZ Cloud New Secure 3 Tier Project with ASA and F5 v1

« Download the .wfdx file
from the community

e https://communities.cisco.com/docs/DOC-
63965

copopoon

« Import into UCS Director

cisco Sales & Partner Training
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Use Case: Order a New Secure Project with

Load Balancing

«  Parent Workflow “EZ Cloud New Secure 3
Tier Project with ASA and F5 v1”

. This example uses UCS Central managed UCS.
Modifying to use UCSM directly is an easy change

. Child Workflows

. EZ Cloud New 3 Tier Application Profile Manual L2
FW Stitching Structure

. EZ Cloud Add VLAN to UCS Central and vNIC
Template

. EZ Cloud Configure L2 FW Bridge on ASA vl

. EZ Cloud Configure F5 to Load Balance a vDC
Category

. EZ Cloud New 3 Tier vDC

afra]n,
cisco

Workflow Details

Workflow Name EZ Cloud New Empty 3 Tier Project

Version 0

Description Create a new "Project” for a group in the cloud. The Project will be
represented by a vDC in UCSD and the network structure will be
backed by an Application Profile in ACI. This verison assumes the
Compute Environment is managed by UCS Central.

This workflow shall be used in the specified context

[ save as Compound Task

The Proejct will be a standard 3 Tier (Web, App, Data) wiht
standard segmentation (Web -> App -> Data) style.

Be sure to modify the inputs in the Child Workflows for Creating the
New 3 Tier Applciation Profile, and Adding VLANs to UCS Central to
reflect the infrastructure accounts and shared contacts from your

D Always execute during System initialization

[»

<7

Save Options

D Place in New Folder

Select Folder | EZ Cloud Release 1

[~]e
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud New 3 Tier Application Profile Manual L2 FW Stitching Structure

afra]n,
cisco

Open and edit task to identify your local ACI

Provide the values for the task inputs which are not mapped to workflow inputs.

objects

Private Network

Task Inputs to Set
. The Private Network (Context) from common
. Subnet Pool — Where to provision new [P range

. This structure also asks for Web and App/Data Subnet
Pools. Identify those pools as well

. Loadbalancer EPG —This full Use Case actually
attaches a load balancer to the Web Tier directly, rather
than use shared. For this case, just pick anything in this
task, it won’t matter.

Subnet Pool

Loadbalancer EPG

. Common Contract Management Services — A contract
from the common tenant that will be provided by all

new EPGs to allow inbound management access like Common Contract Management Services

SSH and RDP. This needsto be consumed by any
EPGs (Internal or External) where management traffic
will come from.

/=

[Account Nar_ [ Tenant Nam _[Private Netv | Description
[ cloud-apici common cloud |4
[ cloud-apic1 common default N
[ cloud-apic1 common I12-transit-routit
[:’ cloud-apic1 infra overlay-1
[ cloud-apic1 Group7 Group7-VRF E

cloud-apicl mgmt oob A/
Total 7 items

ACI Cloud - New Network Subnet Pool

S
IAcoount Nar lTenant Nam IAppIication I EPG Name
[ cloud-apic1 hared-services lancing |4
[ cloud-apici Skunkworks TaAs-u1521 web ] .
[ cloud-apic1 Skunkworks | IaAs-u1521 app
[ cloud-apic1 Skunkworks | IaAs-u1521 data
[ cloud-apic1 Skunkworks  prj-lust-u2392 fw-o a
cloud-apic1 Skunkworks | prj-lust-u2392 fw-i h/
Total 103 items
=
l Account Name I Tenant Name ITenant Contracts |
[] doud-apic1 common CloudAdmins-prj-fire] A
[] doud-apic1 common default

Sales & Partner Training
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud New 3 Tier Application Profile Manual L2 FW Stitching Structure

« Task Inputs to Set — con’t

. Common Contract Shared Services— A contract from
the common tenant that will be consumed by all new
EPGs for services like DNS and SMTP. Mustbe
provided by the EPG (Internal or External) where
services are provided.

. Externral EPG Default Outside — This EPG will
consume the contract provided by the Web Tier. Needs
to be in the Common Tenant.

. The L3 Out from Common and the Tenant (should be
common) where the L3 Outis built

. The VMM Domain in which to create the EPGs

afra]n,
cisco

Provide the values for the task inputs which are not mapped to workflow inputs.

Common Contract Shared Services

External EPG Default Outside

L3 Out

=

I Account Name I

Tenant Name

ITenant Contracts |

[] doud-apic1 common CloudAdmins-prj-fire{ A |
D cloud-apicl common default — .
D cloud-apicl common external_allow_all
D cloud-apicl common CloudAdmins-prj-sky
D cloud-apicl common management a
V] doud-apic1 common shared-services A/
Total 37 items
=

[Account 1 [Tenant N [outside N [outside N [External |

E cloud-apic1 common Routed cloud-out all-ips

|:] cloud-apicl = Group? Routed Group7-L3 = L3-EPG
|:] cloud-apic1 mgmt Routed mgmt_I3_o. all_ips
Total 3 items

| Account Name l Tenant Name | Tenant L3 Out Nanm
[ cloud-apici common cloud-out
[ cloud-apict common default

*

[ cloud-apict Group7 Group7-L3
[T1_doud-anic1 mamt mamt I3 out

Sales & Partner Training
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud Add VLAN to UCS Central and vNIC Template

+  Open and edit task to identify local Compute
details for new VLANs

+  Modify all three instances

« Task Inputs to Set

. Domain Group from UCSC where VLANs will be
created

. UCSC Account— Requires a Credential Policy be
created and used to access the UCS Central account

. UCSC Org Name — the org that will have permissions
to the new vlan. Formatoforg-NAME

. ESXA and BVvNIC Template Names used with the
Service Profiles for ESX Hosts.

afra]n,
cisco

Provide the values for the task inputs which are not mapped to workflow inputs.

Revalidate

Domain Group

UCSC Account

UCSC Org Name

S

[Acoount Nam I

DN

[ Domain Grou

Description

[ doud-ucsc(ID: | domaingroup-rc root
D cloud-ucsc(ID: | domaingroup-r¢ Cisco-Live
|:] cloud-ucsc(ID: | domaingroup-r¢ CL-Demo

Total 3 items

|doud-u<sc

|org-root

ESXA vNIC Template |g-VM-TRAFFIC-A

ESXB vNIC Template |g-VM-TRAFFIC-B

[ Back Il Next ][ Close ]
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud Configure L2 FW Bridge on ASA v1

afra]n,
cisco

Open and edit task to identify your local
ASA

Task Inputs to Set
. ASA Firewall

. Outside Trunk Interface— This use case works by
building sub-interfaces for each bridge group

. Inside Trunk Interface

. Management Allowed — pick whichmanagement
protocols you want allowed through the FW

. Application Type — pick the application type that will
beserved by behind the FW

** Management Allowed and Application Type dropdowns
and options provide a couple of options, but you can
customize to support other protocols and combinations

ASA Firewall 10.139.1.71 #
Outside Trunk Interface |gO/0 | #*
Inside Trunk Interface |g0/1 | #*

Management Allowed [ ssh rdp icmp l 7 I #*

[HTTR(s) |~ |+

Application Type

Sales & Partner Training
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud Configure F5 to Load Balance a vDC Category

afra]n,
cisco

Open and edit task to identify your local F5
resources

Task Inputs to Set

F5 Device
F5 Partition — Only tested with Common

F5 Trunk Interface — each new VLAN will be added to
a shared trunk interface

Virtual Server Port
Service Profile
Protocol Profile

F5 Credential Policy — the String Name of the
Credential Policy for SSH access to the F5

** Current task only built to support http based load
balancing. Otherprotocols are possible, but need to be
customized

FS Device 10.139.1.76 #

F5 Partition Select... Common #

F5 Trunk Interface l 1.1

Vritual Server Port |80

Service Profile

Il
#*

Protocol Profile #*

F5 Credential Policy IFS SSH Local

Sales & Partner Training
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Use Case: Order a New Secure Project with Load Balancing
Update Task: EZ Cloud New 3 Tier vDC

«  Open and edit task to identify local UCSD
a n d CIO u d I nfo vDC Profile [Tenant VDC Profile | VI#
Compute Policy Cluster -*-
° Task I n p uts to Set Compute Policy Resource Pool Resources #
Storage Policy Datastore l cloud 12.csc.richfield.cisco. Juster-ds3 I ,]#
. vDC Profile — Template vDC Profile R = e
. Compute Policy Cluster to deploy new VMs onto Domain Username [sdministrator s
. Compute Policy Resource Pool from the above cluster pomain Fassnere [pomeeees e
. Storage Policy Datastore to store new VMs on et o .
. AD Domain info to join windows server with (fill in
something even if notjoining domains)
. End User Self Service Policy ID — The Policy ID
Number for a policy to enable end user management of
VMs
[ Back ] [ Next ] [ Close I
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Use Case: Order New Load Balanced Virtual Machines

afra]n,
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Parent Workflow “EZ Cloud Bulk Deploy VM
Based on Input with LB Option”

This Workflow can be used to deploy non-load
balanced servers as well

Child Workflows

. EZ Cloud Deploy VM Based on User Input
(From EZ Cloud Release 1)

. EZ Cloud Find F5 LB Pool for vDC Category

Workflow Details

Workflow Name EZ Cloud Bulk Deploy VM Based on User Input with LB Option

Version 0

Description This workflow is used to provide an Advanced Catalog offer to end |4

users where they indicate their needs for a VM OS, Application Tier, | |
and Performance grade and then uses logic contained in EZ Cloud

Custom Tasks to deduce the proper Standard Catalog and other
details to deploy.

This version includes an input asking user if they wish to Load
Balance these VMs. If selected YES, the workflow looks to see if
the vDC Category is configured for load balancing with an F5

configuraiton. If not found, VMs wil deploy but not be load
blanaced.

This workflow shall be used in the specified context

<]

[] save as Compound Task

D Always execute during System initialization
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CISCO TOMORROW starts here.



