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Agenda 

•  Overview & Architecture 
•  Hardware & Software Compatibility 

•  Licensing 

•  Orchestration Capabilities 

•  Reports 

•  Example Use-Cases 
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Architecture & Overview 
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•  Navigate to Administration à Physical Accounts, choose the Managed 
Network Elements tab and click Add Network Element 

 

Adding an ASA Account 
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•  Enter the information about the ASA device to add the account 

 

Adding a ASA Account 



7 © 2015  Cisco and/or its affiliates. All rights reserved. 

Hardware & Software Compatibility 



8 © 2015  Cisco and/or its affiliates. All rights reserved. 

•  The following slide featuring support information may be out of date 
•  ALWAYS check the most up to date version of the UCS Director 

Compatibility Matrix 

•  The latest Compatibility Matrix and other supporting UCS Director 
documentation can be found at the following location:  
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html 

 

IMPORTANT!! 
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UCS Director Cisco Physical ASA Support 
(as of UCS Director 6.0) 

Supported Models Supported Software (NX-OS) 

ASA 5510-X 8.4(5) 
9.1(5) 

ASA 5515-X 9.1(1) 
9.1(2) 
9.3(1) 

ASA 5555-X 9.5(2) 

ASA 5585-X 9.1(2) 
9.3(1) 
9.4(1) 
9.4(2) 
9.5(2) 
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UCS Director Cisco Virtual ASA (ASAv) 
Support (as of UCS Director 6.0) 

Supported Models Supported Software (NX-OS) 

ASAv 9.1(2) 
9.2(0) 
9.3(1) 
9.3(2) 
9.4(2) 
9.5(2) 
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Licensing 
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•  UCS Director licensing is purchased solely in the form of physical server 
licenses 

•  Each physical server license includes a storage device license and a network 
device license as well. 

•  UCS Director tracks the number of physical servers, storage and network 
devices being managed against the number of installed licenses. 

•  If additional storage and/or network device licenses are required, you can 
purchase additional physical server licenses 

 

Licensing Information 
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•  Each managed/added ASA account, whether physical or virtual, is counted 
as a network device license in UCS Director 

•  NOTE!: network device licenses are included in and solely available by 
purchasing additional physical server licenses for UCS Director 

Licensing Information 
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Licensing Examples 
Network Device 

Physical Server 

Storage Device 

X 6/50 

X 50/50 

X 8/50 

Total Physical Server 
Licenses Required: 50 

Example 1 

X 0/8 

X 0/8 

X 8/8 

Total Physical Server 
Licenses Required: 8 
Storage Device License Included 
in Physical Server License 

Example 2 

X 10/10 

X 4/10 

X 2/10 

Total Physical Server 
Licenses Required: 10 
Network Device License Included 
in Physical Server License 
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Orchestration Capabilities 
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•  UCS Director provides Orchestration tasks to automate ASA configurations to 
provision and de-provision the below objects. (as applicable to the platform) 

•  Security Context 
•  Sub-Interfaces 
•  Context Interface 
•  Context ACL 
•  Context NAT 
•  NAT 
•  Licensing 
•  Firewall Mode 
•  ASAv OVF deployment 
 

 

Orchestration Capabilities 
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Security Context 
•  Create Security Context 
•  Remove Security Context 

NAT 
•  Configure Context NAT 
•  Configure NAT 
 
ACL 
•  Configure Context ACL 
 
Interfaces 
•  Configure Sub Interface 
•  Configure Context Interface 

Other 
•  Deploy ASAv OVF 
•  TrustSec Refresh 
•  Configure License 
•  Configure Cisco ASA Firewall Mode 

Orchestration Capabilities 
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Reports 
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•  Configurations 
•  Modules 
•  Interfaces 
•  Licenses 
•  ASA Contexts 
•  ACL 
•  SXP Connection Peers 
•  SGT 
•  Service Request Details 

Tabular Reports and Information 
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Example Use-Cases 
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Use-Case #1: Create Security Context on Physical ASA 

Use-Case #2: Configure any ASA commands unsupported by UCSD  

                            

Example Use-Cases 
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•  Physical ASAs can be logically divided into multiple firewall instances 
(security contexts), with each context operating independently  and 
has separate configuration, interfaces and policies  

 

 

 

Use Case # 1 
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•  UCSD has in-built task for workflows as well as 1-click button to 
create security context  

Use Case # 1 
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Click on ‘Create ASA Context’ (from location shown in previous task) and 
provide below inputs. 

Use Case # 1 

Context Name 

Disk0 Config File 

Context Description 

Allocate Outside Interface 

Allocate Inside Interface 

Context Mode – 
Transparent or  

Routed (default)  
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UCSD and ASA Verification… 

Use Case # 1 
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•  Leverage ‘Execute Network Device CLI’ task to configure specific command/feature 
which is currently not supported by UCSD (this task is executed on existing accounts 
and so you don't have to provide IP and credentials) 

•  Below workflow has Failover commands executed on pair of ASA (primary/secondary) 
Currently UCSD doesn’t have any built-in tasks for Failover configurations but using 
task ‘Execute Network Device CLI’, UCSD can SSH into ASA device and configure any 
supported commands 

 

•  Workflow can be downloaded from the UCS Director community site 
https://communities.cisco.com/docs/DOC-69484 

Use Case # 2 

Start Execute Network 
Device CLI Finish Execute Network 

Device CLI 
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‘Execute Network Device CLI’ task has input for rollback commands which 
should be listed as shown (in case there is need for workflow rollback) 

Use Case # 2 

Config 
Commands 

Select ASA  
Primary 

Select ASA 
Secondary 

Rollback Steps 
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Service Request completion and 
ASA Verification… 

Use Case # 2 
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