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Architecture & Overview
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UCS Director and SAN Switch Integration

UCS
Director

CLI via
Port 22 (SSH)

}

[ Management Interface

Cisco Storage
Switches

Nexus Switches MDS Switches

]
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Adding a SAN Data Center Switch

- Navigate to Administration = Physical Accounts, choose the
Managed Network Elements tab and click Add Network Element

il Cisco UCS Director

cisco

Dashboard Converged HyperConverged Virtual = Physical + Organizations + Policies v Administration CloudSense™ w Favorites

Physical Accounts

Site Management || Pods || Physical Accounts || Multi-Domain Managers | Managed Network Elements || Virtual Conscle Servers | Bare Metal Agents | Discovered Devices m

&, Refresh ] Favorite i Add Neﬂork Elementl |5 Edit Credentials 3£ Delete Network Element % Test Connection & Manage Tag op Add Tags 3 Delete”

Add Network Element

Managed Network Elements

Pod 1V| Device IP Status Name Model | Serial Numbe | 0S Type | Software Ver; | Port | Protocol |
MNexus 10.29.174.169 OK VACS-VSM Mexus 1000v (VSM) T4A1DAEC300 NX-0S 5.2(1)s5Vv3(1.4) 22  ssh
MNexus 172.31.242.155 OK C5672-1B-R20  Nexus 5672UP FOC18242UN9 NX-0S 7.0(1)N1(1) 22 | ssh
MNexus 172.31.243.46 OK MN5k-08 MNexus5548 FOC183372C0 NX-0S 5.1(3)N1(1) 22  ssh
MDS-Nexus 172.31.242.253 OK C5672-1A-R20  Nexus 5672UP FOC1823665T NX-0S 7.0(1)N1(1) 22 | ssh
MDS-Nexus 172.31.224.154 OK VB-52-C-M9148 MDS 9148 FC (1 Slot) JAF1820ACCN NX-0S 6.2(3) 22 ssh
Default Pod 172.25.195.152 OK NX0OS55696 MNexus 5696 FOC1845273A NX-0S 7.0(4)N1(1) 22 | ssh
"clllslélc;' Default Pod 172.31.242.137 Invalid 'Enable F ASAS5585X-1-R1 ASAS585-55P-20 JAD1734036L ASA 9.5(2) 22  ssh
Default Pod 172.31.242.136 OK ASAS5585X-1-R1 ASAS5585-55P-20 JAD1748002A ASA 9.5(2) 22 | ssh




Adding a SAN Switch

- Select the appropriate Pod, Device Category and Protocol

Senal humbe S Type Software Ve

3 Add Network Element

(15 vexes [-]+ '

Al

L Device Category | Cisco Nexus 0OS | vl

4

4 Device IP |172.31.224.154 #

[] use credential Policy

Protocol ssh n

Port | 22 |
Login | admin B
Password [Forrrmnrx |4

]
cisco [ Submit ] [ Close ] ) 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 6
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IMPORTANT!!

- The following slide featuring support information may be out of date

- ALWAYS check the most up to date version of the UCS Director
Compatibility Matrix

- The latest Compatibility Matrix and other supporting UCS Director
documentation can be found at the following location:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-director/doc-
roadmap/b UCSDirectorDocRoadmap.html

]
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http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html

UCS Director MDS Switch Support

(as of UCS Director 6.0)

]
CIsco

Supported Models

Platform

Supported Software

(Module level support
exists, but is not listed
here.)

Cisco MDS 9100 Series MDS 9124 NX-OS, Release 5.2(6b)
Data Center Fabric
Switches MDS 9148 NX-OS, Release:
6.2(1)
6.2(7)
6.2(13a)
MDS 9148S NX-OS, Release
6.2(13a)
Cisco MDS 9500 Series MDS 9506 NX-OS, Release 6.2(1)
Data Center Fabric MDS 9509
Switches MDS 9513

s reserved. Cisco Confidential
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UCS Director MDS Switch Support Cont.

(as of UCS Director 6.0)

Supported Models Platform Supported Software
Cisco MDS 9700 Series MDS 9706 NX-OS, Release:
Data Center Fabric *6.2(9a)
Switches *6.2(13a)
MDS 9710 NX-OS, Release 6.2(1)
MDS 9706 NX-OS, Release:
*6.2(9a)
*6.2(13a)

]
cisco ©2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 10



UCS Director Nexus 5000 Series Data
Center Switch Support e uuesirso

Supported Models

Nexus 5596Q

Supported

Software (NX-OS)

7.0(7)N1(1)

Nexus 5596UP
Nexus 5596T

6.0(2)N2(5)

Supported Models

Nexus 5672UP

Supported

Software (NX-0OS)

7.0(1)
7.2(L)N1(1)

Nexus 5548UP

5.2(1)N1(4)
6.0(2)N2(5)

Nexus C5624Q

7.1(1)N1(2)
7.2(1)N1(2)

Nexus 5548P

5.2(1)N1(4)
5.2(1)N1(7)

5.2(1)N1(8b)

5.2(1)N1(9)
6.0(2)N2(5)

Nexus 5648Q

7.1()N1(1)
7.1(2)N1(1)

Nexus 56128P

7.1(1)N1(2)

Nexus 5696Q

7.1(1)N1(1)
7.2(1)N1(1)

© 2015 Cisco and/or its

affiliates. All rights reserved. Cisco Confidentia
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UCS Director Nexus 6000 Series Data
Center Switch Support e uuesirso

Supported Models Supported Software (NX-OS)

Nexus 6001-64P 6.0(2)N1(2)
7.0(1)N1(2)

' vl
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UCS Director Nexus 7000 Series Data
Center Switch Support e uuesirso

Supported Models

Supported
Software (NX-OS)

Supported Models Supported
Software (NX-OS)
Supervisor 2E 6.1(2)
Supervisor 2
Supervisor 1 6.2(2)
6.2(2a)
6.2(12)
6.2(14)

Nexus 7702 6.2(8a)

Nexus 7706

Nexus 7710

Nexus 7718

Nexus 7004 6.2(8a)

Nexus 7009

Nexus 7018

Nexus 7010 6.2(8a)
6.2(12)
6.2(14)

Supervisors 6.1(3)

F-Series I/0O Modules

N7K-F132XP-15 N7K-F248XP-25E
N7K-F248XP-25 N7K-F248XT-25E

]
cisco
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UCS Director Nexus 9000 Series Data
Center Switch Support e uuesirso

Supported Models Supported Supported Models Supported
Software (NX-OS) Software (NX-OS)
Nexus 9136PX 6.1(2)12(1) Nexus 9332PQ 7.0(3)11(1)
7.0(3)I12(2a)
Nexus 9372PX 6.1(2)13(1)
Nexus 9504 7.0(3)11(2) Nexus 93120 7.0(3)12(2)
7.0(3)12(2a)
Nexus 93128 7.0(3)12(1a)
7.0(3)12(2a)
Nexus 9372TX 6.1(2)13(1) **A\|| versions pertain to Nexus 9000 switches
running in standalone (non-ACI) mode only
Nexus 9396TX 6.1(2)13(1)
7.0(3)11(2)

]
cisco ©2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 14
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Licensing Information

i
CIsCcoO

UCS Director licensing is purchased solely in the form of physical server licenses

Each ﬁhysical server license includes a storage device license and a network device license
as we

UCS Director tracks the number of physical servers, storage and network devices being
managed against the number of installed licenses

If additional storage and/or network device licenses are required, you can purchase
additional physical server licenses

Each physical network device (switch) will consume a network device license

Standalone VSM or VSM HA will require only 1 network device license for UCS Director to
manage

Enabling the VXLAN feature in UCS Director doesn’t need any license as base license
includes all the features



Licensing Examples

Example 1

— Qty. to be managed

p——
- o <

—— Total licenses available

g

Total Physical Server
Licenses Required: 50

]
CIsCcoO

Example 2

— 0

Total Physical Server

Licenses Required: 8
Storage Device License Included
in Physical Server License

Network Device

i Physical Server

Storage Device

Example 3

K10,

Total Physical Server

Licenses Required: 10

Network Device License Included
in Physical Server License




Orchestration Capabillities

]
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Orchestration Capabillities

VSAN Tasks: Zoning Tasks:
Create VSAN Configure SAN Zoning
Associate VSAN to VLAN Delete SAN Zone
UnAssociate VSAN from VLAN Enable SmartZone
Assign FC Port to VSAN
Alias Tasks: Create SAN Zone
Delete Device Alias Convert To Smart Zone
Create Device FCAlias Create SAN Zone Set
Update Device FCAlias Delete SAN Zone Set
Delete Device FCAlias Add SAN Zone to Zone Set
Create Device Alias Add Member To SAN Zone
Remove Member From SAN Zone
VFC Tasks: Activate SAN Zone Set
Create VFC Interface Remove San Zone From Zone Set
Associate VFC Interface Generic Configure SAN Zoning

Delete VFC Interface

A, Note: Switch Storage tasks are embedded in Cisco Network tasks (in Task Library)

Cisco
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Tabular Reports and Information

UCS Director discovers MDS/Nexus switches configuration through an inventory
process and provides the below reports

- Depending upon the capability of the platform, UCSD will show specific parameters.
Common storage parameters across platform are listed below:

Features * Modules
SAN Zones * Licenses
SAN Zonesets * Interfaces
FCNS Database * L2 Interfaces
Fabric Login * VLANSs
Device Alias + Configuration
FCAlias * Modules

VSANSs *  Summary

]
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Tabular Reports and Information

MDS

nhills - Gisco UCS Director

admin 2 Log Out Cisco About Hel Object Search
cis5co | . y :

Dashboard Converged HyperConverged v  Virtual v Physical v Organizations w Policies v Administration w CloudSense™ w Favorites

MNetwork for VB-S2-C-M9148-1

= |

Al ﬂ Vegas DataCenter
& poD11

Summary ” Licenses || Configurations ” Modules ” L2 Neighbors || Interfaces || Port Capabilities || WLANS ” Features || SAN Zones || SAN Zonesets || FCNS Database ” FiTlv

& Refresh 9 Create VFC &} Associate VFC

[ ¥

Summary
Licenses

Configurations

v g Networking Overview [ﬂ High awvailablity Hodules
Pod MDS-MNexus Administrative Role _
> & Nexus ) . L2 Neighbors
Device IP 172.31.224.154 Operational Role Intert
v . o . nterfaces
g Storage Device 1D 9 Administrative Mode Port Capabilit
. ort Capabilities
v & MDS-Nexus Status oK Operational Made VLAN
5
s CS672-1A-R20 Last Inventory Time 09/07/2016 14:11:51 GMT-d -
eatures
i VB-S2-C-Mo148-1 Maodel MDS 9148 FC (1 Slot) SAN Zones

i 0S Type NX-05
v B8 Unassigned Pods || } SAN Zonesets
Software Version 6.2(3)
» & Default Pod FCNS Database
v Bf Multi-Domain Managers Fabric Login
Device Alias
> ﬂ APIC Accounts Feali
ias
VSANs

QOS Class Maps
QOS Policy Maps

Service Reguest Details




Tabular Reports and Information

Nexus 5000

i Cisco UCS Director admin Log Out Cisco About Help Object Searcl

CISCO

Dashboard Converged HyperConverged + Virtual = Physical Organizations * Policies w Administration ¥ CloudSense™ Favorites

Network for C5672-1A-R20

|% | Summary ” Licenses || Configurations || Modules || L2 Meighbors || Interfaces ” Port Capabilities || WLANS || Private VLANs ” Part Profiles || S¥P Connection Peers || HSRF1 3 I
-~
v B8 vegas DataCenter @ Refresh &% Configure PYST & Configure STP Port &% Configure MST & Configure MST Instance 43 Create WFC [
V0LANSs
& roD11 Private VLAN
- - — rivate 5
v B8 networking Overview [*l|| High Awvailablity [+ Bort Profiles
Pod MDS-Mexus Administrative Role .
> & Mexus . i SXP Connection Peers
Device IP 172.31.242.253 Operational Role -
¥ . .. .
B8 storage Device ID 3 Administrative Mode VEC Inf
nfo
¥ & MDS-Nexus Status oK Operational Mode
. VTP Status
4 CS672-1A-R20 Last Inventory Time 09/07/2016 14:13:01 GMT-0Q fent
eatures
Model MNexus S672UP
% VB-52-C-M9148-1 MAC Address Table
. 0S5 Type NX-05 ) .
v B unassigned Pods || ) MAC Address Table Configuration
Software Version 7.0(1)N1(1)
» & Default Pod SAN Zones

SAN Zonesets
FCNS Database

v ﬂ Multi-Domain Managers

L3 ﬂ APIC Accounts Fabric Logi
abric Login

Device Alias
FCAlias

VSANs

QOS Class Maps
QOS Policy Maps

Service Request Details
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Example Use-Cases

- Use-Case #1: Create VSAN, VFC Interface on Nexus 5000
- Use-Case #2: Create VSAN, and SAN Zoning on MDS Switch

]
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Use Case # 1

- UCSD configures FCoE NPV functionality on Nexus switches.

- In this workflows UCSD enables FCoE NPV Feature, configures VSAN,
VLAN, maps VSAN to VLAN, Creates VFC interface and binds it to
Ethernet Interface, and updates VLAN on Ethernet interface

Enable FCoE-NPV )
’ =T ’ Create VSAN ’ Create VLAN ’ Update Trunk
.

- Workflow can be downloaded from the UCS Director community site

https://communities.cisco.com/docs/DOC-69601

]
CIsCcoO

Associate VSAN to



https://communities.cisco.com/docs/DOC-69601

Use Case # 1

The actual workflow for this use case is as shown below:

Workflow Designer - NSk-VSAN-VFC (129)

Available Tasks

[ Edit Workflow Properties | [ Create New Version | [ Validate Workflow | [ Execute Now

&

» (] APIC Tasks

» (1 Cloupia Tasks

» 1 Compound Tasks

» (1 Context Mapper Tasks
» ] Custom Tasks

» [ Obsoleted Tasks

» (1 Physical Compute Tasks
» 3 Physical Network Tasks
» (1 Physical Storage Tasks
» (1 Pod Management Tasks
» (1 Procedural Tasks

» ] Public Cloud Tasks

» (1 Resource Group Tasks
» (1 Service Container Tasks
» (1 System Activity Tasks

» (1 Virtualization Tasks

To add a new task, drag and drop a task item to
the design area.

| # auto Layout ™ Compact View Mode | Full View

Start
1478. Configure-FCOE-Feature (Configure Feature)

-

1479, Create-VSAMN [Create VSAN) \
I T \ ll'l,
1482, Create VLAN (Create VLAN) |
I T \ 'Illl
1484. UpdateTrunk (Update Trunk) |
1480. Create-VFC-Interface (Create VFC Interface) 4

1481. Associate VsantoVlan (Associate VSAN to VLAN)

Completed [Success) Completed (Failad)

[«]

Close




Use Case # 1

Execute the workflow and provide the requested user inputs

Executing Workflows: N5k-VSAN-VFC

Workflow Version:

[U (default version) |v]#

Eth t1/10 %
aInterface ernetl/

Select Nexus Port

Provide VSAN ID
e
VSAN ID 2000 |+ «—
Provide VFC ID —p VFC ID |2|:| |#
VLANID |200 |* < Provide VLAN ID

Submit ][ Close ]

]
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Use Case # 1

Service Reguest completion and Nexus Verification

- 172.31.242.253 - PuTTY - O *
|

Workflow Status | Log | Objects Created and Modified | Input/Qutput ‘

C5672-1A-R20#

Service Request

C5672-1A-R20# show run int vfc20

Status
& Refresh 1C : nfig interfs
S 5 2
¥ Overview Current status for the service request. ar 10 10:15: 2003
Request ID s @ Initiated by admin 0%/15/2016 13
Request Type Admin Workflow @ Configure Feature 09/15/2016
Workflow Name A
Workflow Version Label 0 @ Create VSA| 05/15/2016 13:54:46
Request Time 2 H 26 GMT-0700 ;
Create VLAN 09/15/2016
Request Status Complete
Comments @ Update Trunk 0%/15/2016

¥ Ownership

- Create VFC Interface 0%/15/2016
Initiating User admin

Completed action

® Associate Vsan to Vian 08/15/2016

Complete 0%/15/2016
Completed successfully.




Use Case # 2

- UCSD can configure Enhanced zoning end-to-end on MDS Switch

- In this workflows UCSD creates VSAN, assigns FC port to VSAN, creates
SAN Zone and add members to it, creates ZoneSet and adds Zone to it,
finally activates the ZoneSet.

’

Add Member 1 to
SAN Zone

Assign FC port to
’ VSAN ’ Create SAN Zone ’

Create VSAN

Add Member 2 to

- Workflow can be downloaded from the UCS Director community site
https://communities.cisco.com/docs/DOC-69602

]
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https://communities.cisco.com/docs/DOC-69602

Use Case # 2

The actual workflows for this use case is as shown below:;

Workflow Designer - MDS-VSAN-Zoning (135)

Ayailable Tasks

’ Edit Workflow Properties | ’ Create New Version | [ Validate Workflow | ’ Execute Mow |

g

» [ APIC Tasks

» [ Cloupia Tasks

» [ Compound Tasks

» [ Context Mapper Tasks
» [J Custom Tasks

» ] Obsoleted Tasks

» [ Physical Compute Tasks
» [ Physical Netwaork Tasks
» [ Physical Storage Tasks
» [ Pod Management Tasks
» [J Procedural Tasks

» [ Public Cloud Tasks

» (1 Resource Group Tasks
» [J Service Container Tasks
» 1 System Activity Tasks

» [ Virtualization Tasks

To add a new task, drag and drop a task item to
the design area.

| M auto Layout [ Compact view Mode | Full view

Start
v

1518. CreateVSAM (Create WSAN)

p T

1522, AddMember2ToSANZone (Add Member To SAN Zone) 4
: — T \
1523, CreateSanZoneSet (Create SAN Zone Set) \ 4
T —— T \
1524. AddSANZonetoZoneSet (Add SAN Zone to Zone Set)\

1525. ActivateSANZoneSet (Activate SAN Zone Set) |

15159, AssignFCPorttoVSAN (Assign FC Port to VSAN) 4

- N\ H\

1521. CreateSanZone (Create SAN Zone) |

C— \ \ ll".

1520. AddMemberiToSANZone (Add Member To SAN Zone) 1

SN

-

Currlpleted- [Success) . éumpleted (Failed) .




Use Case # 2

Execute the workflow and provide the requested user inputs

Executing Workflow: MDS-VSAN-Zoning

Workflow Version:

[U (default version) |v]#

Select MDS Switch
S MDS Switch 172.31.224.154 %

Provide VSAN ID . YSAN ID |2£]UU |#

Enter VSAN Name ~
WSAN NAME |TM‘|.I'SP.N |#

Enter Zone Name ™A Zone Mame |TMZone |#

™ Enter pWWN1 |50:06:0e:80:03:8e:95:33 |«

> Enter pWWN2 |10:00:00:00:c9:8b:54:78 |+

=P ZoneSet Name |TMZoneSeﬂ |#

Enter ZoneSet Name

IICIIIS‘::IC')I [ Submit ][ Close




Use Case # 2

Service Request completion and MDS Verification

Workflow Status | Log | Objects Created and Modified l Input/OQutput

Service Request

Initiating User admin

@

status for the service request.

& Refresh

Initiated by admin 09/15/2016 15:35:31

A Port to VSAN 201

eate SAN Zone 1

Add Member To SAN Zone 1
lember A e

ORCACASACIORCROICAOR

CiI5C0O

E@ 172.31.224.154 - PuTTY

VB-S2-C-M9148-14#
VB-S2-C-M9148-1#

show vsan 2000 membership

vsan 2000 interfaces:
fel/34

-82-C-M9148-14#
et name TMZo
zone name Th

pwwn 50:06:0e:8

pwwn 10:00:00
VB-S2-C-M9148-14#
VB-S2-C-M9148-1#

show zoneset wsan
2000

weSet vsan
wsan 2000

:00:c9:

2000
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