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Imported wild card pem file
Reference: https://www.digicert.com/ssl-support/pem-ssl-creation.htm

1.

o v kW

There are a number of ways to obtain the certificate chain. Probably the best way is to get it
from the CA like GeoTrust or Verisign. For these instructions | already had the certificate chain
in a PFX file.
My PFX file had a password protected key and when [ initially converted the PFX to PEM | added
a pass phrase. So | had a pass phrase for the key as well as the PEM file. | discovered that
UCSD’s VNC/websock didn’t like the pass phrases so the following procedures are what | needed
to do to resolve.
Launch MMC and add Certificate snap in.
Import exported3.pfx into (local computer) = personal/Certificates folder
Find your_domain_name and export it in base64 as primary.cer
Find the intermediate and root certificates and export in base64 as intermediate.cer and
root.cer
To strip the pass phrase from private key. Run the following command

a. Convert pfx file to pem = openssl pkcsl2 -in filename.pfx -out site.pem

b. Strip pass phrase from key 2 openssl.exe rsa -in ucsd.pem -out
keynophrase.key
Enter pass phrase for ucsd.pem:
writing RSA key
Open keynophrase.key, primary.cer, intermediate.cer and root.cer in notepad and copy/paste
all content of each into a new ucsd2.pem file.


https://www.digicert.com/ssl-support/pem-ssl-creation.htm

(Screen shot is for reference from the digicert.com website)
Creating a .pem with the Private Key and Entire Trust Chain

1. Log into your DigiCert Management Console and download your Intermediate (DigiCertCA.crt) and Primary Certificates (your_domain_name.crt).

2. Open a text editor (such as wordpad) and paste the entire body of each certificate into one text file in the following order:
1. The Private Key - your_domain_name.key
2. The Primary Certificate - your_domain_name.crt
3. The Intermediate Certificate - DigiCertCA.crt
4. The Root Certificate - TrustedRoot.crt
Make sure to include the beginning and end tags on each certificate. The result should look like this:
----- BEGIN RSA PRIVATE KEY-—

(Your Private Key: your_domain_name.key)

-—---BEGIN CERTIFICATE-----

(Your Primary S5L certificate: your_domain_name.crt)
-—-END CERTIFICATE-—--

--—---BEGIN CERTIFICATE-----

(Your Intermediate certificate: DigiCertCA.crt)
-—---END CERTIFICATE-----

-----BEGIN CERTIFICATE-----

(Your Root certificate: TrustedRoot.crt)

-----END CERTIFICATE-----

Save the combined file as your_domain_name.pem. The .pem file is now ready to use.

9. Copied ucsd2.pem to http://webserver/share/exported3.pem, then SSH shelladmin into ucsd
primary, selected option 9 to import CA Cert (PEM) file for VNC



http://webserver/share/exported3.pem

10. Login as root and navigate to /opt/infra/web_cloudmgr/apache-
tomcat/webapps/cloupia/cloudmgr/vnc/utils

11. Restarted services: Run ./stopwebsock.sh to stop service and ./startwebsock.sh to start then
./statuswebsock.sh to see if service is running.




External Firewall Ports
You need 443 and 8787 open to UCSD

UCSD needs 5900 — 5964 open to the ESXi hosts.

VIB and ESXi Host Configurations for Persistent Firewall Rule:
Reference: http://www.yellow-bricks.com/2011/11/29/how-to-create-your-own-vib-files/

This is not supported by vmware but you will need to keep VNC ports open.
Created a RHEL 7 vm
Winscp copied E:\Cisco\Nexus1000v\Cisco_bootbank_cisco-vem-v172-esx_5.2.1.3.1.3.0-3.2.1.vib to the
VM

4. SSH’dinto VM. Ran more Cisco_bootbank cisco-vem-v172-esx_5.2.1.3.1.3.0-3.2.1.vib to confirm it was
full of binaries.

5. Ranar tv Cisco_bootbank_cisco-vem-v172-esx_5.2.1.3.1.3.0-3.2.1.vib which output contents of file.

a. [root@Ilocalhost vibauth]# ar tv Cisco_bootbank_cisco-vem-v172-esx_5.2.1.3.1.3.0-3.2.1.vib

--------- 0/0 8171 Dec 31 19:00 1969 descriptor.xml

--------- 0/0 2090 Dec 31 19:00 1969 sig.pkcs?

--------- 0/0 7324508 Dec 31 19:00 1969 cisco-vem-v172-

Run tar —tzvf cisco-vem-v172- to show contents

Run tar —xzvf cisco-vem-v172- to extract the contents

Added firewall folder under /etc/vmware

0o No

Copied vnc.xml into the firewall folder
10. Then package the directories and file
a. [root@localhost vibauth]# tar -czvf vnc etc/
etc/
etc/vmware/
etc/vmware/firewall/
etc/vmware/firewall/vnc.xml
11. Edit descriptor.xml to the following


http://www.yellow-bricks.com/2011/11/29/how-to-create-your-own-vib-files/

g:E" jitemp’.¥ncdescriptor.xml - Internet Explorer

W e I: E:\jjtemplwncidescripkor, xml ,Dj 4 :;—\__'5, E:\jitempivncidescripkor. xml - % | |

<?xml version="1.0"?=
- =zvib version="5.0">
<type>bootbank</type=
zname>vncfirewallrule</name>
zversion>1.0</versionz=
<vendor>rps</vendor>
zsummary=VMNC firewall rule for UCSD < /summary=
<description>VNC firewall rule</description>
<release-date=2015-09-23T20:24:13.803295+00:00</release-date=
=urls/=
- =zrelationships>
<depends> «/depends>
<conflicts/ =
<replaces/ >
< provides/>
=z /relationships>
<software-tags/ =
- «system-reguires>
<maintenance-mode on-remove="true" on-install="false"/ =
</system-requires>

- «file-list=
=file=etc/vmware ffirewall /vnc.xml < /file=
= ffile-list>

<acceptance-level=community </acceptance-level >
=live-install-allowed = true<flive-install-allowed >
<live-remove-allowed =true</live-remove-allowed >
<cimom-restart=false</cimom-restart>
«<stateless-ready>false</stateless-ready>
<overlay>false</overlay=

- =payloads>

< payload size="445" type="vgz" name="vnc"/>
</payloads>
< fvib=

12. Make the new VIB. Run ar -r vnc.vib descriptor.xml sig.pkcs7 vnc (note the order of the files,
this is the order esxi needs to correctly install)
13. SSH into ESXi host and set software acceptance level to CommunitySupported.



14. Copied the vnc.vib file up to my web server and ran the install command below from ESXi

esxcli software vib install —v http://10.101.48.59/s

hare/vnc.vib

Refresh security profile = firewall and confirm VNC



[=] Firewall Propetties =] E3
Remote Access
By defaulk, remote clients are prevented from accessing services on this host, and local clients are prevented From
accessing services on remoke hosts,
Select a check box to provide access bo a service or client, Dasmons will skart automatically when their ports are
opened and stop when all of their ports are closed, or as configured,
| Label | Incoming Porks | Qukbgoing Ports | Protocals | Diaeman ;I
Fault Tolerance 5100,5200,5300 80,5100,5200,5300 TCP,UDP  MJA
syslag S14,1514 UDP,TCP i
VMware v enter Agent anz LDP Running
D IKED 500 500 Dp 1)
YIc S900-5964 S900-5964 TCP 1Y
D WM serial port connected over net... 23, 1024-65535 0-65535 TCP 1)
M1EV-L3-YMService 19999 19999 LDP 1)
[0 htepclient 80,443 TCP AT
ipFarm 6999 6999 LD AT
DM Client 53 53 UDP,TCP  MJA -
a| | »
—Service Properties
General
Service: WIC
Package Information:
Firewall Settings
Bllowed IP Addresses: all
Firewall, .. | Dpkions, . . |
(o] 4 I Cancel | Help |

15. Rebooted host to confirm persistence.

Alternative ESXi host firewall rule configuration (probably better because it

would be supported by VMware)

1. Go to your ESXi host select Configuration tab = Security Profile = scroll down to Firewall and

select Properties
2. Scroll down to gdbserver and check the box to allow incoming ports



(=) Firewall Properties M[=] E3

Remoke Access
By default, remate clients are prevented From accessing services on this host, and local clients are prevented From
accessing services on remote hosts,

Select a check box to provide access to a service or client, Daemons will statt automatically when their ports are
opened and stop when all of their ports are closed, or as configured.

| Label | Incaming Parts | Dutgaing Parts | Protocols | Daeman |
[0 httpclient 80,443 TCP (N
ipfam 6999 £999 UDP [
DS Client 53 53 UDR,TCP M4
YSANYR S0580 050 TCR M
wophere Web Access a0 TEP [T
M1EN-L3-Chrl 4785 4785,8000,500:2 DR, TCP Mia
OO odbserver 10009959, 50000-50999 TCP (T
D FTP Client 20 21 TCP Ml J
vMation 2000 2000 TCP Ml
Active Directory Al 86,123,137,139,389,.. UDR,TCP MA  +
y i

—Service Properkies
General
Service: 55H Client
Package Infarmation:
Firewall Settings

Allowed IP Addresses: all

Firewall. .. | CpHians, .. |

(a4 I Cancel | Help |

3. You should have a firewall between UCSD and your ESXi hosts so you can restrict ports to 5900 —
5964.

Configure ESXi for test VNC Firewall Rule (non-persistent)
1. Created vnc.xml and copied to /etc/vmware/firewall on ESXi host



s Users' Jeffy AppData‘Local'\ Temp', 24 scp06659% etc vmware' firewall', ync.xml - Internet Explorer

—

Sy o

=?xml version="1.0"2>

= CiUsers) Jefflapphatailocall Temph 2isc ,Oj *3 @ CiiUsers)JeffiappDatailocal,.. | |

«!-- Firewall rules to allow VNC connections from UCSD traffic -->

- =<ConfigRoot>
- «<servicex
<id>wnc</id>
- <rule id="0000">
<direction=inbound < /direction=
<protocol=tcp</protocol=>
<porttype=dst</porttype=
- <port>
<begin=5900</begin>
<zend>=5964</end=
</port>
</rule>
- <rule id="0001">
<direction=outbound < /direction=
<protocol=tcp</protocol>
<porttype>dst</porttype>
- <port>
<begin=5900</begin>
<end=5964</end>
</port>
=/frule>
<enabled>true</enabled=
=required=false</required>
<fsarvices
</ConfigRoot>
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Confirmed .vmx configuration on test vm for vnc settings.

= "TRUE
"5957 "

RemcoteDisplay. vnc. enabled
RemcteDisplay. vne.port =

RemcteDisplay. vnoe. password = "al:-c123|"

FemoteDisplay. voc.key =

SSH into esxi host and run esxcli network firewall ruleset list to list current firewall rules

Run esxcli network firewall refresh to update rules
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5. From vsphere web client check new rule exists.



| ¥Mware ESXi, 5.5.0, 2718055

Getting Started ' Summary - ¥irtual Machines | Performance - ey yeiEaa] ; ents | Alarms
Power Management whokion 3000 (TCF) &l
Wirtual Maching StartupShutdown M1KY-L3-Ckel 4765 (LDP) all
Yirtual Machine Swapfile Location MFC a0z (TCP all
v Security Profils emmds 12345,23451 (UDF) Al
Hiost Cache Configuration S5H Server 22 (TCF) Al
Fault Tolerance £100,8200,3300 {TCP,LDP) all
Syskem Resource Allacation DHCP Client &5 [LUDF) Al
Agerit ¥ Settings SHMP Server 161 (UDF) Al
Advanced Settings s S900-5964 (TCP) all
DYSSync §301,8302 (UDP al
CIM Secure Server 5939 (TCP) all
WEAMYP &080 (TCP) all
waphere Client a0z,443 (TCP) all
CIM SLP 427 (UDP,TCF) all
vSphere High Availability Agent 8182 (TCP,LUDP) all
wSphere Web Access 80 (TP all
DS Client 53 (LIDF) Al
CIM Server 5953 (TCP) all
ipFam 6299 (UDFP) all
M1kN-L3-WMService 19933 (LIDP) all
rdt 2233 (TCP) Al
Cwtgoing Connections
wMation 000 (TCR) all
M1EY-L3-Chrl 4785,5000,8002 (UDP, TCF) all
MFC 902 (TCP) Al
cmmds 12345,23451 (UDP Al
MTP Client 123 (UDP) all
DHCP Client &3 (UDP) all
Fault Tolerance &0,8100,8200,5300 (TCP,LUDP) all
WOL 9 {JDP) all
Active Directary Al §8,123,137,139,369,445,464,3268,5... Al
Whware wCenter Agent a0z {(IJDF) all
syslog 514,1514 (UDP,TCR) all
YEanvp S080 (TCP) all
MFS Client 0-65535 (TCP) 172.16,10,32, 172.16.1.,
CIM SLP 427 (LIDP,TCP) Al
HER: 31031, 44046 (TCF) Al
WIC S900-5964 (TCP) all
vSphere High Availability Agent 8182 (TCP,LUDP) all
DVSSync 8302,8301 (LUDP) all
DS Client 53 (LIDP, TCP) Al
MKy -Distributed-hetFlow 9960 {LUDP) all
rabbitmgproxy 5671 (TCP) all
ipFam 6299 (UDP) all

6. Downloaded VNC-Viewer to test connectivity (VNC-Viewer-5.2.3-Windows-64bit.exe) in E:

i [TB vNC viewer M=
i
. ¥NCE Yiewer VE

[

Encryplion: ILet WHC Server choose j

VMC Server:

About, ., | Cpkians. ., Conneck I




'|||'NE Yiewer - Encryption

0 Unencrypted connection

The connection to this ¥MC Server will not be encrypted.
YR Server: 10,101,332, 23115935
Your authentication credentials will be transmitted securely, but all subsequent

data exchanged while the connection is in progress may be susceptible ko
interception by third parties,

[T Don't warn me about this again,

Conkinue | Cancel I

RE¥NC viewer P =] |
'lul'NE Yiewer - Authentication |'n
Y

MMC Server: 10,101,32,23::15938

Cc

e Lsermanme: I 3

Fassword; quun EI

O, I Cancel |

Enc




B adminpwdtest - ¥NC Yiewer

a@ Windows Server2012R2

VNC Troubleshooting

noVNC troubleshooting - https://github.com/kanaka/noVNC/wiki/Troubleshooting

Downloaded noVNC (kanaka-noVNC-v0.5.1-81-g40b35fa.zip) and entered host, port and password info
and made connection

Used Firebug loaded in Firefox to get debug information.


https://github.com/kanaka/noVNC/wiki/Troubleshooting

@ i S, T : st *8e 9 440 @Y - =

e ~v| BB@

15 | Cesx Persst Profle [Al| Erors wamings Info Debuginfo Cookies 4

w state 'loaded"
Break On Al Errors L opnec.

= ¥ (D Console * | HTML €SS Script DOM Net Cookies Bsewdh

was 'disconnected'. Msg: woUNC ready: native WebSockets, canvas rendering utiljs (line 10)

vas 'loaded: wtiljs fline 18}
€ = Skipping unsuppaorted Websocket binary sub-protocol utils fline 141)
£ Ut iik_lopging/Utl.Errce((sg="Skipping unsupported WebSocket binary sub-protocol’) utiljs fine 1)
@ ink{protocols=[ "binary®, “baseéd* 1) websock,s fling 311}
& open(uri= o 7/websockity”, protowolse[ "binary®, "basesd® 1) websockis (ine 328)
connect() rbjs (ine 305)
 RFEjupdateState(state=" connact ", stahushs rMajs ine 470)
& RFSjthat.connect(host=" SMEMNNSSNINN -, Dort=0787, password="K3ALTane*, path=*websock ty<) Fb.js (line 1783)
window.orscrptsioad() cunc.js...3ALrAne dine 205)
& Lt Joad_scripts]script, orveadystatechange{e=load ) utiljs (line 248)
cace UEil.Brror = function (msg] { console.errox(msghi )i
1 VebSocket on-arror event
I Vensocker on-close event
€) Firefox cant establish & connectionto the server 8t wes:// SR 6767 /websockify. websack js (line 333)
websocket = maev WebSocket (uri, pretocels]:
© @ Newstate ¥ i ‘connect’, Msg: Ser onnected (code: 1006) util fs line 1)

case 'srror': Ueil.Frrer =

unctien (msg) { consols.erxer(msgl: )

New state 'disconnected', was 'failed' utiLje (ine 10}
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VNC path in UCSD is /opt/infra/web_cloudmgr/apache-tomcat/webapps/cloupia/cloudmgr/vnc/utils

Vnc readme.md

## noVNC: HTML5 VNC Client

### Description

noVNC is a HTML5 VNC client that runs well in any modern browser
including mobile browsers (iPhone/iPad and Android) .

More than 16 companies/projects have integrated noVNC into their

products including [Ganeti Web

Manager] (http://code.osuosl.org/projects/ganeti-webmgr),

[OpenStack] (http://www.openstack.org), and

[OpenNebula] (http://opennebula.org/). See [the Projects and Companies

wiki page] (https://github.com/kanaka/noVNC/wiki/ProjectsCompanies-using-noVNC)
for more complete list.

### News/help/contact

Notable commits, announcements and news are posted to
@<a href="http://www.twitter.com/noVNC">noVNC</a>

If you are a noVNC developer/integrator/user (or want to be) please
join the <a
href="https://groups.google.com/forum/?fromgroups#!forum/novnc">noVNC
discussion group</a>

Bugs and feature requests can be submitted via [github

issues] (https://github.com/kanaka/noVNC/issues). If you are looking

for a place to start contributing to noVNC, a good place to start

would be the issues that I have marked as

["patchwelcome"] (https://github.com/kanaka/noVNC/issues?labels=patchwelcome) .

If you want to show appreciation for noVNC you could buy something off

my [Amazon

wishlist] (http://www.amazon.com/registry/wishlist/XTXFXK39IA8C/?reveal=unpurchased&sort=prioritys&
layout=compact) or you could donate to a great non-profits such as: [Compassion

International] (http://www.compassion.com/), [SIL] (http://www.sil.org),

[Habitat for Humanity] (http://www.habitat.org), [Electronic Frontier

Foundation] (https://www.eff.org/), [Against Malaria

Foundation] (http://www.againstmalaria.com/), [Nothing But

Nets] (http://www.nothingbutnets.net/), etc.

### Features

Supports all modern browsers including mobile (iOS, Android)
Supported VNC encodings: raw, copyrect, rre, hextile, tight, tightPNG
WebSocket SSL/TLS encryption (i.e. "wss://") support

24-bit true color and 8 bit colour mapped

Supports desktop resize notification/pseudo-encoding

Local or remote cursor

Clipboard copy/paste

Clipping or scolling modes for large remote screens

Easy site integration and theming (3 example themes included)
Licensed under the [MPL 2.0] (http://www.mozilla.org/MPL/2.0/)

L S S T R

##4# Screenshots
Running in Chrome before and after connecting:

<img src="http://kanaka.github.com/noVNC/img/noVNC-5.png" width=400>&nbsp;<img
src="http://kanaka.github.com/noVNC/img/noVNC-7.jpg" width=400>

See more screenshots <a href="http://kanaka.github.com/noVNC/screenshots.html">here</a>.



### Browser Requirements

* HTMLS5 Canvas (with createImageData): Chrome, Firefox 3.6+, 1i0S
Safari, Opera 11+, Internet Explorer 9+, etc.

* HTML5 WebSockets: For browsers that do not have builtin
WebSockets support, the project includes
<a href="http://github.com/gimite/web-socket-js">web-socket-js</a>,
a WebSockets emulator using Adobe Flash. i0S 4.2+ has built-in
WebSocket support.

* Fast Javascript Engine: this is not strictly a requirement, but
without a fast Javascript engine, noVNC might be painfully slow.

* I maintain a more detailed browser compatibility list <a
href="https://github.com/kanaka/noVNC/wiki/Browser-support">here</a>.

### Server Requirements

Unless you are using a VNC server with support for WebSockets

connections (such as [xllvnc/libvncserver] (http://libvncserver.sourceforge.net/) or
[PocketVNC] (http://www.pocketvnc.com/blog/?page 1d=866)),

you need to use a WebSockets to TCP socket proxy. There is

a python proxy included ('websockify').

### Quick Start

* Use the launch script to start a mini-webserver and the WebSockets
proxy (websockify). The "--vnc’ option is used to specify the location of
a running VNC server:

‘./utils/launch.sh --vnc localhost:5901°

* Point your browser to the cut-and-paste URL that is output by the
launch script. Enter a password if the VNC server has one
configured. Hit the Connect button and enjoy!

### Other Pages

* [Encrypted Connections] (https://github.com/kanaka/websockify/wiki/Encrypted-Connections). How
to setup websockify so that you can use encrypted connections from noVNC.

* [Advanced Usage] (https://github.com/kanaka/noVNC/wiki/Advanced-usage). Starting a VNC server,
advanced websockify usage, etc.

* [Integrating noVNC] (https://github.com/kanaka/noVNC/wiki/Integration) into existing projects.

* [Troubleshooting noVNC] (https://github.com/kanaka/noVNC/wiki/Troubleshooting) problems.

### Authors/Contributors

* noVNC : Joel Martin (github.com/kanaka)
* UI and Icons : Chris Gordon
* Original Logo : Michael Sersen
* tight encoding : Michael Tinglof (Mercuri.ca)

* Included libraries:

* web-socket-js : Hiroshi Ichikawa (github.com/gimite/web-socket-7js)
as3crypto : Henri Torgemane (code.google.com/p/as3crypto)
base64 : Martijn Pieters (Digital Creations 2), Samuel Sieb (sieb.net)
jsunzip : Erik Moller (github.com/operasoftware/jsunzip),
tinflate : Joergen Ibsen (ibsensoftware.com)
DES : Dave Zimmerman (Widget Workshop), Jef Poskanzer (ACME Labs)

* % ok ok



