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Challenges of multi-cloud access by disparate
USEer groups

Business Challenges

- Efficient laaS and SaaS
access keeping app SLA
intact

- Distributed internet access

- Operationally efficient




Introducing Secure Agile Exchange(SAE)‘ N
000

 Virtualized Secure Cloud On-Ramp

Employees Partners

. Secure Access to Multicloud
environments and services

. Automated Policy-Based insertion of
network services (VNFs)

. Single-Point of analysis and auditing for
consumer-application relationships

- Open and flexible architecture with 3
party support.
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Secure Agile Exchange Stack
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SAE Component Stack

Nexus Fabric

«  Nexus Standalone (Spine/Leaf) or ACI

«  Support for VLAN and/or VXLAN

«  Multi-Tenancy with VRFs

«  Full redundancy with port-channels and VPC

A
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SAE Component Stack

NFV Infrastructure (NFVI)

Support for any KVM based NFVs (QCOW?2)
Multiple networking options, including OVS
DPDK, SRIOV and port-channels

Hosting Cisco VNFs like CSR, ASAv and FTDv
and 3™ party VNFs like Palo Alto, Fortinet as
firewall and load balancers like AVI, F5 etc.

|

CSP-5200/5400
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SAE Component Stack

Elastic Services Controller ]
VNF Lifecycle Manager (VNFM)
CSP-5200/5400 Instantiate individual and/or groups of VNFs
*  Provision DayO configurations and network
Nexus 9K objects
*  Monitor VNF health and perform recovery
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SAE Component Stack

Network Service Orchestrator

. . \
Secure Agile Exchange Function Pack
S < NSO and SAE Core Function Pack
Flastic Services Controller Model and deploy Service Chains ( Day1,Day?2)

Manage Resource Pools (IP, VLAN, VXLAN,

Compute, Endpoint Gateway)
CSP-5200/5400 « Manage Lifecycle of Service Chains (Create,
Re-deploy, Update, Delete)
NGXUS 9|< *  Full northbound API support and extensibility

(VRFs, Day 2 Policy, etc.)
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SAE Solution stack

One Instance of SAE in HA-Pair

Service Chain
Catalog

Templates One instance of ESC per site

Alerts
Notifications

Infrastructure

Inventory NEDs enable day-2 configurations

Site 1

Site 2

To be released

. Roadmap

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Cor e = 4= - d




. Management Domain will be a separate domain from the SAE
Core (Data & Service Plane) for remote management .

. Dual Switches (N93180) in VPC Pair

N93180-1 N93180-2

. Dual CSP5K - (Min For Management Applications)
. NSO-HA SAE Service Orchestration
. ESC-HA ( VNF Life Cycle Management)

e Data-PC - Netrounds Control Center for Service Assurance

Netrounds
Control
Center




SAE Deployment process

Security policies Flows bandwidth

ldentify VNFs  Design Service chain Size & Onboard Topology Discovery

~”
| Instantiate eesw |

Deploy Service chain Apply IP/AS/VLAN

Test Service chain Monitor Service chain
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Access to app hosted in Cloud

Effects, when traffic back-hauled to DC to apply security policies
» Hair pinning/tram boning of traffic
« Adds latency
* Increases BW requirements
* |Increase transport costs
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Traffic delivered to cloud App over internet or Hybrid Cloud Connect
(Direct Connect/Express Route)
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SAE: Centralized secure policy application to traffic flows

SP
Router
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ASRc IN connected to Branch
router, OUT to N9K leaf
ASRp IN connected to N9K
and OUT to CSP
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Traffic flow through Service Chain

XX XX

42.42.42.2

. AS:Y:Y 140.140.140.2
SJC AS:42 vFirewall AS:140
vRouter /\ vRouter
Consumer Provider
VLAN 42 U VLAN 140
- - - - -
Gateway
42.42.42.42  Gaeway Router  140.140.140.140
Router AWS
SJC
vlan-number 42

vlan-number 140
branch-bgp-as-number 140
branch-remote-as-number 1401
endpoint-ipaddress 140.140.140.1
endpoint-netmask 255.255.255.0

branch-bgp-as-number 42
branch-remote-as-number 4202
endpoint-ipaddress 42.42.42 1
endpoint-netmask 255.255.255.0

eth1 \CQ/ eth?2

Netrounds
Test Agent
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Netrounds for Service Chain NetDevOps

Qnetrounds



I Netrounds in Service Chain NetDevOps

* Does it function as intended?

DN EN: * Does it perform as intended?

o,

Does it affect other traffic unintended?

* Does the newly deployed service chain work as design?

b/

* |s the chain available 24/7?

Operational phase _
Are there performance degradations?

b/

 Where in the chain does the problem originate?

Troubleshootin
2 What is the impact to dataplane traffic?

b2
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¥ Netrounds Architecture

Cisco SAE
Cisco NSO

Cisco Crosswork

TWAMP

Control Center

Monitor

Monitoring

Test PO~ S

Troubleshoot

-
Y.1731 i I = Video
S e @ | HTTP

Router/Switch \ — = S|p

Test Agent Test Agent ==
Content
» Active Test Agents Servers
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¥ Virtual Network Function Scenario

NFV Hypervisor Domain
Service Endpoints

(SD-WAN / IPSec)

-
&

Branch -
A
(IO N2
10.99.1.10/24 10.99.0.10/24
&)

Virtual Firewall
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B Classic Approach

Client 2x Test Agents

(SD-WAN / IPSec)

rver
@ Service Endpoints

10.99.0.5

10.99.1.5 § -
| G =
\ N =

Branch :
]
e Voo m—— =)
10.99.1.10/24 10.99.0.10/24
=S

Virtual Firewall

'amazon

/
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2 VNF Data Plane Assurance

VNF Test Agent
2x Network namespaces (VNICs)

Service Endpoints
(SD-WAN / IPSec)

=7/ ==

Branch

&

\~~- E ./,
.---w ——

10.99.1.10/24 10.99.0.10/24

Virtual Firewall

e
i'g_i'i amgaon

+ Step 1 + Step2 € Step 3 + Step4

_
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B VNF Service Chain Scenario

NFV Hypervisor Domain
Service Endpoints

(SD-WAN / IPSec)

S =
7/ =
Branch
11 .10 .10 1
=
A &
10.99.3.0/24 10.99.2.0/24 10.99.1.0/24 10.99.0.0/24
CS
Router IPS Firewall
(VNF1) (VNF2) (VNF3) 'EE!?&'M
Router  Firewall /
> CO->
IPS
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I Sectionalizing the Service Chain

VNF Test Agent
e 4x Network namespaces (VNICs) Service Endpoints
- o= - (SD-WAN / IPSec)
10.99.0.5 N\
RN =
$0.99.1.5 \ \‘ == =
y G2 =
| 1 ¢/ =
Branch :
1
10 11 1
-
99.2.0/24  10.99.1.0/24 10.99.0.0/24
)
Router IPS Firewall o
(VNF1) (VNF2) (VNF3) ‘#wm

Router Firewall

> CO->

IPS
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O netrounds

.k l1@net ds.co
@ X ‘ jonas.krogell@netrounds.com v

Superadmin

Netrounds VPN_demo «

#+ Dashboard

Service Chain Monitor per VNF (VMware ESX) Time Interval:

1 lone Stop Report Export

& Al

Service Chain Monitor per VNF (VMware ESX) - VNF1+2+3

| sweden-esx-ta-1:eth2 (IPv4) (server) -> sweden-esx-ta-1:eth1 (IPv4) (client)

See config @
2019-01-24 10:16:14 - 2019-01-24 10:31:14 (10 second resolution)
Loss Delay
P (ms)
Graph  Table | S€rvice Chain Monitor per VNF (VMware ESX) - VNF3
sweden-esx-ta-1:eth2 (IPv4) (server) -> sweden-esx-ta-1:eth3 (IPv4) (client) 5.66
2.50
| . Follow graph| 2019-01-24 10:16:40 - 2019-01-24 10:31:40 (10 second resolution)
. Service Chain Monitor per VNF (VMware ESX) - VNF2
60 Graph = Tabl sweden-esx-ta-1:eth3 (IPv4) (server) -> sweden-esx-ta-1:eth4 (IPv4) (client)
2019-01-24 10:16:59 - 2019-01-24 10:31:59 (10 second resolution) b
v Follow grag
40

. Graph | Table

| Follow graph | 15m | th 6h 2an| 1wl aw 1y v O O a  »
60 %
v ES bar
v | Rate (Mbit/s) —_
PR Y N N O S O W WS S SO T S U W S W | v|Loss (%) -
Misordered (packets/s) — p
Min delay (ms) -
. [ TS SUNSNE NUNSSS S NS NUNSNSS SUNSSSS SUSSSSS SUSSNSS SUSSNAS SUNSVSS SUNSNSS SUSSSUS SUSSSSS SUSNSS WUSNSUE: SUNIE VAN VSR VNI, VSIS, VSIS W Y VSRS VSIS VIS WSS WSS w— —— | v | Average delay (ms) —
Max delay (ms) —
Jitter (ms) —
e 10:18 ' 10: 20 1022 ' 10: 24 — 1026 ) 10: 28 1030 g
» VNF1 See config @
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M Validating the Local and Remote Network

VNF Test Agent
4x Network namespaces (VNICs) Service Endpoints

10.99.3.5 19.99.0.5 (SD-WAN / IPSec)
,,’ 10.99.2.5 10 99.1.5~\\ \‘~ = _—
~, ~--.-_ s
/ \\ ~~IT S =
Branch \ .C
11 11 .10 10 1 1
-
[ = = = = = = m ] | = = = = == m

10.99.3.0/24 10.99.2.0/24 10.99.1.0/24 10.99.0.0/24
Router IPS Firewall s
(VNF1) (VNF2) (VNF3) e
Router  Firewall /
> CO->
IPS
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B Our Toolbox — Tailored for Hardcore Networking

NETWORK INTERNET REMOTE PACKET
WI-Fl MOBILE PERFORMANCE IPTV & OTT VIDEO Voice PERFORMANCE INSPECTION

© SWITCHER © SWITCHER ® UDP e IPTV o SIP ©® DNS © PACKET CAPTURE

© LOGGER © LOGGER Y.1564/MEF 48 ETSI TR 101 290 REGISTER RESPONSE TIME LIVE FEED

P2P/ HUB-AND-SPOKE/ WIDE RECORD TYPE l WIRESHARK COMPATIBLE

FULL-MESH 1 SUPPORT
N — ' N\ 5

© STATEFUL TCP
© HTTP/OTT STREAMING

RFC 6349 e ——AR VTR TCP CONNECT

G.711/G.723/G.729/
QOS POLICY PROFILING GSM-EFR

DOWNLOAD RATE
© REFLECTOR BUFFER

Y.1731 - LB/DM/SLM © SPEEDTEST
BROWSER-BASED TEST

RFC 5357 - TWAMP FULL/
LIGHT

PATHTRACE
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3 Important Netrounds Tools for VNF Test/Monitors

= MTU Discovery

* TCP throughput

= Delay / delay variation / packet loss measurements
= TCP/UDP ports and DSCP mappings

= Synthetic Voice Calls

= Path trace

= Access Internet services (HTTP/DNS etc)

= Gateway latency/jitter/packetloss (TWAMP / UDP echo)
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I Example VNF Validation Template

MTU - X Open Ports - =R X QoS - =R X Internet - =X Path Trace - =R X
o netedndscom a% x ot race 8448 a% x
—_—
™ ~

DNS cisco.com CL R Path Trace 8.8.4.4 8% X

\
— "

s/ /lwww.netroun... a% X Add Parallel

v General
]
\, |~ General ==
v General |
v MTU ¢ Template Template
input input
v General . ) ) . . )
Clients (© Input:| Client | v v Client (i) Input:| Client | v v
3C
DNS server (i) 8.8.8.8 ’I'c" Host (i 8.8.8.8
Server (i Input:| § i i
; Lookup name (i netrounds.com §
Client @ Input: | ¢ P ! Rate (packets/s) (i) 2
Direction (i Client { DNS record type (i) Alw n )
': Evaluate thresholds for every hop (i) No Yes
Minimum MTU G 1,460 § c
Time between requests (s) (i 1 T
Server port (i 7,000 g
A
Wait for ready (i Don't wi v Thresholds for errored seconds (ES)
v Thresholds for errored seconds (ES) N
d ‘or Template input
Template input
- 0.". { z \
Timeout (ms) () 50 Loss (%) (i 0
Delay (ms) (i)
Up max rate (Mbit/s) (i) 0 )
DV (ms) (i)
Down min rate (Mbit/s) (i 40
© 2019 Ne  Down maxrate (Mbits) ® 0 Expected DSCPG) | ------ v 5




I Example VNF Template in Action

VNF Validation AWS VNF1 e o o

[Click here to add a description]

€ Step 1 &

VNF validator v2

»

4 )

+ MTU + Open Ports v QoS € Internet + Path Trace

Layer 4 destination port DS... TCP 50/50 Mbps DNS netrounds.com

Path Trace 8.8.8.8

Path Trace 8.8.4.4

DNS cisco.com

http://www.netround...

http://www.cisco.com

2019-05-23 16:13:26: 1500 bytes MTU configured on server.

2019-05-23 16:13:26: 1500 bytes MTU configured on client.

2019-05-23 16:13:28: Measured 1500 byte path MTU in the Client to server direction.
2019-05-23 16:13:28: Passed: 1500 byte PMTU measured.
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I Example VNF Template in Action
Crenn - | oece [

VNF Validation AWS VNF1

[Click here to add a description]

€ Step 1 &

VNF validator v2

>

+ Path Trace

v MTU +/ Open Ports + QoS € Internet
lll Internet - DNS netrounds.com
LU LIERE 8 8.8.8 - aws-service-chain-ta:eth2 (IPv4)
2019-05-23 16:14:52 - 2019-05-23 16:15:52 (1 second resolution)
Graph | Table
Followgraph | ®© | 0 | 4l »
o x " " x 1 " " 1 s " x s
| ES bar
| | Min response time (ms) —
~ DNS netrounds.d 20 ) (i)
| Average response time  —
(ms)
Client | Max response time - ke time min Response time max
(ms) (ms)
10 -
aws-service-che 22.79
» DNS cisco.com 16:15: 00 16:15:10 16:15: 20 16:15: 30 16:15: 40 16:15: 50
» http//www.netro

» http//www.cisco.com

O netrounds
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Summary

« Secure Agile Exchange enables a multi-cloud journey for customers.

« Capitalize on the transformation in consumption model.

« Ability to offer new services and business models.

« Programmable, customizable and extensible to fit into existing OSS/BSS stack.

 Built in Active Service Assurance using Netrounds for each VNF in Service
Chain.



SAE Hub:
https://salesconnect.cisco.com/# ram/PAGE-9966

Presentations:

Title: Secure Agile Exchange (SAE) - Business Decision Maker
(BDM) Presentation

SalesConnect Link:

https://salesconnect.cisco.com/open.html?c=1529c321-7eec-
4a42-9ab1-14d73bch4cbe

Title: Secure Agile Exchange (SAE) - Technical Decision Maker
(TDM) Presentation

SalesConnect Link:
https://salesconnect.cisco.com/open.html?c=a1/78dcc4-6a16-
4e38-8100-37211¢c9852¢e4

Solution Guide:
https://bit.ly/2RsDZKN

Netrounds Resources:
https://portal.netrounds.com
Email - cisco@netrounds.com



https://salesconnect.cisco.com/
https://salesconnect.cisco.com/open.html?c=1529c321-7eec-4a42-9ab1-14d73bc54c6e
https://salesconnect.cisco.com/open.html?c=a178dcc4-6a16-4e38-810b-37211c9852e4
https://bit.ly/2RsDZKN
https://portal.netrounds.com/
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