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Challenges of multi-cloud access by disparate 
user groups 

SaaS

SaaS
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SaaS
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SaaSOther
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Clouds

SaaS

PrivatePrivate

Business Challenges

- Efficient IaaS and SaaS 
access keeping app SLA 
intact

- Distributed internet access 

- Operationally efficient
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Introducing Secure Agile Exchange(SAE)
• Virtualized Secure Cloud On-Ramp

• Secure Access to Multicloud 
environments and services

• Automated Policy-Based insertion of 
network services (VNFs)

• Single-Point of analysis and auditing for 
consumer-application relationships

• Open and flexible architecture with 3rd

party support.

Cisco
Secure Agile 
Exchange

Customers

Employees Partners

Cloud Data Center Branch IOT
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SAE Component Stack

Nexus 9K

Nexus Fabric
• Nexus Standalone (Spine/Leaf) or ACI
• Support for VLAN and/or VXLAN
• Multi-Tenancy with VRFs
• Full redundancy with port-channels and VPC
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SAE Component Stack

CSP-5200/5400

Nexus 9K

VNFVNF VNF VNF

NFV Infrastructure (NFVI)
• Support for any KVM based NFVs (QCOW2)
• Multiple networking options, including OVS 

DPDK, SRIOV and port-channels
• Hosting Cisco VNFs like CSR, ASAv and FTDv 

and 3rd party VNFs like Palo Alto, Fortinet as 
firewall and load balancers like AVI, F5 etc. 
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VNF Lifecycle Manager (VNFM)
• Instantiate individual and/or groups of VNFs
• Provision Day0 configurations and network 

objects
• Monitor VNF health and perform recovery

SAE Component Stack

CSP-5200/5400

Nexus 9K

Elastic Services Controller

VNFVNF VNF VNF
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NSO and SAE Core Function Pack
• Model and deploy Service Chains ( Day1,Day2)
• Manage Resource Pools (IP, VLAN, VXLAN, 

Compute, Endpoint Gateway)
• Manage Lifecycle of Service Chains (Create, 

Re-deploy, Update, Delete)
• Full northbound API support and extensibility 

(VRFs, Day 2 Policy, etc.)

SAE Component Stack

Network Service Orchestrator
Secure Agile Exchange Function Pack

CSP-5200/5400

Nexus 9K

Elastic Services Controller

VNFVNF VNF VNF
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SAE Solution stack
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SAE Site- Infrastructure • Management Domain will be a separate domain from the SAE 
Core (Data & Service Plane) for remote management .

• Dual Switches (N93180) in VPC Pair

• Dual CSP5K - (Min For Management Applications)

• NSO-HA SAE Service Orchestration

• ESC-HA ( VNF Life Cycle Management)

• Netrounds Control Center for Service Assurance

CSP5K - Primary CSP5K - Secondary

NSO1 NSO2

ESC-2ESC-1

NSO2

ESC HA

NSO HA

Netrounds 
Control 
Center

Data-PC
Data-PC

SRIOV-1 SRIOV-2 SRIOV-2SRIOV-1

N93180-1 N93180-2
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SAE Deployment process

Validate (using Netrounds)
Test Service chain Monitor Service chain

Design(once) Site Setup 
Identify VNFs Design Service chain

Discover/Assess
Security policies Flows bandwidth

Topology DiscoverySize & Onboard

Instantiate (at a site) 
Deploy Service chain Apply IP/AS/VLAN
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Access to app hosted in Cloud

BRANCH

Data Center
SP 

Router

CLOUD

Effects, when traffic back-hauled to DC to apply security policies
• Hair pinning/tram boning of traffic 
• Adds latency
• Increases BW requirements
• Increase transport costs 

Traffic delivered to cloud App over internet or Hybrid Cloud Connect 
(Direct Connect/Express Route)
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SAE: Centralized secure policy application to traffic flows 

BRANCH

Data Center

ASRc ASRp

1. ASRc IN connected to Branch 
router, OUT to N9K leaf  

2. ASRp IN connected to N9K 
and OUT to CSP 

SP 
Router

SP 
Router

CLOUD
SP 

Router

Co Location Center



SAE Demo
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Traffic flow through Service Chain

vRouter
Consumer

vFirewall 
vRouter
Provider

Gateway 
Router 
SJC

Gateway
Router
AWS

eBGP eBGP

42.42.42.2
AS:42 140.140.140.2

AS:140

VLAN 42

140.140.140.140

VLAN 140

42.42.42.42

eBGP
eBGP

x.x.x.x
AS:Y:Y

VLAN A VLAN B

Netrounds 
Test Agent

eth1

eth4

eth2

eth3

SJC

vlan-number                        140
branch-bgp-as-number       140
branch-remote-as-number  1401
endpoint-ipaddress              140.140.140.1
endpoint-netmask                 255.255.255.0

vlan-number                       42
branch-bgp-as-number      42
branch-remote-as-number 4202
endpoint-ipaddress             42.42.42.1
endpoint-netmask               255.255.255.0



Netrounds for Service Chain NetDevOps
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• Is the chain available 24/7?

• Are there performance degradations?

• Does it function as intended?

• Does it perform as intended?

• Does it affect other traffic unintended?

Netrounds in Service Chain NetDevOps

• Where in the chain does the problem originate?

• What is the impact to dataplane traffic?

Functionality &
PerformanceDesign phase

Sectionalizing &
RCATroubleshooting

Faults &
DegradationOperational phase

• Does the newly deployed service chain work as design?ValidationDelivery phase
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Real-time SLA 
monitoring with 

service KPI drill-down

Netrounds Architecture

Active Test Agents
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Automated service 
activation tests with 
comprehensive reports

Service Activation Test Report

Automated
troubleshooting with 
remote execution

Cisco SAE

Cisco Crosswork
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Virtual Network Function Scenario

Virtual Firewall

10.99.1.10/24 10.99.0.10/24

Service Endpoints
(SD-WAN / IPSec)

Branch 

NFV Hypervisor Domain
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Classic Approach

10.99.1.10/24 10.99.0.10/24

Service Endpoints
(SD-WAN / IPSec)

Branch 

2x Test Agents

10.99.0.510.99.1.5

Virtual Firewall

Client Server
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VNF Data Plane Assurance

10.99.1.10/24 10.99.0.10/24

Service Endpoints
(SD-WAN / IPSec)

Branch 

VNF Test Agent
2x Network namespaces (vNICs)

10.99.0.510.99.1.5

Virtual Firewall
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VNF Service Chain Scenario

Router
(VNF1)

IPS
(VNF2)

Firewall
(VNF3)

10.99.3.0/24 10.99.2.0/24 10.99.1.0/24 10.99.0.0/24

.10 .1.10.11.11.12.12

Service Endpoints
(SD-WAN / IPSec)

NFV Hypervisor Domain

Branch 

Router

IPS

Firewall
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Sectionalizing the Service Chain

10.99.3.0/24 10.99.2.0/24 10.99.1.0/24 10.99.0.0/24
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Validating the Local and Remote Network

10.99.3.0/24 10.99.2.0/24 10.99.1.0/24 10.99.0.0/24
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Our Toolbox – Tailored for Hardcore Networking
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Important Netrounds Tools for VNF Test/Monitors
§ MTU Discovery

§ TCP throughput

§ Delay / delay variation / packet loss measurements

§ TCP/UDP ports and DSCP mappings

§ Synthetic Voice Calls

§ Path trace

§ Access Internet services (HTTP/DNS etc)

§ Gateway latency/jitter/packetloss (TWAMP / UDP echo)
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Example VNF Validation Template
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Example VNF Template in Action
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Example VNF Template in Action
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Summary

• Secure Agile Exchange enables a multi-cloud journey for customers.

• Capitalize on the transformation in consumption model.

• Ability to offer new services and business models.

• Programmable, customizable and extensible to fit into existing OSS/BSS stack.

• Built in Active Service Assurance using Netrounds for each VNF in Service 
Chain.
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Resources
TDM & BDM

SAE Hub:
https://salesconnect.cisco.com/#/program/PAGE-9966

Presentations:
Title: Secure Agile Exchange (SAE) - Business Decision Maker 
(BDM) Presentation
SalesConnect Link:
https://salesconnect.cisco.com/open.html?c=1529c321-7eec-
4a42-9ab1-14d73bc54c6e

Title: Secure Agile Exchange (SAE) - Technical Decision Maker 
(TDM) Presentation
SalesConnect Link: 
https://salesconnect.cisco.com/open.html?c=a178dcc4-6a16-
4e38-810b-37211c9852e4

Solution Guide:
https://bit.ly/2RsDZKN

Netrounds Resources:
https://portal.netrounds.com
Email – cisco@netrounds.com

https://salesconnect.cisco.com/
https://salesconnect.cisco.com/open.html?c=1529c321-7eec-4a42-9ab1-14d73bc54c6e
https://salesconnect.cisco.com/open.html?c=a178dcc4-6a16-4e38-810b-37211c9852e4
https://bit.ly/2RsDZKN
https://portal.netrounds.com/
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