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- What is DevNet Sandbox?
- A Bit of History
- Our Data Center Project

- Planning Phase 1 Network
Services

« Demos
« Some Lessons Learned

- What’s Next in our NSO
Journey
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Looking for a development lab?

Learn more

EXPLORE TECHNOLOGIES »

FREE Development Lab as a

Service from Cisco

G ResouRCE i AP/ SERVICE i WsTRUCTIONS )

Access to labs with hardware == . . . .

Automation

and/or software from Cisco p—— ~ Amn— e :
This document provides an overview of the Cisco Devnet Sandbox
Packaged Contact Center Express (PCCE) lab. It provides basic /
Customer Voice Por. Cisco Unified Intelli

INVENTOR Networking Data Center ! Security
. Firepower

guidance on some of the functions that can be performed within the

PCCE lab. Contact Center is a sizeable product with tremendous
i and this is only to provide a general
entry point to PCCE.

A more detailed version of these instructions in Word format may be
downloaded here.
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100,000+ users PITT T
250+ years of reservations TLRRIZALE
Over 1 million API calls a month!
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We make innovation easy!









DevNet Sandbox Physical Network Architecture




DevNet Sandbox Physical Network Architecture

-Organically evolved network .Large variety in hardware and
.Simple becomes complex software platforms from

.Complex traffic patterns organic growth

.Traffic flows in and out of some .Single points of failure needed
devices multiple times to be addressed

-No clear north/south and .Limited standards across

east/west flows environment



Process and Tooling

- Manual processes with minimal
automation and often based on
‘experience”

. File based “source of truth”
. Excel, text files, etc

. Cloud Storage (eg Box)
. “Config v1.6.txt”

- Many many snowflakes
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NetDevOps In Sandbox Will Deliver

T RNETT
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Consistent Version Controlled Infrastructure deployed
with Parallel & Automated Provisioning

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Early Network Automation Wins (with NSO)

. Standardize firewall access lists
across 500 devices
- NSO Device Templates

. Saved at least 32 error prone engineer
man hours

. Basic Network “Service”

Compliance
(snmp, syslog, local admin)

- NSO Device Templates and
Compliance Reports

. It just wasn’t right before...

devices template TACACS-ISE
config
asa:aaa-server ISE GROUP protocol tacacs+
asa:aaa-server-host-conf aaa-server ISE GROUP
({SMGMT INTERFACE}) {S$SISE SERVER 1}
key secret {$SCLEAR SECRET}

asa:aaa authentication ssh console server group ISEGROUP
asa:aaa authentication ssh console LOCAL

asa:aaa authorization command server group ISE GROUP
asa:aaa accounting command server_grgup ISE_GR6UP

nx:feature tacacs+

nx:tacacs-server host {$ISE SERVER 1}
secret key i
secret shared-secret {STYPE7 SECRET}
timeout 5

nx:aaa group server tacacs+ ISE GROUP
server {$ISE SERVER 1}
source-interface {$MGMT INTERFACE}
use-vrf { SMGMT VRF'}







Preparing for US West 1 Data Center

. Decision to move made July 2019

- Move to be completed December
31, 2019

- Possession October 7, 2019 “Innovation up to the

- 3 months to design, test, and prove ,UOin [ Of ,03/7/0 :

all changes :
~ Sandbox Leadership
. 2.5 months from empty racks to

production service



Physical Network Architecture

. Fully redesigned target physical
infrastructure
- Physical and virtual components

. Clear North/South and East/\West
traffic flows

. Standardize on current hardware
and software platforms

- No single points of failure

- Designed for horizontal scaling

DMZ

DMZaaS
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(Replicate at smaller scale for Pre-Prod)




DevNet Sandbox - A Multi-

. Deliver secure and reliable
network services to a variety
of public labs

- Both physical hardware and
virtual machine environments

- Multi-Tenant network where
customer facing and internal
systems share physical
resources

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public

Domam Netvvork

CISCO F|repovver = NG F|revvall

BAL — _ )

Cisco ASR 1K - Core Routing

\ SEEEEATECT | | BT D -

Cisco ASA - Firewall

=\ = 3 e =y
o v ], ST T el .

Cisco Nexus - Data Center Fabric

\ g

Cisco Catalyst = I\/Igmt Netvvork

C|sco UCS - Compute

B
A |

Cisco Container Platform - K8s
| EmeTommmwe N |

VMware - Virtual Switching










Scoping the Services

. Targeted highest impact parts
of the network for service
creation

- Underlay/overlay network
configuration

- Firewall configuration

Sandbox Production

nat networks

Production Pods Networks

Logical Network Representation




Scoping the Services

. Targeted highest impact parts
of the network for service

creation

- Underlay/overlay network

configuration

- Firewall configuration

© 2018 Cisco and/or its affiliates. All rights reserved Jisco Public

% i

pod1-server.” pod1-degbox

pod2-devbox

L

iy -
)

) o
§&6/0
o> Almd 9o, -.;:.‘3'
o ~ o
fo,,

1
= admin-fw
B
% \""A‘ ==
pod N pod3-tw
- S £
=
=)
W - WP
nfi-sw02

! —y 3S- admin-server02
N ¥

o~ admigevsw <

shared-services01



Scoping the Services

. Targeted highest impact parts «
the network for service creatiol

- Underlay/overlay network
configuration

- Firewall configuration

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Scoping the Services

e — Tenant: shared-services
oy
b2 Tenant: admin

. Targeted highest impact parts

jadmin-fw1

of the network for service
creation .

- Underlay/overlay network
configuration

. Firewall configuration

admin-server02
Tenant: admin

Tenant: shared-services

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Multi-Domain Network Automation
Switch, Compute, and Virtual Network

v nso_packages

Initial Services Built  votae
> load-dir
. vlan-fabric: Physical underlay ook T
- MLAG domains & interswitch trunks ® f—ibni_t—‘pv
@ fabric.py
. vlan-tenant; Overlay tenants I
. L2 and L3 domains i
. Physical network attachments i‘;‘::g
. . . ) firewall.yang
- firewall: Simplify and Consistency standardsyang
vlan-fabric.yang
. Interfaces, Access Lists, Public Services, VPN vlan-tenant yang
management M Makefile

v templates
N firewall-access-group-setup.xml
N firewall-acl-entry-setup.xml

N firewall-admin-basic-nat.xml






Step 1 - Start with User Experience
VLAN Fabric Data Model

vlian—-fabric internal

-\What should it be like to switch-pair leazol
. layer true
consume service? rimary  leaf0l-1

_ secondary leaf(01l-2
. Psuedo-code drives YANG vpc-peerlink id 1
vpc-peerlink interface 1/53

mOdel vpc-peerlink interface 1/54

. fabric-trunk 2

vlan-fabric interface 1/49

interface 1/50

. Describe underlay connectivity T
vnic-template-trunks myorgl vm-network-a

* Cover “’[I’adl’[IOﬂar’ SWltCheS dsS vnic-template-trunks myorg2 esxi-vnic-a
well as “non-traditional” ones

vmware-dvs vcenterl mydatacenter mydvs <Jmmmm




Step 1 - Start with User Experience

VLAN Tenant Data Model

- What should it be like to
consume service”?

. Psuedo-code drives YANG
model

vlan-tenant

. Describe the L2/L.3 environment

. Focus on unigue detalls per
network

vlan—-tenant admin

fabric internal ¢sssm
static-routes 0.0.0.0/0
gateway 172.23.250.4

network admin-containers

vlanid 25
network 172.23.4.0/23
layer3-on-fabric true

dhcp-relay-address 172.23.2.11

network admin-main

vlianid 11

network 172.23.2.0/23
layer3-on-fabric true
connections switch-pair leafOl
interface 1/33

description "Link to NUC ESXI"




Step 1 - Start with User Experience
Firewall Data Model

firewall myfirewall

- \WWhat should 1t be like to type myfirewall
. evice fwOl-
consume service? R ot

interface inside
tenant admin <=

. PsuedO—COde dﬂ\/es YANG network admin-fw-transit <msss
route 172.23.252.0/23
mOdel gateway 172.23.250.1
. ospt true
firewall outside—-nat outside-ip 131.226.217.1

outside-nat supernet 172.23.0.0/16

. Connect firewall interfaces to

acl-allow DNS SERVERS

teﬂaﬂtS description "Allow DNS Lookups"
destination ip-list dns-servers
- “simplify” the configuration destination protocol udp

destination port 53




Step 1 - Start with User Experience

Firewall Data Model

- What should it be like to
consume service”?

. Psuedo-code drives YANG
model

firewall

. Connect firewall interfaces to
tenants

- “simplify” the configuration

firewall myfirewall

t

d
1

vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

firewall myfirewall

vpn username testuser
password Hnkai7anaf

secure-network 172.23.0.0/21
secure-network 172.23.232.0/21

dns server [ 172.23.2.11 ]

dns secured-domain devnetsandbox.local
dns default-domain devnetsandbox.local
client anyconnect-linux64-4.7.pkg
client anyconnect-macos-4.7.pkg

client anyconnect-win-4.7.pkg




Step 2 - Intended Network Configuration

Native Device Configuration

- Understand the desired end
State

. Configure the network “the old

)

way
. Capture final configurations
- Use to build XML templates

version 9.3(1) Bios:version 05.38
feature vpc

vpc domain 10

peer—-switch

peer—-keepalive destination 172.23.252.30
source 172.23.252.29

peer—-gateway

auto-recovery

interface port-channell
vpc peer—-link




Step 2 - Intended Network Configuration

NSO MOdeled Conﬂguratlon <config xmlns="http://tail-f.com/ns/config/1.0">
<devices xmlns="http://tail-f.com/ns/ncs">
<device>
I 1-leaf@l-1</ >
- Understand the desired end Snane-uswl-leaf0l-1</nane
<vpc xmlns="http://tail-f.com/ned/cisco-nx">
EStEitEE <domain >

<id >10</id>

(« <peer-—-gateway />
° COﬂﬁgure the netWOrk the Old <peer-keepalive>
7] <destination >10.17.252.30</destination>
\ﬁVEﬂS/ <source >10.17.252.29</source>

</peer—-keepalive>
. <peer-switch />
. Capture final configurations </donsin>
</vpc>
<interface xmlns="http://tail-f.com/ned/cisco-nx">

- Use to build XML templates <port-channel>

<name>1l</name>
<vpc>
<peer-link />
show running-config devices device leaf@1-1 \ <7/Vp§> s
config nx:interface port-channel 1 vpc \ </iﬁi’£rf§c22ne
| dlsplay xml </config>
- : - </device>
Note: Configurations, templates, code, etc have been simplified | «/devices>
for this presentation. </config>

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Step 2 - Intended Network Configuration

NSO Templatized Configuration

- Understand the desired end
State

. Configure the network “the old

)

way
. Capture final configurations
- Use to build XML templates

<config-template xmlns="http://tail-f.com/ns/config/1.0">
<devices xmlns="http://tail-f.com/ns/ncs">
<device>
<name>{$DEVICE_NAME}</name>
<config>
<feature xmlns="http://tail-f.com/ned/cisco-nx">
<vpc/>
<lacp/>
</feature>
<vpc xmlns="http://tail-f.com/ned/cisco-nx">
<domain>
<id>{$VPC_DOMAIN_ID}</id>
<peer—gateway/>
<peer—-keepalive>
<destination>{$VPC_PEER_KEEPALIVE_DESTINATION}
</destination>
<source>{$VPC_PEER_KEEPALIVE_SOURCE}</source>
</peer-keepalive>
<peer-switch/>
</domain>
</vpc>




Step 2 - Intended Network Configuration

NSO Templatized Configuration

- Understand the desired end
State

. Configure the network “the old

)

way
. Capture final configurations
- Use to build XML templates

<confin_tomnlate vmlnce="httn: //+2il_f com/nc/ranfin/1 A"~

<interface xmlns="http://tail-f.com/ned/cisco-nx">
<port-channel>
<name>{$VPC_PEERLINK_ID}</name>
<enable>
<switchport>true</switchport>
</enable>
<spanning-tree>
<port>
<type>network</type>
</port>
</spanning-tree>
<switchport>
<mode>trunk</mode>
</switchport>
<vpc>
<peer-link/>
</vpc>
</port-channel>
</interface>
</config>
</device>
</devices>
</config-template>




Step 3 - Put it together

- \Write code that uses the model and templates to replicate the
iIntended configuration

- Start small with parts of the config and iterate until complete

class ServiceCallbacks(Service):
@Service.create
def cb_create(self, tctx, root, service, proplist):
for pair in service.switch_pair:

vpc_vars

vpc_vars.
vpc_vars.
vpc_vars.
.add("DEVICE_NAME", pair.primary)

.add ("VPC_PEER_KEEPALIVE SOURCE", primary_ip_address.split("/")[0])
.add("VPC_PEER_KEEPALIVE_DESTINATION", secondary_ip_address.split("/")[0])
.apply("vpc—domain-base'", vpc vars)

vpc_vars
vpc_vars
vpc_vars
template

= ncs.template.Variables()

add ("VPC_DOMAIN_ID", vpc_domain_id)

add ("VPC_PEERLINK_ID", pair.vpc_peerlink.id)
add("LAYER3", pair.layer3)
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Performance
uning
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Somethings we're hoping to dive into next

- New services
. CICD for services
. Better “packaging”

. Train our engineers and build
comfort
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Got more guestions? Stay In touch!

O hapresto@cisco.com

Y ©@nfpreston

&  http://github.com/hpreston

© 2

018

Cisco and/o

rits affiliates. All rights reserved.

Cisco

Pu

blic

NIir
CISCO.

DEVNET

LEARN CODE INSPIRE CONNECT

developer.cisco.com
Y @CiscoDevNet

n facebook.com/ciscodevnet/

@ http://github.com/CiscoDevNet
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