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Causes of State

User Intent

¥

Physical Reality

-

¥

System State

User Actions ‘

reload
clear ip bgp
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Control Input

BGP
HSPR
BDF
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Internal Convergence



Intent based interface principles

1. Writing your intent is enough
2. The system strives to execute on the intent

3. Intents are idempotent — multiple requests with the

Intent

same intent has no additional effect

4. You can always write intent
regardless of current state

5. The system never modifies received
intent

Intent is configuration done right!

System
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Command driven interfaces

Successive
1. Explicit commands to move between state Commands
The correct command depends on the current state

The state is exposed to the user
Requires timed sequences of commands to System
achieve complex effects -
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5. Traditionally managed through workflows/runbooks
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Manual operation

Manual config

\ 4

Device

Configuration

Feature How?
Configuration Manual
Roll-back Manual
Compliance check Manual
Service creation Manual
Service modification Manual
Service deletion Manual
Brown-field Manual
Cross-device coherence  Manual
Human approval Automatic
Multi-step configuration Automatic
Progress information Automatic




Scripting

Device
' ’ Configuration

Ansible, Salt, Nornir, NAPALM, ...

Feature How?
Configuration Explicit
Roll-back

Compliance check

Service creation

Service modification

Service deletion

Brown-field Manual
Cross-device coherence  Manual
Human approval Explicit

Multi-step configuration

Progress information




Scripting + “Service Designer”
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Device

Configuration

Feature How?
Configuration Explicit
Roll-back

Compliance check

Service creation By designer
Service modification By designer
Service deletion By designer
Brown-field Manual
Cross-device coherence  Manual
Human approval Explicit

Multi-step configuration

Progress information




Scripting + “Service Designer” + Workflow

/

Workflow system
L —»

Device
' | g Configuration

The classic service activators!

Feature How?
Configuration Explicit
Roll-back

Compliance check

Service creation By designer
Service modification By designer
Service deletion By designer
Brown-field Manual
Cross-device coherence  Manual
Human approval Dedicated Ul
Multi-step configuration By Workflow
Progress information Dedicated Ul




Scripting + Transactions

/

Transactional Layer

Device

Configuration

Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check

Service creation

Service modification

Service deletion

Brown-field Manual
Cross-device coherence | Automatic
Human approval Explicit
Multi-step configuration Explicit

Progress information




VWhat is a transaction?

- A mutable snapshot that can be
committed to the network

- Allows you to read/write and then
commit

- Multiple transactions open at once
- All=or-nothing when committing

- Guarantees ACID properties

/

Transactional Layer
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Trans A

Device

Configuration

A 4

Trans B




Scripting + Transactions + Database

/ Transactional Layer

Device
Configuration

Enables subscription, analysis, et cC.

ffiliat

Il right

Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check Automatic
Service creation

Service modification

Service deletion

Brown-field

Cross-device coherence  Automatic
Human approval Explicit
Multi-step configuration Explicit

Progress information




Database requirements

- Support for YANG schema/data model
- Tree database
- Validation according to the standards

- Support for transactions
- Writeable snapshots that the orchestrator can manipulate
- Atomicity / Roll-back
- Global consistency on commit

- Support for subscribers and handlers for data

- Support for the calculation of diff-sets for each transaction



Transactions + DB + FASTMAP view
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Transactional Layer

Device
Configuration
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Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check Automatic
Service creation

Service modification Automatic
Service deletion Automatic

Brown-field

Cross-device coherence
Human approval
Multi-step configuration

Progress information

Integrity check,
manual repair

Automatic
Explicit
Explicit




FASTMAP Explained

Data model transformation
 Let the programmer express the

simplest case (CREATE)

* Not as a flow or sequence of actions
* As a transform

- Full service life-cycle support
« Update/Delete is inferred at run-time
from Create

 Relies on having a transactional
database

Service Model
Service State

Device Model

Device State

YANG

YANG



FASTMAP Explained - Create

Service Instance Device Config
admin@ncs# vpn 13vpn volvo get-modifications reverse
Create ] cli {
—d local-node {
data devices {
- device cel {
Calculate config {
ios:policy-map volvo {
and Set class class-default {

shape {
average {
bit-rate 6000000;

Reverse difference stored as operational data in service

“What should be done to the network to bring it back to the state
before the service was instantiated?”



adminéncs (config)# vpn l3vpn volvo

FASTMAP Explained - Update

admin@ncs (config-13vpn-volvo)# !
Service Instance Device Config e e
admin@ncs (config)# commit dry
cli {
local-node {
data devices {
device cel {

|
Update | config {
d ios:ip {
access-list {

extended {

- ext-named-acl GLOBAL-call-signaling {
ext-access-list-rule "permit tcp any any range 5060 5061"
}

ext-named-acl GLOBAL-ssh {
ext-access-list-rule "permit tcp any any range 22 2

}
ext-named-acl GLOBAL-voice {
ext-access-list-rule "permit udp any any range 16348 3276
)
}

}

}
ReSU|t ios:class-map BUSINESS-CRITICAL {
) - match-any;
lef match {
access-group {

name GLOBAL-ssh;

}

Current

admin@ncs# vpn 13vpn volvo get-modifications reverse
cli {
local-node {
data devices {
device cel {
config {
ios:ip {
access-list {
extended {
ext-named-acl GLOBAL-call-signaling {
ext-access-list-rule "permit tcp any any range

Reverse difference stored as operational data in service ! t-named-acl cLoBAL-ssh {

ext-access-list-rule "permit tcp any any range
}
ext-named-acl GLOBAL-voice {

“What should be done to the network to bring it back to the state - y s BT R e e e

before the service was instantiated?” )
ios:class—map BUSINESS-CRITICAL {
match-any;
match {
access-group {




Virtual Machine Configuration
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Solution: Reactive FASTMAP

- Putting dependencies on operational state into the service code.

- Adding a new primitive reactive-re-deploy to run FASTMAP
again

- Adding kickers to trigger reactive-re-deploy when the
operational state changes

- Allowing FASTMARP to react to progress
- Executing according to a plan

- Same FASTMARP, same database - new usage pattern



Transactions + DB + FASTMAP + ReactiveFASTMAP
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Transactional Layer

Device
Configuration

Reactions
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Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check Automatic
Service creation

Service modification Automatic
Service deletion Automatic

Brown-field

Cross-device coherence
Human approval
Multi-step configuration

Progress information

Integrity check,
manual repair

Automatic
Explicit
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Nano Services: Life cycle for RFM é@C‘r 7oy,
704
- With FASTMAP there is a single diffset /14 54/14

- All reactions are merged together
- Delete and update happens for all parts at once

- In some cases update/delete has to be gradual

- Nano-services allow for efficient life cycle implementation

- Model based plan evaluation e

- Declarative execution control

eeeeeeeeeee




Transactions + DB + FASTMAP + NanoServices
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Transactional Layer

Device
Configuration

Reactions
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Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check Automatic
Service creation

Service modification Automatic
Service deletion Automatic

Brown-field

Cross-device coherence
Human approval
Multi-step configuration

Progress information

Integrity check,
manual repair

Automatic
Explicit

Automatic




Choosing
Automation




Choice: Order or Outcome?




Choice: Stateful or Stateless?




Choice: Intent-based or Sequence of Actions”?




Combining workflows and intent based orchestration?

- Layered architecture

- Strict separation of concerns
- Workflow system: Exclusive control over human interaction

- Intent based system: Exclusive control over the network

- Workflow freedom
- No need to understand technical details
- NO pass-through to the network provisioning system

- Ensure intent autonomy
- All dependencies should be encapsulated in the intent
- The intent based system never correlates or coordinates separate intents



Conclusions



Factors

- Cost

. Complexity

- Ambition

- Human interactions

Actuality

. System interactions

E

- Available skills

- Available components

. Future needs Potentiality
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Where does NSO go from here?
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Transactional Layer

Device
Configuration

Reactions

All rights reserved. C

Feature How?
Configuration Explicit, optimized
Roll-back Automatic
Compliance check Automatic
Service creation

Service modification Automatic
Service deletion Automatic

Brown-field

Cross-device coherence
Human approval
Multi-step configuration

Progress information

Integrity check,
manual repair

Automatic
Explicit

Automatic




L essons learned

Principles matter

Early design choices are the
foundation to automation
success

Different Tools

A complete solution probably
integrates several different tools at
different layers

Choice is hard

It is important to carefully
consider both technology and
strategy

It works!

NSO is a mature product, and
continuous improvements are
being made
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