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ambassador of your brand.”
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One Network,
One Model
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Complete

Current

Correlated
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A 3D view of IP & Optical
Transport across multiple domains

Devices, cards, ports,
pluggables, shelves

Link and service assurance with
RCA and L0O-L3 PM analysis

Tools to simulate failures,
shared risks, failure root causes

CRUD of optical services and
IP VPNs across domains



Automating SP transport network

Across layers, vendors, and domains

Next-Gen OSS
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Crosswork Hierarchical Controller pre-integrated with most of the vendors
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Analytics
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Inventory

Topology

Telemetry

Alerts
Services
TCAs

Time
accumulation

Layers
mapping

Traffic over link 123
jumps to 80% in last two
days, 30 services can
suffer degradation

Congestion prediction
Vulnerabilities
Shared risks

Unused equipment
Optimization

Failure Impact




Root Cause Analysis

Assurance il OS]

This application finds the failed lower layer links that are the root cause of a lip Ilnk IS the rOOt
cause...

Root Cause
1ITEM

v SD1BKLO1-1-1-58&8<->SD1SL001-1-2-58&8

> LSP
v L3 Physical

CR1.BKL-TenGigE@/0/0/3<->CR2.DUS-TenGigE@/0/0/0

CR1.BKL-TenGigE0/0/0/2<->CR2.SQY-TenGigE@/0/0/2

CR1.BKL-TenGigE@/0/0@/1<->CR2.MAN-TenGigE@/0/0/1
E0/0/0/0<->CR2.LT

SD1BKL@1-1-3-1<->SD1CAMO1-1-8-1
SD1BKLO1-1-10-1<->SD1DUS@1-1-4-1
SD1BKL@1-1-7-1<->SD1LIV@1-1-6-1
SD1BKLO1-1-5-1<->SD1WES@1-1-6-1
SD1BKLO1-1-9-1<->SD1SQY0@1-1-5-1
SD1BKLO1-1-8-1<->SD1MANO1-1-6-1

...for all these IP link
failures
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Correlates between topology layers to
performance info:

Assurance

¢ Show utilization of all LSPs between site A to
site B

¢ Show utilization of all LSPs between site A to
site B or between router A to router B

*  Sum traffic of all LSPs over specific IP link

*  Compare traffic of all LAG members to find
imbalance

1GP 10.40.1.213 to 10.40.1.214 Performance -3
Summary Graphs

40.12141010.40.1.213 Direction: (8) AToZ ZToA BANDWIDTH UTILIZATION Reference Series

v INBOUND TRAFFIC

s ™ NN A p

Bandwidth [Gbps]
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Active Inventory

Optical node, Router

- IGP Inventory Item
Inventory

Power supply

T~ Card

: -

Fan Tray

Fiber segment

OTS, OMS, OCH, Super ports)

channel OTS, OMS, OCH, SCH
STS, OTU, ODU, OCG, OC STS, OTU, ODU, OCG, OC,
ETH link, ETH chain Optical client

L3 physical, Aggregation L3 physical port

Logical link, IGP, LSP Agg port, logical port
RSVP, SR tunnel IGP

o L3-VPN port
L3-VPN link (*) Only ports used in topology, they are subtended of Port g
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Eas

3D and metro
view of multi-

layer topologies

¢

RCA for impacted
services upon

failure

qao|.
ao
ao

qao).

Inventory
search &
tabular reports

paos

Service and
network
performance
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I

S~

FE

Simulate
failures and
assess impact

>

Design, save and
run SHQL queries

as reports

\

Simulate and
find network
vulnerabilities

L

History and time
machine analysis
across layers

4

Analyze IGP
path and PCE
for new paths

Provision new
optical and IP
services
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Solution

* Raw network data model too complex for Bl tools Sedona Hierarchical Query Language (SHQL)

* Costly OSS development due to need to ingest

Extract complex network data, in a simple, flat structure
complex network models

* Navigation up and down the layers
* Transform from one object type to another

@ * Integrated time machine

“All core routers”:
inventory_item[.type = "ROUTER" and .name contains "CR"]

%j O

“All ports of Cisco edge routers”:
inventory_item[.type = "ROUTER" and .name contains "ER" and .vendor = "Cisco"] | port

“All logical links going to/from site FRA”:

site[.name contains "FRA"] | inventory_ item | port | 1link [.layer = "R_LOGICAL"]

“All WDM links that are down and affect an LSP that is down”:
"DOWN"] | downward | port |
"DOWN"]
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Example — find if there are shared OMSs between two LSPs

svaL [ GetsecondLs? |

S4ved Queries v
|
link[ .name="CR2.DUS:CR2.BIL:1sp 0"] ||| dowhward | link[.layer="oMs"] as p|; |link[.name="CR2.DUS:CR1.BIL:1sp 0"] || |downward | llink[.layer="0MS"] as w} [link[.guid in p and .guid in w]
RESULTS (9)

Guid = Layer =  Name =  OperStatus =  PathGroupType =  Paths =  PortA =
9ITEMS

LI/oms/022fal30aca541bb/38... OMS SD1GIR01/1-3-5&8 to SDIPAM...  UP SINGLE_PATH [{'guid": 'PAJoms/022fal30aca...  PO/oms/022fal30aca541bb/3...
LI/oms/b0bd0180e1c79218/8...  OMS SD1BCN01/1-2-5&8 to SDIMA...  UP SINGLE_PATH [{'guid": 'PAJoms/b0bd0180el...  PO/oms/bObd0180e1c79218/...
LI/oms/b0bd0180e1c79218/0... ~ OMS SD1BCN01/1-5-5&8 to SD1GIR... ~ UP SINGLE_PATH [{'guid": 'PA/oms/b0bd0180el...  PO/oms/bObd0180e1c79218/...
LI/oms/990aae8f0fc12944/38... OMS SD1STUO01/1-3-5&8 to SD1ZU... up SINGLE_PATH [{'guid": 'PAJoms/990aae8fofc... PO/oms/990aae8f0fc12944/38...

LIfoms/738790a2aca5de20/0...  OMS SDIMARO1/1-5-5&8 to SDIMIL...  UP SINGLE_PATH [{'guid': 'PAJoms/738790a2ac...  POJoms/738790a2aca5de20/0...




Find all links used by or riding
on other links (fiber to L3-VPN)

Use every query with time
stamp to get past information

What can
Find if any specific links/connections
YOU dO share the same resource

with SHQL

Find the failed resource that causes
above layer links/connections to fail

Any inventory and topology report
(site survey, capacity, maintenance)
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HCO uses NSO for IP VPNs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Programmable L2-L3- Visualize service
VPNs over single or performance and path
multi-domain over multi-layer topology

v

Nokia NSP or Cisco CNC




A phased approach for

the best-of-breed solution
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a N Netcracker R
0SS USER

Service request via API Service request via Ul

APIs GW Service Manager Ul

Proxy Call NSO APls
configurations|———

to NSO

NSO NF engine

CNC CNC NRC-T
NED NED adapter adapter
NextFusion

Service Topology and

Read config and e
services service discovery.

restconf PM stats

provisioning via




