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Crosswork HCO

Don’t miss the 
operations piece
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Paul Rand

“Design is the silent 
ambassador of your brand.”
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Agenda

• Crosswork HCO in a nutshell

• HCO in Crosswork Architecture

• Typical use cases

• HCO Applications

• Getting the value with SHQL 

• The joint solution of NSO & HCO



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public 4© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Agenda

• Crosswork HCO in a nutshell

• HCO in Crosswork Architecture

• Typical use cases

• HCO Applications

• Getting the value with SHQL 

• The joint solution of NSO & HCO



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public 5© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

IP Aggregation NW

IP Core Network

Metro Optical Vendor A

LH Optical Vendor B

• Transport networks are 

a patchwork of technologies, domains, 

layers, and vendor turfs

• Most still rely on a siloed, highly manual, 

and error-prone operational apparatus

• Current network data is fiendishly 

difficult to collect, correlate, 

and utilize
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One Network,
One Model

• Automatically acquire domain-specific 
network data

• Normalize into network structure

• Understand how domains in one layer 
are connected

• Understand how layers are connected to 
each other

• Analyze the network to identify issues

• Visualize it

• Automate it
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Complete
Multilayer, multivendor, and 
multidomain topology, traffic, and 
services (SDN and legacy)

Current
automatically and ongoingly 
discovered – directly from 
the network

Correlated
dynamically deducing cross-domain 
connectivity
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Multi-layer view A 3D view of IP & Optical 
Transport across multiple domains

Inventory Devices, cards, ports, 
pluggables, shelves

Analytics

Assurance

Provisioning

Link and service assurance with 
RCA and L0-L3 PM analysis

Tools to simulate failures, 
shared risks, failure root causes

CRUD of optical services and 
IP VPNs across domains
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Automating SP transport network
Across layers, vendors, and domains

Service Orchestrators, Assurance, Inventory, RCA…

NFV
OrchestratorsCrosswork Hierarchical ControllerAccess 

Controller

SDN controllersSDN controllers SDN controllersSDN controllers *SDN controllers

Mobile/Fixed/CPE

Microwave WDM/OTN IP/MPLS/Ethernet Data Centers

Next-Gen OSS

Crosswork Hierarchical Controller pre-integrated with most of the vendors
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Analytics

HCO collects data from 

multiple sources and 

turns it into intelligence

Inventory

Topology
Telemetry

Alerts

Services

TCAs

Time 
accumulation

Layers 
mapping

Congestion prediction

Vulnerabilities

Shared risks

Unused equipment

Optimization 

Failure Impact

Traffic over link 123 
jumps to 80% in last two 

days, 30 services can 
suffer degradation
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Assurance

Root Cause Analysis, show 

services impacted by 

failure in any later
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Assurance

Service and TE tunnels 

performance

Correlates between topology layers to 
performance info:
• Show utilization of all LSPs between site A to 

site B

• Show utilization of all LSPs between site A to 
site B or between router A to router B

• Sum traffic of all LSPs over specific IP link

• Compare traffic of all LAG members to find 
imbalance
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Active Inventory

Unified, real-time view of 

multiple vendors’ inventory 
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3D and metro 
view of multi-

layer topologies

Inventory 
search & 

tabular reports

Simulate 
failures and 

assess impact

Simulate and 
find network 

vulnerabilities

Analyze IGP 
path and PCE 
for new paths

RCA for impacted 
services upon 

failure

Service and 
network 

performance

Design, save and 
run SHQL queries 

as reports

History and time 
machine analysis 

across layers

Provision new 
optical and IP 

services
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Sedona Hierarchical Query Language (SHQL)
Extract complex network data, in a simple, flat structure

• Navigation up and down the layers

• Transform from one object type to another

• Integrated time machine

Problem

• Raw network data model too complex for BI tools
• Costly OSS development due to need to ingest 

complex network models

Solution



Example – find if there are shared OMSs between two LSPs

Get first LSP

Get all OMSs that exist in both lists

Get all OMSs where LSP traverses through

Get second LSP

Get all OMSs where LSP traverses through
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Layer relations Find all links used by or riding 
on other links (fiber to L3-VPN)

Time machine Use every query with time 
stamp to get past information

RCA

Shared risks

Reports

Find if any specific links/connections 
share the same resource

Find the failed resource that causes 
above layer links/connections to fail

Any inventory and topology report 
(site survey, capacity, maintenance)

What can 
you do 
with SHQL
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HCO uses NSO for IP VPNs

Leverage the value of HCO 

for IP provisioning use 

cases
Nokia NSP or Cisco CNC

NF engine

Programmable L2-L3-
VPNs over single or 

multi-domain

NSO

Visualize service 
performance and path 
over multi-layer topology
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A phased approach for 

the best-of-breed solution
- Single VM (NSO as a container)

- Seamless deployment of NSO

- Flex UI natively in HCO

- Synced HA between product

3rd Party (Nokia NSP) or 
Cisco CNC

NF engine

Service 
provisioning via 

restconf

Topology and 
service discovery. 
PM stats

OSS
Service request via API

HCO

Read config and 
services

Service Manager UI

Call NSO APIs

USER
Service request via UI

APIs GW

NextFusion

NSO

Proxy 
configurations 

to NSO

NRC-T 
adapter

CNC 
adapter

NRC 
NED

CNC 
NED


