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SUSE Linux Enterprise Server 10 OS Installation 
 

Introduction/Server Requirements 
 

The document below is intended as a general guide to deploy and install a base 
operating system of SUSE Linux Enterprise Server 10 SP1 (SLES 10 SP1) for deploying 
Cisco’s Video Surveillance Manager Software v4.X/6.X or 3.X/5.X.  SLES v10 software 
can be downloaded from Novell at http://novell.com. 
 

Prior to starting installation of SLES 10 SP1, please make sure that the server meets 
the following specifications:   
 

• Intel Celeron or Pentium, 1.7Ghz or higher 
• 1 GB DRAM 
• 10GB Hard Disk 
• SuSE Enterprise 10 SP1 

 
Note:  Installation guide below is based on using CD version of SLES 10 SP1. 
 
Prior to starting the installation of SLES, you will need to gather the following 
information to make sure the installation goes as smoothly as possible: 
 
IP address:  _____________________ 
 
Subnet mask:  _____________________ 
 
Default Gateway:  _____________________ 
 
Hostname:  _____________________ 
 
Root Password:  _____________________ 
 
Domain:            _____________________ 
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Installation of SLES 10 SP1 
1. Power on the server, and insert SLES 10 SP1 DVD/CD 1 into the DVD/CD drive.  

As server powers up, select “Installation” from the boot up window (Figure 1).  
 

 
Figure 1 – Installation Selection Window 

Language Settings 
2. Select the language desired from the list, and then select “Next” (Figure 2). 

 

 
Figure 2 - Language 
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3. Select “Yes” to agree to the license agreement. 

System Analysis 
4. Select the “New Installation” option.  Do not select “Include Add-On Products 

from Separate Media”.  Click the “Next” button when completed (Figure 3). 
 

 
Figure 3 - Select New Installation 

Time Zone Settings 
5. Select the appropriate Region & Time Zone from the list.  To edit the Time & 

Date shown, select the “Change” button (Figure 4).  Note that the format for the  
Date field is DD-MM-YYYY or YYYY-MM-DD 
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Figure 4 - Time Zone Selection 

 
NOTE: The date and time information can be edited once the 
operating system has been installed using the YaST program from the 
command line:  
 
# YaST2 -> Network Services ->NTP 
 
The date and time will gradually adjust to sync with the time server.  
 

Installation Settings 
 

Once the Language and Date/Time have been selected, the next step is to 
configure the partitions necessary to install the Cisco Media Server.  There are four 
partitions that will need to be created: 
 

• 100 MB for the “/boot” partition 
• 10 GB for the “/” partition  
• 1 GB* for the Swap partition 
• The remainder of the drive should be placed in a partition for repositories called 

the “/media0” partition 
 
*The amount of space set aside for the SWAP partition should be equal the 
amount of RAM that installed on the server (e.g. 1GB RAM = 1GB SWAP, 
2GB RAM = 2GB SWAP). 

 
6. From the “Installation Summary” window click on “Partitioning” link to set up 

the partitions (Figure 5). 
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Figure 5 - Installation Settings 

 
7. Select “Create Custom Partition Setup” in the Suggested Partitioning window and 

then select “Next” (Figure 6).  Select “Select Custom Partitioning (for experts)” 
and click “Next”. 

 

 
Figure 6 - Suggested Partitioning Window 
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8. Delete any partitions that may already be listed by highlighting the partition and 
clicking the “Delete” button.  Note:  It is not possible to delete the first partition 
listed. 

 
9. Create the “/boot” partition by selecting the Create button. Choose “Primary 

Partition” from the pop up menu.  Select the Format radial button and select 
“Reiser” from the “File System” pull-down menu.  In the “Size” window, set 100 
MB for the partition by typing “100M” into the “End” window. Type /boot into 
the Mount Point window to create the “/boot” partition, then select OK (Figure 7). 

 

 
Figure 7 - Partition Window 

 
10. Create the “/” partition by selecting the Create button.  Choose “Primary 

Partition” from the pop up menu.  Select the “Format” radial button and select 
“Reiser” from the “File System” pull-down menu.  In the “Size” window, set 10 
GB for the partition by typing “10GB” into the “End” window. Type / into the 
“Mount Point” window to create the “/” partition; select OK when complete. 

 
11. Create the “Swap” partition by selecting the Create button.  Choose “Primary 

Partition” from the pop up menu.  Select the Format radial button and select 
“Swap” from the “File System” pull-down menu.  In the “Size” window, set 1 GB 
for the partition by typing “1GB” into the “End cylinder” window. Select “Swap” 
from the Mount Point pull-down menu to create the “Swap” partition, then select 
OK. 

 
12. Create the “/media0” partition by selecting the Create button.  Choose “Primary 

Partition” from the pop up menu.  Select the Format radial button and select 
“XFS” from the “File System” pull-down menu.  Leave the defaults values for the 
Start and End cylinders to partition the rest of the HD for the media0 partition. 
Type /media0 into the Mount Point window to create the “/media0” partition, then 
select OK. 
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13. When complete the Expert Partitioner window, should resemble Figure 8, below.  
If the partitions have been correctly defined, click the Finish button to return the 
Installation Summary window. 

 

 
Figure 8 - Expert Partitioner Window 

Installing Libelf, DB1, and Sysstat Software 
14. From the Installation Settings window, Click on the ‘Software’ link.  From the 
 Software Selection and System Tasks window, click on the ‘Details…’ button 
 (Figure 9).  

 
Figure 9 – Software Selection Window 
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15. Select ‘Search’ from the Filter pull-down menu.  Type “libelf” into the search 

window and select Search.  The libelf package should appear in the window on 
the right, Select the package and click the ‘Accept’ button to install (Figure 10).  
Accept to any pop-up windows that may appear. 

 
Figure 10 – Software Selection Window - Libelf 

 
16. Repeat the process described in Steps 14-15 above and search for ‘DB1’.  Install 

the “DB1” and “DB1-devel” software packages (Figure 11).  Accept to any pop-
up windows that may appear. 

 
Figure 11 – Software Selection Window – db1 
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17. Repeat the steps listed above and search for ‘syststat’.  Install the ‘sysstat’ 
software package.  Accept any pop-up windows that may appear. 

Installing MySQL Database 
 
18. Repeat the process described in Steps 14-15 above and search for ‘mysql’.  Select 
 ‘mysql’, ‘mysql-client’, ‘mysql-shared’, and ‘perl-DBD-mysql’ in the window 
 on the right, then click the Accept button to install (Figure 12).  Accept to any 
 pop-up windows that may appear. 
 

 
Figure 12 – Software Selection Window - mysql 

 
19. Click the Accept button (Figure 13) to start the process of creating the partitions 

and installing the software. Select “Install” on the pop-up window that appears.   
 
Note:  The install process can take 20-30 minutes based on the server HW specs. 
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Figure 13 - Installation Settings Summary Screen 

System Reboot 
20. Once the partitions have been created and default software has been installed, the 

server will need to reboot. Select “OK” on the pop up window that appears 
(Figure 14). 

 

 
Figure 14 - System Reboot 

 
NOTE: Once the server has rebooted, it will automatically continue with the 

installation process.  Do not make any selections if prompted during 
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the boot up process until presented with the “Hostname and Domain 
Name” window. 

Configuration Settings 

Hostname Configuration 
 
21. Enter the hostname and domain name that will be used for the video surveillance 

server (Figure 15).  Uncheck the box labeled: “Change Hostname via DHCP” 
 

 
Figure 15 - Hostname & Domain Name Window 

 

Setting Root Password 
 
22. Set the root password to log into the server (Figure 16).   
 
Note:  This password is NOT the password that will be used to access the Cisco Video 

Surveillance Manager software. 
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Figure 16 - System Administration Password 

 

Network Settings 
 
23. Under the Firewall Settings section, make sure that the firewall is enabled if 

deploying this server into a production network.  Also make sure to enable SSH 
connectivity by clicking on the “ssh is closed” link to change the setting to “SSH 
port is open”. 

 
24. Disable IPv6 support, by clicking on “disable IPv6” under the IPv6 settings. 
 
25. To set the IP address, subnet mask, default gateway, click on the “Network 

Interfaces” link on from the Network Configuration window. 

Network Card Configuration Overview 
 
26. On the Network Card Configuration Overview window, make sure the Ethernet 0 

interface is selected and then click the Edit button (Figure 17). 
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Figure 17 - Network Card Configuration Overview Window 

Network Address Setup 
 
27. In the Network Address Setup window, make sure to select “Static Address 

Setup” radial button is selected to set a static IP address.  Enter in the IP address 
and subnet mask for the server (Figure 18). 

 

 
Figure 18 – Network Address Setup Window 
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28. Once the IP address and subnet mask has been set, click on the Routing button to 
set the default gateway address (Figure 18). 

Routing Configuration 
29. Enter the IP address of the default gateway in “Routing Configuration” window 

(Figure 19). 

 
Figure 19 – Routing Configuration Window 

 
30. Click OK, once the IP address of the default gateway has been entered.  Click 

“Next” on the Network Address Setup window. 

Network Configuration Overview - Part 2 

 
Figure 20 – Network Card Configuration Overview Window 
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31. Click “Next” on the Network Card Configuration Overview window (Figure 20) 
 
32. After ensuring that the firewall has been enabled and the SSH port is open, click 

“Next” on the Network Configuration window to accept the default settings for all 
the other network devices (Figure 21). 

 

 
Figure 21 – Network Configuration Window 

Internet Connection 

 
Figure 22 – Test Internet Connection 
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33. Select “No, Skip This Test” in the Test Internet Connection window (Figure 22). 

CA Certificate Settings 
34. Accept the default settings in the Services windows, by clicking the “Next” button 
 (Figure 23). 
 

 
Figure 23 – Installation Settings Window 

User Account Settings 
 

 
Figure 24 – User Authentication Setup 
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35. Set the authentication method that will be used to authenticate users to access the 
 server (Figure 24).   
 

Note: This only for access to the operating system.  User authentication for the 
Video Surveillance Manager (VSM) will be configured once the VSM 
software has been installed. 

Adding A New User 
 
36. Click the Next button without filling in any of the information in the New Local 

User window, unless it is necessary for multiple users to have access the 
underlying operating system (Figure 25).  Click “Yes” on the pop-up window. 

 

 
Figure 25 – Adding A New User 

Release Notes Window 
 
37. After reading the Release Notes, click Next to proceed (Figure 26). 
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Figure 26 – Release Notes 

 

Hardware Configuration Settings 
 
38. Accept the all the default settings in the Hardware Configuration window by 
 clicking the Next button (Figure 27). 
  

 
Figure 27 – Hardware Configuration Window 



 19 

Installation Complete 
 
39.  To complete the installation of the base operating system, click on the Finish button 
 (Figure 28).   
 

 
Figure 28 - Installation Complete 

 

Tuning SUSE 10 for VSM Installation 
 

The final steps necessary to complete the installation of the SUSE 10 operating 
system to ensure that Cisco’s Video Surveillance Manager will be installed properly are 
to disable IPV6 (enabled by default  when installing SUSE 10) and configuring 
ownership privileges for the /media0 partition. 

Disabling IPv6 
 
40. If you were not able to disable IPv6 during the installation process, it can be 
 disable via the command line (skip to Step 44, if IPv6 has already been disabled 
 during the OS install process).  After logging into the operating system using the 
 root account (Figure 29), open a terminal window by selecting Computer -> 
 Gnome Terminal or open an SSH connection to the server. 
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Figure 29 - OS Login Screen 

 
 
41. Type “ifconfig” in terminal window.  If there is an IPV6 address displayed, such 

as “inet6 addr: xxxx:xxxx:xxxx:xxxx:xxxx/xx” then IPv6 will need to be disabled 
(Figure 30). 

 

 
Figure 30 - Gnome Terminal Window 

 
 
42. Type the following two commands in the terminal window to disable IPV6 

(Figure 31): 
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echo "alias net-pf-10 off" >> /etc/modprobe.conf 
echo "alias ipv6 off" >> /etc/modprobe.conf 

 
Note: The net-pf-10 command is for "network protocol family 10", which is the IPv6 

family. The alias line means that when something tries to load the net-pf-10 
"module", it should instead load the ipv6 module, and pass it the off option 
 

 

 
Figure 31 - Disabling IPV6 

 
 
43. Reboot server for commands to take effect.  Type “reboot” in terminal window. 

Log in after reboot, open a new terminal window and type in “ifconfig”.  The 
inet6 address should no longer appear (Figure 32). 

 

 
Figure 32 - IPV6 Address Removed 
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Change Owner For /media0 Partition 
 

After disabling support for IPv6, the next step is to change the ownership of the 
media0 partition from root/root to nobody/nobody.  If this change is not made, users will 
not be able to record to archives or create snapshots or clips once the VSM software has 
been installed. 
 
44. To verify ownership of the media0 partition open a terminal window type (or 

SHH Connection and type in the following commands: 
   

1. cd .. 
2. ls –l   

 
NOTE: The “ls” command lists the contents of a directory and the “-l” 

syntax is used to show ownership  
 
45. If the media0 listing shows “root root”, it will be necessary to change the 

ownership to “nobody nobody”.  Type in the command below, to change the 
ownership settings for media0: 

 
 chown nobody: /media0 
 
 NOTE: There is a space between the colon and the forward slash. 
 

Below is a sample output showing how to change the ownership of media0 
directory all input commands are shown in blue. 
 
vs-demo:~ # cd .. 
vs-demo:/ # ls -l  
 
total 30 
-rw-------   1 root   root   1024 Mar 10 15:33 .rnd 
drwxr-xr-x   2 root   root   2888 Mar 10 15:03 bin 
drwxr-xr-x   5 root   root    632 Mar 10 15:08 boot 
drwxr-xr-x  10 root   root   6820 Mar 11 17:02 dev 
drwxr-xr-x  76 root   root   6456 Mar 11 17:01 etc 
drwxr-xr-x   3 root   root     72 Mar 10 15:34 home 
drwxr-xr-x  12 root   root   4000 Mar 10 15:04 lib 
drwxr-xr-x   3 root   root     72 Mar 10 19:30 media 
drwxr-xr-x   2 root   root      6 Mar 10 14:52 media0 
drwxr-xr-x   2 root   root     48 Jun 16  2006 mnt 
drwxr-xr-x   4 root   root     96 Mar 10 15:00 opt 
dr-xr-xr-x 106 root   root      0 Mar 11 17:01 proc 
drwx------  20 root   root    944 Mar 11 17:24 root 
drwxr-xr-x   3 root   root   8640 Mar 10 15:05 sbin 
drwxr-xr-x   4 root   root     96 Mar 10 14:53 srv 
drwxr-xr-x   2 root   root     48 Jun 16  2006 subdomain 
drwxr-xr-x  11 root   root      0 Mar 11 17:01 sys 
drwxrwxrwt   9 root   root   4616 Mar 11 21:18 tmp 
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drwxr-xr-x  14 nobody nobody  392 Jun  6  2007 usr 
drwxr-xr-x  15 root   root    384 Mar 10 18:01 var 
 
vs-demo:~ # chown nobody: /media0 
vs-demo:~ # ls -l / 
 
total 30 
-rw-------   1 root   root   1024 Mar 10 15:33 .rnd 
drwxr-xr-x   2 root   root   2888 Mar 10 15:03 bin 
drwxr-xr-x   5 root   root    632 Mar 10 15:08 boot 
drwxr-xr-x  10 root   root   6820 Mar 11 17:02 dev 
drwxr-xr-x  76 root   root   6456 Mar 11 17:01 etc 
drwxr-xr-x   3 root   root     72 Mar 10 15:34 home 
drwxr-xr-x  12 root   root   4000 Mar 10 15:04 lib 
drwxr-xr-x   3 root   root     72 Mar 10 19:30 media 
drwxr-xr-x   2 nobody nobody    6 Mar 10 14:52 media0 
drwxr-xr-x   2 root   root     48 Jun 16  2006 mnt 
drwxr-xr-x   4 root   root     96 Mar 10 15:00 opt 
dr-xr-xr-x 106 root   root      0 Mar 11 17:01 proc 
drwx------  20 root   root    944 Mar 11 17:24 root 
drwxr-xr-x   3 root   root   8640 Mar 10 15:05 sbin 
drwxr-xr-x   4 root   root     96 Mar 10 14:53 srv 
drwxr-xr-x   2 root   root     48 Jun 16  2006 subdomain 
drwxr-xr-x  11 root   root      0 Mar 11 17:01 sys 
drwxrwxrwt   9 root   root   4728 Mar 11 21:19 tmp 
drwxr-xr-x  14 nobody nobody  392 Jun  6  2007 usr 
drwxr-xr-x  15 root   root    384 Mar 10 18:01 var 
vs-demo:~ # 

Opening Ports 80, 443, 1066, and 8086 on SUSE Firewall 
 
 One of the final steps prior to installing the VSM software, is to enable HTTP 
access to the server and open the ports necessary to use the Virtual Matrix (VM) client.  
Port 80 access is necessary to allow users to connect to the VSM web interface once the 
software has been installed.  Ports 1066 and 8086 are used by the Cisco VM client. 
 
46. If performing installation with a keyboard and mouse connected to the server, go 

to Computer -> YaST to launch YaST (Yet Another Setup Tool).  If configuring 
the server via an SSH connection, enter “yast2” in the command line. 

 
47. Select “Security and Users” on the left, and then click on the Firewall icon 

(Figure 33). 
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Figure 33 - YaST 

 
48. To enable HTTP access, select “Allowed Services” on the left then select “HTTP 

Server” from the drop-down menu for “Service to Allow”.  Click the “Add” 
button to add HTTP to the Allowed Services window (Figure 34).  Repeat these 
steps to add “HTTPS Server” to the Allowed Services list as well. 

 
49. To enable access for ports 1066 and 8086, click on the “Advanced” button on the 

“Allowed Services” window.  In the “Additional Ports Allowed” pop-up window 
enter “1066 8086” under “TCP Ports”, then click the “OK”.  Click “Next” to 
continue. 

 

 
Figure 34 - Firewall Configuration 

 
50. Make sure that “HTTP Server” as well as TCP Ports 1066 and 8086 appear under 

the External Zone – “Open Services, Ports, and Protocols” (Figure 34).  Click 
Accept to continue. 
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Note:  The ports opened for this installation assume that all VSM components 
will be installed on the server.  If separate servers will be used for VSMS, 
VSOM, and VSMS only open the ports describe below: 

 
• VSMS: tcp/80 and tcp/443 
• VSVM: tcp/1066 and tcp/8086 
• VSOM: tcp/80 and  tcp/443 

 
If proxies are configured to use UDP (unicast or multicast) appropriate ports 
also need to be opened in the firewall on a VSMS server.  The ports used 
depend on the device(s) being used.  For VSMS 5.0.0: 
 

• Axis MPEG4 UDP   udp/16400-16410 
• Cornet MPEG4 UDP                       udp/16400+ 
• Mango MPEG4 UDP                      udp/20000+ 
• Smartsight 1500/1700/1900             udp/19000+ 
• Teleste  MPEG4                              udp/16400+ 
• Vbrick MPEG4                               udp/18000+ 
• VCS MPEG4                                  udp/6001-60001 

 
This information is contained in the driver XML files: 
(/usr/BWhttpd/drivers/proxy*.xml). 

 

 
Figure 35 - Firewall Configuration Summary Window 

 
Once the above steps have been completed, the next step is to install the Cisco 

Video Surveillance Manager software.  Please refer to the Cisco VSM installation guide 
for more details. 
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Start MySQL Database 
 
52. To ensure that the MySQL database is configured to start whenever the Linux 
 sever is booted.  Using the YaST tool (Computer -> YaST or ‘yast2’ from the 
 CLI), select ‘System -> System Services (Runlevel)’ (Figure 31). 
 

 
Figure 31 - System Services (Runlevel) 

 
53.   Scroll down and highlight ‘mysql’ from the Service field, then select ‘Enable’.  
 Select ‘Continue’ to enable any dependencies, then select ‘Finish’ to complete. 
 
54. Reboot the Linux server and repeat Step 1 to ensure the MySQL database has 
 started.  The VSOM start-up page should now appear. 
 
Congratulations, at this point the base operating system has been installed and is ready 
for VSM software to be installed.  Please refer to the VSM supplemental installation 
guide for instructions on how to install VSM software onto the server. 
 


