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CONTENT SECURITY MANAGEMENT APPLIANCE

zurmgwcdc003.amer.zurich.corp

Message Details

Envelope and Header Summary

Received Time: 20 Jun 2017 16:53:27 (GMT -05:00)

MID: 430060454, 430060446

Message Size: 17.2 (KB)

Subject: Test

Envelope Sender: pavan.verubhotla@farmersinsurance.com

Envelope Recipients: msegura@farmersagent.com

Message ID Header: <fefe80828e8541f4905620ce72179bab@FAEXRDP2312.ZURMWS.CSCMWS.COM>

Cisco IronPort Host: remail02 (10.149.65.16)

SMTP Auth User ID: N/A

Attachments winmail.dat

Sending Host Summary

Reverse DNS Hostname: pasec5146.amer.zurich.corp (verified)

IP Address: 10.149.33.17

SBRS Score: not enabled

Processing Details

MAIL POLICY "AttachmentScanningFarmersDomains" MATCHED THESE RECIPIENTS: msegura@farmersagent.com

20 Jun 2017 16:53:26 (GMT -05:00) Protocol SMTP interface private (IP 10.149.65.16) on incoming connection (ICID 133970475) from sender IP
10.149.33.17. Reverse DNS host pasec5146.amer.zurich.corp verified yes.

20 Jun 2017 16:53:26 (GMT -05:00) (ICID 133970475) RELAY sender group RELAYLIST match 10.149.33.17 SBRS not enabled

20 Jun 2017 16:53:27 (GMT -05:00) Start message 430060446 on incoming connection (ICID 133970475).

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 enqueued on incoming connection (ICID 133970475) from
pavan.verubhotla@farmersinsurance.com.

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 on incoming connection (ICID 133970475) added recipient (msegura@farmersagent.com).

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 contains message ID header
'&lt;fefe80828e8541f4905620ce72179bab@FAEXRDP2312.ZURMWS.CSCMWS.COM&gt;'.

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 original subject on injection: Test

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 (17609 bytes) from pavan.verubhotla@farmersinsurance.com ready.

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 matched per-recipient policy AttachmentScanningFarmersDomains for outbound mail policies.

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 scanned by Anti-Virus engine. Final verdict: Negative

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 contains attachment 'winmail.dat'.

20 Jun 2017 16:53:27 (GMT -05:00) SMTP delivery connection (DCID 44466180) opened from Cisco IronPort interface 10.149.64.14 to IP address
165.212.65.113 on port 25.

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060446 rewritten as new message 430060454 by add-footer Footer Stamping filter

20 Jun 2017 16:53:27 (GMT -05:00) Message 430060454 queued for delivery.

20 Jun 2017 16:53:28 (GMT -05:00) Delivery connection (DCID 44466180) successfully accepted TLS protocol TLSv1.2 cipher AES256-GCM-SHA384 .

20 Jun 2017 16:53:28 (GMT -05:00) (DCID 44466180) Delivery started for message 430060454 to msegura@farmersagent.com.

20 Jun 2017 16:53:29 (GMT -05:00) (DCID 44466180) Delivery details: Message 430060454 sent to msegura@farmersagent.com [('from', 'Pavan Kumar
Verubhotla &lt;pavan.verubhotla@farmersinsurance.com&gt;')]

20 Jun 2017 16:53:29 (GMT -05:00) Message 430060454 to msegura@farmersagent.com received remote SMTP response 'Mail accepted
(302VFTV2C2608Ms1)'.
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