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CONTENT SECURITY MANAGEMENT APPLIANCE

sma1.hc1830.iphmx.com

Message Details

Envelope and Header Summary

Received Time: 14 Mar 2018 11:32:11 (GMT -05:00)

MID: 3410077, 3347932, 3347931

Message Size: 9.37 (KB)

Subject: Test TLS

Envelope Sender: Jim.L.Niklawski@emcins.com

Envelope Recipients: postmaster@fiserv.com

Message ID Header: <MW2PR20MB21372C21DE026F248AB00526CFD10@MW2PR20MB2137.namprd20.prod.outlook.com>

Cisco IronPort Host: esa1.hc1830.iphmx.com (216.71.152.128)

SMTP Auth User ID: N/A

Attachments N/A

Sending Host Summary

Reverse DNS Hostname: mail-by2nam03lp0049.outbound.protection.outlook.com (verified)

IP Address: 216.32.180.49

SBRS Score: not enabled

Processing Details

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: postmaster@fiserv.com

14 Mar 2018 11:32:10 (GMT -05:00) Protocol SMTP interface Data 2 (IP 68.232.155.200) on incoming connection (ICID 2837977) from sender IP
216.32.180.49. Reverse DNS host mail-by2nam03lp0049.outbound.protection.outlook.com verified yes.

14 Mar 2018 11:32:10 (GMT -05:00) (ICID 2837977) RELAY sender group RELAYLIST match .protection.outlook.com SBRS not enabled country
216.32.180.49

14 Mar 2018 11:32:11 (GMT -05:00) Incoming connection (ICID 2837977) successfully accepted TLS protocol TLSv1.2 cipher AES256-GCM-SHA384.

14 Mar 2018 11:32:11 (GMT -05:00) Start message 3347931 on incoming connection (ICID 2837977).

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 enqueued on incoming connection (ICID 2837977) from Jim.L.Niklawski@emcins.com.

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 on incoming connection (ICID 2837977) added recipient (postmaster@fiserv.com).

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 contains message ID header
'&lt;MW2PR20MB21372C21DE026F248AB00526CFD10@MW2PR20MB2137.namprd20.prod.outlook.com&gt;'.

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 original subject on injection: Test TLS

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 (9590 bytes) from Jim.L.Niklawski@emcins.com ready.

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 matched per-recipient policy DEFAULT for outbound mail policies.

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 scanned by Anti-Virus engine. Final verdict: Negative

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 Custom Log Entry: OUTBOUND - From: Jim.L.Niklawski@emcins.com, To: postmaster@fiserv.com,
MID: 3347931, Subject: Test TLS

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347931 rewritten as new message 3347932 by add-footer Footer Stamping filter

14 Mar 2018 11:32:11 (GMT -05:00) Message 3347932 queued for delivery.

14 Mar 2018 11:32:11 (GMT -05:00) Incoming connection (ICID 2837977) lost.

17 Mar 2018 12:11:51 (GMT -05:00) (DCID 3652845) Message 3347932 to postmaster@fiserv.com bounced by destination server. Reason: 5.4.7 - Delivery
expired (message too old) ('000', ['TLS Unavailable'])

17 Mar 2018 12:11:51 (GMT -05:00) Start message 3410077 on incoming connection (ICID 0).

17 Mar 2018 12:11:51 (GMT -05:00) A new message 3410077 was generated to handle bounce of message 3347932.

17 Mar 2018 12:11:51 (GMT -05:00) Message 3410077 enqueued on incoming connection (ICID 0) from .

17 Mar 2018 12:11:51 (GMT -05:00) Message 3410077 on incoming connection (ICID 0) added recipient (Jim.L.Niklawski@emcins.com).

17 Mar 2018 12:11:51 (GMT -05:00) Message 3410077 (6014 bytes) from ready.
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17 Mar 2018 12:11:51 (GMT -05:00) Message 3410077 queued for delivery.

17 Mar 2018 12:11:51 (GMT -05:00) SMTP delivery connection (DCID 3652846) opened from Cisco IronPort interface 216.71.152.128 to IP address
216.32.181.74 on port 25.

17 Mar 2018 12:11:51 (GMT -05:00) Delivery connection (DCID 3652846) successfully accepted TLS protocol TLSv1 cipher ECDHE-RSA-AES256-SHA .

17 Mar 2018 12:11:51 (GMT -05:00) (DCID 3652846) Delivery started for message 3410077 to Jim.L.Niklawski@emcins.com.

17 Mar 2018 12:11:56 (GMT -05:00) (DCID 3652846) Delivery details: Message 3410077 sent to Jim.L.Niklawski@emcins.com

17 Mar 2018 12:11:56 (GMT -05:00)
Message 3410077 to Jim.L.Niklawski@emcins.com received remote SMTP response '2.6.0
&lt;710117$3824t@esa1.hc1830.iphmx.com&gt; [InternalId=1344324764025,
Hostname=MW2PR20MB2137.namprd20.prod.outlook.com] 13249 bytes in 2.532, 5.109 KB/sec Queued mail for
delivery'.

Key: Last Event


