
Automation Tools 

Many steps must be taken when onboarding new devices into a network 
environment. Often, these steps are very time-consuming and repetitive. 
This section compares the high-level differences between agent-based 
and agentless automation and configuration management tools. 
Understanding how the various tools work can greatly help network 
operators pinpoint the value that each tool can bring to the table. There 
is a considerable amount of overlap in the tasks or steps various tools 
can automate. Some tools take similar approaches. However, there are 
times when the use of multiple tools from different software vendors is 
appropriate. 
Much of the value in using automation and configuration management 
tools is in moving more quickly than is possible with manual 
configuration. In addition, automation helps ensure that the level of risk 
due to human error is significantly reduced through the use of proven 
and tested automation methods. A network operations team configuring 
1000 devices manually by logging into each device individually is likely 
to introduce misconfigurations—and the process will be very time-
consuming. The following are some of the most common and repetitive 
configurations for which network operators leverage automation tools to 
increase speed and consistency: 
■ Device name/IP address 
■ Quality of service 
■ Access list entries 
■ Usernames/passwords 
■ SNMP settings 
■ Compliance 

  



Agent-Based Automation Tools. 

 

 

 

High-Level Puppet Architecture and Basic Puppet Communications Path 

 

 

High-Level Chef Architecture 



 

 

High-Level SaltStack Architecture 

 

 

Ansible Workflow 

Agentless Automation Tools: 
Ansible, Puppet Bolt, SaltStack SSH (Server-Only Mode) 



Comparing Tools 
Many organizations face lean IT problems and high turnover, and 
network engineers are being asked to do more with less. Utilizing some 
of the tools covered in this theme can help alleviate some of the pressure 
put on IT staff by offloading some of the more tedious, 
time-consuming, and repetitious tasks. A network operator can then 
focus more on critical mission responsibilities such as network design 
and growth planning. As mentioned earlier in this theme, a majority of 
these tools function very similarly to one another.  
Now a comparative table of the mentioned tools is presented. 
 

  High-Level Configuration Management and Automation Tool Comparison 

 

Factor Puppet Chef Ansible SaltStack 

Architecture Puppet masters and 
puppet agents 

Chef server and Chef 
clients 

Control station and 
remote hosts 

Salt master and 
minions 

Language Puppet DSL Ruby DSL YAML YAML 

Terminology Modules and 
manifests 

Cookbooks and 
recipes 

Playbooks and 
plays 

Pillars and grains 

Support for large-

scale deployments 

Yes Yes Yes Yes 

Agentless version Puppet Bolt N/A Yes Salt SSH 

 

 

The most important factors in choosing a tool are how the tools are used 
and the skills of the operations staff who are adopting them. For 
instance, if a team is very fluent in Ruby, it may make sense to look at 
Chef. On the other hand, if the team is very confident at the command 
line, Ansible or SaltStack might be a good fit. The best tool for the job 
depends on the customer, and choosing one requires a thorough 
understanding of the differences between the tools and solid knowledge 
of what the operations team is comfortable with and that will play to their 
strengths. 
Resumen de: Gustavo Majano. 
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