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Customer Egress Visibility Behind CWS Cloud
Proxy

A common question customers have about CWS is whether or not a destination web
server would be able to ‘see’ the customer’s egress IP or the CWS cloud proxy’s
egress IP.

When a customer's web traffic is redirected to a CWS cloud proxy the destination web server will see the
customer’s traffic as originating from the CWS proxy's egress IP address. However, CWS inserts the customer's
egress IP address into the XFF Header (X-Forwarded-For) and the X-ProxyUser-IP header. The destination web
server would have to be capable of reading either header to retrieve the customer’s egress IP address.

Why is CWS adding the X-ProxyUser-IP header in addition to the XFF header?

Some parts of Google, and perhaps other web service or content providers, use the XFF header while other parts
use the X-ProxyUser-IP header. The solution to this inconsistency is to include both headers in the request. This
will allow the Google service to read whichever header is appropriate to obtain the IP address needed.

Why are the XFF and X-ProxyUser-IP headers needed?

1. Web content providers may need to identify requests that are originating from different organizations
sharing the same CWS cloud proxy. This helps to prevent the scenario where a content provider, such as
Google, displays CAPTCHA messages to all customers sharing the same CWS cloud proxy.

2. Web content providers may use these headers to deliver regional content based on the IP address
recorded in the header. This is particularly relevant where a customer’s web request originates from a
different country than the CWS cloud proxy they are forwarding their traffic to.

Note: The XFF and X-ProxyUser-IP headers are not added to HTTPS requests unless HTTPS inspection is
enabled.

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 1 of 2



Nie
CISCO.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems. Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go

to this URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does notimply
a partnership relationship between Cisco and any other company. (1110R)

Printed in USA CXX-XXXXXX-XX  10/11

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 2 of 2



