IMP-21-9

<[Kadmin:show web-security

version: V3
Serial Number: 4ED3E3DAAEF8475A18264CCE98B55620
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: L=, ST=, CN=impl.Tobster.com,
validity From: Tue Jun 24 08:14:41 GST 2014
To: Sun Jun 23 08:14:40 GST 2019
Subject Name: L=, ST=, CN=impl.lobster.com,
Key: RSA (1.2.840.113549.1.1.1)

Key value:
3082010a0282010100e956felcc31de436fd59e8c9f8e1645109f59ef3622777a3alb121d40a9ce9c2ce
a692bbleeefef56718b6c624f4c09316d470629b785fc8286baa21b46a5672631daca947a0653f35b195
de97961936615171f303957425e4cdB8e726e9a512e3485591a57617615128940457ee88a2cf41bfdd653b
518ffa6825991b188e32c3191b528d92ac5al135767608afe610cldacc57f5ec8931b1072ad93547462f1
3898a9312df74b923841c42057a55506a85a8d831f14a14949df0258754f6d9b75b05e38e424149b224d
el44aadf8ce0clff89c2197d3c7caca28dlef97f26d4900cc4e98fad4c67f3ec04d519a829e43b43a22f
83820a214a338f3699f7b00f610203010001

Extensions: 3 present

Extension: KeyUsage (0ID.2.5.29.15)

Critical: false

Usages: digitalsignature, keyEncipherment, datakEncipherment, keyAgreement,
keyCertSign,
<[1ImPress <enter> for 1 1ine, <space> for one page, or <g> to quit-[Om

LS
L

Extension: ExtKeyUsageSyntax (0ID.2.5.29.37)
Critical: false
Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

b

Extension: SubjectkeyIdentifier (0ID.2.5.29.14)
Critical: false
] keyID: 6a210b5f32fa027549356e6383b87184b8987f3f

Signature:
0000: cd ac 04 b3 b0 29 b5 1b 72 60 16 46 27 5a 7b 04 [..... )..r .F'z{.]
0010: 43 f9 c9 38 af 1d fe 46 cd f5 36 c6 75 64 65 40 [C..8...F..6.ude@]
0020: cf 1d 39 12 81 89 2a a0 bl 07 5f 8d 96 cb 07 cd [..9...%..._..... ]
0030: 2e 5a f4 7a ef 3e 19 20 bl 5e 58 ce el b3 a8 f1 [.z AXa ]
0040: 54 73 2d 52 df dO 42 fO a5 Of 29 e0 dO da ff ab [Ts ]
0050: fe 76 81 4f b8 68 9e 6f f5 14 f7 77 d3 f3 fc ba [.v.
0060: 73 7c a3 6a 9d bf be bd ea a4 90 ef d1 97 66 f5 [s].
0070: e0 74 c7 1c f4 95 99 2c 7e 9c 19 9f f1l 2e de 84 [.t , ]
0080: ee 1b 66 50 ac a2 d9 12 c9 12 41 66 2b c2 c9 30 [..fP...... Af+..0]
0090: 88 8e ef e4 0a 72 51 57 2e 32 be bb 68 ae c6 be [..... rQw.2..h...]
<[1mPress <enter> for 1 1ine, <space> for one page, or <g> to quit-[Om
<[K 00a0: a2 32 ee e6 37 d3 6d 07 fb 8e 13 4a c6 4e e9 6a [.2..7.m....J.N.j]
00b0: fd aa 07 79 cc 82 58 d0O cO 5f 12 4e f2 90 e4 5d [...y..X.._.N...]]
00cO: cd 3a b3 64 58 79 da ff e7 27 6e 02 62 e7 5e Of [.:.dXy..."'n.b.A
00d0: 20 59 8a 37 eb 77 56 85 f9 f2 da 72 20 e6 f7 27 [ Y.7.wV....r ..

00e0: 67 3c fO ba f5 99 d8 5c a4 5a 8c f5 69 cd 00 26 [g<..... \.Z..7..&]
00f0: 55 81 61 66 fa bl 2e 30 bc 42 ac 5c 3d 74 37 1b [U.af...0.B.\=t7.]
1----- BEGIN CERTIFICATE-----

MIIDtzCCAp+gAWIBAQIQTtPj2q74R10YJIkzOmLVWIDANBgkghkiGOwOBAQUFADBIr

MQSwCQYDVQQGEWIPTTENMASGATUEChMETU9IRTELMAKGATUECXMCSVQXHJACBgGNV

BAMTFXBYZXNTbmNTMS5tb2hTLmdvdi5vbTEPMAOGAIUECBMGTXVZY2FOMQ8wDQYD

VQQHEWZNAXNJ YXQwHhCcNMTQwN j TOMDQXNDQXWh CNMTkwNj IzMDQXNDQWWj BrmQsw
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IMP-21-9
CQYDVQQGEWIPTTENMASGA1IUEChMETU9IRTELMAKGA1U ECXMCSVQXHjACBgNVBAMT
FXBYZXNTbmNTMS5tb2h1Lmdvdi5vbTEPMAOGALUECBMGTXVZY2FOMQ8WDQYDVQQH
EwZNdXNJYXQWggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQDPVVACWX 3K<[1mPress <enter> for 1 line, <space> for one page, or <g> to quit-[Om
<[KHf5GzfU2xnVkZUDPHTkSgYkqoLEHX42WywfNL1r0eu8+GSCxX1j04b008VRzLVLT
OELwWpQ8p4NDa/6v+doFPuGieb/uu93fT8/y6c3yjap2/vr3qpibv0zdm9eBOxxz0
T1zksfpwzn/Eu30TuG2ZQrKLZEskSQWYrwskwiI7v5ApyUVCUMr67ak7GvqIy7uy3
020H+44TSsz06Wr9qgd5zI13YOMBTEK7ykORdzTqzZzFh52v/nJ24CYudeDyBzijfr
dlaF+fLacibm9ydnPPC69ZnYXKRajPVpzQAmMVYFhZvgxLjC8QqXxcPXQ3Gw==
————— END CERTIFICATE-----

admin:utils diagnose test
Log file: platform/log/diag2.log

Starting diagnostic test(s)

test - disk_space : 2 second(s) left
test - disk_space : 0 second(s) left
test - disk_space : Passed (available: 4460 MB, used: 9696 MB)
skip - disk_files : This module must be run directly and off hours
test - service_manager : 1 second(s) left
test - service_manager : 0 second(s) left
test - service_manager . Passed

test - tomcat : 10 second(s) left
test - tomcat : 0 second(s) left
test - tomcat : Passed

test - tomcat_deadlocks : 5 second(s) left
test - tomcat_deadlocks : 0 second(s) left
test - tomcat_deadlocks : Passed

test - tomcat_keystore : 5 second(s) left
test - tomcat_keystore : 4 second(s) left
test - tomcat_keystore : 0 second(s) left
test - tomcat_keystore : Passed

test - tomcat_connectors : 30 second(s) left
test - tomcat_connectors : 29 second(s) left
test - tomcat_connectors : 0 second(s) left
test - tomcat_connectors : Passed

test - tomcat_threads : 5 second(s) left
test - tomcat_threads : 4 second(s) left
test - tomcat_threads : 3 second(s) left
test - tomcat_threads : 2 second(s) left
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test
test

test
test
test
test
test
test
test
test
test
test

test

test
test
test

test
skip

test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test
test

tomcat_threads
tomcat_threads

tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory
tomcat_memory

tomcat_memory

tomcat_sessions
tomcat_sessions
tomcat_sessions

tomcat_sessions
tomcat_heapdump

validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network
validate_network

IMP-21-9

: 0 second(s) left
: Passed

: 30 second(s) left
: 29 second(s) left
: 28 second(s) left
: 27 second(s) left
: 26 second(s) left
: 25 second(s) left
: 24 second(s) left
: 23 second(s) left
: 22 second(s) left
: 0 second(s) left

: Passed

5 second(s) left

: 4 second(s) left
: 0 second(s) left

: Passed
: This module must be run directly and off hours

: 300 second(s) Tleft
: 299 second(s) Teft
: 298 second(s) left
: 297 second(s) Teft
: 296 second(s) left
: 295 second(s) Teft
: 294 second(s) Tleft
: 293 second(s) Teft
: 292 second(s) left
: 291 second(s) Teft
: 290 second(s) Tleft
: 289 second(s) Teft
: 288 second(s) left
: 287 second(s) Teft
: 286 second(s) Tleft
: 285 second(s) Tleft
: 284 second(s) Tleft
: 283 second(s) Teft
: 282 second(s) left
: 281 second(s) Teft
: 280 second(s) left
: 279 second(s) Teft
: 278 second(s) Tleft
: 277 second(s) Teft
: 276 second(s) Tleft
: 275 second(s) Teft
: 274 second(s) Tleft
: 273 second(s) Teft
: 272 second(s) Tleft
: 271 second(s) Teft
: 270 second(s) Tleft
: 269 second(s) Teft
: 268 second(s) left
: 267 second(s) Teft
: 266 second(s) Tleft
: 265 second(s) Teft
: 264 second(s) Tleft
: 263 second(s) Teft
: 262 second(s) Tleft
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: 260
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: 219
. 218
1 217
: 216
: 215
: 214
: 213
1 212
211
: 210
: 209
: 208
: 207
: 206
: 205
: 204
: 203
1 202
: 201
: 200
: 199

IMP-21-9

second(s)
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IMP-21-9

test - validate_network : 9 second(s) left
test - validate_network : 8 second(s) left
test - validate_network : 7 second(s) left
test - validate_network : 6 second(s) left
test - validate_network : 5 second(s) left
test - validate_network : 4 second(s) left
test - validate_network : 3 second(s) left
test - validate_network : 2 second(s) left
test - validate_network : 1 second(s) left
test - validate_network : 0 second(s) left
test - validate_network : Default gateway failed
test - raid : 10 second(s) left
test - raid : 0 second(s) left
test - raid Passed

test - system_info : 60 second(s) left
test - system_info : 59 second(s) left
test - system_info 58 second(s) left
test - system_info 57 second(s) left
test - system_info 56 second(s) left
test - system_info : 55 second(s) left
test - system_info : 0 second(s) left
test - system_info Passed (Collected system information in diagnostic Tog)
test - ntp_reachability 5 second(s) left
test - ntp_reachability : 0 second(s) left
test - ntp_reachability Passed

test - ntp_clock_drift : 5 second(s) left
test - ntp_clock_drift : 0 second(s) left
test - ntp_clock_drift Passed

test - ntp_stratum : 5 second(s) left
test - ntp_stratum : 4 second(s) left
test - ntp_stratum : 0 second(s) left
test - ntp_stratum : Failed

The reference NTP server is a stratum 10 clock.

NyP servers with stratum 6 or worse clocks are deemed unreliable.
Please

Please

skip
skip

consider using an NTP server with better stratum Tlevel.
use 0S Admin GUI to add/delete NTP servers.

sd1_fragmentation

: This module must be run directly and off hours
sdi_fragmentation

: This module must be run directly and off hours

Diagnostics Completed

The final output will be in Log file: platform/log/diag2.log

Please use 'file view activelog platform/Tog/diag2.log' command to see the output

admin:utils service list

Requesting service status, please wait...
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IMP-21-9
System SSH [STARTED]
Cluster Manager [STARTED]
Service Manager [STARTED]
Service Manager is running
Getting list of all services
>> Return code = 0
A Cisco DB[STARTING]
A Cisco DB Replicator[STARTED]
Cisco AMC Service[STARTED]
Cisco AXL Web Service[STARTED]
Cisco Audit Event Service[STARTED]
Cisco Bulk Provisioning Service[STARTED]
Cisco CDP[STARTED]
Cisco CDP Agent[STARTED]
Cisco CallManager Serviceability[STARTED]
Cisco CallManager Serviceability RTMT[STARTED]
Cisco Certificate Expiry Monitor[STARTED]
Cisco Client Profile Agent[STARTED]
Cisco config A%ent[STARTING]
Cisco DRF Local[STARTED]
Cisco Database Layer Monitor[STARTED]
Cisco IM and Presence Admin[STARTED]
Cisco IM and Presence Data Monitor[STARTED]
Cisco Intercluster Sync Agent[STARTED]
Cisco Log Partition Monitoring Tool[STARTED]
Cisco Login Datastore[STARTED?
Cisco OAM Agent[STARTING]
Cisco Presence Datastore[STARTED]
Cisco Presence Engine[STOPPED] Component is not running
Cisco RCC Device Selection Service[STARTED]
Cisco RIS Data Collector[STARTED]
Cisco RTMT Reporter Servlet[STARTED]
Cisco Route Datastore[STARTED]
Cisco SIP Proxy[STARTED]
Cisco SIP Registration Datastore[STARTED]
Cisco Server Recovery Manager[STARTING]
Cisco Serviceability Reporter[STARTED]
Cisco Sync Agent[STOPPED] Component is not running
Cisco Syslog Agent[STARTED]
Cisco Tomcat[STARTED]
Cisco Tomcat Stats Servlet[STARTED]
Cisco Trace cCollection Service[STARTED]
Cisco Trace Collection Servlet[STARTED]
Cisco XCP Authentication Service[STARTING]
Cisco XCP config Manager[STOPPED] Component is not running
Cisco XCP Connection Manager[STARTING]
Cisco XCP Directory Service[STARTING]
Cisco XCP Message Archiver[STARTING]
Cisco XCP Router[STARTED]
Cisco XCP SIP Federation Connection Manager[STARTING]
Cisco XCP Text Conference Manager[STARTING]
Cisco XCP wWeb Connection Manager [STARTING]
Cisco XCP XMPP Federation Connection Manager[STARTING]
Host Resources Agent[STARTED]
MIB2 Agent[STARTED]
Platform Administrative Web Service[STARTED]
SNMP Master A%ent[STARTED]
SOAP -Log Collection APIS[STARTED]
SOAP -Performance Monitoring APIS[STARTED]
SOAP -Real-Time Service APIS[STARTED]
System Application Agent[STARTED]
Cisco XCP File Transfer Manager[STOPPED] Service Not Activated
Primary Node =false
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admin:run sql *

com.informix.asf.IfxASFException: Attempt to connect to database server
(impl_ccml10_5_2_20000_1) failed.

172.16.1.27 impl.Tlobster.com impl Subscriber cups DBPub authenticated

172.16.1.25 cucmsubl.Tobster.com cucmsubl Subscriber callmanager DBSub authenticated
using TCP since Mon Sep 19 16:03:18 2016

172.16.1.24 cucMpPuUBl.Tobster.com CUCMPUBL Publisher callmanager DBPub authenticated
uzing TCP since Mon Sep 19 16:03:17 2016

admin:
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