Micro segmentation en ACI

Esta guia describe el funcionamiento y configuracion de micro segmentacién (useg) en
ACI.

Descripcion

Micro segmentation es una funcionalidad que permite asignar a uno o mas endpoints
dentro de una zona légica de seguridad basado en distintos atributos, permitiendo aplicar
permisos especificos a los endpoints que correspondan a los atributos definidos.

Para informacion a detalle acerca de los escenarios soportados y restricciones, podemos
consultar el siguiente documento:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/virtualization/b ACI Virtualization Guide 2 1 1/b ACI Virtualization Guide 2 1 1 ¢
hapter 0100.html#concept 9800A6F28C8C4DBF883CODOC3F016C2B

Casos de Uso

Por defecto el EPG (Endpoint Group) es usado como unidad de aplicacién de politicas de
control en la Fabrica de ACI, permitiendo la comunicacidn libre entre los miembros del
mismo. uSeg permite crear un nuevo subgrupo dentro del EPG (llamado Base EPG) para
proveer politicas especificas a los endpoints que cumplan con los atributos que definan al
uSeg EPG. Por ejemplo, dentro el EPG Web, se podria definir un uSeg EPG para separar a
los endpoints dependiendo de la nomeclatura de la Virtual Machine (Vm), teniendo asi un
Useg para las Vms cuyo nombre comience con “Prod-" y otro para las Vms que empiecen
con “Dev-", a los cuales podremos asignar politicas especificas. Otro caso de uso es
cuando se tienen EPGs para los Servidores Web y de Base de Datos, cada uno con
servidores Linux y Windows; En caso de ser afectado por un virus, la micro segmentacién
nos permitird separar los EPGs de acuerdo al Sistema operativo de la Vm, al cual
podriamos aislar o proveer mas restricciones para comunicarse con los demads EPGs.

Funcionamiento de Micro segmentation en ACI

1 El usuario configura un dominio de VMM usando DVS, AVS o Microsoft vSwitch en el
APIC.
2 El APIC se conecta a VCenter o SCVMM vy realiza lo siguiente:

a Crea una instancia de AVS, VMWare DVS o Microsoft VSwitch

b Obtiene el inventario de Hypervisors y VMs desde VCenter o SCVMM
3 El usuario crea el EPG base y lo asocia al Dominio de VMM, esto genera una nueva
encapsulacion, este EPG base no contiene atributos de ninguna clase.



4 El usuario crea un uSeg EPG y lo asocai al Dominio VMM. El uSrg EPG no aparece en
vCenter o SCVMM como un port group. El uSeg EPG contiene uno o varios atributos que
son utilizados para comparar el inventario que se tiene. Si una VM coincide con los
atributos, el APIC la asigna dindmicamente al uSeg EPG. Los endpoints son transferidos
desde el EPG Base al uSeg, si éste ultimo es eliminado, los endpoints regresan al EPG Base.

Atributos para Micro segmentacion en ACI
Existen dos tipos de atributos, los basados en Red y los basados en Virtual Machine (VM)

Atributos de Red

Los atributos de Red pueden ser direcciones MAC o direcciones IP. Podemos definir mas
de una direccion MAC o IP dentro del uSeg EPG. Para la direccién IP, se puede definir una
subred o una direccion especifica.

Atributos de VM

Estos atributos se refieren a la informacién que el Vcenter o SCVMM tiene sobre las
maquinas virtuales mediante el inventario que es compartido con el APIC. Los atributos de
VM incluyen:

e Dominio VMM

e Sistema Operativo

e |dentificador de Hypervisor

e Datacenter en Vcenter, Cloud en SCYMM
e Identificador de VM

e Nombre de VM

e Dnde vNIC (Domain name)

En adicién a nombrar el atributo de VM, debemos definir las siguientes caracteristicas al
momento de crearlo:
1. Typo de Atributo, ya sea VM o Hypervisor
2. Especificar un operador, ya sea Equals (lgual a) o Starts with (Empieza con)
3. Especificar el valor del atributo, ya sea el id de un vNic o el nombre del Sistema
operativo

Atributos personalizados

Al usar AVS o DVS, Vcenter permite definir un “Custom Attribute” a una o varias VMs, lo
cual permite que el uSeg EPG sea definido por estos atributos definidos desde Vcenter.



Precedencia de Atributos

La siguiente tabla ilustra el orden que es tomado en cuenta para aplicar los atributos
definidos para clasificar un uSeg EPG

Attribute Type Precedence Order Example
MAC Address Filter Network | 1- Cisco AVS/Microsoft 5c¢:01:23:ab:cd:ef
vSwitch
2- VMware VDS
[P Address Filter Network | 1- VMware VDS 192.168.33.77
2- Cisco AVS/Microsoft 10.1.0.0/16
vSwitch
VNic Dn (vNIC domain VM 3 al:23:45:67:89:0b
name)
VM Identifier VM 4 VM-598
VM Name VM 5 HR_VDI_VM1
Hypervisor Identifier VM 6 host-25
VMM Domain VM 7 AVS-SJC-DC1
Datacenter VM 8 SJC-DC1
Custom Attribute VM 9 SG_DMZ
(Cisco AVS and VMware
VDS only)
Operating System VM 10 Windows 2008

De igual forma, los operadores también tienen un orden definido para ser aplicados, la

siguiente tabla describe el orden:



Operator Type Precedence Order

Equals 1
Contains 2
Starts With 3
Ends With 4

Configurando Micro segmentacion en ACI
Equipos y versiones utilizadas

Versién Apic 3.1(1i)

Versién Switches 13.1(1i)

Modelo Switch N9K-C93180YC-EX
Version Vcenter 6.0

Descripcion
Para este ejemplo utilizaremos una integracién de VMM vya existente, utilizando un par de

EPGs bajo un mismo tenant para revisar como configurar micro segmentacién desde uns
EPG base funcional. De manera inicial contamos con el siguiente esquema légico:

Tenant Useg

A 4 A 4

BD
BD-1
172.10.1.1/24

A A

EPG
Blue

Contract
myContract

La configuracidn del Tenant se encuentra definida en el siguiente xml:
<imdata totalCount="1">




< descr="" dn="uni/tn-uSeg" name="uSeg" nameAlias=""
ownerKey="" ownerTag="">

<fvAp descr="" name="Useg" nameAlias="" ownerKey="" ownerTag=""
prio="unspecified">
<fvAEPg descr="" floodOnEncap="disabled" fwdCtrl=""

isAttrBasedEPg="no" matchT="AtleastOne" name="Red" nameAlias=""
pcEnfPref="unenforced" prefGrMemb="exclude" prio="unspecified">

<fvRsBd tnFvBDName="BD-2"/>

<fvRsCustQosPol tnQosCustomPolName=""/>

<fvRsDomAtt classPref="encap" delimiter="" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" primaryEncap="unknown"
primaryEncapInner="unknown" resImedcy="lazy"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/vmmp-
VMware/dom-VcenterVsw" />

</fvAEPg>
< descr="" floodOnEncap="disabled" fwdCtrl=""

isAttrBasedEPg="no" matchT="AtleastOne" name="Blue" nameAlias=""
pcEnfPref="unenforced" prefGrMemb="exclude" prio="unspecified">

<fvRsBd tnFvBDName="BD-1"/>

<fvRsCustQosPol tnQosCustomPolName=""/>

< classPref="useg" delimiter="" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled"
instrImedcy="immediate" netflowDir="both" netflowPref="disabled"
primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/vmmp-
VMware/dom-VcenterVsw" />

</ >
</fvAp>
<fvRsTenantMonPol tnMonEPGPolName=""/>
<fvBD OptimizeWanBandwidth="no" arpFlood="no" descr="" epClear="no"
epMoveDetectMode="" intersiteBumTrafficAllow="no" intersitel2Stretch="no"

ipLearning="yes" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood"
name="BD-1" nameAlias="" ownerKey="" ownerTag="" type="regular"
unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood" vmac="not-
applicable">

<fvRsBDToNdP tnNdIfPolName=""/>

<fvRsBdToEpRet resolveAct="resolve" tnFvEpRetPolName=""/>

<fvRsCtx tnFvCtxName="VRF-1"/>

<fvRsIgmpsn tnIgmpSnoopPolName=""/>

<fvSubnet ctrl="" descr="" ip="172.16.1.1/24" name="" nameAlias=""
preferred="no" scope="private" virtual="no"/>
</£vBD>
<fvBD OptimizeWanBandwidth="no" arpFlood="no" descr="" epClear="no"
epMoveDetectMode="" intersiteBumTrafficAllow="no" intersitel2Stretch="no"

ipLearning="yes" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood"
name="BD-2" nameAlias="" ownerKey="" ownerTag="" type="regular"
unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood" vmac="not-
applicable">

<fvRsBDToNdP tnNdIfPolName=""/>

<fvRsBdToEpRet resolveAct="resolve" tnFvEpRetPolName=""/>

<fvRsCtx tnFvCtxName="VRF-1"/>

<fvRsIgmpsn tnIgmpSnoopPolName=""/>

<fvSubnet ctrl="" descr="" ip="172.16.2.1/24" name="" nameAlias=""
preferred="no" scope="private" virtual="no"/>



</ £vBD>
<fvCtx bdEnforcedEnable="no" descr="" knwMcastAct="permit" name="VRF-
1" nameAlias="" ownerKey="" ownerTag="" pcEnfDir="ingress"
pcEnfPref="enforced">
<fvRsBgpCtxPol tnBgpCtxPolName=""/>
<fvRsCtxToExtRouteTagPol tnL3extRouteTagPolName=""/>
<fvRsCtxToEpRet tnFvEpRetPolName=""/>
<fvRsOspfCtxPol tnOspfCtxPolName=""/>
<vzAny descr="" matchT="AtleastOne" name="" nameAlias=""
prefGrMemb="disabled" />
<fvRsVrfValidationPol tnL3extVrfValidationPolName=""/>

</fvCtx>
<vnsSvcCont/>
<vzBrCP descr="" name="myContract" nameAlias="" ownerKey=""
ownerTag="" prio="unspecified" scope="global" targetDscp="unspecified">
<vzSubj consMatchT="AtleastOne" descr="" name="permitAll"
nameAlias="" prio="unspecified" provMatchT="AtleastOne" revFltPorts="yes"
targetDscp="unspecified">
<vzRsSubjFiltAtt directives="" tnVzFilterName="default"/>
</vzSubj>
</vzBrCP>
</ >
</imdata>

La configuracién del Tenant integra el DVS de VMWare en Dos EPGs, Red y Blue. Cada EPG
estd asociado a diferentes Bridge Domains, con una Interface Vlan en cada uno actuando
como el Default Gateway para cada EPG. Los Bridge Domains estdn asociados a las misma
VRF. Los EPGs podran comunicarse entre ellos a través de un contrato que los vincula.

El comportamiento de la red antes de la configuracién de Micro segmentacién se puede
verificar de la siguiente manera:

EPG Blue

i admin e o @ °

cisco  APIC System JRENCUEM  Fabric Virtual Networking ~ L4-L7 Services ~ Admin  Operations  Apps

ALLTENANTS | AddTenant | TenantSearch: [l | uSeg | AVE | common

Tenant uSeg @ = © EPG - Blue [ X -]
O a ar P o

~ Bl e

End Point -+ MAC 3 Learning Source Hosting Server
v [ Application EPGs
&e CentOs- 0:

I » 88 bue 105-2 o

S
59 Red CentOs-1 00,

172.16.1.23 108824733 ween ter

172.16.1.20 10.88.247.34 veenter

RecHat-4 050569894 | 17216177 1088.247.33 veene

L4-L7 Service Parameter

Tenemos 3 Maquinas virtuales, el atributo “Learning source” marca que los endpoints
estan activos en la Fabrica (learned).



Al admin
‘cisco APIC L4-L7 Services ~ Admin  Operations ~ Apps e o e e

Virtual Networking

uSeg | AVE | common | infla | jrl

Tenant uSeg @ = o EPG-Red 00
C> Quick start Poicy  Operalional  Stats  Healh  Faulls History
v B Tenantuseg
Client Enc-Points  Configured Access Polcies  Contracts  Controller End-Points
v Application Profiles 8
« @ useg End Point ~ MAC » Leaming Source  Hosting Server Reporting Controller  Interface Muttcast Encep
Address
« 5 Applcarion EFGs
- ; learned . o 7 .
Redat-6 oososeesa0a7 | 17216270 1086.247.34 — Pod-1/Nods-101-102VoantorVRC (samed... - vian-1572
| Redor-5 —— feamea - ot Mok 101 102eertor G (eared.. - von-1572

's and Bare-Metals)

EPG Members
Static Ports
Static Leafs

> [l Fibre

nnel (Paths)
Contracts
Static Endpoint

Subnets

En este EPG tamblen contamos con dos Endpoints activos, los cuales se pueden
comunicar entre si mediante el contrato configurado.

Desde la consola de la Maquina virtual CentOS-2 podemos alcanzar a los Endpoints del
EPG Red:

= root@centos:~ el
File Edit View Search Terminal Help

[root@centos ~]#

[root@centos ~]# ifconfig eth3

ath3 ok ™ Sces

Jinet addri172.16.1.23 Bcast:172.16.1.255 Mask:255.255.255.0 |

- e —
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:117 errors:0 dropped:@ overruns:@ frame:@
TX packets:109 errors:0 dropped:@ overruns: carrier:@
collisions:@ txqueuelen:1000

RX bytes:14474 (14.1 KiB) TX bytes:13322 (13.0 KiB,

[root@centos ~)#|ping 172.16.2.20
2ING 172.16.2.20 "ZOT-S0T64) bytes of data.

54 bytes from 172.16. : icmp_seq=1 ttl=62 time=0.516 ms
54 bytes from 172.16.2.20: icmp_seq=2 tt1=62 time=0.487 ms

~C

- 172.16.2.26 ping statistics ---
2 packets transmitted, 2 recelved 0% packet loss, time 1543ms
rtt min/avg/max/pdey = §1/6.516/6.026 ms
[root@centos ~

SING 172.16.2. Y9 UT=TOT™) bytes of data.

54 bytes fron 172.16.2.70: icmp seq=1 tt1=62 tine=0.509 ms
54 bytes from 172.16.2.70: icmp_seq=2 ttl=62 time=e.485 ms
54 bytes from 172.16.2.70: icmp_seq=3 ttl=62 time=e.500 ms
~c

- 172.16.2.70 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2195ms
rtt min/avg/max/mdev = ©.485/0.498/0.509/6.009 ms
[root@centos ~]# [

Blue.

PING 172.16.1.23 (172.16.1.23) 56(84) bytes of data.
64 bytes from 172.16.1. icmp_seg=1 ttl=61 time=2.02 ms
64 bytes from 172.16.1.23: icmp_seq=2 tt1=61 time=0.

--- 172.16.1.23 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 6.351/1.188/2.025/0.837 ms
[root@localhost ~]# ping 172.16.1.29

PING 172.16.1.29 (172.16.1.29) 56(84) bytes of data.

64 bytes from 172.16.1.29: icmp_seq=1 tt1=62 time=2.39 ms
64 bytes from 172.16.1.29: icmp_seg=2 tt1=62 time=0.339 ms

--- 172.16.1.29 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.339/1.367/2.395/1.028 ms
Toot@localhost ~1# ping 172.16.1.77

ING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.

4 bytes from 172.16 icmp_seq=1 ttl=61 time=:

4 bytes from 172.16.1.77: icmp_seq=2 ttl=61 time=0.

--- 172.16.1.77 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.436/1.730/3.625/1.295 ms
[root@localhost ~1# ]

Habilitando Microsegmentacion.

Como nota, las capturas de pantalla mostrdran diferente informacion IP para las Mdquinas virtuales. La
configuracion actual es la misma: 2 EPGs base sin useg habilitado. Ambos EPGs, Red y Blue estdn asociados a
un solo dominio de VMM. La comunicacion entre ambos estd habilitada mediante un contrato que permite
todo el trdfico.



El primer paso serd crear el Useg EPG. Esto se configura dentro del Application profile,
Useg EPGs:

Tenant uSeg 0 =0
C» Quick Start
v ﬁ Tenant uSeg
v Application Profiles
v @ Useg
v Application EPGs

> %B\ue
5

Create uSeg EPG
L4-L7 SOTOaammmms
v Networking

> Bridge Domains

La informacién requerida es similar a la de un EPG normal, donde se definen el dominio a
utilizar, nombre, asociacidn al Bridge Domain, etc.
Create USeg EPG (2 1%}

Specify the EPG Identi
Name: | UsegBlue
Alias:

Description: | optiona

Tags: -

enter tags separated by comma
QoS class: | Unspecified -
Custom QoS: | select a value v

Flood on Encapsulation: BEER] Enabled

Bridge Domain: | BD-1 v @
Monitoring Policy: | select a value v
Epg Match Precedence: [0 z
Create USeg EPG (2 TX]
i 1. Identity 2. Domains
STEP 2> Domains : -
Specify the Domain (VMs and Bare-Metals
Associated O aF
Domain Profiles:
Domain Profile Deployment Resolution Encap Mode Port Encap (or Switching Mode
Immediacy Immediacy Secondary VLAN
for Micro-Seg)
uSegDVS (Vmm-V... Immediate Immediate Auto

Name — Nombre del uSeg EPG

Intra EPG isolation — Habilita el aislamiento entre los endpoints del EPG.

Bridge domain — Nombre del Bridge domain, debe ser el mismo que el del EPG Base
EPG Match Precedence — Este atributo permite ordenar diferentes uSeg, aplicando la
precedencia al valor mas bajo (0, cero)

Domain profile — Dominio utilizado para el EPG.



Una vez que el uSeg EPG sea creado, podemos agregar las cldusulas de atributos para
clasificar. Esto se hace al agregar los uSeg Attributes:

Tenant uSeg @ = o uSeg Attributes

o
Match Any & E

Para poder generar una regla de clasificacidon, debemos agregar por lo menos una regla de
atributos.

v Match Any ° °

Match All
[Selecta type. 4)( Setect an operator %] [ | °

Primero debemos definir el tipo de match:

Match any — Default, permite clasificar al endpoint dentro del uSeg si hace match con al

menos una regla.
Match all — El endpoint debe coincidir en su valor de atributo con todas la reglas para ser

clasificado dentro del uSeg.

Match Any % ° °
v Selecta type... Select an operator 4 ) ] (-]
P

MAC
DNS (Beta)
VM - Custom Attribute

La siguiente lista muestra los atributos de red(IP, MAC) y de Maquina Virtual (Prefijo VM-)
disponibles para clasificar el endpoint.

Match Any ¥ ° ‘

(‘select a type. 1 v select an operator
o = Equals ’
Contains

Ends With
Starts With

Por ultimo debemos configurar el operador para el atributo. Para los atributos de Red,
solo el operado Equals esta disponible

Equals — El valor asignado debe ser igual para la clasificacién del endpoint
Contains — La VM contiene el valor dentro del atributo de VM
Ends with — La VM termina con el valor definido en el atributo de VM



Starts with — La VM comienza con el valor definido en el atributo de VM
En este ejemplo, se configurara un regla que clasifique dentro del uSeg EPG a cualquier

Maquina virtual cuyo nombre comience con el Valor CentOs:

Match Any % 00
VM - VM Name +]("Starts With +][centos (-] -]

El objeto resultante es el siguiente:

<fvAEPg descr="" dn="uni/tn-uSeg/ap-Useg/epg-UsegBlue"
floodOnEncap="disabled" fwdCtrl="" isAttrBasedEPg='"yes"
matchT="AtleastOne" name="UsegBlue" nameAlias="" pcEnfPref="enforced"
prefGrMemb="exclude" prio="unspecified">

<fvCrtrn descr="" match="any" name="default" nameAlias="" ownerKey=""
ownerTag="" prec="0">

<fvVmAttr category="" descr="" labelName="" name="0" nameAlias=""

operator="startsWith" ownerKey="" ownerTag=""
value="CentOs'" />

</fvCrtrn>

<fvRsBd tnFvBDName="BD-1"/>

<fvRsCustQosPol tnQosCustomPolName=""/>

<fvRsDomAtt classPref="encap" delimiter="" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled"
instrImedcy="immediate" netflowDir="both" netflowPref="disabled"
primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/vmmp-
VMware/dom-uSegDVS" />

</fvAEPg>

El objeto fvCrtrn define al tipo de Match, y dentro de éste se tiene al objeto fvVmAttr ya
que el tipo de atributo es VM, el objeto seria fvipAttr si éste fuera de tipo Red. El objeto
de atributo(vm-name) contiene tanto al operador (Starts with) y el Valor (CentOs).

Después crear el objeto, la vista operational nos mostrard las Mdaquinas virtuales CentOs-1
y CentOs-2, ya que ambas coinciden con la regla creada:

Tenant uSeg @ = © | EPG - UsegBlue 00
o

End Point - MAC P Hosting Server Reporting Controller  Interface

Cent0s-2 00:50:56:88:5CFD  172.16.1.22 10.88.247.33 Veenter Pod-1/Node-104/etn1/48 (learned, )

CentOs-1 00:50:56E8B0FE  172.16.1.29 fearn: 10.88.247.33 Voenter Pod-1/Node-104/eth1, d,vmm)




El EPG Blue muestra sélo un Endpoint:

Tenant uSeg @ = © EPG - Blue [ X 7
cl Policy Operational Stats. Health Faults History
Cllent End-Points  Gonfigured Access Polices  Cortracts  Gontroler End'-Paints
End Point - mac » Leaming Source  Hosting Server Reporting Controller  Interface Muticast Encap
Address
learned Vin-3402(p)
e edhat- 0:50:56:9A.0 21617 088.247.33 Voenter od-1/Node- 104/eth1/48 (eamedymm)  —--
| 89 Be RedHat-4 OO50:56:0A0AED 17216177 e 10.88.247.3 e Pod-1/Node-104/eth1/48 (lsamed o
Domins (VMs and Bare-Metals)

La comunicacion vista entre la Mdaquinas virtuales cambio, ya que las 2 VMs de CentOS
ahora forman parte del uSeg EPG (llamado UsegBlue) y no del EPG Base (Blue), ninguna de
éstas puede comunicarse con los endpoints del EPG Red. Ya que éste uSeg EPG no tiene
contrato alguno, sélo la Mdaquina virtual residual del Base EPG puede comunicarse con el
EPG Red:

RedHat-4:

@ Applications Places System @
root@localhost:~
File Edit View Terminal Tabs Help

64 bytes from 172.16.1.22: icmp_seq=2893 tt1=63 time=0.317 ms

64 bytes from 172.16.1.22: icmp_seq=2894 tt1=63 time=0.374 ms
64 bytes from 172.16.1.22: icmp_seq=2895 tt1=63 time=0.279 ms
64 bytes from 172.16.1.22: icmp_seq=2896 tt1=63 time=0.315 ms
64 bytes from 172.16.1.22: icmp_seq=2897 tt1=63 time=6.284 ms
64 bytes from 172.16.1.22: icmp_seq=2898 tt1=63 time=0.245 ms
64 bytes from 172.16.1.22: icmp_seq=2899 tt1=63 time=0.282 ms
64 bytes from 172.16.1.22: icmp_seq=2900 tt1=63 time=0.246 ms
64 bytes from 172.16.1.22: icmp_seq=2901 tt1=63 time=0.300 ms kalhost:~
64 bytes from 172.16.1.22: icmp_seq=2902 tt1=63 time=0.290 ms
64 bytes from 172.16.1.22: icmp_seq=2903 tt1=63 time=6.301 ms
64 bytes from 172.16.1.22: icmp_seq=2904 tt1=63 time=0.258 ms tt1=63 time=0.309 ms
64 bytes from 172.16.1.22: icmp_seg=2905 tt1=63 time=6.255 ms [=J@x]p-384 ms
=="=1.285 ms
--- 172.16.1.22 ping statistics --- _p-235 ms
3850 packets transmitted, 2844 received, 26% packet loss, time 3850250ms [4]p.345 ms
rtt min/ava/max/mdev = 0.154/0.345/7.113/0.194 ms .430 ms
[root@localhost ~]# ping 172.16.1.22 .326 ms
PING 172.16.1.22 (172.16.1.22) 56(84) bytes of data. 294 ms
.266 ms
--- 172.16.1.22 ping statistics --- .429 ms
314 packets transmitted, 0 received, 100% packet loss, time 313056ms -278 ms
.282 ms
[root@localhost ~1# [ & .308 ms
ToTZoTT o = g .243 ms
bytes from 172.16.2.67: icmp_se tt1=63 tis .316 ms
bytes from 172.16.2.67: icmp_seq=16 tt1=63 time=0.229 ms | |p.303 ms
- 377 ms
bytes from 172.16.2.67: icmp_seq=18 tt1=63 .380 ms
bytes from 172.16.2.67: icmp_seq=19 tt1=63 .280 ms
bytes from 172.16.2.67: icmp_se tt1=63 .376 ms
bytes from 172.16.2.67: icmp_se tt1=63 .281 ms
bytes from 172.16.2.67: icmp_seq=22 tt1=63 .299 ms F
bytes from 172.16.2.67: icmp_seq=23 tt1=63 .314 ms
bytes from 172.16.2.67: icmp_seq=24 tt1=63 C
2

La VM puede comunicarse con la subred 172.16.20/24 (EPG red), pero con el Host
172.16.1.22(Cent0s-2), ya que no hay contrato entre el Base y el uSeg EPG.



CentOs-1:

«% Applications Places System e) o) ;/ Tue May 29, 5:37 PM Pod2 User
If pod2@centos:~ = X

pod2@centos:~

File Edit View Search Terminal Help
64 bytes from 172.16.2.25: icmp_seq=5109 ttl< File Edit View Search Terminal Help
64 bytes from 172.16.2.25: icmp_seq=5110 ttl64 bytes from 172.16.1.77: icmp seq=5104 ttl=63 time=0.355 ms

64 bytes from 172.16.2.25: icmp_seq=5111 ttl64 bytes from 172.16.1.77: icmp_seq=5105 tt1=63 time=0.349 ms
64 bytes from 172.16.2.25: icmp_seq=5112 ttl64 bytes from 172.16.1.77: icmp seq=5106 ttl=63 time=0.326 ms
64 bytes from 172.16.2.25: icmp_seq=5113 ttl64 bytes from 172.16.1.77: icmp_seq=5107 tt1=63 time=0.325 ms
64 bytes from 172.16.2.25: icmp_seq=5114 ttl=64 bytes from 172.16.1.77: icmp seq=5108 ttl=63 time=0.300 ms

64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16
64 bytes from 172.16
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.

25: icmp_seq=5115 ttl<64 bytes from 172.16.
25: icmp_seq=5116 ttl464 bytes from 172.16.
: icmp_seq=5117 ttld64 bytes from 172.16.
25: icmp_seq=5118 ttl464 bytes from 172.16.
25: icmp_seq=5119 ttl564 bytes from 172.16.
25: icmp_seq=5120 ttl464 bytes from 172.16.
25: icmp_seq=5121 ttl564 bytes from 172.16.
25: icmp_seq=5122 ttl564 bytes from 172.16.
25: icmp_seq=5123 ttl64 bytes from 172.16.
64 bytes from 172.16.2.25: icmp_seq=5124 ttl64 bytes from 172.16.1.77: icmp_seq=5118 ttl=63 .265 ms
64 bytes from 172.16.2.25: icmp_seq=5125 ttl<64 bytes from 172.16.1.77: icmp_seq=5119 tt1=63 time=0.350 ms|HIIGE
~C AC
--- 172.16.2.25 ping statistics --- --- 172.16.1.77 ping statistics ---
6017 packets transmitted, 4563 received, 24% |6014 packets transmitted, 3239 received, +225 errors, 46% packet loss, time 6013
v = U.1793/0.29% +912]09. 385ms
pod2@centos ~]$ ping 172.16.2.25 i - 00
ING 172.16.2.25 (172.16.2.25) 56(84) bytes M [pod2@centos ~]$ ping 172.16.1.77
PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.

77: icmp seq=5109 ttl=63 time=0.308 ms
77: icmp_seq=5110 tt1=63 time=0.357 ms
77: icmp seq=5111 tt1=63 time=0.332 ms
: icmp seq=5112 ttl=63 .351 ms
77: icmp seq=5113 ttl=63 .354 ms
77: icmp_seq=5114 tt1=63 .343 ms
77: icmp seq=5115 tt1=63 time=0.366 ms
77: icmp_seq=5116 tt1=63 time=0.346 ms
77: icmp seq=5117 ttl=63 .335 ms

NNNNNNNNNNNNNNNNN
~N
v
L
S
<

pod2@centos:~ S |
File Edit View Search Terminal Help

[pod2@centos ~]$ ping 172.16.1.22
PING 172.16.1.22 (172.16.1.22) 56(84) bytes of data.

Aun cuando la VM se encuentra activa en la Fabrica, no puede comunicarse. Esto se
explica ya que el uSeg EPG (UsegBlue) no tiene contratos hacia su EPG base (Blue,
172.16.1.77), ni hacia el EPG Red (172.16.2.0/24). Ya que la configuracién del uSeg EPG
habilitd el “Intra-EPG isolation” tampoco se puede comunicar con otro endpoint dentro
del uSeg EPG(172.16.1.22).

Probando la comunicacién usando uSeg EPGs

Ahora procederemos a eliminar el contrato entre el EPG Blue (Consumer) y el EPG Red
(Provider), moviendo la asociacion entre el EPG UsegBlue (Consumer) y el EPG Red
(Provider). En teoria los endpoints del EPG UsegBlue podran comunicarse con Red, pero
no entre el EPG Blue y el Red.

myContract
(uSeg)

Red UsegBlue
(Useg) (Useg)



RedHat-4:

@ Applications  Places System @&

=] root@localhost:~
Fle Edit View Terminal Tabs Help

64 bytes from 172.16.1.22: icmp_seq=2899 tt1=63 time=0.282 ms
64 bytes from 172.16.1.22: icmp_seq=2900 tt1=63 time=0.246 ms
64 bytes from 172.16.1.22: icmp_seq=2901 ttl=63 time=0.300 ms
64 bytes from 172.16.1.22: icmp_seq=2902 ttl=63 time=0.290 ms
64 bytes from 172.16.1.22: icmp_seq=2903 tt1=63 time=0.301 ms
64 bytes from 172.16.1.22: icmp_seq=2904 tt1=63 time=0.258 ms
1

64 bytes from 172.16.1.22: icmp_seq=2905 tt1=63 time=0.

--- 172.16.1.22 ping statistics --- root@localhost:~

3850 packets transmitted, 2844 received, 26% N X .
rtt min/avg/max/mdev = ©.154/0.345/7.113/0.1 e Edit View Terminal Tabs Help
[root@localhost ~]# ping 172.16.1.22 64 bytes from 172.16.2.25: icmp_seq=1054 tt1=63 time=0.342 ms
PING 172.16.1.22 (172.16.1.22) 56(84) bytes 64 bytes from 172.16.2.25: icmp_seq=1055 tt1=63 time=0.329 ms
64 bytes from 172.16.2.25: icmp_seq=1056 tt1=63 time=0.372 ms
--- 172.16.1.22 ping statistics --- 64 bytes from 172.16.2.25: icmp_seq=1057 tt1=63 time=0.223 ms
314 packets transmitted, 0 received, 100% pa 64 bytes from 172.16.2.25: icmp_seq=1058 tt1=63 time=0.402 ms
64 bytes from 172.16.2.25: icmp_seq=1059 ttl1=63 time=0.270 ms
[root@localhost ~]# 64 bytes from 172.16.2.25: icmp_seq=1060 tt1=63 time=0.408 ms
[root@localhost ~]# 64 bytes from 172.16.2.25: icmp_seq=1061 tt1=63 time=0.350 ms
Lrgot@localboot 14 64 bytes from 172.16.2.25: icmp_seq=1062 tt1=63 time=0.372 ms
root@localhost ~]# 64 bytes from 172.16.2.25: icmp_seq=1063 tt1=63 time=0.399 ms
root@localhost ~]# ping 172.16.1.22 64 bytes from 172.16.2.25: icmp_seq=1064 tt1=63 time=0.299 ms
ING 172.16.1.22 (172.16.1.22) 56(84) bytes |64 bytes from 172.16.2.25: icmp_seq=1065 tt1=63 time=0.396 ms
64 bytes from 172.16.2.25: icmp_seq=1066 tt1=63 time=0.296 ms
Tom| 64 bytes from 172.16.2.25: icmp_seq=1067 ttl=63 time=0.366 ms
64 bytes from 172.16.2.67: icmj 64 bytes from 172.16.2.25: icmp_seq=1068 ttl=63 time=0.355 ms
64 bytes from 172.16.2.67: icm 64 bytes from 172.16.2.25: icmp_seq=1069 tt1=63 time=0.301 ms
64 bytes from 172.16.2.67: icmj 64 bytes from 172.16.2.25: icmp_seq=1070 tt1=63 time=0.400 ms
64 bytes from 172.16.2.67: icm
64 bytes from 172.16.2.67: icmjf --- 172.16.2.25 ping statistics ---
64 bytes from 172.16.2.67: icm| 220 PoCReCts Cranomitced, 1070 Tecerved, 12e D b
64 bytes from 172.16.2.67: icmj §tt min/avg/max/mdev = 0.156/0.346/1.141/0.076 ms
root@localhost ~]# ping 172.16.2.25
statistic{ §ING 172.16.2.25 (172.16.2.25) 56(84) bytes of data.
e

t min/avg/max/mdev = 0.152/0.282/06.476/0.043 ms
root@localhost ~]# ping 172.16.2.67
NG 172.16.2.67 (172.16.2.67) 56(84) bytes of datg.

=l cnmtmincatinnce. . | B rant@incsthact |88 rant@incsihact

1225462ms

Ya que el EPG Blue no tiene contratos hacia Red (172.16.2.0/24) ni hacia UsegBlue

(172.16.1.22), la maquina no puede comunicarse con ningun host.

CentOS-1:

w® Applications Places System Q) o) _/ Tue May 29, 5:48 PM

4

pod2@centos:~ ]

File Edit View Search Terminal Help pod2@centos:~ - ox

64 bytes from 172.16.2.25: icmp seq=1601 ttl= File Edit View Search Terminal Help

64 bytes from 172.16.2.25: icmp_seq=1602 ttl=64 bytes from 172.16.1.77: icmp_seq=5110 ttl=63 .357 ms [~
64 bytes from 172.16.2.25: icmp_seq=1603 ttl=64 bytes from 172.16.1.77: icmp_seq=5111 tt1=63 .332 ms
64 bytes from 172.16.2.25: icmp_seq=1604 ttl=64 bytes from 172.16.1.77: icmp_seq=5112 ttl=63 .351 ms
~C 64 bytes from 172.16.1.77: icmp_seq=5113 tt1=63 .354 ms
= 172.10.2.25 PING Statistice — - 64 bytes from 172.16.1.77: icmp_seq=5114 tt1=63 .343 ms
604 packets transmitted, 195 received, §7% p64 bytes from 172.16.1.77: icmp seq=5115 ttl=63 .366 ms
tt min/avg/max/mdev = 0.179/0.307/0.43440.0464 bytes from 172.16.1.77: icmp seq=5116 ttl=63 .346 ms
pod2@centos ~]$ ping 172.16.2.25 64 bytes from 172.16.1.77: icmp_seq=5117 tt1=63 .335 ms
ING 172.16.2.25 (172.16.2.25) 56(84) byfes 064 bytes from 172.16.1.77: icmp seq=5118 tt1=63 .265 ms
4 bytes from 172.16.2.25: icmp_seq=1 tt}=63 |64 bytes from 172.16.1.77: icmp_seq=5119 tt1=63 time=0.350 ms
4 bytes from 172.16.2.25: icmp seq=2 ttJ63 |~c
4 bytes from 172.16.2.25: icmp_seq=3 tt}-63 --- 172.16.1.77 ping statistics ---
4 bytes from 172.16.2.25: icmp_seq=4 ttJF63 |6014 packets transmitted, 3239 received, +225 errors, 46% packet loss, time 6013
4 bytes from 172.16.2.25: icmp_seq=5 ttF63 385ms
4 bytes from 172.16.2.25: icmp_seq=6 ttJ=63 |rtt min/avg/max/mdev = 0.054/1.247/2001.301/39.303 ms, pipe 3
4 bytes from 172.16.2.25: icmp_seq=7 tt}63 [pod2@centos ~]$ ping 172.16.1.77
4 bytes from 172.16.2.25: icmp_seq=8 ttF63 |PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.
4 bytes from 172.16.2.25: icmp_seq=9 ttJF63 |~C
4 bytes from 172.16.2.25: 1=63--- 172.16.1.77 ping statistics ---
4 bytes from 172.16.2.25: L=631604 packets transmitted, © received, 100% packet loss, time 1603655ms
4 bytes from 172.16.2.25:
4 bytes from 172.16.2.25: 3 pod2@centos ~]$ ping 172.16.1.77
PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.

pod2@centos:~

File Edit View Search Terminal Help

[pod2@centos ~]$ ping 172.16.1.22

PING 172.16.1.22 (172.16.1.22) 56(84) bytes of data.

*C

--- 172.16.1.22 ping statistics ---

1570 packets transmitted, @ received, 100% packet loss, time 1569368ms

pod2@centos ~]$ ping 172.16.1.22
PING 172.16.1.22 (172.16.1.22) 56(84) bytes of data.




El trafico hacia Red(172.16.2.0/24) ahora esta permitido. El trafico hacia el EPG Base, Blue
(172.16.1.77) sigue sin permitirse ya que no hay contratos. Tampoco hacia el UsegBlue
(172.16.1.22), ya que el “Intra-EPG isolation” sigue activo.

Si deshabilitamos el “Intra-EPG isolation”, entonces la VM podrad comunicarse con la IP
172.16.1.22 del UsegBlue:

«® Applications Places System 0 o)

—
“Z &2 o) 2 TueMay29, 6:11PM  Pod2 User
pod2@centos:~

File Edit View Search Terminal Help

pod2@centos:~

File Edit View Search Terminal Help

bytes from 172.16.1.77: icmp seq=5110 tt1=63 time=0.357 ms 18

bytes from 172.16.1.77: icmp_seq=5111 tt1=63 time=0.332 ms

bytes from 172.16.1.77: icmp_seq=5112 tt1=63 351 ms
1
1

: icmp seq=1338
: icmp seq=1339
: icmp_seq=1340
: icmp_seq=1341
: 1lcmp seq=1342
: icmp_seq=1343
: icmp_seg=1344

4 bytes from 172.16.2.
4 bytes from 172.16.2.
4 bytes from 172.16.2.
4 bytes from 172.16.2.
4
4
4

bytes from 172. : icmp_seq=5113 tt1=63
bytes from 172 icmp seq=5114 ttl=63
seq=5115 tt1=63
bytes from 172.16.1. icmp seq=5116 tt1=63 346 ms
bytes from 172.16.1.77: icmp _seq=5117 tt1=63 .335 ms
bytes from 172.16.1.77: icmp_seq=5118 tt1=63 time=0.265 ms
bytes from 172.16.1.77: icmp_seq=5119 tt1=63 time=0.356 ms

bytes from 172.16.2.
bytes from 172.16.2.
bytes from 172.16.2.

- o

64 bytes from 172.1( @

64 bytes from 172.1¢ File Edit View Search T

64 bytes from 172.1¢

64 bytes from 172.1¢

64 bytes from 172.1¢64 bytes from 172.16.1.

64 bytes from 172.1(64 bites £ 172.16.1

64 gytes ;rom 172.12 bztzz from 179.16.1. 9o|rtt min/ava/max/mdev = ©.854/1.247/2001.301/39.303 ms, pipe 3

64 bytes from 172.1¢ “1e 7 55| [pod2@centos ~]$ ping 172.16.1.77

64 bytes fron 172.1(¢ Pytes from 172.16.1-22p1yq 175 16.1.77 (172.16.1.77) 56(84) bytes of data.

64 bytes from 172.1¢ €

64 bytes from 172.1( 1" 172.16.1.22 ping stat|

64 bytes from 172.1¢1342 packets transmitted

64 bytes from 172.1¢"tt min/avg/max/mdev = ©
from 172.1([Pod2@centos ~]$

[pod2@centos ~]$

[pod2@centos ~]$ ping 172

- 172.16.1.77 ping statistics ---
6014 packets transmitted, 3239 received, +225 errors, 46% packet loss, time 6013

172.16.1.77 ping statistics ---
1604 packets transmitted, © received, 100% packet loss, time 1603655ms

pod2@centos ~]$ ping 172.16.1.77
PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data

4 bytes from +16.1. ttl=63

4 bytes from 16 tt1=63 time=f

4 bytes from .16.1.22: =3 tt1=63 time=0.

4 bytes from .16.1.22: icmp_seq=4 tt1=63 time=0.

4 bytes from .16.1.22: icmp_seq=5 ttl=63 time=0.
bytes from .16.1.22: icmp seq=6 tt1=63 time=0.

4 bytes from .16.1.22: icmp_seq=7 ttl=63 time=0.
4 bytes from .16.1.22: icmp seq=8 ttl=63 time=0.
4 bytes from .16.1.22: icmp seq=9 ttl=63 time=0.

Creando diferentes uSeg EPGs con Atributos de Red y VM

Como ultimo ejemplo, vamos a configurar un segundo uSeg EPG, llamado MACUseg, en el
cual configuraremos un atributo del tipo Red, haciendo un match con la direccién MAC de
una de las Maquinas virtuales del EPG Blue. Recordando las reglas de Microsegmentacion:

Attribute Type Precedence Order Example

MAC Address Filter Network | 1- Cisco AVS/Microsoft vSwitch | 5¢:01:23:ab:cd:ef

2- VMware VDS

IP Address Filter Network  1- VMware VDS 192.168.33.77

2- Cisco AVS/Microsoft vSwitch | 10.1.0.0/16
VNic Dn (vNIC domain name) | VM 3 al:23:45:67:89:0b
VM Identifier VM 4 VM-598

VM Name VM 5 HR_VDI_VM1



El atributo IP(tipo Red) tiene precedecia sobre el nombre de la Maquina Virtual (tipo VM)
Al crear un segundo uSeg EPG, clasificando respecto a la direccién IP, cualquier endpoint
gue coincida con la regla dejara de ser parte del primer uSeg creado y formara parte del

nuevo. En este caso, generamos la siguiente regla de clasificacion:

Tenant uSeg @ = ©  uSeg Attributes €
C> Quick Start Polcy  History
« [ erantuseq —
o s
B on Profies
e ony 00
D No f)1r216122 o
and Bare-Vitais
Siaic Endpoin
|

'Subnats

La-L.

B2 icanhiie

En seguida vemos que la maquina virtual con la direccion IP 172.16.1.22, CentOs-2 forma

parte del EPG:

Tenant uSeg @ = o EPG- MACUseg
O quik stan sy Opermtons
« [l Tenant useq
3 nd-Points  Configured Access Policies
nd Point e o Leaming Source  Hosting Sever Reporting Controller  Interface
Name
Ir wsomeser 17216122 I e 10882473 Poc- Nod- 1041148 ssmad)
Domains (Vs and Bare-Wetals

Sas Healtn

Contracts

Multicast
Address

[+ X

Fauts  History

Controller End-Points

La comunicacion de la VM CentOS-1 restringe la comunicaciénalaIP 172.16.1.22, ya que

el endpoint ahora forma parte del segundo uSeg EPG:

%« Applications Places System QJ 7o) = = o) = Tue May 29, 6:33PM  Pod2 User
L

pod2@centos:~ _ 0 X

File Edit View Search Terminal Help pod2@centos:~

64 bytes from 172.16.2.25: icmp seq=2655 ttl< File Edit View Search Terminal Help

64 bytes from 172.16.2.25: icmp_seq=2656 ttl564 bytes from 172.16.1.77: icmp seq=5119 tt1=63 time=0.350 ms 4
64 bytes from 172.16.2.25: icmp seq=2657 ttl~c

64 bytes from 172.16.2.25: icmp_seq=2658 ttlH--- 172.16.1.77 ping statistics ---

64 bytes from 172.16.2.25: icmp_seq=2659 ttl96014 packets transmitted, 3239 received, +225 errors, 46% packet loss, time 6013
64 bytes from 172.16.2.25: icmp seq=2660 ttl=385ms

64 bytes from 172.16.2.25: icmp_seq=2661 ttlqrtt min/avg/max/mdev = 0.054/1.247/2001.301/39.303 ms, pipe 3

64 bytes from 172.16.2.25: icmp_seq=2662 ttl9[pod2@centos ~]$ ping 172.16.1.77

64 bytes from 172.16.2.25: icmp_seq=2663 ttl5PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.

64 bytes from 172.16.2.25: icmp seq=2664 ttl~c

64 bytes from 172.16.2.25: icmp_seq=2665 ttlg--- 172.16.1.77 ping statistics ---

G 1604 packets transmitted, 0 received, 100% packet loss, time 1603655ms

--- 172.16.2.25 ping statistics ---

2665 packets transmitted, 2665 received, 0% p[pod2@centos ~]$ ping 172.16.1.77
9/0 30

et = £8/6.06PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.
pod2@centos ~]$ ping 172.16.2.25 ~C
ING 172.16.2.25 (172.16.2.25) 56(84) pytes g--- 172.16.1.77 ping statistics --
4 bytes from 172.16.2.25: icmp_seq=1 Jrt1=63 (1989 packets transmitted, 0 received, 100% packet loss, time 1988447ms
4 bytes from 172.16.2.25: icmp_seq=2 Jtt1=63
4 bytes from 172.16.2.25: icmp_seq=3 Jrt1=63 [fpod2@centos ~]$ ping 172.16.1.77
4 bytes from 172.16.2.25: icmp_seq=4 Jtt1=63 PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.
4 bytes from 172.16.2.25: icmp seq=5 rt1=63
4 bytes from 172.16.2.25: icmp_seq=6 Jtt1=63

U4 DyLES [TUIl 172,10, 1.2

P

64 bytes from 172.16.1.22F% =

--- 172.16.1.22 ping statistics ---

1304 packets transmitted, 549 received, 57% packet loss, time 1303159ms
4/0. U.440/U.0430

pod2@centos ~]$ ping 172.16.1.22

ING 172.16.1.22 (172.16.1.22) 56(84) bytes of data.

u



Al generar un contrato entre el uSeg EPG MACUseg vy el EPG Blue, podemos permitir que
la maquina virtual CentOS-2 pueda comunicarse con la IP 172.16.1.77 (Redhat-4, EPG
Blue):

newContract
(uSeg)

Blue MACUseg
(Useg) (Useg)
CentOS-2:
&% Applications Places System @) (o) [Z Tue May 29, 6:36PM  Pod2 User
’ pod2@centos:~

File Edit View Search Terminal Help

64 bytes from 172.16.2.67: icmp_seq=3502 ttl=§ - - -
64 bytes from 172.16.2.67: icmp_seq=3503 ttl=ji& pod2@centos:~
22 Eyies ‘;"0"‘ i;giggg; 1cmp Sequgg‘; EE{_ File Edit View Search Terminal Help
64 b§t§§ f:2$ 172.16.2.67: ;Emg 223;3506 11164 bytes from 172.16.1.77: icmp_seq=5133 ttl=63 time=0.270 ms
64 bytes from 172.16.2.67+ icmp seq=3507 tt1<%% bytes from 172.16.1.77: icmp_seq=5134 tt1=63 time=0.249 ms
64 bytes from 172.16.2.67: icmp seq=3568 " 5o x
§ g S O |--- 172.16.1.77 ping statistics ---
4 f 72.16.2.67: =. = A .
24 ggi:z f;gm i7§ ig % 27, izms :§g=§2?3 §§}=6012 packets transmitted, 3238 received, +225 errors, 46% packet loss, time 6011
S et 697ms
64 bytes from 172.16.2.67: icmp seq=3511 ttl<| .
4 f 72.16.2.67: i & rtt m1n/avg/max/mdgv = 0.076/0.620/1001.144/17.585 ms, pipe 3
?c bytes from 172.16.2.67: icmp segq=3512 ttl. [pod2@centos ~1$ ping 172.16.1.77
--- 172.16.2.67 ping statistics --- PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.
.16.2. g 3 nC
3582 packets transmitted, 2093 received, 41% g & s
- --- 172.16.1.77 ping statistics ---
tt dev = 0.179/0.245/60.604/0.03 : £ £
IpodgéZszgém?Témpixg 172 16/2 67 / / 3583 packets transmitted, 0 received, 100% packet loss, time 3582266ms
P 72.16.2.67 72.16.2.67 .
AgNG 172.16.2.67 (172.16.2.67) 56(84) bytes [pod2@centos ~1$ ping 172.16.1.77

PING 172.16.1.77 (172.16.1.77) 56(84) bytes of data.
64 bytes from 172.16.1.77: icmp seq=914 tt1=63 time=0.302 ms
64 bytes from 172.16.1.77: icmp_seq=915 tt1=63 time=0.297 ms
¥ : 64 bytes from 172.16.1.77: icmp_seq=916 tt1=63 time=0.360 ms
?ng?ggTigleéi ?igg‘ig?é¥2}$'gg(84) bytd 64 bytes from 172.16.1.77: icmp_seq=917 ttl=63 time=0.262 ms
64 bytes from 172.16.1.77: icmp _seq=918 tt1=63 time=0.307 ms
64 bytes from 172.16.1.77: icmp seq=919 ttl=63 time=0.311 ms
64 bytes from 172.16.1.77: icmp seq=920 ttl=63 time=0.328 ms
64 bytes from 172.16.1.77: icmp seq=921 tt1=63 time=0.265 ms

--- 172.16.2.67 ping statistics ---
799 packets transmitted, © received, 100% pa

el el e

Eilo_Colis 4z c L iool

pod2@centos ~]$ ping 172.16.1.29
ING 172.16.1.29 (172.16.1.29) 56(84) bytes of data.

Este ejemplo confirma la importancia del orden que los atributos tienen sobre los otros.
Los endpoints serdan clasificados bajo el uSeg EPG que primero coincida con la regla, en el
orden predefinido, no en el orden en que fue creado el uSeg EPG.



