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Sessions objectives
� We first introduce the latest DMVPN enhancements
� With those,  w e w ill targ et the creation of larg e I Psec 

VPN meshes
DMVPN is best fit to achieve our goal
E n han cem en ts are n eed ed  to easily  an d  efficien tly  scale
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A g end a
� Introducing DMVPN phases
� DMVPN phase 2 recol l ection

DMVPN phase 2 resolution forwarding
DMVPN phase 2 data forwarding ( C E F  v s.  Proc ess)

� DMVPN phase 3  enhancem ents
S hortc ut S witc hing
C E F  and proc ess switc hing resolution
NH R P forwarding
NA T  im prov em ents
T roub leshooting enhanc em ents

� Designing w ith DMVPN phase 3
B asic  design – passing the 1 ,0 0 0  nodes b arrier with a single hub
Dual hom ed design – hub  resilienc e
Very  large sc ale DMVPN design – lim itless aggregation
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D M V PN  p h ases
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D M V P N  p h a ses
� DMVPN w as introduced in I O S  1 2 . 2 ( 1 3 ) T

A ll the features w ere p resen t but it suffered  from  bugs
C isco recom m en d ed  hub& sp ok e top ologies on ly
T his w as DMVPN p hase 1

� With 1 2 . 3 ( 1 )  Mainline,  sp ok e-to-sp ok e w as stab le
C isco gave green  light to d y n am ic m eshes
T his w as DMVPN p hase 2
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D M V P N  p h a se 2
� DMVPN p hase 2  ap p lies to

1 2 . 3  m ain lin e;  i. e.  1 2 . 3 ( 1 ) � 1 2 . 3 ( …)
1 2 . 4  m ain lin e;  i. e.  1 2 . 4 ( 1 ) � 1 2 . 4 ( …)
1 2 . 4 ( 1 ) T  � 1 2 . 4 ( 4 ) T

� DMVPN p hase 2  has b een w idely  dep loy ed
S uccessfully : n etw ork s up  to 1 3 , 0 0 0  n od es w ere d ep loy ed
B oth in  hub &  sp ok e an d  sp ok e-to-sp ok e
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D M V P N  p h a se 2  “r ecol l ection”
� Phase 2  show s discrep ancies in the sw itching  p aths

C E F  an d  p rocess d o n ot w ork  the sam e at all
� Multi-hub s are difficult to config ure

R esolution s follow  the NH S  p ath
� Need  for hub d aisy  chain in g � trick y

� R outing  p rotocols are difficult to scale
No w ay  to sum m ariz e in  sp ok e-to-sp ok e m od e
� can ’t red istribute in to other p rotocols at hubs

� DMVPN p hase 2  w ork ed w ell b ut
T here w as room  for im p rovem en t
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D M V P N  p h a se 3
� F rom 1 2 . 4 ( 6 ) T onw ard,  a series of features ap p eared 

that facilitate DMVPN scalab ility
More n atural C E F  vs.  p rocess com p arison s
R esolution  req uest forw ard in g chan ges
C E F  S hortcut S w itchin g
NA T  han d lin g im p rovem en ts

� 1 2 . 4 ( 9 ) T also introduces troub leshooting  aids
Phase 3  focuses on

scalab ility  and maintainab ility  of dy namic meshes
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DMVPN phase 2 –
d at a f o r w ar d i n g
C E F  v s pr o c ess
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D M V P N  p h a se 2  – D esig n Sty l e
� I n DMVPN p hase 2  the sp ok e routing  tab le determines 

w hen to b uild sp ok e-to-sp ok e tunnels

Spoke A1 9 2 . 1 6 8 . 1 . 1 / 2 4 1 9 2 . 1 6 8 . 2 . 1 / 2 4

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke B

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 1

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 2

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .11 9 2 . 1 6 8 . 0 . 1 / 2 4

19 2 .16 8 .1.0/ 2 4  � 10.0.0.11
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .0.0/ 2 4  � Co n n .R o u t i n g  t a b l e

1 7 2 . 1 6 . 1 . 1
1 7 2 . 1 6 . 2 . 1

NHRP mapping (*NHS)

19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .1.0/ 2 4  � Co n n .

10.0.0.1   � 17 2 .17 .0.1 ( * )     
19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .2 .0/ 2 4  � Co n n .

10.0.0.1   � 17 2 .17 .0.1 ( * )     
10.0.0.12  � ???10.0.0.12  � 17 2 .16 .2 .1 10.0.0.11 � ???10.0.0.11 � 17 2 .16 .1.1

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .1

19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.11
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Dynamic Spoke-Spoke T u nnel s
P h as e 2  d at a f or w ar d ing
� DMVPN p hase 2  behaves d ifferen tly w hen  in  C E F  sw itchin g or Process sw itchin g
� C E F  sw itchin g

IP Nex t-hop f rom  routing tab l e
Nex t-hop � hub  � data pack ets v ia hub
Nex t-hop � spok e � data pack ets direct

� Process-sw itchin g
R outing sel ects outgoing interf ace and IP nex t-hop
NH R P ov errides IP nex t-hop f rom  routing b y  snooping the destination address of  the pack et

� Data p ack ets via hub w hile sp ok e-sp ok e tun n el is com in g up ,  then  d irect.  T em p orary  p un tin g to the hub is d on e in  p rocess sw itchin g
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N H R P  R es ol u t ion
C E F  Sw it ch ing

Spoke A1 9 2 . 1 6 8 . 1 . 1 / 2 4
1 9 2 . 1 6 8 . 2 . 1 / 2 4

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke B

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 1

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 2

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .1

1 9 2 . 1 6 8 . 0 . 1 / 2 4

19 2 .16 8 .1.0/ 2 4  � 10.0.0.11
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .0.0/ 2 4  � Co n n .CE F  F I B  T a b l e

1 7 2 . 1 6 . 1 . 1
1 7 2 . 1 6 . 2 . 1

N H R P  m a p p i n g  ( * N H S)

19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .1.0/ 2 4  � Co n n .

10.0.0.1   � 17 2 .17 .0.1 ( * )     

19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .2 .0/ 2 4  � Co n n .

10.0.0.1   � 17 2 .17 .0.1 ( * )     
10.0.0.12  � ???10.0.0.12  � 17 2 .16 .2 .1 10.0.0.11 � ???10.0.0.11 � 17 2 .16 .1.1

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .1

19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.11

CE F  A d j a c e n c y

10.0.0.1   � 17 2 .17 .0.1 10.0.0.1   � 17 2 .17 .0.1
10.0.0.12  � i n c o m p l e t e10.0.0.12  � 17 2 .16 .2 .1    10.0.0.11 � i n c o m p l e t e  10.0.0.11 � 17 2 .16 .1.1    

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .1
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B u il d ing  Spoke-Spoke t u nnel s
C E F  Sw it ch ing

Sp o k e 1 H u b s Sp o k e 2H o s t 1 H o s t 2

N H R P  R e s . R e q u e s t

N H R P  R e s . R e p l y

I K E / I P s e c  E s t a b l i s h e d

N H R P  R e s . R e q u e s t

N H R P  R e s . R e p l y

E n c r y p t e d

I K E  I n i t i a l i z a t i o n
I K E  I n i t i a l i z a t i o n

For your
re f e re n c e
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N H R P  R es ol u t ion
P r oces s  Sw it ch ing

Spoke A

=   D y n a m i c  per m a n en t  I P s ec  t u n n el s

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke B

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 1

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 2

19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .2 .0/ 2 4  � Co n n .

19 2 .16 8 .0.0/ 2 4  � 10.0.0.1
19 2 .16 8 .1.0/ 2 4  � Co n n .

10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 17 2 .16 .2 .1

1 9 2 . 1 6 8 . 0 . 1 / 2 4

19 2 .16 8 .1.0/ 2 4  � 10.0.0.11
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .0.0/ 2 4  � Co n n .R o u t i n g  T a b l e

1 7 2 . 1 6 . 1 . 1
1 7 2 . 1 6 . 2 . 1

10.0.0.1   � 17 2 .17 .0.1 ( * )     

N H R P  m a p p i n g  ( * N H S)

19 2 .16 8 .2 .3 7 / 3 2  � ???19 2 .16 8 .2 .0/ 2 4  � 17 2 .16 .2 .1
19 2 .16 8 .1.0/ 2 4  � 17 2 .16 .1.1 ( l )

10.0.0.1   � 17 2 .17 .0.1 ( * )     
19 2 .16 8 .1.2 5 / 3 2  � ???19 2 .16 8 .1.0/ 2 4  � 17 2 .16 .1.1
10.0.0.11 � 17 2 .16 .1.110.0.0.12  � 17 2 .16 .2 .1
19 2 .16 8 .2 .0/ 2 4  � 17 2 .16 .2 .1 ( l )

1 9 2 . 1 6 8 . 1 . 0 / 2 4. 1

P C
. 2 5

1 9 2 . 1 6 8 . 2 . 0 / 2 4
. 1

W eb
. 3 7

?

19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .1.0/ 2 4  � 10.0.0.11

?
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B u il d ing  Spoke-Spoke t u nnel s
P r oces s  Sw it ch ing

Sp o k e 1 H u b s Sp o k e 2H o s t 1 H o s t 2

N H R P  R e s o l . R e q .

N H R P  R e s o l . R e q .

N H R P  R e s o l . R e q .

E n c r y p t e d

I K E / I P s e c  E s t a b l i s h e d

I K E  I n i t i a l i z a t i o n

N H R P  R e s o l . R e q .

I K E  I n i t i a l i z a t i o n

N H R P  R e s o l u t i o n  R e p l i e s

For your
re f e re n c e
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DMVPN phase 2 –
Mu l t i  hu b s
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DM V P N  ph as e 2
N H R P  r es ol u t ion f or w ar d ing

1 9 2 . 1 6 8 . 2 . 0 / 2 4
. 11 9 2 . 1 6 8 . 1 . 0 / 2 4

. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4

. 1
. 3

Spoke A
Spoke B.  .  .

.
 
.
 

.

. 2

1 9 2 . 1 6 8 . 3 . 0 / 2 4
. 1 Spoke C

� A  uniq ue hub  may  not b e ab le to ag g reg ate all sp ok es
L arge en viron m en ts req uire m ultip le hub

� To b uild sp ok e-to-sp ok e tunnels,  a sp ok es need the 
NB MA  address of the remote sp ok e

� NH R P resolution  req uests are sen t to the NH S
� The targ et sp ok e may  not b e k now n on the hub

A n  other hub m ay  k n ow  the an sw er
� R esolution req uests

must b e forw arded



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 18

DM V P N  ph as e 2
N H R P  r es ol u t ion f or w ar d ing  ( cont . )
� R esolution req uests are forw arded from NH S  to NH S
� H ub  routers must p oint to other hub  routers as NH S s in 

a “daisy -chain” fashion
S i n g l e  D M V P N  M ul t i -h ub ,  
S i n g l e  m G R E  t un n e l  on  
a l l  n od e s

. 11 9 2 . 1 6 8 . 1 . 0 / 2 4
. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4

. 1

. 3

P h y s i c a l :  1 7 2 . 1 7 . 0 . 9
T u n n el 0 :       1 0 . 0 . 0 . 3

P h y s i c a l :   ( d y n a m i c )
T u n n el 0 :     1 0 . 0 . 0 . 1 1

P h y s i c a l :  ( d y n a m i c )
T u n n el 0 :    1 0 . 0 . 0 . 1 3

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke A
Spoke B

.  .  .
.
 
.
 

.

. 2

1 9 2 . 1 6 8 . 3 . 0 / 2 4
. 1 Spoke C

P h y s i c a l :  1 7 2 . 1 7 . 0 . 5
T u n n el 0 :       1 0 . 0 . 0 . 2

P h y s i c a l :  ( d y n a m i c )
T u n n el 0 :    1 0 . 0 . 0 . 1 2
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DM V P N  ph as e 2  M u l t i-H u b
H u b  Dais y C h aining
� S in gle d aisy  chain  through all hubs

L oss of  H ub  b reak s daisy  chain
ip nhrp nhs < hub < x + 1 > >

� T w o lay er d aisy  chain
C an l ose of  ev ery  other H ub  w ithout spl itting DMVPN netw ork .
ip nhrp nhs < hub < x + 1 > >
ip nhrp nhs < hub < x + 2> >

� T hree lay er d aisy  chain
C an handl e l osing m ore hub s,  b ut greater com pl ex ity
ip nhrp nhs < hub < x + 1 > >
ip nhrp nhs < hub < x + 2> >
ip nhrp nhs < hub < x + 3 > >

For your
re f e re n c e
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DM V P N  P h as e 2  M u l t i-H u b
H u b  Dais y C h aining  ( cont . )

H u b 1  – 1 0 . 0 . 0 . 1

H u b 4  – 1 0 . 0 . 0 . 4 H u b 3  – 1 0 . 0 . 0 . 3

H u b 2  – 1 0 . 0 . 0 . 2H u b 5  – 1 0 . 0 . 0 . 5

P r i m a r y  c h a i n
Se c o n d a r y  c h a i n
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DM V P N  ph as e 2  M u l t i-H u b
H u b  1

i n t e r f a c e  T u n n e l 0
b a n d w i d t h  1000
i p  a d d r e s s  10.0.0.1 2 5 5 .2 5 5 .2 5 5 .0
i p  m t u  14 00
n o  i p  n e x t -h o p -s e l f  e i g r p  1
i p  n h r p  a u t h e n t i c a t i o n  t e s t
i p  n h r p  m a p  10.0.0.2  17 2 .17 .0.5
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.5
i p  n h r p  m a p  10.0.0.3  17 2 .17 .0.9
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.9
i p  n h r p  m a p  m u l t i c a s t  d y n a m i c
i p  n h r p  n e t w o r k -i d  100000
i p  n h r p  h o l d t i m e  3 6 0
i p  t c p  a d j u s t -m s s  13 6 0
i p  n h r p  n h s  10.0.0.2  
i p  n h r p  n h s  10.0.0.3  
n o  i p  s p l i t -h o r i z o n  e i g r p  1
i p  t c p  a d j u s t -m s s  13 6 0
d e l a y  1000
t u n n e l  s o u r c e  Se r i a l 1/ 0
t u n n e l  m o d e  g r e  m u l t i p o i n t
t u n n e l  k e y  100000
t u n n e l  p r o t e c t i o n  i p s e c  p r o f i l e  v p n p r o f!

r o u t e r  e i g r p  1
n e t w o r k  10.0.0.0 0.0.0.2 5 5
n e t w o r k  19 2 .16 8 .0.0
n o  a u t o -s u m m a r y

S e t  H u b 2 a s
p ri m a ry  N H S

C o m m o n
S u b n e t

E I G R P  R out i n g

S e t  H u b 3  a s
s e c o n da ry  N H S

For your
re f e re n c e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 22

DM V P N  ph as e 2  M u l t i-H u b
H u b  2  and  H u b  3

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 2 25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 3  17 2. 17 . 0 . 9
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 9
i p  n h rp  m a p  10 . 0 . 0 . 1 17 2. 17 . 0 . 1
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 1
…
i p  n h rp  n h s  10 . 0 . 0 . 3
i p  n h rp  n h s  10 . 0 . 0 . 1
…

S e t  H u b 3  a s
p ri m a ry  N H S

C o m m o n
S u b n e t

S e t  H u b 1  a s
s e c o n da ry  N H S

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 3  25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 1 17 2. 17 . 0 . 1
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 1
i p  n h rp  m a p  10 . 0 . 0 . 2 17 2. 17 . 0 . 5
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 5
…
i p  n h rp  n h s  10 . 0 . 0 . 1
i p  n h rp  n h s  10 . 0 . 0 . 2
…

S e t  H u b 1  a s
p ri m a ry  N H S

C o m m o n
S u b n e t

S e t  H u b 2 a s
s e c o n da ry  N H S

Hub 2

Hub 3

For your
re f e re n c e
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DM V P N  ph as e 2  M u l t i-H u b
Spoke A

i n t e rf a c e  T un n e l 0
b a n d w i d t h  10 0 0
i p  a d d re s s  10 . 0 . 0 . 11 25 5 . 25 5 . 25 5 . 0
i p  m t u 14 0 0
i p  n h rp  a ut h e n t i c a t i on  t e s t
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 1
i p  n h rp  m a p  10 . 0 . 0 . 1 17 2. 17 . 0 . 1
i p  n h rp  n e t w ork -i d  10 0 0 0 0
i p  n h rp  h ol d t i m e  3 6 0
i p  n h rp  n h s  10 . 0 . 0 . 1
i p  t c p  a d j us t -m s s  13 6 0
d e l a y 10 0 0
t un n e l  s ourc e  S e ri a l 1/ 0
t un n e l  m od e  g re  m ul t i p oi n t
t un n e l  k e y 10 0 0 0 0
t un n e l  p rot e c t i on  i p s e c  p rof i l e  v p n p rof

!
rout e r e i g rp  1

n e t w ork  10 . 0 . 0 . 0  0 . 0 . 0 . 25 5
n e t w ork  19 2. 16 8 . 1. 0  0 . 0 . 0 . 25 5
n o a ut o-s um m a ry

E I G R P  R out i n g

H u b 1  a s  N H S

For your
re f e re n c e
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DM V P N  ph as e 2  M u l t i-H u b
Spoke B  and  Spoke C

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 13  25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 3  17 2. 17 . 0 . 9
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 9
…
i p  n h rp  n h s  10 . 0 . 0 . 3

…
n e t w ork  19 2. 16 8 . 3 . 0  0 . 0 . 0 . 25 5

S p o k e   B

S p o k e  C

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 12 25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 2 17 2. 17 . 0 . 5
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 5
…
i p  n h rp  n h s  10 . 0 . 0 . 2

…
n e t w ork  19 2. 16 8 . 2. 0  0 . 0 . 0 . 25 5

H ub 2 a s  p ri m a ry N H S

C om m on
S ub n e t

E I G R P  R out i n g

C om m on
S ub n e t

E I G R P  R out i n g

H ub 3  a s  p ri m a ry N H S

For your
re f e re n c e
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DM V P N  ph as e 2
Dynamic M es h  R ou t ing  s u mmar y
� S p ok es are routin g n eighbors w ith hubs

S pok es adv ertise l ocal  netw ork  to hub s
S pok es are not routing neighb ors w ith each other

� H ubs are routin g n eighbors w ith sp ok es
H ub s adv ertise spok e and l ocal  netw ork s to al l  spok es

T urn of f  spl it-horiz on ( E IG R P,  R IP)
H ub  m ust preserv e original  IP nex t-hop

E IG R P ( no ip nex t-hop-sel f ),  O S PF  ( netw ork  b roadcast)
C annot sum m ariz e
O S PF :  S ingl e area,  no sum m ariz ation and onl y  tw o hub s

� H ubs m ust be routin g n eighbors w ith other hubs over the sam e 
DMVPN n etw ork

Must use the sam e routing protocol  b etw een hub s as is used b etw een 
hub s and spok es ( sam e A S ,  dom ain,  etc. )
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Dynamic R ou t ing  in s poke-t o-s poke 
env ir onment s  ( C onf ig u r at ion)

� E I G R P
no ip nex t-hop-sel f  eigrp < as> ( on hub  – tunnel interfac e)
no ip spl it-horiz on eigrp < as>
router eigrp < as>
no auto-sum m ary ( c annot sum m ariz e on hub s)

� O S PF
ip ospf  netw ork  b roadcast ( on hub  &  spok e – tunnel interfac e)
ip ospf  priority [2 ( hub ) | 0 ( spok e)]

� B G P ( H ub is route-reflector)
router b gp < A S >
neighb or < spok e-tunnel -ip>  < A S > ( on hub  – one for eac h spok e)
neighb or < spok e-tunnel -ip>  route-ref l ector-cl ient
no nex t-hop sel f

For your
re f e re n c e
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Dynamic R ou t ing
Scal ing

� 1  m G R E  in terface/ hub/ DMVPN
� Must use sam e routin g p rotocol for sp ok e-hub an d  hub-hub 
n eighbors

� E I G R P
3 5 0 S pok es/ H ub

� O S PF
4 00 S pok es/ H ub
S ingl e O S PF  A rea/ DMVPN
Max im um  of  2 H ub s

� B G P
1 000 S pok es/ H ub

A ll testin g d on e un d er clean  lab 
con d ition s,  y ou m ay  n ot be able 
to get to these n um bers in  real 
w orld  con d ition s ( I n tern et).  
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Ph ase 3  –
S h ortc u t S w itc h ing



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 29

I ntr od u cing  Sh or tcu t Sw itch ing
� S p ok es can now  hav e a summary  route

S up ern et of p rivate n etw ork s � hub
� A ll the p ack ets are initially  sent to the hub
� The hub  routes-b ack  into the DMVPN
� … then sends and NH R P indirection messag e b ack

New  m essage ty p e in trod uced  for the p urp ose
� The sp ok e receiv es the indirection messag e and 

resolv es the p riv ate netw ork  NB MA  address
� A  sp ok e-sp ok e direct tunnel is created
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D M V P N  p h a se 3  – D esig n Sty l e

Spoke A1 9 2 . 1 6 8 . 1 . 1 / 2 4
1 9 2 . 1 6 8 . 2 . 1 / 2 4

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke B

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 1

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 2

10.0.0.11 � 10.0.0.11 � 17 2 .16 .1.1
10.0.0.12  � 10.0.0.12  � 17 2 .16 .2 .11 9 2 . 1 6 8 . 0 . 1 / 2 4

19 2 .16 8 .1.0/ 2 4  � 10.0.0.11
19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12
19 2 .16 8 .0.0/ 2 4  � Co n n .

R o u t i n g  T a b l e

1 7 2 . 1 6 . 1 . 1
1 7 2 . 1 6 . 2 . 1

N H R P  m a p p i n g

19 2 .16 8 .1.0/ 2 4  � Co n n .

10.0.0.1            � 10.0.0.1   � 17 2 .17 .0.1

19 2 .16 8 .2 .0/ 2 4  � Co n n .   

10.0.0.1            � 10.0.0.1   � 17 2 .17 .0.1
19 2 .16 8 .2 .1 � ???

19 2 .16 8 .0.0/ 16  � 10.0.0.1
19 2 .16 8 .0.0/ 16  � 10.0.0.1

19 2 .16 8 .2 .0/ 2 4  � 10.0.0.12  � 17 2 .16 .2 .1
10.0.0.12           � 10.0.0.12  � 17 2 .16 .2 .1

19 2 .16 8 .1.0/ 2 4  � 10.0.0.11 � 17 2 .16 .1.1
10.0.0.11          � 10.0.0.11 � 17 2 .16 .1.1

D a t a  p a c k e t
N H R P  R e d i r e c t
N H R P  R e s o l u t i o n
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interface Tunnel0
b and w id th  1 000
ip  ad d res s  1 0. 0. 0. 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ip  m tu 1 4 00
ip nh rp  m ap  m ulticas t d y nam ic
ip  nh rp  netw o rk -id  1 00000
ip  nh rp  red irect
tunnel s o urce S erial1 / 0
tunnel m o d e g re m ultip o int
tunnel p ro tectio n ip s ec p ro file v p np ro f
cd p enab le!interface s erial1 / 0ip  ad d res s  1 7 2 . 1 7 . 0. 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2!

ro uter o d r
d is trib ute-lis t 1  in

acces s -lis t 1  p erm it 1 9 2 . 1 6 8 . 0. 0 0. 0. 2 5 5 . 2 5 5

C o m m o n
S u b n e t

O D R  R out i n g

T u rn  o n
R e di re c t s

DM V P N  Sh or t cu t  Sw it ch ing
H u b  conf ig u r at ion r ev is it ed

For your
re f e re n c e

P re v e n t  re c urs i v e
rout i n g
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interface Tunnel0
b and w id th  1 000
ip  ad d res s  1 0. 0. 0. 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ip  m tu 1 4 00
ip  nh rp  m ap  m ulticas t 1 7 2 . 1 7 . 0. 1
ip  nh rp  m ap  1 0. 0. 0. 1  1 7 2 . 1 7 . 0. 1
ip  nh rp  netw o rk -id  1 00000
ip  nh rp  nh s  1 0. 0. 0. 1
ip  nh rp s h o rtcut
ip  tcp  ad j us t-m s s  1 3 6 0
tunnel s o urce S erial1 / 0
tunnel m o d e g re m ultip o int
tunnel p ro tectio n ip s ec p ro file v p np ro f
cd p enab le

!
interface E th ernet0/ 0

ip  ad d res s  1 9 2 . 1 6 8 . 1 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ip ro ute 1 9 2 . 1 6 8 . 0. 0 2 5 5 . 2 5 5 . 0. 0 1 0. 0. 0. 1

ip ro ute 0. 0. 0. 0 0. 0. 0. 0 S erial1 / 0

O D R  R o u t i n g

H u b  a s  N H S
A l l o w  s h o rt c u t s

C o m m o n
S u b n e t

DM V P N  Sh or t cu t  Sw it ch ing
Spoke conf ig u r at ion r ev is it ed

For your
re f e re n c e

P ri v a t e  n e t w o rk
s u m m a ry  � h u b

E S P  P a c k e t s  � I S P
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D M V P Ph ase 3  
F orw ard ing  
enh anc em ents
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DM V P N  P h as e 3
nex t -h op r es ol u t ion and  f or w ar d ing

� DMVPN p hase 3  alw ay s tries to resolv e for nex t-hop
� No difference b etw een C E F  and Process S w itching

S hortcut sw itchin g,  n orm al forw ard in g,  resolution s… all the 
sam e!

� During  a resolution req uest,  p ack ets are forw arded to 
the hub

� Phase 3  desig n sty le � p ack ets are C E F  sw itched 
during  resolution
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R es ol u t ion R eq u es t s  F or w ar d ing  A l g or it h m
1 2 . 4 ( 6 ) T  – P h as e 3
� R outer receiv es a resolution req uest for address X
� R oute look up  p erformed for X

n ex t-hop  an d  outp ut in terface are d eterm in ed
� I f outp ut interface is not in the DMVPN

� rep ly  to resolution  w ith our NB MA / tun n el ad d resses
� I f outp ut interface is in the DMVPN

� forw ard  the req uest to n ex t-hop  as if it w as an  NH S
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Sp ok e-to-Sp ok e ( M H )  P h a se 3
H u b D a isy  C h a ining  r evisited

H u b 1  – 1 0 . 0 . 0 . 1

H u b 4  – 1 0 . 0 . 0 . 4 H u b 3  – 1 0 . 0 . 0 . 3

H u b 2  – 1 0 . 0 . 0 . 2H u b 5  – 1 0 . 0 . 0 . 5

P r i m a r y  c h a i n
Se c o n d a r y  c h a i n

GONE
GONE
GONE
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DM V P N  M u l t i-H u b  P h as e 3
H u b 1  r ev is it ed

i n t e r f a c e  T u n n e l 0
b a n d w i d t h  1000
i p  a d d r e s s  10.0.0.1 2 5 5 .2 5 5 .2 5 5 .0
i p  m t u  14 00
c d p e n a b l e
i p  n h r p  a u t h e n t i c a t i o n  t e s t
i p  n h r p  m a p  10.0.0.2  17 2 .17 .0.5
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.5
i p  n h r p  m a p  10.0.0.3  17 2 .17 .0.9
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.9
i p  n h r p  m a p  m u l t i c a s t  d y n a m i c
i p  n h r p  n e t w o r k -i d  100000
i p  n h r p  h o l d t i m e  3 6 0
i p  t c p  a d j u s t -m s s  13 6 0
i p  n h r p  n h s  10.0.0.2  
i p  n h r p  n h s  10.0.0.3  
t u n n e l  s o u r c e  Se r i a l 1/ 0
t u n n e l  m o d e  g r e  m u l t i p o i n t
t u n n e l  p r o t e c t i o n  i p s e c  p r o f i l e  v p n p r o f!

r o u t e r  o d r
d i s t r i b u t e -l i s t  1 i n

acces s -lis t 1  p erm it 1 9 2 . 1 6 8 . 0. 0 0. 0. 2 5 5 . 2 5 5

H u b  2 i s  n o t  a n
N H S  a n y m o re

C o m m o n
S u b n e t

O D R  R out i n g

H u b  3  i s  n o t  a n
N H S  a n y m o re

For your
re f e re n c e
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DM V P N  M u l t i-H u b  P h as e 3
H u b 2  and  H u b 3  r ev is it ed

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 2 25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 3  17 2. 17 . 0 . 9
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 9
i p  n h rp  m a p  10 . 0 . 0 . 1 17 2. 17 . 0 . 1
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 1
…
i p  n h rp  n h s  10 . 0 . 0 . 3
i p  n h rp  n h s  10 . 0 . 0 . 1
…

H u b  3  i s  n o t  a n
N H S  a n y m o re

C o m m o n
S u b n e t

H u b  1  i s  n o t  a n
N H S  a n y m o re

i n t e rf a c e  T un n e l 0
i p  a d d re s s  10 . 0 . 0 . 3  25 5 . 25 5 . 25 5 . 0
…
i p  n h rp  m a p  10 . 0 . 0 . 1 17 2. 17 . 0 . 1
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 1
i p  n h rp  m a p  10 . 0 . 0 . 2 17 2. 17 . 0 . 5
i p  n h rp  m a p  m ul t i c a s t  17 2. 17 . 0 . 5
…
i p  n h rp  n h s  10 . 0 . 0 . 1
i p  n h rp  n h s  10 . 0 . 0 . 2
…

H u b  1  i s  n o t  a n
N H S  a n y m o re

C o m m o n
S u b n e t

H u b  2 i s  n o t  a n
N H S  a n y m o re

Hub 2

Hub 3

For your
re f e re n c e
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D M V PN  and  N A T
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� S p ok e-sp ok e dy namic tunnels are now  sup p orted 
to/ from NA T translated sp ok es
H ub rep orts sp ok e’s outsid e NA T  I P ad d ress back  to sp ok e in  
NH R P registration  rep ly .  

� S p ok e outside NA T I P address p assed in NH R P 
resolution req uest and rep ly  p ack ets

� S p ok es use remote sp ok e outside NA T I P address to 
b uild sp ok e-to-sp ok e tunnel.

DM V P N  N A T  E nh ancement s
1 2 . 4 ( 6 ) T
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Spoke A1 9 2 . 1 6 8 . 1 . 1 / 2 4
1 9 2 . 1 6 8 . 2 . 1 / 2 4

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

Spoke B

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 1

P h y s i c a l :    ( d y n a m i c )
T u n n el 0 :      1 0 . 0 . 0 . 1 2

10.0.0.1   � 17 2 .17 .0.1 10.0.0.1   � 17 2 .17 .0.1

10.0.0.11 � 17 2 .18 .101.1 *
10.0.0.12  � 17 2 .18 .102 .2  * 1 9 2 . 1 6 8 . 0 . 1 / 2 4

P e e r  – 17 2 .17 .0.1P e e r  – 17 2 .17 .0.1

N H R P  m a p p i n g  * ( N A T -T )
Cr y p t o  M a p  T a b l e

1 7 2 . 1 6 . 1 . 1 1 7 2 . 1 6 . 2 . 1

10.0.0.12  � ?10.0.0.12  � 17 2 .18 .102 .2 * ( 17 2 .16 .2 .1) 10.0.0.11 � 17 2 .18 .101.1* ( 17 2 .16 .1.1)

P e e r  – 17 2 .18 .101.1
P e e r  – 17 2 .18 .102 .2

N AT :  1 7 2 . 1 6 . 1 . 1  � 1 7 2 . 1 8 . 1 0 1 . 1
N AT :  1 7 2 . 1 6 . 2 . 1  � 1 7 2 . 1 8 . 1 0 2 . 2

P e e r  – 17 2 .18 .102 .1 P e e r  – 17 2 .18 .101.1

10.0.0.11 � 17 2 .18 .101.1   ( 17 2 .16 .1.1)
10.0.0.12  � 17 2 .18 .102 .1   ( 17 2 .16 .2 .1)

DM V P N  N A T  E nh ancement s
1 2 . 4 ( 6 ) T  ( C ont . )
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DM V P N  N A T
G ener al  r emar ks
� Tw o sp ok es b ehind the same NA T node must b e NA T 

translated to uniq ue outside NA T I P address
I n  gen eral,  this really  m ean s NA T ,  n ot PA T  !
T his is true for hub& sp ok e an d  sp ok e-to-sp ok e

� I f sp ok e-sp ok e tunnel w ill not come up ,  traffic w ill 
continue to b e forw arded v ia the hub .
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Trou b lesh ooting  
A id s
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DM V P N
Dat a St r u ct u r es
� NH R P Map p in g T able

Maps VPN and T unnel  IP addresses to NB MA  ( Phy sical  address)
show ip nhrp { b rief | < address> },
deb ug nhrp { pac k et | c ac he | ex tension }

� C ry p to S ock et T able
Mapping b etw een NH R P and IPsec

show c ry pto soc k et, deb ug c ry pto soc k et,
show c ry pto ipsec  profile, deb ug tunnel { protec tion }

� C ry p to Map  T able
Dy nam ic C ry pto m ap f or each m G R E  tunnel  ( tunnel  protection … )
or f or each IPsec prof il e (  … shared ) 

show c ry pto m ap
� I S A K MP an d  I Psec S A  T able

show c ry pto session { detail }, show c ry pto isak m p sa { detail }
show c ry pto ipsec  sa { | inc lude T ag|peer|spi|endpt }
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H u b 1# s h o w  c r y p t o  i p s e c  s a
i n t e r f a c e :  T u n n e l 0
Cr y p t o  m a p  t a g :  T u n n e l 0-h e a d -0,
l o c a l  c r y p t o  e n d p t .:  17 2 .17 .0.1,
r e m o t e  c r y p t o  e n d p t .:  17 2 .17 .0.5

i n b o u n d  s a s :  s p i :  0x 3 C3 2 F 07 5
o u t b o u n d  s a s :  s p i :  0x 14 9 F A 5 E 7

l o c a l  c r y p t o  e n d p t .:  17 2 .17 .0.1,  
r e m o t e  c r y p t o  e n d p t .:  17 2 .16 .1.1

i n b o u n d  s a s :  s p i :  0x 8 F E 8 7 A 1B
o u t b o u n d  s a s :  s p i :  0x D 111D 4 E 0

H u b 1# s h o w  c r y p t o  m a p
Cr y p t o  M a p  " T u n n e l 0-h e a d -0"  6 5 5 3 7  …

M a p  i s  a  P R O F I L E  I N ST A N CE
P e e r  =  17 2 .17 .0.5 ,  
a c c e s s -l i s t   p e r m i t  g r e  h o s t  17 2 .17 .0.1 

h o s t  17 2 .16 .0.5
Cr y p t o  M a p  " T u n n e l 0-h e a d -0"  6 5 5 3 8  …

M a p  i s  a  P R O F I L E  I N ST A N CE
P e e r  =  17 2 .16 .1.1,  
a c c e s s -l i s t   p e r m i t  g r e  h o s t  17 2 .17 .0.1 

h o s t  17 2 .16 .1.1

DM V P N  Dat a St r u ct u r es
C ompl ex  int er act ion

H u b 1# s h o w  i p  n h r p
10.0.0.2 / 3 2  v i a  10.0.0.2 ,  …
N B M A  a d d r e s s :  17 2 .17 .0.5  
10.0.0.11/ 3 2  v i a  10.0.0.11,  …
N B M A  a d d r e s s :  17 2 .16 .1.1 
10.0.0.12 / 3 2  v i a  10.0.0.12 ,  …
N B M A  a d d r e s s :  17 2 .16 .2 .1 
( n o -s o c k e t )  

H u b 1#  s h o w  c r y p t o  s o c k e t
T u 0 P e e r s  ( l o c a l / r e m o t e ) :  17 2 .17 .0.1/ 17 2 .17 .0.5
L o c a l  I d e n t   ( a d / m a / p o / p r ) :  ( 17 2 .17 .0.1/ 2 5 5 .2 5 5 .2 5 5 .2 5 5 / 0/ 4 7 )
R e m o t e  I d e n t  ( a d / m a / p o / p r ) :  ( 17 2 .17 .0.5 / 2 5 5 .2 5 5 .2 5 5 .2 5 5 / 0/ 4 7 )
So c k e t  St a t e :  O p e n
T u 0 P e e r s  ( l o c a l / r e m o t e ) :  17 2 .17 .0.1/ 17 2 .16 .1.1
L o c a l  I d e n t   ( a d / m a / p o / p r ) :  ( 17 2 .17 .0.1/ 2 5 5 .2 5 5 .2 5 5 .2 5 5 / 0/ 4 7 )
R e m o t e  I d e n t  ( a d / m a / p o / p r ) :  ( 17 2 .16 .1.1/ 2 5 5 .2 5 5 .2 5 5 .2 5 5 / 0/ 4 7 )
So c k e t  St a t e :  O p e n
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DM V P N  Sh ow  and  Deb u g  C ommand s
I nt r od u ced  in 1 2 . 4 ( 9 ) T
� S how  

show dm v pn 
[ peer {{{ nb m a | tunnel } ip_address } | 

{ network  ip_address m ask } | { interfac e t u n n el # } | 
{ v rf v rf _n am e }}]

[ detail ] [ static ]
� Deb ug

deb ug dm v pn [ { error | ev ent | detail | pac k et | all }
{ nhrp | c ry pto | tunnel | soc k et | all } ]

deb ug dm v pn c ondition [ peer
{{{ nb m a | tunnel } ip_address } | { network  ip_address m ask } |
{ interfac e t u n n el # } | { v rf v rf _n am e }}] 

� L ogging
dm v pn logging { enab le | interv al <  0-3 6 00 >  }
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Sh ow  d m vp n d eta il  – ex a m p l e
Router# show d m v p n d eta i l

L eg en d :  A ttrb -->  S  - S ta ti c ,  D  - D y n a m i c ,  I  - I n c om p l ete
N  - N A T ed ,  L  - L oc a l ,  X  - N o S oc k et
# E n t -->  N um b er of  N H RP  en tri es wi th sa m e N B M A  p eer

-------------- I n terf a c e T un n el 1  i n f o:  --------------
I n tf .  i s up ,  L i n e P rotoc ol  i s up ,  A d d r.  i s 1 9 2 . 0 . 2 . 5

S ourc e a d d r:  1 9 2 . 0 . 2 . 2 2 9 ,  D est a d d r:  M G RE
P rotoc ol / T ra n sp ort:  " m ul ti -G RE / I P " ,  P rotec t " g re_ p rof " ,

T un n el  V RF  " "  i p v rf f orwa rd i n g  " "

N H RP  D eta i l s:  N H S :  1 9 2 . 0 . 2 . 1 0  RE  1 9 2 . 0 . 2 . 1 1   E

T y p e:  S p ok e,  N B M A  P eers:  4
# E n t P eer N B M A  A d d r P eer T un n el  A d d  S ta te  U p D n T m  A ttrb T a rg et N etwork
----- --------------- --------------- ----- -------- ----- -----------------

2         1 9 2 . 0 . 2 . 2 1       1 9 2 . 0 . 2 . 1 1 6     U P  0 0 : 1 4 : 5 9  D       1 9 2 . 0 . 2 . 1 1 8 / 2 4
U P  0 0 : 1 4 : 5 9  D       1 9 2 . 0 . 2 . 1 1 6 / 3 2

I K E  S A :  l oc a l  1 9 2 . 0 . 2 . 2 2 9 / 5 0 0  rem ote 1 9 2 . 0 . 2 . 2 1 / 5 0 0  A c ti v e 
C a p a b i l i ti es: ( n on e)  c on n i d : 1 0 3 1  l i f eti m e: 2 3 : 4 5 : 0 0

C ry p to S essi on  S ta tus:  U P -A C T I V E      
f v rf :  ( n on e)
I P S E C  F L O W :  p erm i t 4 7  host 1 9 2 . 0 . 2 . 2 2 9  host 1 9 2 . 0 . 2 . 2 1  

A c ti v e S A s:  2 ,  ori g i n :  c ry p to m a p
I n b oun d :   #p k ts d ec ' ed 1  d rop  0  l i f e ( K B / S ec )  4 4 9 4 9 9 4 / 2 7 0 0
O utb oun d :  #p k ts en c ' ed 1  d rop  0  l i f e ( K B / S ec )  4 4 9 4 9 9 4 / 2 7 0 0

O utb oun d  S P I  :  0 x D 1 E A 3 C 9 B ,  tra n sf orm  :  esp -3 d es esp -sha -hm a c
S oc k et S ta te:  O p en

For your
re f e re n c e
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Sh ow  d m vp n d eta il  ( cont. )
# E n t P e e r  N B M A  A d d r P e e r  T u n n e l  A d d  S t a t e   U p D n T m  A t t r b T a r g e t  N e t w o r k
----- --------------- --------------- ----- -------- ----- -----------------

1      1 9 2 . 0 . 2 . 2 2 9        1 9 2 . 0 . 2 . 5     U P  0 0 : 1 5 : 0 0  D L X         1 9 2 . 0 . 2 . 5 / 3 2

# E n t P e e r  N B M A  A d d r P e e r  T u n n e l  A d d  S t a t e   U p D n T m  A t t r b T a r g e t  N e t w o r k
----- --------------- --------------- ----- -------- ----- -----------------

1      1 9 2 . 0 . 2 . 1 0 2       1 9 2 . 0 . 2 . 1 1  N H R P  0 2 : 5 5 : 4 7   S          1 9 2 . 0 . 2 . 1 1 / 3 2

I K E  S A :  l o c a l  1 9 2 . 0 . 2 . 2 2 9 / 4 5 0 0  r e m o t e  1 9 2 . 0 . 2 . 1 0 2 / 4 5 0 0  A c t i v e  
C a p a b i l i t i e s : N c o n n i d : 1 0 2 8  l i f e t i m e : 1 1 : 4 5 : 3 7

C r y p t o  S e s s i o n  S t a t u s :  U P -A C T I V E      
f v r f :  ( n o n e )
I P S E C  F L O W :  p e r m i t  4 7  h o s t  1 9 2 . 0 . 2 . 2 2 9  h o s t  1 9 2 . 0 . 2 . 1 0 2  

A c t i v e  S A s :  2 ,  o r i g i n :  c r y p t o  m a p
I n b o u n d :   #p k t s d e c ' e d 1 9 9 0 5 6  d r o p  3 9 3 4 0 1  l i f e  ( K B / S e c )  4 5 6 0 2 7 0 / 1 5 2 4
O u t b o u n d :  #p k t s e n c ' e d 4 1 6 6 3 1  d r o p  1 0 5 3 1  l i f e  ( K B / S e c )  4 5 6 0 3 2 2 / 1 5 2 4

O u t b o u n d  S P I  :  0 x 9 4 5 1 A F 5 C ,  t r a n s f o r m  :  e s p -3 d e s  e s p -s h a -h m a c

S o c k e t  S t a t e :  O p e n
[…]

For your
re f e re n c e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 49

Sh ow  d m vp n d eta il  ( cont. )
Pending DMVPN Sessions:

! T h er e a r e no p ending DMVPN sessions.

T h e f ol l ow ing ex a m p l e sh ow s ex a m p l e c onf igu r ed c ondit ions disp l a y s f or  DMVPN deb u gging: 
R ou t er #  sh ow  dm v p n deb u g-c ondit ion 

NB MA  a ddr esses u nder  deb u g a r e:

I nt er f a c es u nder  deb u g a r e:

T u nnel 1 0 1 ,  

C r y p t o DMVPN f il t er s:

I nt er f a c e =  T u nnel 1 0 1

DMVPN C ondit iona l  deb u g c ont ex t  u nm a t c h ed f l a g: O F F

For your
re f e re n c e
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Ph ase 3 :  Platf orm  
S u p p ort S u m m ary
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C isco I O S C od e a nd  P l a tf or m  Su p p or t
� I O S  C od e

Phase 1  &  2
1 2. 3 ( 1 7 ),  1 2. 3 ( 1 4 )T 6 ,  1 2. 4 ( 7 ),  1 2. 4 ( 4 )T

Phase 1 ,  2 &  3
1 2. 4 ( 6 )T  

� Platform s
6 5 00/ 7 6 00 ( 1 2. 2( 1 8 )S X F 4 ) w ith VPN-S PA  +  sup7 20

No Phase 3  capab il ity  y et
7 3 01 ,  7 204 / 6 ,  3 8 x x ,  3 7 x x ,  3 6 x x ,  28 x x ,  26 x x ,  
1 8 x x ,  1 7 x x ,  8 7 x ,  8 3 x

Phase 1 ,  2 &  3
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B asic  D M V PN
S p ok e – S p ok e
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B a sic D M V P N  sp ok e-sp ok e
� Phase 3 enhancements help s scaling DMVPN
� The 1 0 0 0  nodes/ hub  b arrier w ith sp ok e-sp ok e is b rok en
� L et’s start w ith a v ery  simp le sp ok e-sp ok e desig n
� We w ill use a mix  of tw o p rotocols

R I P p assive to scale sp ok e�hub routin g p rop agation
U p  to 1 5 0 0  sp ok es on  a sin gle 7 2 0 0 / VA M2 +

NH R P shortcut sw itchin g to offer sp ok e-sp ok e
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B as ic DM V P N  s poke-s poke
t opol og y

= Dynamic&Temporary Spoke-t o-s poke I P s ec t u nnel s

S i n g l e  D M V P N  D u a l  H u b
S i n g l e  m G R E  t u n n e l  o n
a l l  n o de s

1 9 2 . 1 6 8 . 2 . 0 / 2 4

. 1

1 9 2 . 1 6 8 . 1 . 0 / 2 4

. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4
. 1

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

P h y s i c a l :   ( d y n a m i c )
T u n n el 0 :     1 0 . 0 . 0 . 1 1

P h y s i c a l :  ( d y n a m i c )
T u n n el 0 :    1 0 . 0 . 0 . 1 2

Spoke A

Spoke B

.  .  .
.
 
.
 
. W eb

. 3 7

P C

. 2 5
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B as ic DM V P N  s poke-s poke
H u b  conf ig u r at ion

i n t e rf a c e  T un n e l 0
b a n d w i d t h  10 0 0
i p  a d d re s s  10 . 0 . 0 . 1 25 5 . 25 5 . 25 5 . 0
i p  m t u 14 0 0
i p  n h rp  m a p  m ul t i c a s t  d yn a m i c
i p n h rp re d i re c t
i p  n h rp  n e t w ork -i d  1
t un n e l  s ourc e  S e ri a l 1/ 0
t un n e l  m od e  g re  m ul t i p oi n t
t un n e l  p rot e c t i on  i p s e c  p rof i l e  v p n p rof

!
rout e r ri p

n e t w ork  10 . 0 . 0 . 0
p a s s i v e -i n t e rf a c e  d e f a ul t

A c t i v a t e
re d i re c t i on

C om m on
S ub n e t

M a k e  R I P
P a s s i v e
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B as ic DM V P N  s poke-s poke
Spoke conf ig u r at ion

i n t e r f a c e  T u n n e l 0
i p v r f f o r w a r d i n g  P r i v a t e
b a n d w i d t h  1000
i p  a d d r e s s  10.0.0.< x >  2 5 5 .2 5 5 .2 5 5 .0 ! < x >  =  11, 12 , …
i p  m t u  14 00
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.1
i p  n h r p  m a p  10.0.0.1 17 2 .17 .0.1
i p  n h r p  n e t w o r k -i d  1
i p  n h r p  h o l d t i m e  3 6 0
i p  n h r p  n h s  10.0.0.1
i p n h r p s h o r t c u t
t u n n e l  s o u r c e  Se r i a l 1/ 0
t u n n e l  m o d e  g r e  m u l t i p o i n t
t u n n e l  p r o t e c t i o n  i p s e c  p r o f i l e  v p n p r o f

r o u t e r  r i p
n e t w o r k  10.0.0.0
n e t w o r k  19 2 .16 8 .< x > .0 ! < x >  =  1, 2 , …

i p r o u t e  19 2 .16 8 .0.0 2 5 5 .2 5 5 .0.0 10.0.0.1
i p r o u t e  10.0.0.0 2 5 5 .0.0.0 10.0.0.1

i p r o u t e  0.0.0.0 0.0.0.0 Se r i a l  1/ 0

H ub  N H R P
m a p p i n g s

A c t i v a t e  R I P
N on -p a s s i v e  h e re !!

P ri v a t e  t ra f f i c
g e t s  i n t o D M V P N

T un n e l  p a c k e t s
g o out  on  t h e  I n t e rn e t

A c t i v a t e
S h ort c ut  s w i t c h i n g
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B as ic DM V P N  s poke-s poke
H u b  R ou t ing  T ab l e

C    17 2 .17 .0.0/ 3 0 i s  d i r e c t l y  c o n n e c t e d ,  Se r i a l 1/ 0
C    10.0.0.0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  T u n n e l 0
C    19 2 .16 8 .0.0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  E t h e r n e t 0/ 0
R     19 2 .16 8 .1.0/ 2 4  [ 12 0/ 1]  v i a  10.0.0.11,  00: 3 6 : 5 3 ,  T u n n e l 0
R     19 2 .16 8 .2 .0/ 2 4  [ 12 0/ 1]  v i a  10.0.0.12 ,  00: 3 7 : 5 8 ,  T u n n e l 0

. . .
S*    0.0.0.0/ 0 [ 1/ 0]  v i a  17 2 .17 .0.2

H u b
R I P  l e a rn e d

rout e s
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B as ic DM V P N  s poke-s poke
Spokes  R ou t ing  T ab l es

C 17 2 .16 .1.0/ 3 0 i s  d i r e c t l y  c o n n e c t e d ,  Se r i a l 1/ 0
C 10.0.0.0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  T u n n e l 0
C 19 2 .16 8 .1.0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  E t h e r n e t 0/ 0
S 19 2 .16 8 .0.0/ 16  [ 1/ 0]  v i a  10.0.0.1,  00: 4 6 : 2 0,  T u n n e l 0
S 10.0.0.0/ 8  [ 1/ 0]  v i a  10.0.0.1,  00: 4 6 : 2 0,  T u n n e l 0
S* 0.0.0.0/ 0 i s  d i r e c t l y  c o n n e c t e d ,  Se r i a l 1/ 0

C 17 2 .16 .2 .0.0/ 3 0 i s  d i r e c t l y  c o n n e c t e d ,  Se r i a l 1/ 0
C 10.0.0.0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  T u n n e l 0
C 19 2 .16 8 .2 .0/ 2 4  i s  d i r e c t l y  c o n n e c t e d ,  E t h e r n e t 0/ 0
S 19 2 .16 8 .0.0/ 16  [ 1/ 0]  v i a  10.0.0.1,  00: 4 6 : 2 0,  T u n n e l 0
S 10.0.0.0/ 8  [ 1/ 0]  v i a  10.0.0.1,  00: 4 6 : 2 0,  T u n n e l 0
S* 0.0.0.0/ 0 i s  d i r e c t l y  c o n n e c t e d ,  Se r i a l 1/ 0

Spoke B

Spoke A
P ri v a t e  n e t w ork s

S um m a ri e s  � h ub

T un n e l  p a c k e t s
� I n t e rn e t
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B as ic DM V P N  s poke-s poke
H u b  N H R P  T ab l es

10 . 0 . 0 . 11/ 3 2 v i a  10 . 0 . 0 . 11,  T un n e l 0  c re a t e d  0 2: 5 1: 4 6 ,  e x p i re  0 0 : 0 4 : 13
T yp e :  d yn a m i c ,  Fl a g s :  a ut h ori t a t i v e  un i q ue  re g i s t e re d  us e d  
N B M A  a d d re s s :  17 2. 16 . 1. 1 

10 . 0 . 0 . 12/ 3 2 v i a  10 . 0 . 0 . 12,  T un n e l 0  c re a t e d  0 2: 5 1: 26 ,  e x p i re  0 0 : 0 4 : 3 3
T yp e :  d yn a m i c ,  Fl a g s :  a ut h ori t a t i v e  un i q ue  re g i s t e re d  us e d  
N B M A  a d d re s s :  17 2. 16 . 2. 1 

H u b
L e a rn e d  v i a
re g i s t ra t i on
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B as ic DM V P N  s poke-s poke
Spokes  N H R P  T ab l es

10 . 0 . 0 . 1/ 3 2 v i a  10 . 0 . 0 . 1,  T un n e l 0  c re a t e d  0 2: 5 1: 20 ,  n e v e r e x p i re
T yp e :  s t a t i c ,  Fl a g s :  a ut h ori t a t i v e  us e d  
N B M A  a d d re s s :  17 2. 17 . 0 . 1

10 . 0 . 0 . 12/ 3 2 v i a  10 . 0 . 0 . 12,  T un n e l 0  c re a t e d  0 0 : 0 0 : 0 6 ,  e x p i re  0 0 : 0 5 : 0 5
T yp e :  d yn a m i c ,  Fl a g s :  rout e r un i q ue  us e d  
N B M A  a d d re s s :  17 2. 16 . 2. 1 

10 . 0 . 0 . 1/ 3 2 v i a  10 . 0 . 0 . 1,  T un n e l 0  c re a t e d  0 2: 5 1: 18 ,  n e v e r e x p i re
T yp e :  s t a t i c ,  Fl a g s :  a ut h ori t a t i v e  us e d  
N B M A  a d d re s s :  17 2. 17 . 0 . 1 

10 . 0 . 0 . 11/ 3 2 v i a  10 . 0 . 0 . 11,  T un n e l 0  c re a t e d  0 0 : 0 0 : 24 ,  e x p i re  0 0 : 0 4 : 27
T yp e :  d yn a m i c ,  Fl a g s :  rout e r un i q ue  us e d  
N B M A  a d d re s s :  17 2. 16 . 1. 1 

Spoke B

Spoke A
L e a rn e d  v i a

re s ol ut i on

L e a rn e d  v i a
re s ol ut i on
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Du al  ho m ed  
spo k es



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 62

D u a l  h om ed  D M V P N  sp ok es

= Dynamic&Temporary Spoke-t o-s poke I P s ec t u nnel s

S i n g l e  D M V P N  D u a l  H u b
S i n g l e  m G R E  t u n n e l  o n
a l l  n o de s

1 9 2 . 1 6 8 . 2 . 0 / 2 4

. 1

1 9 2 . 1 6 8 . 1 . 0 / 2 4

. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4
. 2 . 1

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

P h y s i c a l :   ( d y n a m i c )
T u n n el 0 :     1 0 . 0 . 0 . 1 1

P h y s i c a l :  ( d y n a m i c )
T u n n el 0 :    1 0 . 0 . 0 . 1 2

P h y s i c a l :  1 7 2 . 1 7 . 0 . 5
T u n n el 0 :       1 0 . 0 . 0 . 2

Spoke A

Spoke B

.  .  .
.
 
.
 
. W eb

. 3 7

P C

. 2 5
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Du al  h omed  DM V P N  s pokes
H u b 1

i n t e rf a c e  T un n e l 0
b a n d w i d t h  10 0 0
i p  a d d re s s  10 . 0 . 0 . 1 25 5 . 25 5 . 25 5 . 0
i p  m t u 14 0 0
i p  n h rp  m a p  m ul t i c a s t  d yn a m i c
i p n h rp re d i re c t
i p  n h rp  n e t w ork -i d  1
t un n e l  s ourc e  S e ri a l 1/ 0
t un n e l  m od e  g re  m ul t i p oi n t
t un n e l  p rot e c t i on  i p s e c  p rof i l e  v p n p rof

!
rout e r ri p

n e t w ork  10 . 0 . 0 . 0
p a s s i v e -i n t e rf a c e  d e f a ul t

!
i p s l a re s p on d e r
i p s l a re s p on d e r ud p -e c h o i p a d d re s s 10 . 0 . 0 . 1 p ort  20 0 0

A c t i v a t e
re d i re c t i on

C om m on
S ub n e t

M a k e  R I P
P a s s i v e

M a k e  h ub
S L A  re s p on d e r
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Du al  h omed  DM V P N  s pokes
H u b 2

i n t e rf a c e  T un n e l 0
b a n d w i d t h  10 0 0
i p  a d d re s s  10 . 0 . 0 . 2 25 5 . 25 5 . 25 5 . 0
i p  m t u 14 0 0
i p  n h rp  m a p  m ul t i c a s t  d yn a m i c
i p n h rp re d i re c t
i p  n h rp  n e t w ork -i d  1
t un n e l  s ourc e  S e ri a l 1/ 0
t un n e l  m od e  g re  m ul t i p oi n t
t un n e l  p rot e c t i on  i p s e c  p rof i l e  v p n p rof

!
rout e r ri p

n e t w ork  10 . 0 . 0 . 0
p a s s i v e -i n t e rf a c e  d e f a ul t

A c t i v a t e
re d i re c t i on

C om m on
S ub n e t

M a k e  R I P
P a s s i v e
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Du al  h omed  DM V P N  s pokes
Spokes – par t  1

i n t e r f a c e  T u n n e l 0
b a n d w i d t h  1000
i p  a d d r e s s  10.0.0.< x >  2 5 5 .2 5 5 .2 5 5 .0 ! < x >  =  11, 12 , …
i p  m t u  14 00
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.1
i p  n h r p  m a p  10.0.0.1 17 2 .17 .0.1
i p  n h r p  m a p  m u l t i c a s t  17 2 .17 .0.5
i p  n h r p  m a p  10.0.0.2  17 2 .17 .0.5
i p  n h r p  n e t w o r k -i d  1
i p  n h r p  h o l d t i m e  3 6 0
i p  n h r p  n h s  10.0.0.1
i p  n h r p  n h s  10.0.0.2
t u n n e l  s o u r c e  Se r i a l 1/ 0
t u n n e l  m o d e  g r e  m u l t i p o i n t
t u n n e l  p r o t e c t i o n  i p s e c  p r o f i l e  v p n p r o f

r o u t e r  r i p
n e t w o r k  10.0.0.0
n e t w o r k  19 2 .16 8 .< x > .0 !< x >  =  1, 2 , …

H ub 2 N H R P
m a p p i n g s

A c t i v a t e  R I P

H ub 1 N H R P
m a p p i n g s
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Du al  h omed  DM V P N  s pokes
Spokes – par t  2

� Model show n here mak es hub 1  p rimary ,  hub 2  b ack up
� Track  b oth hub s to mak e activ e-activ e if desired

i p s l a 1
u d p -e c h o  10.0.0.1 2 000 c o n t r o l  d i s a b l e
t i m e o u t  1000
f r e q u e n c y  10
t h r e s h o l d  2 1000

i p s l a s c h e d u l e  1 l i f e  f o r e v e r  s t a r t -t i m e  n o w
t r a c k  1 r t r 1 r e a c h a b i l i t y
i p r o u t e  19 2 .16 8 .0.0 2 5 5 .2 5 5 .2 5 5 .0 10.0.0.1 t r a c k  1
i p r o u t e  10.0.0.0 2 5 5 .0.0.0 10.0.0.1 t r a c k  1

i p r o u t e  19 2 .16 8 .0.0 2 5 5 .2 5 5 .2 5 5 .0 10.0.0.2  2 5 4
i p r o u t e  10.0.0.0 2 5 5 .0.0.0 10.0.0.2  2 5 4
i p r o u t e  0.0.0.0 0.0.0.0 Se r i a l  1/ 0

M on i t or S L A  p rob e s

P o l l  1 0 . 0 . 0 . 1
U D P  P o rt  20 0 0

P o l l  e v e ry  s e c o n d
T i m e o u t :  1  s e c o n d
Fa i l  a f t e r 21  s e c o n ds

P ri m a ry rout e s
W h e n  t ra c k  1 i s  up

Fl oa t i n g  rout e s
K i c k -i n  i f  p rob e s  f a i l

( f l oa t i n g  s t a t i c s )
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L arg e S c ale
D M V PN
H u b  &  S p ok e
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O ver a l l  sol u tion

S L B  b a l a n c e s  c o n n e c t i o n s
O w n s  v i rt u a l  I P  a ddre s s

G R E / I P s e c  t u n n e l s
I G P  +  N H R P

S p o k e s

C l u s t e r o f  D M V P N  h u b s
A g g re g a t e s  u s e r t u n n e l s

H Q  n e t w o rk

S e rv e r L o a d B a l a n c e r

H u b s

A g g re g a t i o n  ro u t e r
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H ig h  l evel  d escr ip tion
� S p ok es believe there is a sin gle hub
� NH R P m ap  p oin ts to the L oad  B alan cer’s Virtual I P A d d ress
� T he L oad  B alan cer is con figured  in  forw ard in g m od e ( n o NA T )
� A ll the hubs have the sam e DMVPN con figuration

S am e T unnel  interf ace address
S am e L oopb ack  address ( eq ual  to the VIP)

� A ll the sp ok es have the sam e DMVPN con figuration
S am e hub  NB MA  address
S am e NH S
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T h e L oa d  B a l a ncer  in g ener a l
� T he L oad  B alan cer ow n s a Virtual I P A d d ress ( VI P)
� W hen  I K E  or E S P p ack ets are targeted  at the VI P,  the L B  chooses a hub
� T he hub choice is p olicy  ( p red ictor) based :

w eighted round-rob in
l east-connections
…

� W hen  hub chosen  for a “tun n el”,  all p ack ets go to the sam e hub 
� s t i c k y n e s s

� O n ce a d ecision  is m ad e for I K E ,  the sam e is m ad e for E S P
� b u ddy i n g
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T op ol og y  a nd  a d d r esses

Spoke A1 9 2 . 1 6 8 . 1 . 1 / 2 9 1 9 2 . 1 6 8 . 2 . 1 / 2 9

L oa d  Ba l a n c er
V I P :  1 7 2 . 1 7 . 0 . 1
( n o t u n n el )

Spoke B

P h y s i c a l :  ( d y n a m i c ) 1 7 2 . 1 6 . 1 . 1
T u n n el 0 :   1 0 . 0 . 0 . 1

P h y s i c a l :  ( d y n a m i c ) 1 7 2 . 1 6 . 2 . 1
T u n n el 0 :   1 0 . 0 . 0 . 2

1 0 . 1 . 2 . 0 / 2 4

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

10.1.0.0/ 2 4

.1
.2 .3

10.1.1.0/ 2 4
.1 .3.2

S up e rn e t :  19 2. 16 8 . 0 . 0 / 16
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L oa d  B a l a ncer
� We w ill use an I O S -S L B

I O S  S L B  run s on  top  of c7 2 0 0  or C ataly st6 5 0 0
A s of tod ay ,  op t for 1 2 . 2 S or 1 2 . 1 E releases

� The L B  must b e ab le to do lay er 3  and 4 load 
b alancing .  U p p er lay ers are useless ( encry p ted)

� C ontent S w itching  Module 3 . 1  or ab ov e w ill w ork  too 
b ut w e do not need most of its features ( lay er 5 + )

� A C E  is ok  b ut need to disab le NA T-T
� A ny  S L B  w ill do…
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I O S SL B  p er f or m a nces
� I O S  S L B  on a C at6 5 0 0  ( MS F C -2 )

C an  m an age 1 M con n ection s w /  1 2 8 MB  R A M
C an  create 2 0 , 0 0 0  con n ection s p er secon d
S w itches p ack ets at 1 0 G bp s ( 6 4  by tes)

� I O S  S L B  on a c7 2 0 0  ( NPE -4 0 0 )
C an  create 5 , 0 0 0  con n ection s p er secon d
S w itches p ack ets at ½ the C E F  rate ( d ep en d in g on  other 
features)

� Ty p ically  not a b ottleneck
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I O S SL B  cl u ster  d ef inition
ip s l b pr o b e  P I N G R E A L  pin g
f a il d e t e c t 2

ip s l b s e r v e r f a r m H U B S
f a il a c t io n pu r g e
pr o b e  P I N G R E A L

pr e d ic t o r  l e a s t c o n n

r e a l  10 . 1. 0 . 2
w e ig h t  4
in s e r v ic e

r e a l  10 . 1. 0 . 3
w e ig h t  4
in s e r v ic e

L e a s t  c o n n e c t i o n s
( d e f a u l t  i s  r o u n d -r o b i n )

I f  a l l  t h e  h u b s  a r e  e q u i v a l e n t ,  
t h e  w e i g h t  i s  t h e  s a m e  f o r  a l l
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I O S SL B  V I P  d ef inition

ip s l b v s e r v e r E S P S L B
v ir t u a l  17 2. 17 . 0 . 1 e s p
s e r v e r f a r m H U B S
s t ic k y  6 0  g r o u p 1
id l e  3 0
in s e r v ic e

ip s l b v s e r v e r I K E S L B
v ir t u a l  17 2. 17 . 0 . 1 u d p is a k m p
s e r v e r f a r m H U B S
s t ic k y  6 0  g r o u p 1
id l e  3 0
in s e r v ic e

S a m e  f a rm B u ddy i n g
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M onitor ing  a nd  m a na g ing
SLB-7 2 0 0 # s h  i p s l b c o n n e c t i o n s

v s e r v e r p r o t c l i e n t                 r e a l                   s t a t e      n a t
-------------------------------------------------------------------------------
I K E SLB          U D P   6 4 . 1 0 3 . 8 . 8 : 5 0 0         1 0 . 1 . 0 . 2              E ST A B     n o n e
E SP SLB          E SP   2 1 7 . 1 3 6 . 1 1 6 . 1 8 9 : 0      1 0 . 1 . 0 . 2              E ST A B     n o n e
I K E SLB          U D P   2 1 3 . 2 2 4 . 6 5 . 3 : 5 0 0       1 0 . 1 . 0 . 2              E ST A B     n o n e
E SP SLB          E SP   8 0 . 2 0 0 . 4 9 . 2 1 7 : 0        1 0 . 1 . 0 . 2              E ST A B     n o n e
E SP SLB          E SP   2 1 7 . 1 3 6 . 1 3 2 . 2 0 2 : 0      1 0 . 1 . 0 . 3              E ST A B     n o n e

SLB-7 2 0 0 # c l e a r  i p s l b c o n n e c t i o n s  ?
f i r e w a l l f a r m C l e a r  c o n n e c t i o n s  f o r  a  f i r e w a l l f a r m
s e r v e r f a r m C l e a r  c o n n e c t i o n s  f o r  a  s p e c i f i c  s e r v e r f a r m
v s e r v e r C l e a r  c o n n e c t i o n s  f o r  a  s p e c i f i c  v i r t u a l  s e r v e r
<c r >

SLB-7 2 0 0 # s h  i p s l b r e a l s

r e a l                   f a r m  n a m e         w e i g h t   s t a t e           c o n n s
-------------------------------------------------------------------
1 0 . 1 . 0 . 2               H U BS             4        O P E R A T I O N A L    4
1 0 . 1 . 0 . 3               H U BS             4        O P E R A T I O N A L    1

For your
re f e re n c e
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interface Tunnel0
b and w id th  10000
ip ad d res s  10. 0. 2 5 5 . 2 5 4  2 5 5 . 2 5 5 . 0. 0
no  ip red irects
ip m tu 14 00
ip nh rp m ap  m ulticas t d y nam ic
ip nh rp netw o rk -id  1
ip nh rp h o ld tim e 3 6 00
tunnel s o urce L o o p b ack 0
tunnel m o d e g re m ultip o int
tunnel p ro tectio n ip s ec p ro file tp
cd p enab le
end

interface L o o p b ack 0
ip ad d res s  17 2 . 17 . 0. 1 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5
end

H u b T u nnel  conf ig u r a tion

interface F as tE th ernet0/ 0
ip ad d res s  10. 1. 0. { 2 , 3 }  2 5 5 . 2 5 5 . 2 5 5 . 0
interface F as tE th ernet0/ 1
ip ad d res s  10. 1. 1. { 2 , 3 }  2 5 5 . 2 5 5 . 2 5 5 . 0

M u s t  b e  s a m e  o n  a l l  h u b s
M a s k  a l l o w s  21 6 -2 n o de s

M u s t  b e  s a m e  o n  a l l  h u b s
M a s k  i s  / 3 2

P h y s i c a l  i n t e rf a c e  i p a ddre s s e s
u n i q u e  o n  e a c h  h u b
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Sp ok e tu nnel  conf ig u r a tion
� B asic DMVPN /  O DR  config uration

interface Tunnel0
ip ad d res s  1 0. 0. 0. 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ip nh rp m ap  1 0. 0. 2 5 5 . 2 5 4  1 7 2 . 1 7 . 0. 1
ip nh rp nh s 1 0. 0. 2 5 5 . 2 5 4
…

� R ememb er…
A ll the sp ok es have the sam e con figuration
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C u r r ent sta tu s – T u nnel  setu p
� We now  allow  sp ok es to

build  a DMVPN tun n el to a virtual hub
NH R P-register to their assign ed  hub

S p o k e s

S e rv e r L o a d B a l a n c e r

H u b s

S pok e 1 S pok e 2 S pok e 3 S pok e 4

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3
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Sp ok e r ou ting  conf ig u r a tion

interface Tunnel0
cd p enab le

ip ro ute 0. 0. 0. 0 0. 0. 0. 0 D ialer0
ip ro ute 19 2 . 16 8 . 0. 0 2 5 5 . 2 5 5 . 0. 0 10. 0. 0. 1
ip ro ute 10. 0. 0. 0 2 5 5 . 0. 0. 0 10. 0. 0. 1

Priv ate traffic  ( sum m ary )
� T unnel 0

T unnel pac k et � phy sic al
A c tiv ate O DR  ov er tunnel

S p ok e  A

19 2. 16 8 . 1. 1/ 29

P h ys i c a l :  ( d yn a m i c )17 2. 16 . 1. 1
T un n e l 0 :   10 . 0 . 0 . 11
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R edistrib ute
O DR  � B G P

S end inform ation to 
aggregation router

T unnel pac k et � phy sic al

A c tiv ate O DR  ov er tunnel

H u b R ou ting  P r otocol  conf ig u r a tion

interface Tunnel0
cd p enab le

ro uter o d r
d is trib ute-lis t 1 in

acces s -lis t 1 p erm it 19 2 . 16 8 . 0. 0 0. 0. 2 5 5 . 2 5 5

ro uter b g p 1
red is trib ute o d r
neig h b o r 10. 1. 1. 1 rem o te-as  1
neig h b o r 10. 1. 1. 1 nex t-h o p -s elf

• O nl y  al l ow  priv ate netw ork s in 
the routing tab l e

• Prev ents recursiv e routing
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H Q  n e t w o rk

H Q  E d g e B G P  conf ig u r a tion
ro uter b g p 1

no  s y nch ro niz atio n
b g p lo g -neig h b o r-ch ang es
ag g reg ate-ad d res s  10. 0. 0. 0 2 5 5 . 0. 0. 0 s um m ary -o nly
ag g reg ate-ad d res s  19 2 . 16 8 . 0. 0 2 5 5 . 0. 0. 0 s um m ary -o nly
neig h b o r H U B  p eer-g ro up
neig h b o r H U B  rem o te-as  1
neig h b o r 10. 1. 1. 2  p eer-g ro up  H U B
neig h b o r 10. 1. 1. 3  p eer-g ro up  H U B
neig h b o r < o th er h ub s > p eer-g ro up  H U B
no  auto -s um m ary

C l u s t e r o f  D M V P N  h u b s
A g g re g a t e s  u s e r t u n n e l sH u b s

A g g re g a t i o n  ro u t e r
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H Q  n e t w o rk
( 1 0 . 0 . 0 . 0 / 8 )

R u n s  O S P F – s e g m e n t  i n  a re a  1

E d g e r ou ter  O SP F  conf ig u r a tion
� O S PF  attracts traffic from  the H Q  � DMVPN
� F loatin g static route to Null0  d iscard s p ack ets to un con n ected  
sp ok es

ip r o u t e  19 2. 16 8 . 0 . 0  25 5 . 25 5 . 25 5 . 127  N u l l 0  25 4

r o u t e r  o s pf 1
r e d is t r ib u t e  s t a t ic
n e t w o r k  10 . 1. 2. 0  0 . 0 . 0 . 25 5  a r e a  1

10 . 1. 2. 0 / 24
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R ou t ing  pr ot ocol s
R ou t e P r opag at ion s poke � ag g r eg at ion

H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 0 . 8 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 0 . 2 4 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 0 . 1 6 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 8 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 0 . 2 4 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
B  1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B  1 9 2 . 1 6 8 . 0 . 8 / 2 9   � 1 0 . 1 . 1 . 3
B  1 9 2 . 1 6 8 . 0 . 1 6 / 2 9  � 1 0 . 1 . 1 . 2
B  1 9 2 . 1 6 8 . 0 . 2 4 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 0 . 1 6 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3
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H u b& Sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1
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L arg e S c ale
D M V PN
S p ok e – S p ok e
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Sh or tcu t sw itch ing
� S p ok e config urations g et a sing le ex tra line:

in terface T un n el0
ip n hrp shortcut !  � that’s it! !

� H ub  g et an ex tra line:
in terface T un n el0

ip n hrp red irect !  � that’s it! !
� S p ok es on a g iv en hub  w ill create direct tunnels
� S p ok es on different hub s w ill NO T create tunnels
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B a sic sp ok e-sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1
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B a sic sp ok e-sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

� �
�

�
�

� � �

� �

�
�

�

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1
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B a sic sp ok e-sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 9 2 . 1 6 8 . 1 . 0 / 2 9  � 1 7 2 . 1 6 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

� �
�

�
�

� � �

� �

�
�

�
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C r oss-h u bs sp ok e-sp ok e tu nnel s
� We w ant sp ok es to create direct tunnels ev en if they  

are on different hub s
� F or this,  w e link  the hub s v ia a DMVPN
� NO T a daisy  chain! ! !
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L ink ing  th e h u bs
interface Tunnel1
ip ad d res s  10. 1. 3 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
no  ip red irects
ip m tu 14 00
ip nh rp netw o rk -id  1
ip nh rp red irect
ip nh rp m ap  10. 1. 3 . 3  10. 1. 0. 3
tunnel s o urce F as tE th ernet0/ 1
end

S a m e  n e t w o rk  I D  a s  T u n n e l 0  ! !

S e n d i n di re c t i o n  n o t i f i c a t i o n s

1 0 . 1 . 2 . 0 / 2 4

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

10.1.1.0/ 2 4
.1 .3.2

T u n n el 1 :
1 0 . 1 . 3 . 3 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 2 / 2 4



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 93

R ou ting  a cr oss h u bs

� H ub s ex chang e their O DR  information directly  v ia B G P
� The ex chang e occurs ov er the inter-hub  DMVPN

ro uter b g p 1
neig h b o r 10. 1. 3 . 3  rem o te-as  1
neig h b o r 10. 1. 3 . 3  nex t-h o p -s elf

1 0 . 1 . 2 . 0 / 2 4

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

L oopb a c k:  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :   1 0 . 0 . 2 5 5 . 2 5 4 / 1 6

10.1.1.0/ 2 4
.1 .3.2

ro uter b g p 1
neig h b o r 10. 1. 3 . 2  rem o te-as  1
neig h b o r 10. 1. 3 . 2  nex t-h o p -s elf
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H u b& Sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1
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H u b& Sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

� �
�

�
�

� � �

� �

�
�

�
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H u b& Sp ok e p a ck et f l ow
H Q  n e t w o rk

S p o k e  1
1 9 2 . 1 6 8 . 0 . 0 / 2 9

S p o k e  2
1 9 2 . 1 6 8 . 8 . 0 / 2 9

S p o k e  4
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9

N H R P  t a b l e
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 0 . 0 . 0 . 3  � 1 7 2 . 1 6 . 3 . 1

R ou t i n g  t a b l e
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 1 . 1 . 3
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 1 . 2
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 1 . 3

S p o k e  3
1 9 2 . 1 6 8 . 1 6 . 0 / 2 9

Physical: 1 7 2 . 1 6 . 1 . 1
T u n n e l: 1 0 . 0 . 0 . 1

1 7 2 . 1 6 . 2 . 11 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 21 0 . 0 . 0 . 2

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 3 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

1 7 2 . 1 6 . 4 . 11 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 31 0 . 0 . 0 . 3

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 0 . 0 / 2 9   � 1 0 . 0 . 0 . 1
o 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 0 . 0 . 3
B 1 9 2 . 1 6 8 . 8 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 1 . 3 . 3
B 1 9 2 . 1 6 8 . 0 . 0  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

R ou t i n g  t a b l e
o 1 9 2 . 1 6 8 . 8 . 0 / 2 9   � 1 0 . 0 . 0 . 2
o 1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 0 . 0 . 0 . 4
B 1 9 2 . 1 6 8 . 0 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 1 6 . 0 / 2 9  � 1 0 . 1 . 3 . 2
B 1 9 2 . 1 6 8 . 0 . 0 / 1 6  � 1 0 . 1 . 1 . 1
B 1 0 . 0 . 0 . 0  � 1 0 . 1 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 0 . 2  � 1 7 2 . 1 6 . 2 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1

� �
�

�
�

� � �

� �

�
�

�

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1
1 0 . 0 . 0 . 1  � 1 7 2 . 1 6 . 1 . 1
1 9 2 . 1 6 8 . 1 . 0 / 2 9  � 1 7 2 . 1 6 . 1 . 1

N H R P  t a b l e
1 0 . 0 . 2 5 5 . 2 5 4  � 1 7 2 . 1 6 . 0 . 1
1 9 2 . 1 6 8 . 2 4 . 0 / 2 9  � 1 7 2 . 1 6 . 4 . 1
1 0 . 0 . 0 . 4  � 1 7 2 . 1 6 . 4 . 1
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Adding hubs
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L ink ing  th e h u bs – op tion 1
interface Tunnel1
ip ad d res s  10. 1. 3 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
.  .  .
ip nh rp m ap  10. 1. 3 . 3  10. 1. 0. 3
ip nh rp m ap  10. 1. 3 . 4  10. 1. 0. 4
ip nh rp m ap  10. 1. 3 . 5  10. 1. 0. 5
.  .  .
end

1 0 . 1 . 2 . 0 / 2 4

10.1.1.0/ 2 4
.1 .4.3

T u n n el 1 :
1 0 . 1 . 3 . 4 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 3 / 2 4

.2 .5

C reate a manual full mesh
Do the same w ith B G P…

T u n n el 1 :
1 0 . 1 . 3 . 5 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 2 / 2 4
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L ink ing  th e h u bs – op tion 2
interface Tunnel1
ip ad d res s  10. 1. 3 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
ip nh rp netw o rk -id  1
ip nh rp red irect
ip nh rp m ap  10. 1. 3 . 1 10. 1. 0. 1
ip nh rp nh s 10. 1. 3 . 1
end

1 0 . 1 . 2 . 0 / 2 4

10.1.1.0/ 2 4
.1 .4.3

T u n n el 1 :
1 0 . 1 . 3 . 4 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 3 / 2 4

.2 .5

U se the edg e router as
NH R P hub
U se the edg e as a R R

T u n n el 1 :
1 0 . 1 . 3 . 5 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 1 / 2 4

T u n n el 1 :
1 0 . 1 . 3 . 2 / 2 4
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L a r g e Sca l e D esig n Su m m a r y
� Virtually  lim itless scalin g w /  autom atic load  m an agem en t
� L oad  balan cin g A ND resilien ce
� Multip ly  p erform an ces by  n um ber of hubs

T unnel  creation rate,  speed,  m ax  S A ’s
� R esilien ce in  N+ 1
� No n eed  to touch the hubs w hile ad d in g a sp ok e
� A ll sp ok es have the sam e con figuration
� New  hubs can  be ad d ed / rem oved  on  the fly

B G P needs to b e tol d ab out the new  hub
E IG R P m ay b e used instead of  B G P � f ul l  autom atic
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S ession S u m m ary
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DMVPN p hase 3  NH R P/ C E F  E nhancements
1 2 . 4 ( 6 ) T onw ard

N A T  a n d  s t a t i c  P A T  n ow  s up p ort e dN A T / P A T  n o t  p o s s i b l e  i n  s p o k e -
s p o k e  d e s i g n s

N H R P  re s ol ut i on  re q ue s t s  f orw a rd i n g
� Si m p l i f i e d  h u b  n e t w o r k  d e s i g n
� I m p r o v e d  r e s i l i e n c y . 
� F a i l u r e  o f  s i n g l e  h u b  w i l l  n o t  a f f e c t  r e s t  o f   D M V P N  
n e t w o r k .

Co m p l e x  i n t e r c o n n e c t i o n  o f  H u b s  
t o  e x p a n d  D M V P N  Sp o k e -t o -
Sp o k e  N e t w o r k s .

P a c k e t s  C E F s w i t c h e d  v i a  h ub
� R e d u c e d  l a t e n c y  d u r i n g  c a l l  s e t u p .

D e l a y s  i n  s e t t i n g  u p  v o i c e  c a l l s  
b e t w e e n  s p o k e s . 

S h ort c ut  s w i t c h i n g  i n t rod uc e d
� R o u t e  s u m m a r i z a t i o n  n o w  p o s s i b l e
� H i g h e r  s c a l a b i l i t y

L a r g e  r o u t i n g  t a b l e s  a t  s p o k e s  
s o m e t i m e s  c a u s e d  n e t w o r k  
i n s t a b i l i t y . 

New  F eature &  A ssociated B enef itsPrev ious L im itation

For your
re f e re n c e
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Sh or t cu t  s w it ch ing
R ou t ing  pr ot ocol s  r ev is it ed

� O S PF  does not b ring  any thing  new
S am e req uirem en ts as in  p hase 2

� E I G R P can b e tuned to summariz e routes to sp ok es
Num ber of n eighbors d oes n ot in crease

� O DR can now  b e used for sp ok e-to-sp ok e config s
1 2 0 0  n eighbors p ossible

� R I P p assiv e can now  b e used for sp ok e-to-sp ok e
1 5 0 0  n eighbors p ossible

� Different p rotocols can b e used b etw een hub s and 
b etw een hub -sp ok e
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T r ou bl esh ooting  enh a ncem ents
� I O S  1 2 . 4 ( 9 ) T offers sig nificant troub leshooting  

enhancements to I Psec VPN’s
� There are more to come…

New er im ages w ill allow  even  better troubleshootin g
� better sup p ort can  be offered
� m ore aud acious n etw ork  can  be d ep loy ed  an d  fix ed
� foresee R A M an d  F lash ☺



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cP r e s e n t a t i o n _ I D 10 5

Q  and  A
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