
© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C C A  4 . 1 1

Prem Ananthakrishnan
T ec hnic al  M arketing  E ng ineer
N AC  Ap p l ianc e

Configuring Authentication, 
R ol es  and  S S O  on Cis co 
N AC Ap p l iance
F eb ruary  1 6  2 0 0 7



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C C A  4 . 1 2

Agenda

1 .  O v erv iew
2 .  Au thentic atio n M etho d s
3 .  Au tho riz atio n v ia R o l e-M ap p ing
4 . Ac tiv e D irec to ry  S S O



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C C A  4 . 1 3

Overview
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I dent i t y

� Identity is a crucial piece of any NAC solution.
� Identity confirm s W H O  Y O U  AR E ,  W H E R E  Y O U  AR E  
F R O M  and lets you enforce D IF F E R E NT IAT E D  
policies b ased on th e sam e.

� L ets you lev erag e ex isting  datab ases and inform ation 
to ach iev e th is.

� NAC w ith out identity is not scalab le and not dynam ic
� At a h ig h  lev el,  Identity is ach iev ed th roug h  

Authentication and Author iz ation
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Au t h ent i c at i o n

� Basic authentication is achieved by 
com m unicating  to an ex ter nal  database 
such as R adius,  L D A P  ser ver s or  a l ocal  
database on the C A M

� S ing l e S ig n O n can be used to l ever ag e 
an ex isting  authentication m echanism  
and hence avoid authenticating  a 
second tim e to the N A C  A p p l iance.  
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Au t h o r i z at i o n
� NAC Appliance ach iev es auth oriz ation b y m apping  
users into R oles. T h is can b e done dynam ically 
th roug h R O L E  M AP P I N G .  

P lacing  users in different roles is a v ery im portant piece 
of NAC appliance solution.

� It h elps prov ide differentiated enforcem ent lik e 
dynam ic V L AN assig nm ent ( O O B ),  dynam ic ACL s,  
dynam ic B andw idth  control 

� R ole m apping  h elps us treat users differently and 
apply differentiated NAC P olicies b ased on th e 
source netw ork ,  client O S ,  etc. E m ployers m ay b e 
treated differently v ersus Contractors w h o g et treated 
differently from  G uests 

Note: F or  O O B ,  d y n a m i c  A C L s a n d  B W  c on tr ol  a p p l y  on l y  f or  th e ti m e th e u s er  i s  I NL I NE  w i th  th e 
C A S  ( i . e d u r i n g  th e ti m e th e u s er  i s  on  th e A u th en ti c a ti on  V L A N)
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Authentication Methods
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O v er v i ew
Authentication mechanism and server is identified through Providers.
A new  p rovider can b e added b y  going to U ser M anagement > >  Auth S erver > >  N ew

Providers:-
� L ocal  authentication on the C AM  - Local DB
� G eneric L D AP sup p ort for Active D irectory ,  iPl anet,  eD irectory etc -LDA P
� S tandards b ased sup p ort for AC S ,  S teel b el t,  R S A ( AC E ) ,  I AS ,  F reeradius etc - R ad i u s
� S up p ort for other methods l ik e K e r b e r os ,  N T LM
� S ingl e S ign O n : V P N  S S O ,  A D S S O
� G uest U ser authentication methods – G uest B utton ( O ne-cl ick  authentication) ,  A llow  A ll ( N ame/ E mail

N ot e : F or certain p roviders,  I t may  b e imp ortant to ap p rove/ sel ect them on the U ser Pages section
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Authentication m ethods
L o c a l
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L o c al  D at ab as e
� U nder U ser M anag em ent > >  L ocal users ,  create a 
new  user and associate th e user to a R ole
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Add P r o v i der  t o  U s er  P ages
� E nsure your prov ider is selected in th e Adm inistrator 
> >  U ser P ag es > > Content section in one of th e 
follow ing  w ays

B y  c h oos i n g  y ou r  d ef a u l t P r ov i d er  a s  th e s er v er  y ou  w a n t to a u th en ti c a te a g a i n s t.  I n  th i s  ex a m p l e,  
th i s  i s  th e p r ov i d er  c a l l ed  L oc a l  D B

B y  c h ec k i n g  th e op ti on  f or  P r ov i d er  l a b el  a n d  th en  s el ec ti n g   th e a v a i l a b l e p r ov i d er s  a s  s h ow n .  
T h i s  op ti on  w i l l  b e u s ed  w h en  y ou  h a v e m or e th a n  on e ex ter n a l  d a ta b a s e to a u th en ti c a te 

a g a i n s t.  U s er s  w i l l  p i c k  th e d a ta b a s e th ey  h a v e to l og  i n to
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L o c al  D at ab as e
� U ser log s in and is seen on th e O nline U ser L ist w ith  
th e P rov ider Nam e as L ocal D B
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Authentication m ethods
L D A P
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LDAP Basics
L ig htw eig ht D ir ector y  Acces s  P r otocol ,  or L D AP ,  is a netw ork ing  protocol for q uerying  and m odifying  directory serv ices running  ov er T CP / IP .

� Client-serv er arch itecture. L D AP  Client talk s to D irectory S erv ices S erv er  such  as Activ e D irectory,  e-D irectory,  iP lanet
� M S  Activ e D irectory serv ices supports b eing  q ueried b y L D AP
� L D AP  is p r ef er r ed  m ethod for auth entication and Auth oriz ation w ith  AD
� L D AP  q uer ies are used to g et attrib utes associated w ith  a user such  as g roup th at h e b elong s to,  sh ares h e can access,  em ail address,  ph one num b er etc.
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Configure LDAP Provider
� U ser M anag em ent > >  Auth  S erv ers > >  New  - L D AP
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How LDAP Query works
1 )  Admin B ind to connect

Search Admin DN is : CN=Administrator, CN=Users, DC=WIN2K3SERVER, DC=L O CAL
P assw ord = x x x x x x x

- S erver can n ot al l ow  any one to j ust connect w ith L D AP and q uery  it
- S o,  w e B I N D  to server b y  using the credential s for an Account that has p rivil eges to B ind and Q uery .

2 )  U se F il ters to search for user w ho is authenticating:-
- W here to S tart search – S earch B ase C ontex t

DC=WIN2K3SERVER, DC=L O CAL

- W hat naming attrib ute to search – S earch F il ter attrib ute
sAMAccou ntName=$u serid$

3 )  B ind again now  as that user:- Perform authentication w ith user p rovided p assw ord and fetch a l ist of al l  Attrib utes – T h e s e  w i ll b e  t h e n  u s e d  f or  M ap p i n g  U s e r s  t o R ole s  – ( S e e  R ole  M ap p i n g  lat e r )
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T ip s
Di s t i n g u i s h e d  N am e  ( DN ) :    Mea n s  th e c om p l ete p a th .  
� G ood  a n a l og y  w i l l  b e to th i n k  of  D N a s  F Q D N
� Search Admin DN i s  c om p l ete p a th  to th e A c c ou n t u s ed  f or  i n i ti a l  b i n d  ( to b eg i n s ea r c h )

I n  o u r  e x a m p l e  :  S e a r c h  A d m i n  D N  i s  :  C N = A d m i n i s t r a t o r ,  C N = U s e r s ,  D C = W I N 2K 3P U B L I C ,  D C = L O C A L
� Search B as e C o nt ex t  ( B as e DN) i s  c om p l ete P a th  to th e p a r t of  th e tr ee w h er e y ou  w a n t to b eg i n  s ea r c h .

I n  o u r  e x a m p l e :  B a s e  D N  i s :  DC=WIN2K3PUBLIC, DC=LOCAL

S e ar ch  F i lt e r  A t r r i b u t e ( N am i n g  A t t r i b u t e ) :
T h i s  i s  th e a ttr i b u te b a s ed  on  w h i c h  th e S ea r c h  w i l l  b e c on d u c ted .
� T h i s  c a n  b e a n y  a ttr i b u te i n  th e L D A P  tr ee.   C om m on  ex a m p l es  a r e l og i n  n a m es ,  d i s p l a y  n a m es ,  em a i l -a d d r es s es ,  P h on e etc
� T h e i n f or m a ti on  u s er  p r ov i d es  to a u th en ti c a te w i l l  b e u s ed  to s ea r c h  th e d i r ec tor y .  F or  . eg – I f  U s er  p r ov i d es  u s er n a m e “tes t”,  th e q u er y  w i l l  s ea r c h  th e L D A P  tr ee f or  a n  a c c ou n t th a t h a s   F i l ter -a ttr i b u te v a l u e =  tes t.
� M os t c om m on  S ea r c h  F i l ter  A ttr i b u te f or  W i n d ow s  A D  i s  s A M A c c ou n tNa m e.  T h i s  a ttr i b u te s tor es  th e l og i n  I D  of  u s er .  

U s e T ool s  s uch as  AD S I  E d it ( Activ e D ir ector y  S up p or t T ool s )  and  L D AP  b r ow s er
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U s e LDAP B row s er ( w w w . l da p b row s er. c om )
S earch B ase C ontex t S earch Admin D N
( B ase D N )
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AD S I  E di t  t o  o b t ai n Adm i n/ B as e D N
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At t r i b u t es  f o r  S ear c h  F i l t er
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Au t h  T es t  - L D AP
P erform  Auth  T est ag ainst th e L D AP  prov ider to confirm  
auth entication w ork s – U ser M anag em ent > >  Auth  
S erv ers > >  Auth  T est

If Auth  T est fails,  th en g o b ack  and ch eck  your Adm in 
D N,  S earch  b ase contex t and search  filter.
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Add P r o v i der  t o  U s er  P ages
� E nsure your prov ider is selected in th e U ser P ag es 
section in one of th e follow ing  w ays

B y  c h oos i n g  y ou r  d ef a u l t P r ov i d er  a s  th e s er v er  y ou  w a n t to a u th en ti c a te a g a i n s t.  I n  th i s  ex a m p l e,  
th i s  i s  th e p r ov i d er  c a l l ed  L D A P

B y  c h ec k i n g  th e op ti on  f or  P r ov i d er  l a b el  a n d  th en  s el ec ti n g   th e a v a i l a b l e p r ov i d er s  a s  s h ow n .  
T h i s  op ti on  w i l l  b e u s ed  w h en  y ou  h a v e m or e th a n  on e ex ter n a l  d a ta b a s e to a u th en ti c a te 

a g a i n s t.  U s er s  w i l l  p i c k  th e d a ta b a s e th ey  h a v e to l og  i n to
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Authentication m ethods
R a d iu s
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R adi u s  Au t h ent i c at i o n
� M ultiple R adius serv ers can b e specified for fallb ack
� M apping  can b e done b ased on R adius Attrib utes 
( S ee R ole M apping  later)

U s er  M anag em ent > >  Auth S er v er s  > >  N ew  - R ad ius



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C C A  4 . 1 25

R adi u s  Au t h ent i c at i o n
� S etup th e CAM  as NAS / AAA client on R adius serv er. 
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Au t h  T es t  - R adi u s
Perform Auth Test against the Radius provider to confirm 

authentication/mapping w ork s – U ser M anagement > >  Auth 
S ervers > >  Auth Test

I f Auth Test fail s,  then go b ack  and check  y our S hared secret,  
Radius server I P.
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Add P r o v i der  t o  U s er  P ages
� E nsure your prov ider is selected in th e U ser P ag es 
section in one of th e follow ing  w ays

B y  c h oos i n g  y ou r  d ef a u l t P r ov i d er  a s  th e s er v er  y ou  w a n t to a u th en ti c a te a g a i n s t.  I n  th i s  ex a m p l e,  
th i s  i s  th e p r ov i d er  c a l l ed  L D A P

B y  c h ec k i n g  th e op ti on  f or  P r ov i d er  l a b el  a n d  th en  s el ec ti n g   th e a v a i l a b l e p r ov i d er s  a s  s h ow n .  
T h i s  op ti on  w i l l  b e u s ed  w h en  y ou  h a v e m or e th a n  on e ex ter n a l  d a ta b a s e to a u th en ti c a te 

a g a i n s t.  U s er s  w i l l  p i c k  th e d a ta b a s e th ey  h a v e to l og  i n to
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Authentication m ethods
K erb ero s  a n d  N T L M
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K er b er o s
� Can b e used ag ainst Activ e D irectory or any K erb eros 
serv er

� P ure Auth entication O NL Y . Cannot perform  Attr ib ute 
b as ed role m apping  lik e L D AP / R adius. H ence not 
preferred.

� M ak e S ure K erb eros R E AL M  is in CAP S
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Au t h  T es t  - K er b er o s
P erform  Auth  T est ag ainst 
K erb eros prov ider to confirm
auth entication w ork s

K erb eros is CL O CK
sensitiv e. M ak e sure tim e
on CAM  is synch roniz ed
w ith  K erb eros serv er ( D C)

CAM can be synchronized with NTP server under CCA Manager >> System  Tim e >> 
Tim e Servers
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N T L M
� U sed w ith  old W indow s NT  serv ers w h ich  do NO T  
support Activ e D irectory

� U ses Netb ios-S ession for Auth entication
� P ure Auth entication O NL Y . Cannot perform  Attr ib ute 

b as ed role m apping  lik e L D AP / R adius. H ence not 
preferred.
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Au t h  T es t  - N T L M
P erform  Auth  T est ag ainst th e NT L M  prov ider to confirm  
auth entication/ m apping  w ork s – U ser M anag em ent 
> >  Auth  S erv ers > >  Auth  T est
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Add P r o v i der  t o  U s er  P ages
� E nsure your prov ider is selected in th e U ser P ag es 
section in one of th e follow ing  w ays

B y  c h oos i n g  y ou r  d ef a u l t P r ov i d er  a s  th e s er v er  y ou  w a n t to a u th en ti c a te a g a i n s t.  I n  th i s  ex a m p l e,  
th i s  i s  th e p r ov i d er  c a l l ed  NT L M

B y  c h ec k i n g  th e op ti on  f or  P r ov i d er  l a b el  a n d  th en  s el ec ti n g   th e a v a i l a b l e p r ov i d er s  a s  s h ow n .  
T h i s  op ti on  w i l l  b e u s ed  w h en  y ou  h a v e m or e th a n  on e ex ter n a l  d a ta b a s e to a u th en ti c a te 

a g a i n s t.  U s er s  w i l l  p i c k  th e d a ta b a s e th ey  h a v e to l og  i n to
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Authentication m ethods
S S O ( V P N  a n d  A D )
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V P N  and AD  S S O
V P N  S S O  
� U ses R adius Accounting .
� Applies to b oth  Ag ent and Ag entless users
h ttp: / / w w w .cisco.com / en/ U S / products/ ps6 1 2 8 / products_ c
onfig uration_ ex am ple0 9 1 8 6 a0 0 8 0 7 4 d6 4 1 .sh tm l

AD  S S O  
� B ased on K erb eros ( U ses W indow s Credentials to log  
you on to NAC Appliance

� R eq uires use of Clean Access Ag ent
� Cov ered in detail later in S ection 4
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Authentication m ethods
G u es t
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G u es t  Au t h ent i c at i o n M et h o ds
G ues t B utton ( O ne-C l ick  Authentication)
� U ser click s “G uest” b utton on b row ser and g ets 
auth enticated. 

� P laced in a G uest role autom atically

Al l ow  Al l  ( E m ail  Ad d r es s / N am e b as ed  authentication)
� Can accept em ail/ Nam e from  user to allow  log in.
� P rov ides inform ation for log g ing  purposes.
� U ses th e Allow  All P rov ider to ach iev e th is
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G u es t  B u t t o n:  C o nf i gu r e U s er  P ages
� S elect th e G uest L ab el under Adm inistration > >  U ser 
pag es > >  E dit > >  Content

� T h is w ill ensure th at th e G uest B utton is displayed to 
th e user w h en th ey open th e b row ser as sh ow n b elow
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G u es t  B u t t o n:  C r eat e G u es t  R o l e
� T h ere sh ould b e a default “L O CAL ” account on th e 
CAM  w ith  th e usernam e as “g uest” and passw ord as 
“g uest”

� T h e g uest b utton uses th is usernam e and passw ord 
in effect to log in

� Create a new  role for G uests say “g uest_ role” ( U ser 
M anag em ent > >  U ser R oles > >  New  role) and 
associate g uest account to th at role.
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G u es t  B u t t o n:  C r eat e R o l e and Ap p l y
� C reate a new  rol e for G uests say  “guest_ rol e” ( U ser 

M anagement > >  U ser Rol es > >  N ew  rol e)  and associate guest 
account to that rol e.

� Y ou can appl y  AC L s,  B W  control ,  G uest V L AN *** on the 
guest_ rol e so that it appl ies O N L Y  to guest users.   

� G uest users show  up on onl ine user l ist as b el ow

Note: Dynamic guest VLAN applies to OOB only. AC Ls,  BW  contr ol on C AS  
apply only w h en tr af f ic is passing th r ough  th e C AS
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Al l o w  Al l :  C o nf i gu r e P r o v i der
� Add a new  Auth  P rov ider of th e type “Allow  All” and 
assig n it to th e g uest role

� O n Adm inistration> > U ser P ag es> > Content,  renam e 
“U sernam e L ab el” to E -m ail-address as sh ow n. Also,  
unch eck  th e P assw ord L ab el b ox  and pick  th e D efault 
P rov ider as th e G uestnet as config ured ab ov e
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Al l o w  Al l  :  U s er  l o gi n P age
� T h e end user w ill now  see a screen as follow s w h en 
h e opens up th e b row ser

� U ser sh ow s up in th e online U ser list w ith  th e em ail 
address w h at w as entered
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A u t h o riz a t io n  via  R o l e M a p p in g
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Author iz ation v ia R ol e Map p ing
T y p es
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D y nam i c  R o l e M ap p i ng
� D ynam ic R ole m apping  is a v ery im portant piece.
� R ole m apping  can b e used to place users into 
different R oles b ased on w h eth er th ey are an 
E m ployee O R  Contractor O R  G uests

� Auth oriz ation such  as D ynam ic V L AN assig nm ent 
( O O B ),  T raffic F ilters,  D ifferentiated P olicies ( AV  
rules,  H otfix es etc) are applied b ased on th e final 
R ole th e user is placed on 

� T h ere are 2  types of D ynam ic R ole m apping
1 ) S ource V L AN b ased R ole M apping
2 ) Attrib ute b ased R ole m apping  ( R adius/ L D AP / S S O )
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Author iz ation v ia R ol e Map p ing
S o u rc e V L A N
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S o u r c e V L AN  b as ed R o l e M ap p i ng
� Applies to All Auth  P rov iders
� Can place users into roles b ased on th e Incom ing  or 
source V L AN of th e traffic

� E .g . If th e user is com ing  from  B uilding  A ( V L AN 1 2 0  
O R  V L AN 2 3 0 ) place h im  in R oleA. If h e is com ing  
from  B uilding  B  ( V lan 6 0 0 ),  place h im  in R oleB .

� NAC Appliance w ill read th e V L AN tag  on th e 
incom ing  pack et and m ak e a decision

� U nder U ser M anag em ent > >  Auth  S erv er > >  M apping  
R ules,  click  on “Add m apping  rule under your prov ider
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Add C o ndi t i o n
� S elect Condition T ype =  V L AN ID  and add th e 
condition for S ource V L AN= 1 2 0  as follow s 

� T h is condition appears b elow  as follow s

� S im ilarly add a condition for V L AN 2 3 0

� Net result look s as b elow :
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C o m p o u nd c o ndi t i o ns
� Now Use compound to combine the conditions

� C ompounded condition is a s f ol l ows

� Now pick  the r ol e y ou wa nt to a ppl y  this to ( R ol eA )  a nd 
cl ick  A dd M a pping .  Note the R ul e E x pr ession.
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M u l t i p l e c o ndi t i o ns
� F ollow ing  sim ilar steps for R ole B ,  S ource V L AN= 6 0 0  
as follow s 
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C o nf i r m  M ap p i ng v i a Au t h  T es t
� P erform  Auth  test b y including  th e V L AN ID  to confirm  
� N ote:  S ucces s  of  Auth tes t ( w ith V L AN  I D )  as  

s how n b el ow  d oes  not m ean the m ap p ing  w il l  
s ucceed  w ith r eal  us er s .  T his  is  j us t a tes t f r om  
C AM .  T r ue r es ul t w il l  b e k now n w hen the C AS  
s ees  a 8 0 2 . 1 Q  V L AN  tag  on the incom ing  p ack et.  
F or  that,  m ak e s ur e y our  s w itch conf ig ur ation is  
cor r ect and  tag g ing  p ack ets  ap p r op r iatel y .
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D ef au l t  R o l e
� M apping  Conditions are parsed lik e Access L ists to 
look  for th e first m atch .

� If none of th e m apping  conditions are m et,  th e user 
w ill b e placed in th e D ef aul t R ol e as defined on th e 
P rov ider config urations pag e ( T h ink  of it as im plicit 
policy on your ACL )

� In our ex am ple,  if th e source V L AN is NO T  1 2 0 , 2 3 0  
or 6 0 0 ,  th en none of th e m apping s w ill m atch . H ence,  
user w ill b e placed in th e “E m ployee R ole” as th is is 
th e default role on th e P rov ider profile
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Author iz ation v ia R ol e Map p ing
A t t rib u t e B a s ed
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At t r i b u t e b as ed R o l e M ap p i ng
� Applies to R adius,  S S O  ( V P N/ AD ) L D AP  prov iders.
� Can place users into roles b ased on th e v alue in a 
R adius or L D AP  Attrib ute after auth entication

� E .g . If th e L D AP  attrib ute “m em b erO f” h as a v alue 
“Adm inistrators”,  place user in a “IT S taff” R ole. If th e 
v alue contains “U sers”,  place in “E m ployee” role.

� S im ilarly,  If th e R adius Class attrib ute h as v alue 
“Contractor”,  place user in “R estricted” role. 
O th erw ise,  default to “E m ployee” R ole.

� U nder U ser M anag em ent > >  Auth  S erv er > >  M apping  
R ules,  click  on “Add m apping  rule under your prov ider
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L D AP  :  C r eat e C o ndi t i o n
� S elect Condition T ype =  Attrib ute and add th e 
condition for m em b erO f Attrib ute as follow s. 

� P lease note th at th e Attrib ute Nam e and V alue are 
case sensitiv e

� T h is condition appears b elow  as follow s :
.
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L D AP  :  Ap p l y  t o  R o l e
� Now  pick  th e role you w ant to apply th is to ( IT  S taff) 
and click  Add M apping . Note th e R ule E x pression
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L D AP  :  C r eat e ano t h er  m ap p i ng
� F ollow ing  sim ilar steps for E m ployee R ole,  Attrib ute 
V alue =  U sers as follow s 
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C o m p o u nds  c an b e u s ed agai n
� P lease note th at com pound statem ents ( AND / O R ) 
b etw een conditions can also b e used IF  necessary to 
ach iev e m apping s
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L D AP  Au t h  T es t  - Adm i ni s t r at o r
� U ser “Adm inistrator” is m em b er of Adm inistrators 
g roup in AD

� H e is placed in “IT  S taff” role b ased on m apping
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L D AP  Au t h  T es t  - U s er
� U ser “P rem ” is a m em b er of U sers g roup in th e Activ e 
D irectory.

� H ence,  th is user is placed in th e “E m ployee” role 
b ased on R ole M apping
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L D AP  D ef au l t  R o l e
� U ser sinb ad2  is neith er a part of Adm inistrators g roup 
O R  th e U sers g roup. 

� H ence,  b ased on th e “D efault R ole” defined on th e 
L D AP  prov ider,  h e is placed in th e “U nauth enticated 
R ole”
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R adi u s  :  C r eat e C o ndi t i o n
� S elect Condition T ype =  Attrib ute and select a 
S tandard ( IE T F ),  or V endor specific R adius attrib ute. 

� In th is ex am ple w e w ill use th e “Class Attrib ute ( 2 5 )”

� CAM  w ill look  for th is Attrib ute and corresponding  
v alue in th e R adius Access-Accept pack et. It w ill th en 
b e com pared ag ainst w h at is config ured on th e CAM .

� T h is condition appears b elow  as follow s :
.
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R adi u s  :  Ap p l y  t o  R o l e
� Now  pick  th e role you w ant to apply th is to 
( R estricted) and click  Add M apping . Note th e R ule 
E x pression
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R adi u s :  Au t h  T es t
� O n th e R adius S erv er,  Class Attrib ute is set on th e 
“Contractors” g roup as sh ow n

� U ser “L oren” is a m em b er of Contractors g roup
� H ence,  th is user is placed in th e “R estricted” role 
b ased on R ole M apping
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R adi u s  :  D ef au l t  R o l e
� U ser P rem  is a reg ular E m ployee. T h ere is NO  class 
attrib ute set for E m ployees.

� H ence,  b ased on th e “D efault R ole” defined on th e 
R adius prov ider,  h e is placed in th e “E m ployee R ole”
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C o m p o u nds  and O r der  o f  P r o c es s i ng
� Ag ain,  please note th at m ultiple conditions and 
com pound statem ents ( AND / O R ) b etw een conditions 
can also b e used IF  necessary to ach iev e m apping s

� T h e m apping s are processed in th e order or priority 
( j ust lik e ACL s).

� W h en a m atch  is found – U ser is m apped into th at 
R ole.

� P riority can b e ch ang es b y using  th e arrow s                     
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R o l e M ap p i ng f o r  AD  S S O  and V P N  S S O
AD  S S O
� R ole M apping  for AD  S S O  is identical to th at of 
L D AP .

� Y ou w ill need to config ure L ook up S erv ers under 
( Auth  S erv ers > >  L ook up S erv ers to do a look up 
using  L D AP ). T h is look up serv er w ill th en b e 
connected to AD  S S O  P rov ider

V P N  S S O
R ole M apping  for V P N S S O  is identical to th at of R adius.
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Activ e D ir ector y  S S O
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W i ndo w s  AD  S S O  O v er v i ew
� W indow s S S O  is th e ab ility for CCA to autom atically 
auth enticate users already auth enticated to a b ack end 
K erb eros D om ain Controller

� S upported on Clients running
W in2 0 0 0  S P4
W inX P ( H ome/Pro) ,  W in V ista ( 4 . 0 . x )   and l ater

� S upport on Activ e D irectory running
W in2 0 0 0  S P4
W in2 0 0 3  S P1  S tandard and E nterprise E dition
W in2 0 0 3  E nterprise R2

� R eq uir es  the C l ean Acces s  Ag ent 4 . 0 . 0 . 1  or  ab ov e
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W i ndo w s  S S O  P r o c es s
� C l ient and the C AS  b oth have an account on the AD

C l ient l ogs onto W indow s AD  ( or cached credential s)
� C redential s are sent to the AD ,  AD  authenticates and give a Tick et 

G ranting Tick et ( TG T)  to the cl ient
The C l ean Access Agent on the cl ient ask s the cl ient for a 
S ervice Tick et ( S T)  w ith the C AS  username to communicate 
w ith the C AS
The cl ient req uests a S T from the AD .  AD  gives the S T to the 
cl ient,  the cl ient give this S T to the agent

� The agent is now  ab l e to communicate w ith the C AS
The C AS  sends b ack  pack ets and mutual l y  authenticates the 
cl ient

� The cl ient uses this information to sign the cl ient onto C l ean 
Access and hence S S O  authentication tak es pl ace

� F or additional  user rol e mapping,  configure a L D AP l ook up server
w ith attrib utes mapping
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G et  s t ar t ed
� W indow s S S O  is supported in AD  env ironm ent only. 
W in NT  env ironm ent is not supported.

� S etup CAS  U ser account ( ccasso) on D om ain 
Controller. B asic user account is sufficient. No special 
rig h ts req uired.F or details refer to CAM  G uide: - P g  1 6 9 -
1 7 2  ( 7 -2 3  th roug h  7 -2 7 ). In th is case,  
usernam e= ccasso,  passw ord= cisco1 2 3
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S et u p  AD  S S O  p r o v i der

� The L D AP l ook up server is needed onl y  if they  w ant to do M apping
rul es for AD  S S O ,  so that after AD S S O ,  the users w il l  b e pl aced in 
rol es b ased on AD  attrib utes.  This is N O T needed to get b asic 
S S O  w ork ing ( w ithout Rol e mapping)

� Y ou cannot do an Auth test to any  S S O  provider.  H ence,  testing 
must b e done w ith a test PC  
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W h at  i s  K T P AS S ?
� CAS  need to prov ide a serv ice called S S O .
� If CAS  w as a W indow s S erv er,  w e w ould h av e created 
a S erv ice Account

� S ince CAS  is running  L inux ,  w e need to estab lish  K R B  
P re-auth entication b etw een CAS  and D C so th at D C 
can trust th e CAS

� R unning  K T P AS S  on D C is a step tow ards 
auth enticating  CAS  to th e D C so th at CAS  can start a 
dom ain b ased serv ice called AD  S S O .

� K T P AS S .E X E  is a F R E E  M icrosoft prov ided tool 
av ailab le as a part of W indow s 2 K / 2 K 3  support tools. 
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C o i ni ng t h e K T P AS S  c o m m and

k tp ass -p rinc ccasso/ PreM-vM-2 0 0 3 .win2 k 3 p ubl ic.l ocal @WIN2K3PUBLIC.LOCAL -m ap userccasso –p ass Cisco1 2 3  -out c:\test.k eytab -p typ e K R B 5 _ NT_ PR I NCI PAL  + D esO nl y

U s er Acco u nt  P ro p ert ies C o nt ro l  P anel  ->  Sy s t em

CONV E R T
T O CAPIT ALS
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R u n K T P as s o n t h e D C

C:\Program  F il es\Sup p ort Tool s>k tp ass.ex e -p rinc ccasso/ PreM-vM-2 0 0 3 .win2 k 3 p ubl ic.l ocal @WIN2K3PUBLIC.LOCAL -m ap user ccasso -p ass Cisco1 2 3  -out C:\test.k eytab -p  typ e K R B 5 _ NT_ PR I NCI PAL  + D esO nl y
Targeting dom ain control l er: PreM-vM-2 0 0 3 .win2 k 3 p ubl ic.l ocal
Successf ul l y m ap p ed ccasso/ PreM-vM-2 0 0 3 .win2 k 3 p ubl ic.l ocal  to ccasso.
K ey created.
O utp ut k eytab to C:\test.k eytab:
K eytab version: 0 x 5 0 2
k eysize 8 4  ccasso/ PreM-vM-2 0 0 3 .win2 k 3 p ubl ic.l ocal @W I N2 K 3 PU B L I C.L O CAL  p typ e 1  ( K R B 5 _ NT_ PR I NCI PAL )  vno 3  etyp e 0 x 3  ( D E S-CB C-MD 5 )  k eyl ength 8  ( 0 x 1 c1 5 f 8 9 b1 af 1 8 5 f 7 )  
Account ccasso h a s  b e e n  s e t  f o r  D E S -o n l y  e n c r y p t i o n .



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C C A  4 . 1 76

R u n K T P as s o n t h e D C
� W hen running k tpass it is important to note that the computer 

name that al w ay s fal l s b etw een the “/” and the “@” highl ighted in 
red b el ow  matches “C AS E  B Y  C AS E ” to the name of the D C  as it 
w oul d appear under C ontrol  Panel  > >  S y stem > >  C omputer N ame 
> >  F ul l  C omputer N ame on the D C

� Al so,  do mak e sure that the real m name that appears after @ 
highl ighted in b l ue b el ow  is al w ay s in C API TAL S .

C:\P r o g r a m  F i l e s \S u p p o r t  T o o l s > k t p a s s . e x e -p r i n c c c a s s o / P r e M -v M -
2 0 0 3 . w i n 2 k 3 p u b l i c . l o c a l @WIN2K3PUBLIC.LOCAL -m a p u s e r
c c a s s o -p a s s  Ci s c o 1 2 3  -o u t  C:\t e s t . k e y t a b -p  t y p e  
K R B 5 _ N T _ P R I N CI P A L  + D e s O n l y

� I f the command is run incorrectl y  w ith w rong parameters,   then 
pl ease del ete the “ccasso” account > >  Recreate the account > >  
and run K TPAS S  al l  over again.
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S S O  Configura t ion on t h e CAS : -
CCA Servers>>Manage>>Authentication>>Windows Auth>>Active Directory  
SSO
1 ) Active D irectory  D omain =  W I N 2 K 3 PU B L I C . L O C AL  =  N eeds to b e in 

C API T AL S
2 )     M ak e sure F Q D N  matches C AS E  b y  C AS E  as  i t  ap p e ar s  u n d e r  u n d e r

“C ontrol  Panel  >  S y stem >  C omp uter N ame |  F ul l  comp uter name on  
t h e  A D s e r v e r  m ach i n e  ( DC ) ”

3 )     Active D irectory  S erver ( F Q D N )  – Pl ease mak e sure that C AS  can 
resol ve this name via D N S .  T his fiel d cannot b e an I P address.  I n this 
ex amp l e,  l og on to C AS  via S S H  and do “nsl ook up p rem-vm-
2 0 0 3 . w in2 k 3 p ub l ic. l ocal ” and mak e sure it  resol ves successful l y
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S S O  S er v i c e s t ar t ed
� Pl ease confirm that S S O  service has b een started as show n  under C C A 
S ervers> > M anage> > S tatus

Al so confirm that the C AS  is now  l istening on T C P 8 9 1 0  ( U sed for W indow s 
S S O )

� [ root@ cs-ccas0 2  ~ ] #  netstat -a |  grep 8 9 1 0
tcp 0       0  * :8 9 1 0                       * :*
L I S T E N
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C o u l d no t  s t ar t  t h e S S O  s er v i c e

� S tarting  of S S O  serv ice is purely b ased on 
com m unication b etw een CAS -D C. Noth ing  to 
troub lesh oot on client P C

� Ch eck  to m ak e sure K T P ass h as b een run correctly. 
Im portant to ch eck  th e fields as m entioned earlier. If 
K T pass w as run incorrectly,  delete th e account and 
create a new  account on AD  and run K T P ass ag ain

� M ak e sure tim e on CAS  is synch roniz ed w ith  th e D C. 
T h is can b e done b y pointing  th em  b oth  to th e sam e 
tim e serv er O R  b y j ust pointing  th e CAS  to th e D C itself 
( D C runs W indow s tim e). K erb eros is sensitiv e to clock  
and sk ew  cannot b e g reater th an 5  m inutes ( 3 0 0  secs)

� M ak e sure Activ e D irectory D om ain is in CAP S  and 
CAS  can resolv e F Q D N in D NS .
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C o u l d no t  s t ar t  t h e S S O  s er v i c e

� L og in to CAS  directly as h ttps: / / < CAS -IP > / adm in. T h en 
click  on S upport L og s and ch ang e th e log g ing  lev el for 
Activ e D irectory com m unication log g ing  to “INF O ”. 
R ecreate prob lem  and dow nload support log s.

� Take a look at the / p er f i g o/ log s / p er i f g o-r ed i r ec t-
log 0 . log . 0  log  f i le.  

� Thi s  s hou ld  g i v e y ou  er r or  i n f o.
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O p en P o r t s  t o  D C
� O pen a ppr opr ia te por ts to the D C
� F or  testing ,  a l wa y s open compl ete a ccess to D C .  T hen,  once y ou g et S S O  wor k ing  y ou ca n tie it down to specif ic por ts

� S pecif ic por ts f or  A D  S S O  tha t need to be opened in the una uthentica ted r ol e a r e indica ted in the C A M  A dministr a tor  G uide.
� L og in into the P C  using  W indows doma in cr edentia l s.  
� M a k e sur e y ou a r e l og g ing  into the doma in ( not L oca l  A ccount)
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C l i ent  s ees  Agent  p er f o r m i ng S S O
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S S O  c o m p l et ed
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S S O  U s er  s een o n O nl i ne U s er  l i s t
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S S O  S ervic e is  s t a rt ed,  b ut  c l ient  is  not  doing 
S S O
� This is usual l y  due to some communication issue b etw een the 

D C /cl ient PC  or b etw een cl ient PC  and the C AS
� M ak e sure are cl ient does have K erb eros k ey s –i. e confirm that 

y ou are l ogged into domain
� C onfirm that  ports are open to the D C  so that the cl ient can 

connect.  
� G et agent l ogs,  G et l ogs on the C AS   and w ork  w ith TAC
� Al so confirm C AS  is l istening on port 8 9 1 0 .  An sniffer trace on the 

cl ient PC  w il l  al so hel p
� M ak e sure C C A Agent is 4 . 0 . 0 . 1  or higher.
� M ak e sure the user is actual l y  l ogged in using the domain 

account and not using the l ocal  account.
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K er b t r ay
Kerbtray c an  be u s ed  to
C o n f i m th at th e c l i en t h as
O btai n ed  th e Kerbero s
T i c k ets  ( T G T  an d  S T )
O u r c o n c ern  i s  th e S T  
A l s o  k n o w n  as  S erv i c e 
T i c k et,  w h i c h  i s  f o r th e 
C A S  A c c o u n t th at w e c reated
O n  th e D C

Kerbtray i s  a f ree to o l  av ai l abl e
F ro m  M i c ro s o f t S u p p o rt to o l s .  I t
C an  al s o  be u s ed  to  p u rg e th e Kerbero s
T i c k ets  o n  a c l i en t m ac h i n e.

A  g reen  Kerbtray I c o n  o n  th e s ys tem
T ray i n d i c ated  th at c l i en t h as  ac ti v e Kerbero s
T i c k ets .  H o w ev er,  u  n eed  to  c h ec k  to  s ee
I f  th at ti c k et i s  c o rrec t ( v al i d )  f o r C A S  ac c o u n t
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Additional  R esour ces:
W e b :  h t t p : / / w w w .c i s c o .c o m / g o / n a c / a p p l i a n c e
E m a i l :   c c a -q u e s t i o n s @ c i s c o .c o m
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