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Under PFS GUI or similar Fabric Manager pages: 

 

Go to Access Control: 

Enter TACACS server information. Important: 

Key value must the same as shared secret configured on the server.  

Service must be configured as “system” (service is not configurable on the server side) 

 

 

Add  “TACACS” Authentication and assign it as higher priority than “Local” users. 

 

 

The following priority is local 1st and may not work for TACACS+: 



 

 

Configure user roles. These should match with those on TACACS shell profile string. For example, if user role is 

“limited_user_role”, then TACACS shell ACL should use “groups=limited_user_role”. 

Note: “admin” role is already built-in on PFS and does not need to be configured. In many deployments built-in admin 

role is sufficient for TACACS+ implementation. 

 

 



 

 

 

 

 

 

 

Enable TACACS+ device admin service on ISE: 



 

 

Create Identity user group if needed: 

 

 

Create user identities. Assign to user groups if needed. 



 

 

 

Assign network resources. Secret should match value on PFS: 

 

 

Under WorkCenters -> Device Administration -> Policy Results. Add TACACS profile. Profile edit -> Common tasks. Select 

privileges/shell/Access Control List (ACL). 

Enter string for the role.  

If PFS role is admin then ACL value on the server should be: “groups=admin”. 

If PFS role is “limited_user_role”, then ACL value on the server should be: “groups= limited_user_role”. 



 

 



 

Edit TACACS policy by starting dialog with right arrow icon: 

 

 

Configure Authorization policy for Netscout PFS devices. Details and logic would depend on your IT policies. Some 

examples below illustrate how this may be configured. 

Ensure that a shell profile is chosen for specific Authorization policy. 



 

 

 

 



 

 

Another example of authorization policy logic: 

 


