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Global

Erlauterung

Diese Einstellungen sind unabhéngig von der gewahlten Authentifizierung Methode erforderlich.

Bei den Authenfizierungsmethoden wird folgendes unterschieden

Terminal Access Controller Access Control System (TACACS) Remote Authentication Dial-In User Service (RADIUS)
Standardport: TCP/49 oder UDP/49 Standardport: UDP/1812 und 1813
Verschliisselung (u.a 3DES, DES, BLOWFISH) Verschliisselung (u.a 3DES, DES, BLOWFISH)
Login wird verschlisselt ubertragen Login wird verschlusselt Ubertragen
Verschlisselt Ubertrage Sitzungsdaten Im Klartext tbertrage Sitzungsdaten

Unterschiede beim Cisco Systems Access Controll Server

Personalisiertes Login Kennwort Personalisiertes Login Kennwort
Personalisiertes Enable Kennwort Enable Berechtigung muss mit Ubergeben werden, keine Kennwortabfrage

Network device groups
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4 Internal identity stores = Internal users

Add user
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7 Service selection rules
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8 Service selection rules

Wireless Controll Server

Wireless LAN Controller

Router / Layer 3 Switch
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h 4

hostname router

!

ip domain-name MyDomainName
|

crypto key generate rsa general-keys modulus 2048
I

service password-encryption

!

username MyUsesarme priviledge 15 secret MyUsernameSecret
|

enahle secret MyEnableSecret

1

interface loopbackds
description “MyManagementinterface”
Ip address i o000 255.255.255.255
exit
!
aaa new-model
|
3aa group server radius MyAAAGroup
server-private MyRadiusServer] key MyRadiusServerkey
senver-private MyRadiusServer? key MyRadiusServerkey
ip radius source-interface loopbacka9
exit
[
aaa authentication login ALK group MyAAAGroup local-case
3aa authentication login CONSOLE group MyAAAGroup local-caze
aaa authentication login VTY group MyAAAGroup local-case
aaa authentication enable default group MyAAAGroup enable
Aaa authorization exec default group MyAddGroup local
|
line aux 0
login authentication ALY
exit
|
line con @
login authentication CONSOLE
exit
!
line vty 0 15
login authentication VTY
transport input ssh
et

Y

Require
< Radius Server
= 105 with k9

Layer 2 Switch

h 4

hostname switch

[

ip domain-name MyDomainhame

|

crypto key generate rsa general-keys modulus 2048
|

service password-encryption
!

username Mylsermame priviledge 15 secret MylsernameSecret
1
enable secret MyEnableSecret
[
interface vian99
description “MyManagementinterface”
ip address xocco o0 255.255.255.0
exit
|
aaa new-mode
!
radius-server host MyTacacsServerl key MyRadiusServerKay
radius-server host MyTacacsServer2 key MyRadiusServer ey
radius-server source-Interface viandg
!

aaa authentication login ALK group radius local-case
aaa authentication login CONSOLE group radius local-case
aaa authentication login VT group radius local-case
3aa authentication enable default group radius enable
a3a authonzation exer default group radius local
!
line aux 0
login authentication AUX
exit
!
line con 0
login authentication CONSOLE
@it
[
line vty 015
login authentication VTY
transport input ssh
enit

h 4

Require
- Radius Server
2 105 with k3
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Hewlett-Packard

Layer 2 Switch / Layer 3 Switch

8 Service selection rules

hostname switch
1

username Myllsername manager
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MiyllsernamePassword
MyUsernamePassword
- !
x| ipssh = Radius Server
|
aaa authentication console login radius local
aaa authentication console enahle radius local
aaa authentication ssh login radius local
aaa authentication telnet enable radius local
Extreme Networks
Nortel Networks
Shell profiles
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L
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7 Service selection rules
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8 Service selection rules

Router | Layer 3 Switch
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h 4

hostname router

]

ip domain-name MyDomainName

!

crypto key generate rsa general-keys modulus 2048
!

service password-encryption

|

username MylUsername priviledge 15 secret MyUsernameSecret
[

enable secret MyEnableSecret

|

interface loopbackds
deseription “MyManagementinterface”
Ip address xooooo 255.255.255.255
it
I
aaa new-made|
!
33 group senver tacacs+ MyAAAGroup
server-private MyTacacsServer] key MyTacacsServerkey
server-private MyTacacsServer2 key MyTacacsServerkey
ip tacacs source-interface loopbackas
it
|
3aa authentication login ALK group MyAAAGroup local-case
aaa authentication login CONSOLE group MyAAAGroup local-case
aaa authentication login VTY graup MyAAAGroup local-case
aaa authentication enable default group MyAAAGroup enable
[
line aux 0
login authentication ALY
exit
!
line con @
login authentication CONSOLE
exit
!
line vty 0 15
login authentication VTY
transport input ssh
enit

Wireless Controll Server

Wireless LAN Controller

Hewlett-Packard

h

Layer 2 Switch

h 4

hostname switch

|

ip domain-name hMyDomainhame
|

crypto key generate rsa general-keys modulus 2048
!

senvice password-encryption

!

username Mylsername priviledge 15 secret MyUsemameSecret
|
enable secret MyEnableSecret
|
interface vian99
description “IMyManagementinterface”
ip address xuokoomg 255.255.255.0
enit
|
3aa new-mode|
!
tacacs-server host MyTacacsServerl key MyTacacsServerKey
tacacs-server host MyTacacsServer? key MyTacacsServerkey
tacacs-server source-interface viangg
1

aaa authentication login AUX group tacacs+ local-case
aaa authentication login CONSOLE group tacacs+ local-case
aaa authentication login VTY group tacacs+ local-case
aaa authentication enable default group Facacs+ enable
!
line aux 0

login authentication AUX
exit
|
fine con O

login authentication CONSOLE
exit
[
line vty 015

login authentication VTY

transport input ssh
exit

uire
= Tacacs Server

= 105 with k3

b 4

uire
= Tacacs Server
= 105 with k9
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Layer 2 Switch / Layer 3 Switch

8 Service selection rules

hostname switch
!

usernarme Mylisername manager

MiyllsernamePassword
MyllsernamePas=wond
> ! > Require
ip ssh 2 Tacacs Server
|
aaa authentication console login tacacs local

aaa authentication console enable tacacs local
aaa authentication ssh login tacacs bocal
aaa authentication telnet enable tacacs local

Extreme Networks
Nortel Networks

\Von ,http://wiki.info-ag.de/networkservices/index.php/Einrichtung_Authentifizierung*
Kategorien: Cisco | ACS
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