
Cisco 思科演示云dCloud系列培训
如何使用dCloud 来做Cisco Rapid Threat Containment v1的演示
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您是否有这样的感触：在日常工作中，我们常常
为搭建一套演示环境而奔走操劳；在客户拜访过
程中，因缺少简单便捷的演 示方式，而无法将
思科的语音、视频、BYOD等解决方案更好的展示
在客户面前。今天，思科演示云dCloud可以祝您
一臂之 力，帮您解决以上困扰!



思科演示云将其产品解决方案架构的
软件和硬件虚拟化，让思科与合作伙
伴的销售团队在任何地方，任何时间

都可以做产品演示.

dCloud – 思科的演示云



创建一个演示背后所需要的资源

演示

机架

寻找资金

场景设置
软件和相关的许可证

故障排除

配置和脚本生成

设备管理

培训

单就开发的费用来说平

均一个demo就需要美

金15万，随着demo的复

杂性需要的费用也会急

剧上升

电源，冷却和空间

运作测试



Cisco 思科演示云dCloud
体验思科

使用方式

客户

合作伙伴

思科员工

通过全球的4个数据
中心

立即可用

预先配置

已测试

完整的脚本和视频

可信赖

每个思科架构

每年使用量超过16万

24x5 技术支持

dCloud Platform

按需所用

定制化+保存

共享

协作

销售助力

自主学习

演示

体验

万物互联协作 数据中心 安全 分析和自动化 服务提供商企业网云



dCloud 满足你的要求

• 思科员工和合作伙伴

• 完整脚本

• 定制化，本地化，共享

• 可选的终端 (BYOD)

• 可使用你自己的设备

• Virtual desktops

• Local clients on laptops

• Room based configuration

• 可添加你本地的服务器

• 多种使用案例

As Easy As…

http://dcloud.cisco.com

As Complete As…

AMERICAS

EMEAR

APJ

GC

dCloud 

Data Centers

http://www.cisco.com/go/demo
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有了一个全新的改变

•新的dCloud界面是为台式机，平板电脑和智能电话专门设
计的

• Cisco Atlantic approved 设计

•基于API，为今后的延展提供了可能性

•使用现有的 dCloud production 架构

• Cisco.com Single Sign On 单点登录

• 动态的索引目录 – 删选filter, 排序sort and 搜索search

• 可收藏Favorites, 90-day 使用历史记录, 共享/移除共享

• 手机版dCloud 应用正在开发中
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手机版应用

•在手机上可使用dCloud的所有功能

•专为智能电话和平板电脑设计

• Cisco Atlantic approved 设计

• IOS and Android安卓应用

• Desktop app also designed for browsing on 

any  mobile device



 现在就让我们和思科安全架构的专家Yiwei一起开始吧：

• 转去dcloud.cisco.com

• 使用CCO帐户SSO登陆

• 选择大中华区GC数据中心

• 马上就跟随Yiwei开始Rapid Threat Containment演示的学习吧，你可以
随时提问题

Cisco Rapid Threat Containment v1的演示



Yiwei Zhou

Global Virtual Engineer

2017.3

Get Answers Faster, Stop Threats Faster, Protect Data Faster

Cisco Rapid Threat 
Containment



Sprinklers Sense and Enforce

Fire Is a Threat



Malware and Ransomware Are Threats

17,000 alerts received on

average per week

Current industry average 

detection time: 200 days

Security teams investigate just 

4 percent of warnings

Average cost per data breach: $3.8 million

Breach 

Speed Stealth Sophistication



Companies Have Best-in-Class Defenses

Security Threat Defenses
 Firewall

 Data loss prevention

 Authentication

 Encryption/privacy/data protection

 Email/messaging security

 Web security

 Endpoint protection/anti-malware

 Access control/authorization

 Identity administration/user provisioning

 Intrusion prevention/detection

 Mobility security

 Secured wireless

 Vulnerability scanning

 VPN

 Security information and event management

 Distributed-denial-of-service (DDOS) protection

 Penetration testing

 Patching and configuration

 Network forensics

 Endpoint forensics

Processes to Analyze Compromised Systems
 Firewall log

 System log analysis

 Network flow analysis

 Malware of file regression analysis

 Registry analysis

 Full packet capture analysis

 Correlate event/log analysis 

 Disk forensics

 Indications of compromise (IOC) detection

 Memory forensics

 External incident response analysis

Having 40 to 60+ unrelated security 

solutions is common 



Too Many Point 

Products

Too Much 

Information 

Too Much 

Effort

Too Little 

Time

But They Don't Work Together



This Impedes Getting Answers and
Taking Action

Visibility Control



Rapid Threat Containment
Get Answers Faster and Stop Attacks Faster 

Visibility Control

Open Integrated Automated FastScalable



Operation



Rapid Threat Containment in Action

Get Answers Faster

Use Cisco® Platform Exchange Grid 

(pxGrid) partner technologies to find 

threats faster

Stop Attacks Faster

Use the network to contain attacks 

manually or automatically 

Protect Critical Data Faster

Dynamically restrict access 

permissions or remove a device as 

its threat score worsens

SIEM

Firepower

Firewall

Custom 

Detection

Stealthwatch

Network

Switch Router DC FW DC SwitchWireless

Network as an Enforcer ThreatSecurity Intelligence

Automatic or Initiated by IT Admin

~5 Seconds

ISE
pxGrid
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Rapid Threat Containment Now Offering 
Threat-Centric NAC
 Protect critical data faster

 Access privileges dynamically change with threat or vulnerability score

 Ratings based on open, structured expressions

STIX: Structured Threat Information Expression

AMP

CVSS: Common Vulnerability Scoring System 

Access Policy

Cisco ISE
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Rapid Threat Containment Now Offering 
Threat-Centric NAC
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AMP

Cisco ISE
Distracting
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STIX: Structured Threat Information Expression

CVSS: Common Vulnerability Scoring System 

 Protect critical data faster

 Access privileges dynamically change with threat or vulnerability score

 Ratings based on open, structured expressions



Rapid Threat Containment Now Offering 
Threat-Centric NAC
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Painful

AMP

Access Policy

Cisco ISE
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STIX: Structured Threat Information Expression

CVSS: Common Vulnerability Scoring System 

 Protect critical data faster

 Access privileges dynamically change with threat or vulnerability score

 Ratings based on open, structured expressions



Rapid Threat Containment Now Offering 
Threat-Centric NAC
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AMP

Cisco ISE
Damaging
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STIX: Structured Threat Information Expression

CVSS: Common Vulnerability Scoring System 

 Protect critical data faster

 Access privileges dynamically change with threat or vulnerability score

 Ratings based on open, structured expressions



Rapid Threat Containment Now Offering 
Threat-Centric NAC
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AMP

Cisco ISE
Convicted
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STIX: Structured Threat Information Expression

CVSS: Common Vulnerability Scoring System 

 Protect critical data faster

 Access privileges dynamically change with threat or vulnerability score

 Ratings based on open, structured expressions



Parts



Cisco Identity Services Engine (ISE) pxGrid
Open* Sharing to Get Answers Faster; Control to Stop Threats

I have MDM info!

I need location…

I have application info!

I need location and 

device type

I have identity and 

device!

I need geo-location 

and MDM…

I have sec events!

I need identity 

and device…

I have location!

I need app 

and identity…

Any-any sharing

 Publish

 Subscribe

ISE sharing

 Identity context

ISE network control

 Adaptive network control

* IETF Standards Track: Managed Incident Lightweight Exchange (MILE)

ISE

ISE
Grid



Intelligence Sharing between Cisco and 
Technology Partners

Management

Analysis

Behavior

Threat-Centric NAC Cloud Access Security Broker User Entity Behavior Analytics

Rapid Threat Containment and Threat Defense

Identity Access Management Network Visibility

Cisco® Stealthwatch

Cisco Firepower™ 

Management Center

Cisco Advanced Malware 

Protection (AMP) 

Partner use casesCisco use cases

New Partners for ISE 2.1 Release (June 14, 2016)



Cisco Identity Services Engine

Control all access 

throughout the 

network from 

one place 

See and share rich user 

and device details

Stop and contain 

threats



Control
Using the Network as an Enforcer

Enforcement Options

 Expulsion

 Observation

 Restriction

 Quarantine

 Remediation

Network Devices

 Cisco® traditional

 Cisco TrustSec®

 Multivendor 

 Hybrid

Switch Router FW DC SwitchWireless



Rapid Threat Containment

Get Answers Faster

Stop Attacks Faster

Protect Data Faster



 Go to: dcloud.cisco.com

 dCloud for demo, lab, PoC, etc.

 Live support 24x5… chat, email, Phone


