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Fire Is a Threat
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Sprinklers Sense and Enforce
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Malware and Ransomware Are Threats

Average cost per data breach: $3.8 million

@ m i @..i@
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17,000 alerts received on Current industry average Security teams investigate just
average per week detection time: 200 days 4 percent of warnings

Breach
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Companies Have Best-In-Class Defenses

Security Threat Defenses Processes to Analyze Compromised Systems
= Firewall = Firewall log

= Data loss prevention = System log analysis

= Authentication = Network flow analysis

= Encryption/privacy/data protection = Malware of file regression analysis

» Email/messaging security » Registry analysis

=  Web security = Full packet capture analysis

= Endpoint protection/anti-malware = Correlate event/log analysis

= Access control/authorization = Disk forensics

» |dentity administration/user provisioning = |ndications of compromise (IOC) detection
* Intrusion prevention/detection = Memory forensics

= Mobility security = External incident response analysis

» Secured wireless

* Vulnerability scanning

= VPN

= Security information and event management

= Distributed-denial-of-service (DDOS) protection

= Penetration testing Having 40 to 60+ unrelated security
= Patching and configuration SOIUtiOnS iS common

= Network forensics
= Endpoint forensics

CIsCO C97-736203-01 © 2016 Cisco and/or its affiliates. All rights reserved.




But They Don't Work Together
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This Impedes Getting Answers and

Taking Action

Visibility Control




Rapid Threat Containment

Get Answers Faster and Stop Attacks Faster

Visibility Control

Open Integrated Automated Scalable Fast
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Rapid Threat Containment in Action

Get Answers Faster Stop Attacks Faster Protect Critical Data Faster
Use Cisco® Platform Exchange Grid Use the network to contain attacks Dynamically restrict access

(pxGrid) partner technologies to find manually or automatically permissions or remove a device as
threats faster its threat score worsens

Q Stealthwatch

- ! Network
'/ \N

i . AEER ,
Firepower " @ @ 6 % e
/ ‘Y’ <

=== Switch Router Wireless DC FW DC Switch
Frewal X
Custom
Detection

Security Intelligence Network as an Enforcer Threat

Automatic or Initiated by IT Admin

NIMmin
CISCO



Rapid Threat Containment Now Offering
Threat-Centric NAC

= Protect critical data faster _
= Access privileges dynamically change with threat or vulnerability score Access Policy
= Ratings based on open, structured expressions
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CVSS: Common Vulnerability Scoring System
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Rapid Threat Containment Now Offering
Threat-Centric NAC

= Protect critical data faster _
= Access privileges dynamically change with threat or vulnerability score Access Policy
= Ratings based on open, structured expressions
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Rapid Threat Containment Now Offering
Threat-Centric NAC

= Protect critical data faster _
= Access privileges dynamically change with threat or vulnerability score Access Policy
= Ratings based on open, structured expressions
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Rapid Threat Containment Now Offering
Threat-Centric NAC

= Protect critical data faster _
= Access privileges dynamically change with threat or vulnerability score Access Policy
= Ratings based on open, structured expressions

5 S

STIX: Structured Threat Information Expression b g % L% UEJ g §

Source 2 LONEG ¥

e 3 MEEHEEE

@ o B0 o EEHEE

Damaging Cisé%SE skt 3 — - —|
ez 3 M EEEEE

@ Quarys Risk L3 l = = = = =

Risk L4 A B E EEE

CVSS: Common Vulnerability Scoring System

NIMmin
CISCO



Rapid Threat Containment Now Offering
Threat-Centric NAC

= Protect critical data faster _
= Access privileges dynamically change with threat or vulnerability score Access Policy
= Ratings based on open, structured expressions
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Cisco Identity Services Engine (ISE) pxGrid

Open* Sharing to Get Answers Faster; Control to Stop Threats

ISE

Any-any sharing
= Publish

= Subscribe | have application info!

| need location and
device type

| have location!
| need app
and identity...

ISE sharing
= |dentity context

| have identity and
device!

| need geo-location
and MDM...

ISE network control | have seceeil

| need identity

= Adaptive network control and devie S

| have MDM info!

* |ETF Standards Track: Managed Incident Lightweight Exchange (MILE) | need location. ..

NIMmin
CISCO



Intelligence Sharing between Cisco and
Technology Partners

New Partners for ISE 2.1 Release (June 14, 2016)

+— Cisco use cases — ¢ Partner use cases
Cloud Access Security Broker User Entity Behavior Analytics
Cisco Firepower™ . t | E— - -
Management Center QUALYS AN NCLS <Ope n IO rCl
Rapid Threat Containment and Threat Defense
S E S N Attivo 25 inteliment X FORTSCALE
Cisco® Stealthwatch
TRAPX &3 ThreatTrack {LemonFish
Cisco Advanced Malware
Protection (AMP) g Situational

NIMmin
CISCO



Stop and contain
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Control
Using the Network as an Enforcer

=
-p N
ﬁ‘ N

Switch Router Wireless DC Switch

Enforcement Options Network Devices @ BROCADE=
= Expulsion = Cisco® traditional

= Observation = Cisco TrustSec® @%&H’"
= Restriction = Multivendor Alcatel-Lucent

= Quarantine = Hybrid 2 .
. 3 i ruckus

Remediation

NIMmin
CISCO



Rapid Threat Containment

> Get Answers Faster

b pb————  Stop Attacks Faster
G p———  Protect Data Faster




Call to Action

= (G0 to: dcloud.cisco.com <
» dCloud for demo, lab, PoC, etc.

= Live support 24x5... chat, emai




