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9.  Cisco dCloud #MiI T

@ (6N cCloud Remediation Portal

Welcome to Cisco dCloud Remediation Portal

Your system hag been quarantined automatically via Cisco Rapid Threat Containment.

Scan System for Infections!

N1 [TY1 [T ) ) :
Ciscn is Protecting You with Rapic Threat containment
CIsco 2
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Authentication Policy Authorization Palicy

Autharization Profiles

Metwiork Device

Timne v Stats Detals  Repeat Count ‘Idemtltv ’ ‘ Eizpoitiin) ‘
2016-01-28 16:23:34.482 a #CTSREQUEST#

2016-01-28 16:21:11,131 a #CTSREQUEST #

2015-01-28 15:21:11.128 ° Qa 0 rnanager 00:50:56:A8:33:0E
2016-01-28 16:21:10.424 o manager 00:50:56:AB:33:0E
2016-01-28 16:21:06.031 a 198.18.133.36
2016-01-28 15:18:34. 460 a FCTSREQUEST #

2015-01-28 15:12:12 4689 Qa #CTSREQUEST #

2016-01-28 16:18:12.466 o #CTSREQUEST#

2018-01-28 15:18:12 461 a FCTSREQUEST #

2016-01-28 15:18:12 458 a FCTSREQUEST #

2015-01-28 158:12:12.450 Qa #CTSREQUEST #

2016-01-28 16:18:12.448 a #CTSREQUEST#

2016-01-28 16:16:12,439 a #CTSREQUEST #

2016-01-28 15:18:12 428 a FCTSREQUEST #

2015-01-28 15:13:34.445 Qa #CTSREQUEST #
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RADIUS Livelog =~ TACACS Livelog  Reports ¥ Troubleshoot  » Adaptive Metwaork Caontrol
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops ' © Client Stopped Responding ¥ Repeat Counter
0 0 0 0 0
[il] Show Live Sessions 405 Add or Remove Columns * 6 Refresh € Reset Repsat Counts Refresh | Every 1 minute | show|Latest 20records | within | Last 24 haurs
Time Detals |Repeat Count Tdentity Endpaint 10 Endpoint Profile £ Authentication Policy i Authorization Policy 0 Authorization Profiles 0 Metwark Device
[manager \ \ Ji| [ \
2016-01-28 16:21:11.128 o a 0 rmanager 00:50:56: AR 3310E  Windows7-Wiorkst.,. WPN == Default VPN == EPS Quaranting Quarantine, Quarantine. .
2016-01-28 16:21:10.424 a manager 00:50:56:AR320E  Windows7-workst.., YPN > Default YPN = ERS Quarantine Quarantine, Quarantine... ASAw
2016-01-22 03:14:22.526 a manager 00:50:56:48:33:0F  wWindows7-Wworkst.,. WPN => Default VPN == WP USERS PermitAccess,Employees  ASAv
2016-01-28 05:13:42, 140 a manager 00:50:56:AR3300E Windows7-workst.., WPN »> Default YPN = > EPS Quarantine Quaranting, Quaranting... ASAw
2016-01-28 09:12:49, 162 ﬂ a manager 00:50:56:48:33:0E wWindows7-workst.,. WPN = Default WPN == YPM USERS PermitAccess,Emplovess  ASAw
2016-01-28 08:11:48.013 a manager 00:50:56:AR330E  Windows7-workst.., WPH = Default YPN =» EPS Quarantine Quaranting, Quaranting... ASAw
2016-01-28 05:04:35,236 a ranager 00:50:56:4B 3210 wWindows7-Workst,,, WPN »> Default WPN = > YPM LISERS PermitAccess,Employess  ASA¥
2016-01-25 05:04: 15,804 a manager 158.18.133.36 WP == Default VPN == WP USERS PermitAccess,Employess  ASAw
2016-01-28 08:02:05.684 a rnanager 00:50:56:AB 320E Windows7-Workst,,. WPN »> Default WPN = WPM LSERS PermitAccess,Employess  ASAy
2016-01-28 02:01:59.610 a rnanager 00:50:56: 4B 33:0E  wWindows7-Wiorkst.,. WPN == Default VPN == YPN USERS PermitAcoess,Emplovess  ASAw
2016-01-28 02:01:55.919 a manager 00:50:56:AR320E  Windows7-workst.., YPN > Default YPRN = YPN USERS PermitAcoess, Employees  ASAw
2016-01-28 02:01:52.324 a rnanager 00:50:56:48:33:0E  windows7-Wworkst.,. VPN => Default VPN == YPN USERS PermitAccess, Emplovess  ASAw
2016-01-28 08:01:48. 726 a manager 00:50:56:AR3300E Windows7-workst.., WPN »> Default YR =» YPN USERS PermitAccess, Emplovess  ASAY
2016-01-28 09:01:45.111 ﬂ a manager 00:50:56:48:33:0E wWindows7-workst.,. WPN = Default WPN == YPM USERS PermitAccess,Emplovess  ASAw
2016-01-28 08:01:41. 487 a manager 00:50:56:AR330E  Windows7-workst.., WPH = Default YPN => YPH USERS Permitaccess, Emplovees  ASAY
2016-01-28 08:01:37.679 a ranager 00:50:56:4B 3210 wWindows7-Workst,,, WPN »> Default WPN = > YPM LISERS PermitAccess,Employess  ASA¥
2016-01-25 05:01:34.261 a manager 00:50:56:AB: 330 Windows7-Workst.,. WPN == Default VPN == WP USERS PermitAccess,Employess  ASAw
2016-01-28 08:01: 30,656 a ranager 00:50:56:AB 320E Windows7-Workst,,, WPN »> Default WPN =» YPM LISERS PermitAccess,Employess  ASAy
S . R —— P TE———C— e P — J
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13. & FireSIGHT &£, SABMKTIERE Analysis (53#7) > Intrusions (AR) > Events (B#) . IFIREFENEIHINGR
BN -

#iE: NMREBEHER, FireSIGHT #MEIRE. AR, NREHRESHEREXEY, RESH FireSIGHT & pxGrid [ ISE &
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14. Analysis (£4f) > Intrusions (Af&) > Events (FE)

(=G~ ]
dCloud Remediatian Portal x | ) Tdentity Services Engine x‘rm; Virtuzl Defense Center 64hi... x1+

€ | @ hitpsi/ffsme.dcloud.cisco.comievents/index.cgi || Q Search B ¥+ A& 0 =

& Corporate Portal &3 Identity Services Engine % FireSIGHT % Cisco Systems, Ine

e Policies Qbj @ Health  System Help v admin v

Context Erxplorer Connections v Intrusions * Events Files v Hosts v Users v “ulnerahilities » Correlation v Custom » Search

Bookmark This Page Report Designer Dashboard Visw Bookmarks Search ¥

Events By Priority and Classification tswitch workfion )
Il 2016-01-25 05:36:12 - 2016-01-25 11:38:12 3

Drilldown of Event, Priority, and Classification » Table Yiew of Events » Packets
Expanding

Mo Search Constraints (Edit Search)

Jurnp to.., ¥

3 SERWER-IIS cmd.exs access (1:1002:18) high Wb Application Attack 1
< < Page of 1 - 2 Displaying row 1 of 1 rows

| Wizw Il Copy Il Delete J Review J Download Packets |

| wisw All Il Copy Al Il Delste Al J Review Al || Download Al packets |
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14. %% Analysis ($3#7) > Correlation (#83X) > Correlation Events (##X2#) . X2 R R XHRIRAATE . ik
ANBE, HXMSEH FireSIGHT [@ ISE A HIESLIRER A, FIFLHA R ARERIFEE,

5 15. tEXEH

@ Health System Help v  admin v

Context Explarer Connections v Intrusions v Files » Hosts v Users v wulnerahilities v Correlation » Correlation Events Custom v Search

Bookmark This Page Report Designer Wiew Bookmarks Search ¥

Correlation Events i,
Bl 2006-01-28 05:38:12 - 2016-01-28 11:41:04 D
Expanding

Correlation Events

No Search Constraints (Edit Search)

Jump to... ¥
[  ~Time * Impact ¥ Inline ¥ Source IP * Source *  Destination *  Destination *  Security Intelligence *  Source User * Destination ¥  Source Port/ *  Destinati
Result Country i Country Cateqory User ICMP Type ICMP Coc
|<' D 2016-01-28 11:21:05 3 gﬂl?&l?l‘llﬂﬂ @198.19.1&55 4 (manager, LDAP 49507 /top 80 (http i
Page 1 |ofl Displaying raw 1 of 1 raws
| View || Delets
| wiewan || Delets Al
5 .
15. EAERHNEFMARIHN .
[£] >
16.  AAARIMN
Policy * Rule * Priority ¥  Souri
Host
Critic
pxGrid ANC Quarantine | Quarantine by SourceIP |Hane Mone

16. JR[E dCloud %I TP, %A & & Scan System for Infections! (JAMEAFLRBHWRL! )

i

17. FAHRRREHBR

J dCloud Remediation Portal ® ]I\.® Identity Services Engine # | Uil Virtual Defense Center 64bi., % | +

G || Q searn b d

€ | @ remediation.dcloud.cisco.com

Welcome to Cisco dCloud Remediation Portal

Your system hag been quarantined automatically via Cizco Rapid Threat Containment.

Scan System for Infections!

©2016 BRFVKEMBLAF . REBFAEWNH. AXEAERTHEBRLAFLGHESR. BRI, L1667



©2016 BRFN/FEMBLR. REMARH. AXEAEARABRAFALHHER.

Cisco dCloud

. R LUK BT T ANE ATE IR M 4

& EHAMNEERER, )ﬂllfti#ﬁ‘hiﬁrﬂﬁﬂkiﬁlmfﬁ LUPAMERBERAELN, M2 RBRTE—NEERUARLITH
PERIFEMY%. FireSIGHT B XiBid pxGrid [6) ISE X HREUTERIES . AEXFERT, FireSIGHT 4577 ISE BUERERA.
Eitk, ISE &5 —FINEX (CoA) KiEEMBIENIEE . 1tt9|\, Ea&ﬁﬁ@ﬂﬁiﬂt%iﬁﬂ@&ﬁﬁﬁiﬂ (SGT), fiFRTIiFIE.

#iE: AnyConnect BRI BENEHER. WRHILXMER, BEFANEEE.

E18. RgHA#H

Scanning system...Please Wait

kshdofysw784cngu ikngcohd3ynbkog Jpb 1kfdngoifdgnm
- rhinhodrtuSuh] £d: gnuouhg iovdy
qu]n udohnuiht ibe :

11X ||II
Jl_”'xy X |'|
ko amul

joc AELL

kshgsyu
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iusauitis l{
gsauigfedBoens :c:fufl‘ ¢
ravhwounityv3d78ncirusc
‘Jﬁbuiljﬂugx 'JlltCQ}‘LlPUil‘
'1‘3?(—_- 7Snivry
150587 11 S 1r f£a6fg

. RERRARARBRE, FHIBEEEEZE dCloud &Ml EXMITF .
19. RGERECH

System Infection Resolved

Quarantine Action Results: CLEAN
Your system has been scanned, and the infection that caused the alert has been removed.
Your system is now clean and allowed back on the production network.

Thanks for using dCloud
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B 20. dCloud fMl HEXITA

dCloud Corporate Connection .. X \@ Identity Services Engine

[S=REOR[ x|
x|+

@ corp deloud cisco,com || Q fearch *B8 ¥ 4 @

s Corporate Portal @) Identity Services Engine &t FireSIGHT % Cisco Systems, Inc

THE DEMO BUSINESS CENTER WELCOMES CORPORATE EMPLOYEES,
CUSTOMERS, AND GUESTS

19. J%#% Cisco Systems Inc. $%, R rRBHSHEIEEN.

21. Cisco Systems Inc.

P A D (=1 KELt
Cisco Systems, Inc % | @ Identity Services Engine i irual Defense Center G4bi, x\ +
€ B @ wwwcisco.com || Psearh B ¥ A & =

orporate Portal &3 Identity Services Engine % FireSIGHT &% Cisco Systems, Inc

cIsco Products & Services Support How to Buy Training & Events

@ e will revise our privacy statement effective February 15, 206, Click here for more information X

ffic movin al

FoBilgisamba-bands durin rnaval.

Take the taur

Quick Tasks

[ ] A 9 + P [T
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20. # % ISE R+, AFEWKREE Operations (321E) > Radius Livelog. ZEBETEERLICE. IEHEEHMBEFRITIFE

PR .

g] 22. Operations (#{E) > Radius Livelog

i Corporate Portal €8 Identity Services Engine fil FireSIGHT i Cisco Systerns, Inc

b lden ~ Operations
RADILUS Livelng  TATACSE Livelog  Reparts RADIUS Livelog
) Reports
Misconfigured Supplicants Adaptive Network Control
0 Falicy List

Endpoint Assighrment

TACACS Livelog

Troubleshoot

Diagnastic Toals

Download Logs

Show Live Sessions {é} Add or Remove Columns ™ @ Refresh o Reset Repeat Counts

Client Stopped Respanding &

0

Repeat Counter

0

Refresh | Every 1 minute v | Show| Latest 20 records

| within [ Last 24 |

Dievice Part,

Time . Status Detals |Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Metwork Device
. | | I I |

2016-01-28 16:53:34.597 a #CTSREQUEST # MetworkDevice:Authari., BSAY
2015-01-28 16:48:34.578 Q #CTSREQUEST # MetworkDeviceduthari., BSAY
2016-01-28 16:42:24.418 a #CTSREQUEST # Miky
2015-01-28 16:48:24 415 Qa 0 manager O0:50:56:AB:E30E  Windows7-wWorkst. .. WP = Default WM == YPH USERS PermitAccess, Employees
2016-01-28 16:48:23.476 a manager 00:S0:56:ABE30E  Windows7-wiorkst. .. VPN = Default WRM == WP USERS PermitAcoess, Emplovees  ASAy
2016-01-28 16:48:19.200 a 192.12.132.36 Aoy
=2016-01-28 16:48:12.551 a #CTSREQUEST# MN1Ky
2016-01-28 16:48:12.542 a #CTSREQUEST# MNiKy
2016-01-28 16:48:12.540 a #CTSREQUEST # MIKY
2016-01-28 1A:48:12.532 a #CTSREQUEST # MIKy
2016-01-28 1A:48:12.531 Qa #CTSREQUEST # M1k

©2016 BRFN/FEMBLR. REMARH. AXEAEARABRAFALHHER.

¥ 147, #16

n

<



Cisco dCloud

Bz A F e S R HE R

RESEEMREE SRR, B THS AnyConnect BYi%E#E, BEFRSHFIEIEE.
BRAE: HEEE. RESTH AnyConnect HBYEREIR, BRI FHIEINEEM LK.

MNIfEssiEsR, REXBREAZEER, BEXRRTHERMIER SRS B2 EME.

fRRFTZE: AnyConnect ERIRTFHESE, ARLEHFRT, FHWILIEPRELR MAC ULIFHAIXE ISE. ERHFERT, &
AIRES BRIt (5] R

o BEBERIMU, EBRTHARTRE. BENTIFLEH, HHEERERUTRILITR
. —RMERII TR LIAR . BENTIEER, FHEERERUBRNERE.
XAMIARMRE RRRATRZRERF LN T R EH. ENTENEAERE, WEM Windows VBT FFERIED, H3EH: R

“Start” (F38) %=#, FAFIEE “Disconnect” (HiFZEE) .

WMREMTIEukiES, MMM Wkst 1 ERY Anyconnect i FFiERE, FHESKITREBFNENERE. XSFES MAC U FHRA
EZE ISE.

R I EIRR R 5 —F E R E AT SRR ENIE Wkst 1 I ASA B FF:

1. {£F admin/C1sco12345 #IF P ID/%RSEEERALT 198.18.133.254 Ay ASA.
2. HWINBRAER (C1sco12345) .

3. %4 4% vpn-session logoff all, g% Enter .

4. WIMNERTRENIAAE VPN HRMEE.

TiEs 1 BB, H2XBNEMEEMLE.
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Cisco Systems, Inc. Cisco Systems (USA) Pte.Ltd. Cisco Systems International BV
fn Z AT Honig Tor Z W B ET

BRIELKES 200 S AEBL. it BIFSHEEESHEYYIERR M www.cisco.com/go/offices H.

BRFBREG R BRF/SEME A R EXEMEMER N XOERsSCGEMER. FXRBRBRATIFE, HimE URL: www.cisco.com/go/trademarks. AXiRRHIE=
FEMAREZEREE. R “SENE” —AFTHERERNTMEMARGFEESMUEXR. (1110R)
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