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D)) a—232[2D20T

Cisco E »—JL ¥ a7« (IBFF Cisco IronPort E A—JL £F2YT1) [E. EFA—ILERERICBAIZILLDU T LHlHZRELE
T BN TELNSR SADEFA—IICEEEEZEAMEVERITHL. SEHRO=_—XITHAONESESELTA—L T7I4
THAMOBEVWVEFA—ILREERELET,

Cisco E A—)L X2 T4 DHEELFIR. FIRF ARG T4 —L 7798 Y AADEFMEERGEDFHMIT OV TIE E A =)L £Fa)To
DIFEZEBFTALIZEN,

B O7AIL

ZOSKRTIE, SESFLLFIVATHB O7MIVEFERALES , CholETRT, 7T—HI9RTF—23> DT AI+y T LD dCloud Files 74+
ILEIZHYET,

dCloud Files

& )=k ~ dCioudFites -

Organize ¥  Includeinlibrary v  Sharewith v  Newfolder

I

¢/ Documents

r Favorites Name = Date modified Type
B Desktop AMP_Preclass 3/6/2018 6:01 AM File folder
¢ Downloads AMP_Unity 3/6/2018 6:01 AM File folder
. Recent Places Attachment_URL 3/6/2018 6:04 AM File folder
% OneDrive Shortened_URL 3/6/2018 6:01 AM File folder
Troubleshooting 3/6/2018 6:01 &AM File folder
@ Libraries Unscannable 3/6/2018 6:01 AM File folder

T —HOLFIA T BEDHBMI7AILERITIIRITIRZRT X1 TABEENRTSNDGEENHYET M. SholdsE

2IZRETY,
BEEOHDIEDEINDZTRTOI7AIIF, EEIZIZV)—2THY . EOBRBILESZEA*E5EZTHA,
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IP 7RLREDA—H FHOUR DLTUIRILIK, 7OT47 £yar® [ROY (Topology)] A=a—®aVR—RU b 7A4aAVED VY
TEN TNSERELT DT ITNDOFIEERARDZLTHRTEET,
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(FCHIZ

T T—avmmilc
Cisco dCloud Tl&, EEDH{REDRNTILE L T—2avETIRIC. TOT4T 5y avE2ERALT, COFFa1AVDERVER
L THLCEZRHERELE T, £3THET RF AV AV T YDEHICIBNSZENTEET .
BEICEHTIE. REFTOBRIZV YT 50, COHARIZHRICHLWNVEYL AV ERT D2 — LT DREAHYET,

TLEVT—2avERYESE-0ICF ASLEREFRARTY,

ROFIBIZHE>TAVTYDEYYavEARTDa—ILL, TLE T aVBEZRELET,

1. dCloud £viarzmtaLEY . [FIEZR 5]

F v ar W7 IT4TIH2FETRET 10 DB IENHYET.

2. REHR/INTHF—IUREBD=HIZ, Cisco AnyConnect VPN [FEIEZ R3] BLUSYT T DO—AHIL RDP HSA PV NFEIEE
R3] ##ERALTI—9RAT—avIc#ERLET.
. J—HRAF—3> 1:198.18.133.36. 21— 4% :administrator, /NAJ—K:Clsco12345

#E:Cisco dCloud YE—k TRIMNT 9S5ATFUMEFERLTI—IRT—avIl#5T 5263 TEET [FIEZ R D] . dCloud JE—
b FRINT HS5AT VT RINEDIBETTIT47 2 avIZ7 R T RIGERIZKRETY , L. COFETIK, EHENTER
LMEEO. NTHF—TUANEBNEEAHYET,

® Eait Remote Desktops - dClouaDemoWkst1

= O &

General | Session  Redirection

Connection name  dCloudDemoWkst1|
PC name 198.18.133.36

Gateway = No gateway configured

©

Credentials

User name wkst1\administrator

Password  sesesseses

Resolution = Native

Colors | True Color (24 bit)

ool o)

Full screen mode = QS X native

Start session in full screen
Scale content
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COESIEHOBTHEILTLITH., InfoSec FMIL. AHRDOBEABEFLELLELESIZ, Cisco E A—)L X2 T DEBEICLHE
BRI REEELICRET HLIITHERLEL .
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FIR

5 URL Z SO A—ILEEETH(HEEFTERRM:5 o)
ZDOIFIA T, #52—HFD Ben hottRI—H D Alan IZ5EHE URL 28T A—ILERELE T, B URL DI0L2)2 5 K1)
U—DHEICI O TREBMERENESIEHINERELET .

1. T—HRTF—23v 1(LUE. T—HRTF—2a 0 L) DR RY 13— 5 Microsoft Outlook ZFBEIL . KD /NS A—FTA— L& HE(#
L/i-g_o

Z#{E&E: | ben@dcloud-out.cisco.com

Z{E#: | alan@dcloud.cisco.com
#HE: | V53U NuoTvT T —2a0 Y—ILOFLWIST A1V
AX: | ZAITBIE, Alan

LTFDULIEI)VILT. REDISIE w79 T 7I)r—30 I—ILDTS5A40EF I
B—RLTLZELY, (Please click the link below to download the latest plug-in for your cloud
backup application tool.)

http://bit.ly/19CJ3bf

New plugin for cloud backup applica... 0=
Message Insert Options Format Text Rewview Q Tell me
.mD : 11 A A E' 2) é; U Attach File~ >~
B I U - : €= 3 @ U2 Attach Itern ~ !
Paste " ) _ Address Check L
- P | - @ : Book Names L Signature~ v
Clipboard s Basic Text MNames Include Tags A
From w ben@dcoud-out.cisco.com
To... | ‘alan@dcloud. cisco.com'; |
Send
Cco,
Subject New plugin for cloud backup application tool
Hi Alan,

Pleaseclick the link below to downloadthe plug-in for your cloud backup application tool.

http://bit. lyv/1aCI3bf
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3. A—IERELET, [TRTOIHILFEHEZ{E (Send/Receive Folder)] #9Yv ., £z FO ¥—%#MLT. AT O EREFHHE
TLES,

4. Alan DZERLAIZBEIL, [T R TOIAHILE %1% ZIE (Send/Receive All Folders)] 25 v%5 . E1=1& FO ¥—% 2 ~ 3 EL T,
A=) GSAT U ERIBISEET,

5.

G25E URL DI R —BFEELLEWN O A—=ILIXERB N /A= O FE1={EEINT [ Alan D A— LRy I XIZ

RESNETH. ChEBERNDEETYT  AvE—CRDERNA/N—) 0 0E—EI)VILET . YA MIT VR AREGRETT
SOYHNEBLET.

Search Current Mailbox L | Current Mailbox - L};‘_ Reply ’L‘(.‘ Reply All L;},F;:mnsard

All Unread Mentions v Newest ¢

4 Today BR Ben Bravo <ben@dcloud-out.cisco.com>
Ben Bravo New plugin for cloud backup application tool
New plugin for cloud back... 5:48 AM : Ty YO
Hi Alan, Please click the link To  alan@dcloud.cisco.com
Hi &lan,

Please click the link below to download the plug-in for your cloud backup application tool.

http:/fhit.ly/1gCI3kf

6. AvE—CHNDEBNAIN—NOE—ED)IITEE AT IV ERARERIRETISOYIRBLET, CWAEEDH DIV
TUVEELHARTHNIE, Y 0%V ILIZTOF A—FRNYRJIZESEESN BEEKIN =T NI RETEZENRRICEHL
HAEREMEAHYET,

/ é_ihmabadveputation.com/ x| 'K-I»

i) ihaveabadreputation.com

& || Q Search wBa $ & O &

| have a bad reputation.
If you're seeing this, and this were not a test site, you might have been exposed to malicious content.

For example, this image? Could have been malicious
This link? Goes nght to the EICAR test file.. feel lucky=>?

7. ROBARYTIH.IVF A—HVE2EBEOHDIALTUYMNSEICRETESLSIC, EE URL J1LA2) T #EEZ 2 1= Cisco E A—

VX2 Ta Va—2a v ERRL T R ELHIHERELES,
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BB URL D4R T H#BMIZT 5 (HEERTERR: 15 5)

ZDARYTIE. BEL Web £F a1 TAHREDEM URL A7 av®E CLI ylav BBETEMICLET,

1. T—=H9RTF—=13obh b, BRIIN—(ZHB PUTTY ZHEEIL. [Saved Sessions] i ESA Z#IRL T, [Open] 7w ILET, KRS
NEEX1)TAEEEZTRTEDET,

FR PUTTY Configuration | x|
Category:

(- Session Basic options for your PUTTY session

‘4 T.éml;izgalgmg Specify the destination you want to connect to

i Kesbiosid Host Name (or IP address) Port
- Bell [198.18.133.146 [22

- Features Connection type:

=) Window " Raw ( Telnet " Rlogin ® SSH " Serial
- Appearance .
| Behuidou Load, save or delete a stored session
.. Translation Saved Sessions
- Selection [ESA

-~ Colours Default Settings Load

[=- Connection |LI
- Data ESA2 Sive
- Progy SMA —]
... Telnet Delete l
- Rlogin
SSH
- Senal Close window on exit:

" Always  C Never & Only on clean exit

About | Open Cancel

2. ROIULToI¥ILEFERALTOYAULET : 2—HHF :admin, /8RXJ—FK:Clsco012345
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3. BY4qULi=5. websecurityconfig A< FEAALT Enter ¥—%#LET , URL F0)LAU S H Enabled DIREETHALEHE
FLTLEELY, FDIREE TG AL, Enable URL Filtering? 7> av(2xL Y EAAL, URL 4BV S H—EREHRIC
LES,

EP 198.18,133.146 - PuTTY _ O] x|
esa.dcloud.cisco.com> websecurityconfig

URL Filtering is enabled.

No URL list used.

System provided certificate used.

Web Interaction Tracking is disabled.

Disable URL Filtering? [N]>
Do you wish to enable Web Interaction Tracking? [N]>
There are no URL lists configured currently. Create a URL list for URLs that should be

skipped by URL Filtering, using the urllistconfig command.
esa.dcloud.cisco.com>

4. R CLI v 3>NT websecurityadvancedconfig A< FEA AL, Enter ¥—FHLET, TRXTOATLIav BT IAILED
BEDEFITHRELSIZ, F—HR—F D Enter F—%#EHL. Do you want to enable URL filtering for shortened URLs? #7
AV Y ITERESN TSI EERERLET

£ 198,18.133.146 - PuTTY -0} x|

esa.dcloud.cisco.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[51>

Enter the URL cache size (no. of URLs):
[810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLS that can be scanned in a message body:
[188]>

Enter the maximum number of URLs that can be scanned in the attachments in a message:
[25]>

Enter the Web security service hostname:
[v2.beta.sds.cisco.com]>

Enter the threshold value for outstanding requests:
[50]>

Do you want to verify server certificate? [Y]>
Do you want to enable URL filtering for shortened URLs? [Y]> ¥

Enter the default time-to-live value (seconds):
(3o

Do you want to rewrite both the URL text and the href in the message? Y indicates that the full rewritten URL will appear in
the email body. N indicates that the rewritten URL will only be visible in the href for HTML messages. [Y]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:
[Info]>

* the default debug log level for URL cache:
[Info]>

Enter the default debug log level for HTTP client:
[Info]>

esa.dcloud.cisco.com>
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5. RIZ.outbreakconfig AYFEAALT Enter ¥—%WLET ., TORI LAY T4ILEADNERITHES>TNSILERELET Tk
DA T IVNETRTTIAIIMEDOFTETHLVER A, Do you wish to enable logging of URLs? [ZRLTIX Y #FAHALET,
DERFEITEKY, URL Z1IWBYT =L DT ITAETADEMAA—)LOOTICHAShET,

&P 199.18,133,146 - PuTTY -0} x|

esa.dcloud.cisco.com> outbreakconfig
Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled
Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back down below), meanin

Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?
[5242881>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> ¥

Logging of URLs has been enabled.

Web Interaction Tracking is currently disabled.

Do you wish to enable Web Interaction Tracking? [N]>

The Outbreak Filters feature is now globally enabled on the system. You must use the ‘policyconfig’ command
Outgoing Mail Policies.

6. HEZHZELIS. commit ATUFEERTLTERNBERAIN TSI LEHERLET  BEICISLTEEOIAVMEBMLET,

198.18.133.146 - PuTTY -10] x|

esa.dcloud.cisco.com> commit

Please enter some comments describing your changes:
> enable URL filtering for shortened URL

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Mar 86 04:35:83 2018 GHT
esa.dcloud.cisco.com>
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AT T4IVEERET S HEEMERRE:10 2)

CORRYTIF GHNAIR—Y U JICEEBRRONTEEHLL URL ZHEL., Avt—JIc L TEYIAT 723> (Cisco £¥a) T+ 70

FUILEOTHFALIML, ZDRESNT- URL ARRICHEE THATREMNHEINEINEHIET H) ERTITHHLLVALTUY Ta1L

AEERLET,

1. T—YRTF—3vhi Google Chrome ZRBEILET , TvIv—oD ESA &9 voL. [FEHIELE (Advanced)].
[esa.dcloud.cisco.com (R £ TIEARLY) [ZH#£E (Proceed to esa.dcloud.cisco.com (unsafe))] DIBEIZERG HE, TIAILE R—DH
BEIMICE—REIhET, Thb', Cisco E A—)L £F2UT4D GUI R—JITHBYET ROILTUIv)LTEIAULET, 21—
£ :admin, /82 7L—X: C1sc012345,

2. FBEEICRRINT B&. CiscO E A—JL X aUTADIo T4 R—=([I4 4 v aR—K (My Dashboard)]) A& RSN ET
3. T—HORT—1arvhi GUIIZTHEZRL, [A—ILKRY L —(Mail Policy)] > [Z{§a>T>Y74)L4(Incoming Content Filters)] (28

LT, [Z4/L2DEM (Add Filter)] #5')voLET,

4. ROBETRMHET IS ABRELET,
4HI: | Shortened_URL_CF

WA | EA I AytE—VITEFNBIEEDHSHLELT—30D URL EYFALIMNET,

F793av 1: | [URLLEaT—3Y3> (URL Reputation)] > [CiscotFa)F4FOF (YL AL DL
(Redirect to Cisco Security Proxy)]

R ——————————————————————.
Add Action L |
Quarantine
Encrypt on Delivery URL Reputation Help
Strip Attachment by Content What is the reputation of URL's in the message? This rule

Strip Attachment by File Info evaluates URL's using their Web Based Reputation Score (WBRS).

Strip Attachment With Macro
URL Category URL Reputation is:

URL Reputation ¢ Malicious (-10.0 to -6.0)
Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing Clean (6.0 to 10.0)

Send Copy (Bcc:) Custom Range (min to max)

Notify l— l—

Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface
Strip Header

Neutral (-5.9 to 5.9)

No Score

Use a URL whitelist: |None ¥ | @

Add/Edit Header Action on URL: _
Forged Email Detection Defang URL '@
Add Message Tag ® Redirect to Cisco Security Proxy @

Add Log Entry
S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final I
Action)

Replace URL with text message
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5. [OK]#5UvILET,

Content Filter Settings

Mame: IShorten_URL_CFi

Currently Used by Policies: = Default Palicy

Description: |

Order: ll 'I {of 2)

Conditions
Add Condition...
Order Condition Rule
1 - URL Reputation - url-reputation(-10.00, -6.00 , "", 0)

Delete

add Action.,.
Order Action Rule
1 URL Reputation url-reputation-proxy-redirect(-10.00, -6.00,"",0)

Delete

o

Cancel

6. [EE(Submit)] #0)vILTTILavEBALEY,

Add Filter... I

Order  Filter Name

Description | Rules | Policies

1 Shorten_URL_CF | Not in use

Duplicate  Delete

B @

Edit Filter Order... |

7. FETLEL [EERAREHETE (Commit Changes)] K2V &Iy IL T EEANBAIN TSI EEHRALET  LEICIELTEED

OAVREBEML TS,

Logged in as: admin on esa.dcloud.cisco.com
My Favorites - Options - Help and Support -

| Commit Changes » |

F:aUTUY JAIVEADEMEE FDFREE D EMIZDULNTIL., IContent Filters 1ZSBLTLE&LY,
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RAEA—IL RO —ZRET S HEEMERMR:3 2)
WBERATY TAVEAERFELERICERT SITIE. AL RUS—ITHLTENICT IRENHYFET

1. D—9RT—3vmi ESA @D GUI IZ7 YL, [A—JL R —(Mail Policy)] > [3{§ 4—/L K1) < —(Incoming Mail Policies)]
IZREIL T, [T 74I)Lk 7RI > —(Default Policy)] @ [3>T2Y Z4J)L% (Content Filters)] Ry RAEI)vILET,

Incoming Mail Policies

Find Policies
Ermail Address: I ® Recipient Find Policies

Sender

Policies

add Policy... |

Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
Default Policy | IronPort Anti-Spam [ Sophos File Reputation [ Graymail Detection | Enabled | Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | {no filters) Virus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver

Virus Positive: Drop | Mailbox Auto Remediation: Disabled

Key: [ Default |[ Custom |[ Disabled |

2. HIOFIETHERLI=IShortened_URL_CFJa>FY I4IWARIZFzvIR—I% M FTERIZLET,

Mail Policies: Content Filters

Content Filtering for: Default Policy

|| Enable Content Fiters (Customize settings) ]

COrder | Filter Name Description Enable

1 Shorten_URL_CF I3

Cancel Submit

3. [BEE(Submit)] ZoUvHILTaAv Ty I E8%ERL. R —EHEELET,

Incoming Mail Policies

Success - The Content Filter settings for the Default Policy were submitted.

Email Address: l @ Recipient

© sender

Add Policy...

Order Policy Name  Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters lOutbwak Filters  Delete
Default Policy = IronPort Anti-Spam @ Sophos File Reputation Graymail Detection § Shorten_URL_CF J Retention Time:
Positive: Deliver Repaired: Deliver Malware File: Drop Marketing: Deliver Virus: 1 day
Suspected: Deliver | Encrypted: Deliver Pending Analysis: Deliver Social: Deliver

Unscannable: Deliver | Unscannable - Message Error: Deliver  Bulk: Daliver
Virus Positive: Drop | Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ..,

E

TTLECEEOALIZHD [ERNBREHE (Commit Changes)] REV &Iy LT EENBERESN TSI EEZHERLET . &4
ZIZWLTEEOIAVMEEML TS,

AL AR O—OEMIZ DL TIE, TMail Policies 12 BL TS,
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URL 4R ET AT 5 (#EEFTERR: 15 5)
AREHLEDIEHEAT TLTUONIE, Avt—CEATBENIZEEDH S URL HNEEHIN-EFA—I/ILEHN1—F D Ben A5
Alan [Z#1ET AT EITEST. URL JAIILAY T e E T AN TEET,

1. T—HURF—avhib, FR71—IZHB PUTTY ##EBIL. [Saved Sessions] 15 ESA #ZIRL T, [Open] 9y ILET . KRS
NEEFX1TAZEEZTRTREDHES,

&2 PUTTY Configuration X/
Category:
[=- Session Basic options for your PUTTY session
T L-ogll_:ung Specify the destination you want to connect to
[=- Termina
Host Name [or IP address) Port
Keyboard
Bel 1198.18.133.146 22
Features Connection type:
= Window " Raw " Telnet " Rlogin ® SSH (" Serial
Appearance :
Bahavicin Load, save or delete a stored session
Translation Saved Sessions
Selection ESA
Colours :
Default Settings Load |
(=) Connection [ S ]
Data Save
Proxy SMA, 4‘
Telnet Delete
Rlogin
[#- SSH
Serial Close window on exit:
" Always O Never  Only on clean exit

About Open Cancel

2. FIEOILTUVVILEERALTETAULET, BT (2 LI=5, tail mail_logs <Y REANLT Enter ¥—%#LET, Thz/\y
DTSR TRITLIZFEE, ROFIRICEAFT

2P 198.18.133.146 - PuTTY

login as: adnmin

Using keyboard-interactive authentication.
adnin@esa.dcloud.cisco.con's password:

Last login: s 6 02:15:57 2018 from 198.18.133.36

Welcome to the Cisco C100V Email Security Virtual Appliance

NOTE: This session will expire if left idle for 1440 minutes. Any uncomnitted configuration changes will be lost. Comnit the
configuration changes as soon as they are nade.

esa.dcloud.cisco.com> tail mail logs

Fotall AVUREFERT L. RSN D A—IL OV DREBEDOHITNHRIZRTINET , Thid. T5— AvE—SFLIEA AU
HELEEEIC. OV DOREBOBITESBLTENOERE T S=HITHICRILET ., COIATURIL, Cisco E A—JL #Fal)Tq Y
Ja—23THEATREA 30 LEDOY J7/ILOENISHLTEERTEES BRMIODY IJ74LICELT tail av>FEA AL,
Enter ¥—%##3 &, O DRI RTREINET,
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3. T—YRT—arhi Microsoft Outlook ZEEEIL. Ben DZEFL A DD RO/NFTA—FEFERALTHLL AV E—DFEFELES,

#{E®&: | ben@dcloud-out.cisco.com

2{E&: | alan@dcloud.cisco.com

W& | 979 N\voTYT TS —ar Y—ILDFLWNTST 1>
A: | TAITBIL, Alan

LTDULIEI)ILT. REFDISIR \wo7vT 7I)r—a0 V—LDT554
EAHA—RLTLESELY, (Please click the link below to download the latest plug-in
for your cloud backup application tool.)

http://bit.ly/19CJ3bf

s New plugin for cloud backup applica... &=

Message Insert Options Format Text Review Q Tell me

'Ti 11 : 2 E} .:';. [lj Attach File = >~
B I U 3 @ U Attach Item ~ !
Paste . Address Check .
v Book MNames E’- Signature ~ ¥
Clipboard Basic Text Names Include Tags ~
Fromw ben@dcloud-out.cisco.com
To... ‘slan@dcloud. cisco.com'; |
Send
Ciu,
Subject New plugin for cloud backup application tool
Hi &lan,

Please click thelink below to downloadthe plug-in for your cloud backup application tool.

http://bit.lv/12CI3bf

4, FA—)LEZEELET, [TRTODIAILFEERE (Send/Receive Folder)] 24y, T FO F—% LT, AP TOERZFEE
FLET,
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5. ESA @ CLI &2y 3>IZRY, Shortened URL CF JL—JLIC&2TAYE—UNEDKSICNBEIN=-HERHERBLET , B/ \(/3—

JUHIZEE MR 5Tzt URL (http://ihaveabadreputation.com) AABASMIZAY . Cisco ¥ 2T« TAFVIZVEALIRENT
WET, TAFXI Tl AvE—U RO URL BERTHLATREEAHEIMNESH A Web LE 2 T7—2aVIZE DO THESNE T,

2P 198.18.133.146 - PuTTY =10} x|
Tue Mar 6 05:11:00 2018 Info: New SHMIP 1 -~
.dcloud.cisco.com verified yes
Mar 6 05:11:00 2018 Info: ICID 96 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None
Mar 6 05:11:00 2018 Info: Start MID 126 ICID 96
6 05:11:00 2018 Info: MID 126 ICID 96 From: <ben@dcloud-out.cisco.com>
6 085:11:00 2018 Info: MID 126 ICID 96 RID O To: <alan@dcloud.cisco.com>
6 05:11:00 2018 Info: MID 126 Message-I1D '<002cB1d3b509584e79920858ebbcbb60SRdcloud-out .cisco.con®
6 05:11:00 2018 Info: MID 126 Subject 'New plugin for cloud backup application tool”
6 085:11:00 2018 Info: MID 126 ready 3622 bytes from <ben@dcloud-out.cisco.com>
Mar 6 05:11:80 2018 Info: MID 126 matched all recipients for per-recipient policy DEFAULT in the inbound table
Har 6 05:11:01 2018 Info: MID 126 interim verdict using engine: CASE spam negative
Mar 6 85:11:01 2018 Info: MID 126 having URL: http://bit.ly/1gCJ3bFf has been expanded to http://ihaveabadreputation.com/
6
6
6
6
6
6

Mar
e Mar

Har
Har
Har

Tue Mar 05:11:01 2018 Info: MID 126 using engine: CASE spam negative

Tue Har 85:11:81 2018 Info: MID 126 interim AU verdict using McAfee CLEAN

Tue Mar 05:11:081 2018 Info: MID 126 interim AV verdict using Sophos CLEAN

Tue Har 85:11:01 2018 Info: MID 126 antivirus negative

Tue Mar 85:11:01 2018 Info: MID 126 AMP file reputation verdict : SKIPPED (no attachment in message)

Tue Mar 085:11:01 2018 Info: MID 126 using engine: GRAYMAIL negative
Tue Mar 6 85:11:81 2018 Info: MID 126 URL http://ihaveabadreputation.com/ has reputation -8.56155449643 matched Condition: URL Repu
tation Rule
Tue Mar 6 05:11:01 2818 Info: MID 126 URL http://ihaveabadreputation.com/ has reputation -8.56155449643 matched Action: URL redirec
ted to Cisco Security proxy
Tue Mar 6 05:11:01 2818 Info: MID 126 URL http://ihaveabadreputation.com/ has reputation -8.56155449643 matched Action: URL redirec
ted to Cisco Security proxy
Tue Mar 6 05:11:81 2018 Info: MID 126 URL http://ihaveabadreputation.com/ has reputation -8.56155449643 matched Action: URL redirec
ted to Cisco Security proxy
Mar 6 05:11:01 2018 Info: MID 126 rewritten to MID 127 b
Mar 85:11:01 2018 Info: Message finished MID 126 done
Har 85:11:01 2018 Info: MID 127 Outbreak Filters: verdict negative
Mar 085:11:01 2018 Info: MID 127 queued for delivery
Har 85:11:01 2018 Info: New SHTP DCID 85 interface 198.18.133.146 address 198.18.133.2 port 25
Mar 85:11:081 2018 Info: Delivery start DCID 85 MID 127 to RID [0]
Mar 05:11:01 2018 Info: Message done DCID 85 MID 127 to RID [0]

url-reputation-proxy-redirect-action filter ‘Shorten URL CF'

6
6
6
6
6
6

Mar 6 05:11:01 2018 Info: MID 127 RID [B] Response '2.6.0 <002c81d3b509584e79920$8ebb6cbbdB@dcloud-out .cisco.com> [Internalld=3]
Queued mail for delivery'
6 85:11:01 2018 Info: Message finished MID 127 done
6 05:11:03 2018 Info: ICID 96 close
6 85:11:86 2018 Info: DCID 85 close

6. Alan DZEFLAIZRY., ZOB AT URL BREDEIITEBRINTWAINEHERLET , /\ (/83— YI%, Cisco ¥ 1)T« FOF
DADUBALIEDEENTLNS=0, (BRI TULET,

BB

New plugin for cloud backup application tool

slan@dcloud.cis

Hi Alan,

Please click thelink below to downloadthe plug-in for your cloud backup application tool.

sco.com/1FN s0-ad
1Ss7nlzTIgdsJOUK w
YB86rsSlipnRtdHxR
oCJ3bf

4]

http ; r
PMLPNWEF 204DZ1Z25
SkbCAU

M /http?
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F:URL OLEAT—avEATaNIE. V59RR—X D Cisco Web X1 T4 Y—ERICEH>TRMSNET E A—JL £Fa)Ta Y
Ja—iavld, BE#EFIE Web FOFE ML T, Cisco Web ¥ 1171 H—ERIZHEHKELET , TORRIE. TFirewall Information | ©
URL 74)L3)2 5 H—ERRICEEEINTL S R—IMERSINET BIEIL. HERIAERIIZE>T HTTPS L TIThhET,

7. Cisco £XalT4 TAFUICYFALIMEIND URL E—EV)YILTISUHFTED URL IZ7HUERT B EITKY. LIRTEREL=RY
—ZH W, LEAT—2avIZE DT, FD URL ADTIEADN BB ICE IS TSI EEHERLET,

jl Notification: Security: Malw: % \+

@® stage.secure-web.sco.cisco.com/1j3wSP102qNMuziSCTgfYNIInIkOmDaFWdk 7 s\W0BW: C & Search

Malware Detected!

http://ihaveabadreputation.com/

Based on your organization access policies, the web site you are attempting to access has
been blocked because it has been determined to be a security threat to your computer or the
organization's network. This web site has been associated with malware/spyware

If you have questions, please contact your administrator and provide the codes shown below.

. EEDHD URL £-ITEFELLAL URL S DIRED SHEMIZDOULNTIL. TProtecting Against Malicious or Undesirable URLs 125
BLTESL,
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UF)A 2: RMTI77AILADEEHLLY URL hhoDIREE

A—R5—RX

ESHRR N—bF—ROTBLRBEFRELTA—ILOFANER . MREQRERAED—MELTENF 1AV DR ELEHRIZ RS T
F=®I2 A—IL Ay E—VIZRBBHARDLENDKIITAHYELTz, COLFFFIAUMIF EDRR EDZHFHAD I INEEND
CENBLLEDIIEDIFEAEN, SESELHBRIMEICHHIEID Web 4—/N\THRAMENTVET,

BiE. HEHEBHIBLUEN . FOLSEYAADYH%EEL Portable Document Format(PDF) W iRftani=A—ILEZIELEL =, /N
IN=JOM 1 2ED)9ITHE. BEDHAIRAA—REEL RV TREEDUA—RFTBHAMIUFALILEN, FDHEUED Web
TSOYRRESTHK3(2H>TLVELE=,

T3 a) Tl

AsyncOS /N\—23> 11.1 Z# T % Cisco E A—JL ¥ 2 Tq V)a—2avIlF FFaAVMAD URL #XF v L, ENbES R
D Web FAOFVZEYITALIMNTEEOHIRTNBEHR TELF T avPNBMSNTVET,

&Y

COIFIFATIE, Cisco tFaTa TAFY Y—ERZFERATEHILET, REDRI S —(TEYRIEINTILVD Web YA+, F=IEZIL
VIT7DBEEREGOTVDHAREMEDHD Web HAADTIE2RETOVIL, A—ILDFFT7AIVICEEFNDEEDHSD URL iR
ELET.

FIIE

Ayt—IRO URL IZTT7OERT S (EEFRTERR S5 )

RIDDARYITIE, A= DFAT7AIIZEENDEFEHLL URL ZBHTIADXLHBNEASINTULVELVKR T, Z5LE77/L0E
EHIZEEZEDOHB I IIZE>TRMNRIDDIERLET,
1. T—9XTF—i3rh 5 Microsoft Outlook FEEEIL . Ben DZEFL A M. RONFA—2EFALTHLLAYE—DFEHFLET,

%{E#&: | ben@dcloud-out.cisco.com

2{E#&: | alan@dcloud.cisco.com

B4 | HLLWSTSAvOLKR—+

AX: | CAITBIE. Alan

COMFHISERER T FHLVS TSIV OBRNEENST7 AL ERFLELI-OTREEL T
2Ly, (Please find attached the file contain information for the new suppliers who have
contacted us in this quarter.)

FBATFAN: | TROMYT ED Attachment_URL 47 74)L4 1284 URL-Inside.doc
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Organize v  Includeinlibrary ~

C - Name =~
.. Favorites

e\‘)c .. v dCloud Files v Attachment_URL

Share with

New folder

Date modified

Type

B Desktop

& Downloads

= URL-Inside.doc

3/6/2018 6:01 AM

DOC File

New supplier report - Me

Message

Insert Options

Calibri (Boc~ |11~ A A

Paste aby | . Bl= =
e ¢ BI U ¥-A- ==
Clipboard = Basic Text
Fromw ben@dcloud-out.cisco.com
To... ‘alan@dcloud. cisco.com’;
Send
A
Subject New supplier report
Aached URL-Inside.doc
NS 221 bytes
Hi &lan,

Format

i

Address Check

e (HTML) B

ou want to do

LA [ Attach File -

! |™ Follow Up ~
1 V@ o

Attach Item ~
k3 Signature ~

Include

Book MNames ¥ LowImportance

Names Tags

Pleasefind attached thefile contain informationfor the new supplier who have contacted us in this quarter.

! HighImportance

e

2.

A—ILEREELET, [TRTDIAHILEEEZIE (Send/Receive Folder)] &9 vs ., £t FO F—%2RLT. APTOEREFHE

TLEY,
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___________________________________________________________________________________________________________________________________________________________________|

3. REMNAZRART. Avt—VDREEZHERELET FOLONANR—IUDZETAVE—DN, ZOFEFORETEELTNSIEE

HRTEEY.
2 Reply IE2Reply All £ Forward
Tue 3/6/2018 6:17 AM

BB Ben Bravo <ben@dcloud-out.cisco.com>
New supplier report

To alan@dcloud.cisco.com

URL-Inside.doc
346 bytes

Hi Alan,

Pleasefind attached the file contain informationfor the new supplier who have contacted us in this quarter,

BRET7AILD URL T4 B) 0T DRI —DFELGEN =0, T7MILNRAENIZEF A—)LIE Alan DA—)L RyJR(ZEEEEShFE
T, IhiF, FHShDEETT , HFT770ILERLVT. Microsoft Word 7LDV T VERTLET AV TUYNERICRTS
NBFA—LDAYVE—DEERINDLEHYEE A,

Ayt—UEERENZEFICRESNTOET N ERILIzEY. Cisco E A—JL EFalTa Y a—avDEHDIUDUIZE>T
WEINTOET . CNEDIVOVOVNTANZEST, AvtE—CF IR I7AIICURVBER (VA IILRGE) B EHIN D L BE
SNt=7 o arNETShET,

RDARYTIE BAT7AILD URL T4)LA) T #REZEE A Tz Cisco E A—JL ¥ 2T+ YV a—3a v ERELT. AEI—YHEF
AENTULEL Web YA M7 V2R T HIEEHCT=-DICBHERFIHERELET,

AVTUY TAIVEERET S HEERTERR 10 47)

AVTUY TANEIR DAV RARRRAFY U GEDMDIALTUY LX) TAEBEICIHREIL—F U REBUND Ay E—DNBEH RS

RARXFTBEHIZFERAShET,

COERITIH A=A DIT7ALADEEDHS . FEEELLGVATREEDHS URL ZHEL. ZDAVE—VICH L THEYET

2aAVEMBIALTUY TAIVEEFRIERLET .

1. T—9RT—arhi ESA D GUI ITFHEAL. [A—IL R —(Malil Policy)] > [#{E§3>T7>*Y J+JL4(Incoming Content

Filters)] ISR 8L T, [Z4/LRDEM (Add Filter)] &)V ILES . RORETRAL T I3 RELET
4Hi1: | Attachment_URL_CF

SER: | BRATFAILRIZZELESATINS URL AHBER . AYF—RTIZHmLES,

%&# 1: | [URLATIY (URL Category)] > [ERFHHT3') (Selected Categories)] > [Za—R (News)] | :ER > [HfH 774
ILEE®HS (Include Attachments)]

FHiay 1: | [NyE—DBIERE (Add/Edit Header)] > [NvA& —4% (Header Name)]: Subject > [BEEA VS —D{EDRIIZ4F 0
(Prepend to the Value of Existing Header)]:[Prohibited URL Found] (21t TLV% URL AAfEHEhELT:)
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Message Body or Attachment
Message Body

[URL category

URL Reputation

Message Size

Message Language
Macro Detection
Attachment Content
Attachment File Info
Attachment Protection
Subject Header

Other Header

Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score

DKIM authentication
Forged Email Detection
SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified
Duplicate Boundaries Verification
Geolocation

Cancel I

URL Category

Does any URL in the message body or subject belong to one of

the selected categories?

Available Categories:

Help

Selected Categories:

Adult 5 |l e (

[T |

Advertisements

Alcohol < Remove ]
Arts

Astrology

Auctions

Business and Industry
Chat and Instant Mess
Cheating and Plagiaris
Child Abuse Content
Computer Security
Computers and Intern:
DIY Projects

Dating

Digital Postcards ¥

Use a URL whitelist: |None ¥ | @

¥ Include Attachments

message.

Seject this to jook for URLs within the attachments of this J

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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2.

[OK] &0y oLET,

Edit Action

Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bce:)

Notify

Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface
Strip Header

| add/Edit Header

Forged Email Detection

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery
Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel |

Add/Edit Header Help

Inserts a header and value pair into the message or modifies value
of an existing header before delivering.

Header Name: [Subject
New Header Name or Existing Header

Specify Value for New Header (optional):
I

'* Prepend to the Value of Existing Header:
|Prohibited URL Found]

Append to the Value of Existing Header:

Search & Replace from the Value of Existing Header:

Search for: | *

Replace with: |
Leave blank to remove searched text from value.

(%) accapts regqular expression

]

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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3. [OK]#5UvILET,

Content Filter Settings

Name: |mtachment_,LJRL__CF

Currently Used by Policies: | No policies currently use this rule.

Description;

Order: |2 v | (of2)

Conditions

| Add Condltmn..:l

Order Condition Rule Delete
1 URL Category url-category (['News'], "", 1) 7|

| Add Action... |

Order Action Rule Delete

1 Add/Edit Header edit-header-text("Subject”, "(.*)", "[Prohibited URL FoundJ\\1") @

4. [EE(Submit)] Vv oL TT Y avEBEALET,

Incoming Content Filters

Success — The filker "attachment_URL_CF" was submitted.To enable this filter for a specific policy, go to Mail
Policies > Incoming Mail Policies and select the content filter settings for that policy row,

| Add Filter... |

Order | Filter Name . Description | Rules | Policies Duplicate . Delete
1 Shorten_URL_CF Default Policy . By 7§

2 Attachment_URL_CF | Not in use By o

| Edit Filter Order... |

cey:

5 STETLEL [EERNAEEHEE (Commit Changes)] REVEIUYIL T EENBERAIN TWSILEHERLET . LEICKLTEED
aAVREBML TS,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 25/103 R—2



Cisco dCloud
___________________________________________________________________________________________________________________________________________________________________|

ZIEA—IL R —%RET S (HEMERME:3 9)
WBIRATY T4IVAERELRIZERT BICIE, A—I)L R —ISRHLTENZTEIHELAHYET,

1. T—HURT—13vhi ESA @ GUI [TT7IEAL. [A—ILER S —(Mail Policy)] > [2{5 A— /LK) L — (Incoming Mail Policies)] IZ
BILT. [T I74/ILLKRY L —(Default Policy)] @ [a>T Y 74/L3 (Content Filters)] Ry 2 RAREI)vILET,

Incoming Mail Policies

Find Policies

Email Address: | [ * Recipient
Sender
Add Policy... |
Order Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = OQutbreak Filters Delete
Default Policy IronPort Anti-Spam = Sophos File Reputation Graymail Detection Enabled Retention Time:
Positive: Deliver McAfee Malware File: Drop Marketing: Deliver  (no filters) Virus: 1 day
Suspected: Deliver  Repaired: Deliver Pending Analysis: Deliver Social: Deliver
Encrypted: Deliver Unscannable - Message Error: Deliver Bulk: Deliver
Unscannable: Deliver | Unscannable - Rate Limit: Deliver
Virus Positive: Drop | Unscannable - AMP Service Not ...

2. BIOFIETHEMLIIAttachment_URL_CF1a>ToY J4VARIZFzvIR—o% M IFTEMIZLET,

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters {Customize settings) ¥

Content Filters

Order | Filter Name Description Enable
1 Shorten_URL_CF
2 | Attachment_URL_CF ¥

Cancel| Submit

3. [BEE(Submit)] ZoUvHLTarToy I E8%ERL. R —EHEELET,

Incoming Mail Policies

Success — The Content Filter settings for the Default Policy were submitted.

Find Policies

Email Address: | * Recipient Find Policies
Sender
Add Policy... I
Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters = Delete
Default Policy  IronPort Anti-Spam = Sophos File Reputation Graymail Detection § Attachment_URL_CF 3 Retention Time:
Positive: Deliver Mcafee Malware File: Drop Marketing: Deliver Virus: 1 day
Suspectad: Deliver Repaired: Deliver Pending Analysis: Deliver Social: Deliver
Encrypted: Deliver Unscannable - Message Error: Deliver Bulk: Deliver
Unscannable: Deliver | Unscannable - Rate Limit: Deliver
Virus Positive: Drop | Unscannable - AMP Service Not ...

4, ETLELEEOELIZHS [EENEEZHETE (Commit Changes)] R2VES)v LT, EENEASN TSI EEXHERLETT .
BIZECTEEDIAVMEEBMLTLESL,
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BAT7AILD URL TR T HETANT B (HEFRERE:3 5)

AHREHELDBHEMNTETLTOAIE, AvE—CDRAT7AIVICRIRTHAEREMEDHSH URL ZEL A—)LEH S 1—

Alan [TEETBEIZEL T B T7AILD URL T4ILE) VT HREETATEES,

H D Ben Hi

Ayt—TFHEHT BHZ, CLI #ERALT ESA ~DEKERBEL. A—I)L OV ERRLET (AY OERICIE M tail ) av U REFENET) .
IyE—CN—EDA— )L AvtE—CU T DBRTEERBITIEIZ, AvE—UANEBEIN, 7O a0 ERAINDIEEFOS THREELEY,
1. T—H9RT—L3>h i Microsoft Outlook FH2EIL. Ben DZIERL A DS RDNFTA—FEFRALTHLN AV E—DFERBLET,

*#{E®H: | ben@dcloud-out.cisco.com

F{E4: | alan@dcloud.cisco.com

B4 | HLLWSTSIvOLKR—

AIX: | CAITBIE. Alan

COmFHISEREZTT-HLOY TSIV DERNEENDT7AILERFLEL-OTHERAL T
123U\, (Please find attached the file contain information for the new suppliers who have
contacted us in this quarter.)

ABAT7AN: | TROMYT LD Attachment_URL 7 7+)LA 1285 URL-Inside.doc

New supplier report - Message (HTML) 3l

Message Insert Options Format Text Rewview Q Tell me what you want to do

URL-Inside.doc

Attached 171 bites
221 bytes

Hi &lan,

Pleasefind attached the file contain information for the new supplier who have contacted us in this quarter.

L & v | 8= g= ) il Attach File ~ > Follow Up ~
Calibri(Boc~/11 ~ A A =~ iz~ by - - ACIEEEE > Follow P
" Addvass Chatk U5 Attachltem~ ! High Importance
aste B I U ar. v == | = = ress ec !
- v - - B~ — |7 7| Book Names [# Signature ~ ¥ Low Importance
Clipboard Basic Text s Mames Include Tags
Fromw ben@dcdoud-out.cisco.com
To... ‘alan@dcloud.cisco.com’;
Send
LCue
Subject New supplier report

M
>

2. A—ILERELET, [TRTDIAHILEEEZIE (Send/Receive Folden)] #491v4 . £t=13 FO F—ZRLT. AATOEREFHE

ILEYS,
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3. ESA @ CLI IZRY, Attachment_URL_CF A>T JAIULE IL—ILHA—LDFAT7 AN EE D ESITMBLI-ERBELET .

ZOIL—=)LIE. ATV T4NEDEHETREIRLE: Web OATIVIZEINT, TOHEA~YE—DHIIZ [Prohibited URL Found]
FEMLET,
£ 199.18.133.146 - PuTTY M (=]F3

Tue Mar
dcloud.cisco.com verified yes

11:09:33 20618 Info: ID 103 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None

6 11:09:33 2018 Info: New SMTP ICID 183 interface Management (198.18.133.146) address 198.18.133.36 reverse dns host wksti.

2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018

2818
2018
:09:34 2618

Start MID 135 ICID 103

HID
MID

: MID

HID

: HID

MID
HID
MID
HID
HID

: HID
: HID
: MID

HID
MID
New

135 ICID 183 From: <ben@dcloud-out.cisco.com>

135 ICID 103 RID 6 To:

<alan@dcloud.cisco.com>

135
135
135
135
135
135
135
135
135
135
135

135
135

Message-ID '<806201d3b53b$9babc5an$d30350e8S@dcloud-out . .cisco.com>*
Subject *New supplier report

ready 4998 bytes from <ben@dcloud-out.cisco.com>

matched all recipients for per-recipient policy DEFAULT in the inbound table
interin verdict using engine: CASE spam negative

using engine: CASE spam negative

interim AV verdict using McAfee CLEAN

interin AV verdict using Sophos CLEAN

antivirus negative

AMP file reputation verdict : LOWRISK

using engine: GRAYMAIL negative

attachment 'URL-Inside.doc’

attachment URL-Inside.doc URL http://www.cnbc.com matched category News
attachment URL-Inside.doc URL http://www.news.com matched category News
attachment URL-Inside.doc URL http://www.bbc.com natched categor
Outbreak Filters: verdict negative

queued for delivery

SMTP DCID 92 interface 198.18.133.146 address 198.18.133.2 port 25

Delivery start DCID 92 MID 135 to RID [0]

:09:34 2018
- 2018
2018

9 2018 Info:

Message done DCID 92 MID 135 to RID [0]
MID 135 RID [0] Response '2.6.0 <0086281d3b53b$9babc5an$d30350e8$@dcloud-out.cisco.com> [Internalld=10

Message finished MID 135 done
ICID 103 close
DCID 92 close

4. Alan DZEFLAIZEY . HEBEDISICEBTIN-DEHERLET . 448 DHIIZ [Prohibited URL Found] ELV5TF X MAGEMNE

N AVE—DDREEN RSN FF AV MATEANONE SN LT CIZRAHLESITEHTVET,

«R 3 Forward
[Prohibited URL Found]New supplier report
- it el
Hi Alan,
Pleasefind attached thefile contain informationfor the new supplier who have contacted us in this quarter.
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DFHIVA 3 RFXNYUFBEDAYE—DFAUTIOIUMNIET S

A—RT—R

IT #AIE. TEDIESFEL AT LATRBINGVBENLGHEZELICHET OIS, TXTORTZEHRMICLEL—LTWET,
HEEFDA—ILEBENA—ILIZETETRTOOY OLE 1—%{FSh. Microsoft Exchange THEELf=A >V TLIRDAvE—D0 5
Y —/3M5 Cisco E A—JL FalT4 V)1 —3vFTOOSICHEELTOET,

HOIEHHELE—FIZ, COBEFFIINETIZRE=2EDHEWNTMID 274 [ RFCERDIE=OT AX YU R EE | DI—IHF T EL
1=(MID 274 was marked Unscannable due to RFC violation) 1&W\3 A t—C DITHAH A EICEMNFEE T, MO TEREShI=AY
T THoO  BEOHIA—IIVEBFICHKLIZEIA. TORTIUOEEEIL. COAYE—U(E Cisco E A—)L £Fa)T4D
RAE¥Yy IVOUVOBREETYIRIT. AES AT LEREL-AHMELIHILTCICERERLEL .

RIFROEELRRT ODHENOF—LEEDE. Cisco AsyncOS v11.1 TIRFvUTHEIDEEE AT S EMNRESNELT,

T3 a) T il

FELGHRRDAVT —ZH DAL, FHIFERICH DN AVE—VLEEELTVDLODZO—HPORENYXFRREL TS A—)L
(%, *—JL Ayt—T M Request for Comments (RFC) ISERLTWAERLGESNET,

Cisco E A—JL X2 TATIE TRF v FEEIDEHITE o TA—IL AvE—UFFEL, EEEMNRELZTIIaVERTTHELS
FIHEBEEELDHCENTEET,

B &Y

SOV FIATIE Cisco E A =)L XAV TADEEDFRV—T12T VAT LIZ.RFC BROA—IL Aye—D%A0TIDIUMIR
HI S aEZ ERMEA AL TEERLET .

AX v DEEEERT S MHEMERRE:19)

ZDRARYTIE, [R¥Fv DENME (Scan Behaviour)] Y A—/VLEEETORMAAKE RFC EROFHICE DV TEMDI RF v T EE]

DREVEDITHEYET,

1. D—9RFT—arhi ESA D GUI ITFHEALT [F2) T —E X (Security Services)] [TFEEIL. [RF+> DEIE(Scan
Behavior)] #7v I LET, [J B—/ VLR EDHRE (Edit Global Setting)] #7'vYL. ROFBEEFEALT. BFLXKE RFCER
PNRATRF YU TELENAYE—DITHT B 7o HBRELET,
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ZHI: | BRAXBICKYRF YU REEGAYE—DIT0dT 5703y
Foiar 1: | [IELv(Yes)] > [i£1E (Deliver As 1s)]

[BHMIERTE | DRI AYE—TFBM > WARNING: UNSCANNABLE EXTRACTION FAILED] (24 : R
(Advanced)] | TELEW=HRF YU TEE)
=7)vY:

ZHl: | RFCERICTKYRF YU REELAYE—DITRTEHT I ay
Foar 1: | [[&Lr(Yes)] > [i%1E (Deliver As Is)]

[FHMERE | B ORIICAYE—C%EM > [WARNING: UNSCANNABLE RFC NON-COMPLIANT] (24
(Advanced)] | RFC ICE#RL TLVEL=H R THE)
7).

Actions for Unscannable Messages due to Extraction Failures

Enable Actions for Unscannable Messages due to Extraction Failures: ® ves ' No

Action Applied to Message: Deliver Asls ¥

= Advanced Modify Message No * pPrepend Append
Subject:

lwnRNING: EXTRACTION FAILED]-

Add Custom  '® Ng Yes
Header to

Message: Header: I

Value: |

Modify Message @ pg Yes
Recipient:

Address: I

Send Message | '® pno Yes
to Alternate

Destination Host: |
Host:

Actions for Unscannable Messages due to RFC Violations

Enable Actions for Unscannable Messages due to RFC Violations: #® ves ' ' No

Action Applied to Message: | Deliver As Is ¥

= Advanced Modify Message Na * prepend Append
Subject:
[W’ARN[NG: RFC NON-COMPLIANT)-
Add Custom  '® pg Yes
Header to
Message: Header: | |
Value: I
Modify Message '® No CH
Recipient:
Address: I
Send Message  '® No Yes
to Alternate
Destination Host: [
Host:

2. [E{E(Submi)] ZHJvILETS,

3. BTLESCEAEOMELIZHZ [EERNELZHETE (Commit Changes)] REVE5)v LT, TENMBRSNTWAIEEHRALET .
B TEEDIAVIEEBMLTIEELY,
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AF X URBGEAVE—CDREET AN S HEEFTERRH:5 53)

Cisco E A—JL £Fal T4 Rx v TELENIFAIL, FEFELGEHRR AV E—CEEDSISICNEBT 5O ETEVAN —2a0 T

BIZIE. Ben M5 Alan [TA—)LEZELE T, ChlE RO MRODICH - THA - HSBBRIZE AV E—2F 22— TLY

7,

1. AytE—CFEHET DA, CLI ZEMALT ESA ~DEHFEMIBEL. A—)L OV ERALET (O ORERICEMtail 13T FEfENE
F)o AytE—UN—EDRELF BB T DI, AvE—UANEIN, 7ILav BN BRSNS LEOT THRELET,

2. TRYMYT MBS Outlook ZHEEIL . Ben DA—ILIRYIZAMD, RDINTA—REFHALTA—ILEERLET,

2%{E#&: | ben@dcloud-out.cisco.com

(g% | alan@dcloud.cisco.com

#4: | BE

AX: | BECTHELEHLOLDERIETEZTHIVDEETT, 1 20 zip 77 ZEEHTEML TLET,

Fft: | TRIRYT LD Unscannable 47 74 /LA (2% % unscannable.zip,
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G\_/c .. ¥ dCloud Files ¥ Unscannable +

Organize v  Includeinlibrary v  Sharewith v  New folder

I Favorites Name « Date modified Type
Bl Desktop 1, unscannable.zip 3/6/2018 6:01 AM Compressed (zipp...
# Downloads

The Photos - Message (HTML) 5l

Insert Options

Format Text Rev Q Tell me what you want to do
okl - - *— 1— - A (] ile > -
D CalibriBoc~{11 ~ A A = ~vi=~ Ko |:' '.'E é‘@) B Adnch il ikl
Past " Add it U2 Attach Item ~ ! HighImpaortance
aste aly . v B==|e = ress Chec 0%
v w|B8 T U - B~ ~ | = | Book Names [}, Signature ~ ¥ Low Importance I
Clipboard & Basic Text e Names Include Tags e ~ I
From w ben@dcloud-out.cisco.com ]
1=1
To.. ‘alan@dcloud. cisco.com';
Send
Cc..
Subject The Photos
(
— i unscannable.zip .
Attached 778 KB
Hi Alan,
Here are the photos of the new product design mentioned on our call, | have compressedthem into single zip file.|
3. A—ILEREELET, [TRTDIAHILEEEZ(E (Send/Receive Folder)] 491wy, £t FO ¥—%2BLT. APTOEREFHE
ILES,
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4. BAWEFEICLTEL= CLI I)LITBEL, T7AUARFYUTERLEDOY Avt—C&BLET RAT7MLHIERFAD KK
[CEYRF PO RBEELTY—ISNI=CEEZTDEBZEA—)L AT O THRL TS,

o 198.18.133.146 - PuTTY |0} x|

Tue Mar 6 11:41: 2018 Queue: Checkpoint Started
11:41: 2018 Queue: Checkpoint Finished
12:02: 2018 : New SHMTP ICID 104 interface Management (198.18.133.146) address 198.18.133.36 reverse dns host unknow
no
Mar 12:02:51 2018 : ICID 184 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None
Mar 12:02:51 2018 : Start MID 136 ICID 164
MHar 2:02: 2018 : MID 136 ICID 1064 From: <ben@dcloud-out.cisco.com>
Mar 2 2018 MID 136 ICID 164 RID O To: <alan@dcloud.cisco.com>
Mar :92: 2018 MID 136 Message-I1D *<9008061d3b54380dFdob80S29F722805Rdc10ud-out .cisco.com>*
Mar 2:02: 2018 : MID 136 Subject 'The Photos®
Mar 192: 20918 MID 136 ready 393432 bytes from <ben@dcloud-out.cisco.com>
Mar 2:02:51 2018 : MID 136 matched all recipients for per-recipient policy DEFAULT in the inbound table
Mar 2:02 2018 ICID 184 close
Mar :02: 2018 : graymail [CONFIG] Graymail process is now enabled
Mar 2:03: 2018 F MID 136 interim verdict using engine: CASE spam negative
Mar 2:03: 2018 MID 136 using engine: CASE spam negative
Mar :03: 2018 MID 136 interim AV verdict using McAfee UNSCANNABLE
Mar :03: 2018 F MID 136 interim AV verdict using Sophos CLEAN
Mar :03: 2018 : MID 136 antivirus unscannable '0x08' unscannable.zip,unscannable.zip/®
Mar 2:03: 2018 MID 136 AMP file reputation verdict : UNSCANNABLE, Reason : Message Error
Mar 2:03: 2018 : MID 136 using engine: GRAYMAIL negative
2018 MID 136 attachment ‘unscannable.zip’
12:03:086 2018 Warning: MID 136: scanning error (name=‘unscannable.zip®, type=compressed/zip): Sporadic Seek. Failed to de

12:03:06 2018 Info: MID 136 was marked unscannable due to extraction failures. Reason: Error in extraction process : Time|
or Decoding errors.

12:03:86 2018 MID 136 Outbreak Filters: verdict negative

12:03:086 2018 Info: MID 136 queued fFor delivery

12:03:06 2018 Info: New SMTP DCID 93 interface 198.18.133.146 address 198.18.133.2 port 25

12:03:06 2018 Info: Delivery start DCID 93 MID 136 to RID [8)

12:03:07 2018 Info: Message done DCID 93 MID 136 to RID [0]

12:083:07 2018 Info: MID 136 RID [8] Response '2.6.0 <000001d3b54330dfdOb80$29F72280%@dc)loud-out.cisco.com> [Internalld=11
] Queued mail for delivery'
Tue Mar 6 12:03:07 2018 Info: Message finished MID 136 done

“tesa.dcloud.cisco.com> j

5. T—HRT—LavIlRoTAvE—CEESI—ERBISE L&, AvtE—UH Alan D A—)L RS RICRTFEINET, LIETIC [RFv>
D ENE (Scan Behavior)] CERELLZTF A EZDAYE —ITEBMSN TSI LERERTEET,

BB Ben Bravo <ben@d

WARNING: UNSCANNABLE EXTRACTION FAILED]-The Photos

B R R N R KA il S
dcloud.cisco.com

Hi Alan,

Here are the photos of the new product design mentioned onour call. | have compressedthem into single zip file.
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DFHIA 4. BRIDEOBIEICEOTAMP 930 FDAUTIDIVRZERT S

A—R5—RX

SHOFREBYA—IILOENKIBIZEML., FERMIA—ILENLTHAISTKATEI771L O HEMLELT=, Voyage Corp $t(E.
BHDODREYY TUDVICEBBEDREEITVELEN., ZORBEDI7ZAILH, 5#E1TS Cisco ThreatGrid (TG) [TEESNAENNIEA
ahYEL,

CORBEERAEBELI=ECAH, 7YTA—FDFIRIELI=CEIZELY . ZRFRIREBA-I7M LTSN GEN o= EAHIBALEL =, VX
O THIUE F—LIGERBEELTEMDY LTIV IR IDEAERTLELED, ChIZIE, EEXHFADESIRENDELSZ ARIZH
BREIMNMNYZET,

A—)LEBE(T, WESNT- Cisco AsyncOS v1l.1 DERISEIV S UEFERAT ALV I EEMLGEREFRELEL, ChiIZkY,. T
VR A—YERELNRLGVEIMNIL TUOYDRI7AILICEENSEEIC. EELTHNERHDO R ETOIDHEDH D I7MILDEZE.
Cisco E A—)L ¥ T4 Y)1—2 3 TRIBIZHIBTEES,

T a) Tl

AMP DOEBRIHDERETIE. BEEOHII7MIVRNICHEETEIIENENAIT—2 T—LEDOTA/NRTAEFTILET, —RRELHIE,
FXaAVMIBHAFENFRIV T T, BEEDHARF1AVRDREIZRIV T ELETI/ONEENTOET A, ELDY)—HF
FaAVMIUFENODAEFNTOER A, I5LIZEA—IRT YvIDEMIE. BEEDHEEHTET 5=HIHRBIZTAE (Bl YRRy
R)FTRETFAIEHRETSHILETT .

B &Y

ZDUFIATIH, AMP BRINEBICEST. V5K 10TV REZFRAL, RELIA—ILDRAIT7AINICEENDETHT4T VTV
YR TUOVEHIET BHEDIEZN, YIR— IR I7AINEEOCT LT TES TG FHIRMDMEYR I I7 A IV ER T HEEHZEH
BTEOHEEERLET,

I EEGTILIITIHEOFEMIZ DL T, TAdvanced Malware Protection 128 BB LTLFEELY,

YR A RI7AIIDIEEERIRT S MEERTERM: 1 9)

HR—MHARIT7 AL DFELED 380 LU LITHEIREN F=IFM . AMP FRIDEEDE LICK ST, 29T —8 J1—LRIZRYYTROTI0%ES

CRALGT7AIVHHAREN TN EIDEHIELIZY ATV DRODBELAVICRLITET EDTEHEMALTUY T74

LDHETEOHEELIYT HIENTEET .

1. T—YURT—13vhi ESA O GUI IZF7IEALT [£F 2T+ H—E X (Security Services)] IZBEIL. [I7AILLEaT—ave
4347 (File Reputation and Analysis)] #491)voLET , [ O—/VILERTED#RE (Edit Global Setting)] #2)v L., XD X EEFH
LT [Z74L53 4 (File Analysis)] 023> RO Y HR— MR I7/ILDEFEEZRIRLET
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REl: | TPAILDH
Foiav 1: | [I7AILEFEAIZT S (Enable File Analysis)] #ZRLET .
Toar 2: | [T RTEFER(Select AN &=V vILET,

Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network comrunication to the cloud servers on ports 32137 or 443 (for File Reputation) and 443 (for
File Analysis), Please see the Online Help for additional detalls.

File Reputation Filtering: | ¥ Enable File Reputation

File Analysis: (2) | & Enable File Analysis

¥ Select All Expand All Collapse Al Reset

Archived and compressed
Configuration

Database

Document

Email

Encoded and Encrypted
Executables

Microsoft Documents

NSNS NSNS SNSNASSNSS

b
b
b
b
[<
b
b
b
b

Miscellaneous

b Advanced Settings for File Reputation | Advanced settings for File Reputation

b Advanced Settings for File Analysis | Advanced for File Analysis

s for Cache

b Cache Settings | Advanced se

2. [#E(Submit)] 9w oLET,

w

SETLESEEOALEIZHD [ZEERAEEHETE (Commit Changes) | 222Uy I LT EENABRASNTWDIEEERLET
B TEEDIAVMEEBMLTEELY,

RIEA—IL RO —%HmET D HEERERM 3 2)

1. T74IE RUS—EHEL. Cisco AMP I35 IRIZHHT B TEEBELIEI7AUARFEN TN AV —DISERT ST I3V EE
Ebij-o
2. D—YRT—L3rhis ESA @ GUI IZTHEAL. [A—IL R —(Mail Policy)] > [3{§ A—JL K1) — (Incoming Mail Policies)]

IZBEIL T, [T74/Lk R —(Default Policy)] @ [& E4 < Lo 7 Bhf (Advanced Malware Protection)] 233> RES w5
l/i‘g—o
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Incoming Mail Policies

Find Policies

Email Address: | [ ® Recipient
Sender
Adﬂ Pohcy
Order Pohcy Name  Anti-Spam Anu Virus Advenced Malware Protection Graymanl Content Fllters Outbreak Fnhers Delete
Dsfault Policy ' IronPort Anti-Spam Sophos File Reputation Graymail Detection Enabled Retentnon Time:

Positive: Deliver McAfee Malware File: Drop Marketing: Deliver  (no filters) Virus: 1 day

Suspected: Deliver Repaired: Deliver Pending Analysis: Deliver Social: Deliver
Encrypted: Deliver Unscannable - Message Error: Deliver Bulk: Deliver
Unscannable: Deliver | Unscannable - Rate Limit: Deliver
Virus Positive: Drop | Unscannable - AMP Service Not ...

3. [P7AILEHFEAIZT S (Enable File Analysis)] [IZFzyII—IhFNTNBIEEFRERLET, ShIZKY . HIERHKRARMNDE
BIOFAILIE. TXRIR—FR B LVHIED =8I Cisco ThreatGrid B RRyH XY FALIRENET,

Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings

Policy: DEFAULT

Enable Advanced Malware Protection for : ¥

This Policy: ® Enable File Reputation

¥ Enatle File Analysis

- Mo

4. [F7AILDHHBRBDOAyt— (Message with File Analysis Pending)] £43avE&TRIO—)LL. [AyvtE—CISBRASNS TS
23> (Action Applied to Message)] # 315 (Deliver As Is)] [CEELFET,

Messages with File Analysis Pending:

Action Applied to Message: | Deliver As Is '1

Archive Original Message: No ® Yes

Modify Message Subject: No * Prepend Append

I[WARNING: ATTACHMENT(S) MAY CONTAIN I
b Advanced | Optional seltings.

5. [EE(Submit)] ZHUvoILTTHLavEBRALET . ET LS [EEANBEREE (Commit Changes)| RAVE#91)vH LT, EEMN
BRSNTWAZEFHERLET . BEICRCTEEDIAU M EBILTESLY,

D=2 T7AIDBREENTF AV E—DFEET DT ERRE:3 5

CCT THRR T7MIILERMAFLT Ben M5 Alan [TAYE—UFFELE T, ChiZIH T, AMP SRS ENRaSh . RELHIENTH

n#xEd,

1. Avt—CFERT AN, CLI ZEALT ESA ~OEMERMIAL. *—/L OJERRLET (BT ORERICF Mal I o FEFENE
T AvE—UN—EDEREFRIBT IR, AvE—CNNEBIN, 7HLaVv BRSNS EEOT TRELET,
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2. T—YART—avhb Microsoft Outlook ZAEEIL . Ben DRIEFL MDD, RD/NFA—LZFERALTHLN AV E—CFEHLES
#*{&&: | ben@dcloud-out.cisco.com

F{E%H: | alan@dcloud.cisco.com
Ha: | HEOFHLLV/IDILYE
AX: | SAITBIE, Alan

BHFNA—2ar ORIV TUVNERMTLEL =, BRLT. EREE N B TS, (Attached is the latest version
of the product brochure, please review it and share your thoughts.)

Bt | TRUMYT LD AMP_Preclass > Low Risk H 77+ ILF (Z$HHRD Text_File.txt I77 4 ILERFLET,

From w ben@dcloud-out.cisco.com
To.. ‘alan@dcloud. cisco.com’;
Send
e
Subject New Product Brochure
R Text_File.tzt .
Attached 17 bytes
Hi &lan,
Attachedis the latest version of the product brochure, please review and share yourthoughts.

3. Ayt—CFEELET, [TRTDIAILEFEEZIE (Send/Receive All Folders)] 242w, Ef-1& F9 ¥—%#L T, AHPTO+R
EFEETLET,

THR T7ANITHT S AMP DT V2avEE=49 % (HEMERMH:15 2)

CDBRRYTIF, Cisco E A =)L £Fa)T1 Va—avé HIT, BILEShi- AMP OFRINEIDUIZEST, TL—r TR T7

ANDBEDLSIZNEBINDEZDONERLET,

1. ESA® CLI tyiavIcBBL. OB RIO—LTEETHLET . HILLWTITIETAICE S TEHAD RIS EFH EINSETICLIE
KBS DIGENHYET,

2. ROOYTHRIARTINTOBITEZDRDITIZE>TIZAIL LEAT—a> DFIEH LOWRISKUEYRY) THAIZENHFMYET,
LIz T COIT7MLIES T B TEREEIN S LELL RALREA—IL R)—DEYDEELAV—ICELIZEREINET,
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&P 198.18.133.146 - PuTTY -10] x|

: ICID 109 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None
: Start MID 140 ICID 109
: MID 140 ICID 109 From: <ben@dcloud-out.cisco.com>
: MID 148 ICID 189 RID O To: <alan@dcloud.cisco.com>
: MID 148 Message-1ID '<800e81d3b600Se8b88b60Sba29a22088@dc1oud-out .cisco.com>’
: MID 140 Subject 'New Product Brochure'
: MID 140 ready 3357 bytes from <ben@dcloud-out.cisco.com>
: MID 140 matched all recipients for per-recipient policy DEFAULT in the inbound table
: MID 148 interim verdict using engine: CASE spam negative
: MID 140 using engine: CASE spam negative
: MID 140 interim AV verdict using McAfee CLEAN
: MID 140 interim AV verdict using Sophos CLEAN
: MID 140 antivirus negative
AMP file reputation verdict : LOWRISK
using engine: GRAYMAIL negative
attachment 'Text File.txt®
Mar C : MID 148 Dutbreak Filters: verdict negative
Mar 7 : : MID 140 queued for delivery
Mar : : ICID 189 close

3. RIL CLlI 923> T tail amp v FEA AL Enter ¥—ZHLET, AMP OOJ (L, AMP 95RMNSOTYhR-1z2EE. 79
T47 ATV EERBNAL T YN EELEWEHIESIN O T 7ML RIZ7 Yy TA—R I N EEBRELMTRL TN
i?-O

£ 198,18,133,146 - PuTTY =]
esa.dcloud.cisco.com> tail amp |

Press Ctrl-C to stop.

Wed MHar 7 10:41:51 2018 Info: File reputation query initiating. File Name = ‘'Text_File.txt', HMID
= 148, File Size = 16 bytes, File Type = application/x-shockwave-flash

Wed Mar 7 108:41:51 2018 Info: Response received for file reputation query from Cloud. File Name

= ‘Text_File.txt', MID = 148, Disposition = LOWRISK, Malware = None, Reputation Score = 8, sha256
= S51cfae87d8cu4701e2d267dea87130a30e23531bc5a12547b7eaaecdidd6ed98e, upload action = 1

Wed Mar 7 18:41:51 2018 Info: File not uploaded for analysis. MID = 148 File SHA256[51cfaeB7d8c
47081e2d267deaB87130a30e23531bc5a12547h7eaaecd1ddéed98e] file mime[application/x-shockwave-flash] Rea
son: No active/dynamic contents exists

4. Alan OZEFLAIZBEIL. [T RTOIAILE EEFE (Send/Receive All Folders)] 49V v4 ., E£1-1& F9 ¥—% 2 ~ 3 [E#AL T,
A= OSAT UM ERBIEEET,

5. ¥|EHEEA LOWRISKUEYRD) IZBREIN T ST, Text_File.txt AFFSHf=A—)LIZ Alan DA—)L RyHRIZEEShFET
N EEROEBETT, BAI7MILERNT. TXRAL I7AL DAV TUVERERLET . AV TUYARERIZRTEIN, BEFA—IL
DAVE—DHEBEEINDEREHYFEE A,

[ D /)
HEen Kravi < NDen@o
= Avi (O Lo BRLCLO LS

New Product Brochure

Text_File.bt

Hi Alan,

Attachedis the latest version of the product brochure, please review and share your thoughts.
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6. ESA ® GUI v3a> T [E=4%(Monitor)] > [&EH~ /L7 (Advanced Malware Protection)] LA R—MZ# &1 5L, AMP
MLIBLE=D7MIL DR EICHIEH R [LowRisk] DAV TURRESATLET,

Incoming files handled by AMP Summary of Incoming files handled by AMP

Disposition . Count
Clean 0
Malicious 1]
LowRisk
i (100.0%) Unknown 0
Unscannable 0
LowRisk 1
100.0%
Total 1
Export.., ]

7. HIEHRE [LowRiskl DA TUREI)YITRE, Avt—D FSUFUTHEENEEL, Avt—Y JO—¢FNISERSh =&
TOar QFMERIRTINET,

Results Items per page
Displaying 1 — 1 of 1 items.
1 07 Mar 2018 10:41:50 (GMT +00:00) MID: 140 Show Details &

SENDEF ben@dcloud-out.cisco.com
alan@dcloud.cisco.com
= New Product Brochure
TATE: Message 140 to alan@dcloud.cisco.com received remote SMTP response '2.6
& Text_File.txt

Displaying 1 — 1 of 1 items.
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8. [N (Show Details)] #7') v oL T, CORED AV E—L DeFMBIEHRERTLET

Processing Details

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: alan@dcloud.cisco.com

07 Mar 2018 10:41:50 (GMT +00:00) Protocol SMTP interface Management (IP 198.18.133.146) on incoming connection (ICID 109)
from sender IP 198.18.133.36., Reverse DNS host None verified no.

07 Mar 2018 10:41:50 (GMT +00:00) (ICID 109) ACCEPT sender group UNKNOWNLIST match sbrs[none] SBRS None country None
07 Mar 2018 10:41:50 (GMT +00:00) Start message 140 on incoming connection (ICID 109).

07 Mar 2018 10:41:50 (GMT +00:00) Message 140 enqueued on incoming connection (ICID 109) from ben@dcloud-out.cisco.com.
07 Mar 2018 10:41:50 (GMT +00:00) Message 140 on incoming connection (ICID 109) added recipient {alan@dcloud.cisco.com).

07 Mar 2018 10:41:50 (GMT +00:00) Message 140 contains message ID header '<000e01d3b600$e8b88b60$baz9a220$@dcloud-
out.cisco,com>',

07 Mar 2018 10:41:50 (GMT +00:00) Messaqge 140 original subject on injection: New Product Brochure

07 Mar 2018 10:41:50 {GMT +00:00) Message 140 (3357 bytes) from ben@dcloud-out.cisco.com ready.

07 Mar 2018 10:41:50 (GMT +00:00) Message 140 matched per-recipient policy DEFAULT for inbound mail policies.

07 Mar 2018 10:41:50 (GMT +00:00) Message 140 scanned by Anti-Spam engine: CASE. Interim verdict: Negative

07 Mar 2018 10:41:50 (GMT +00:00) Message 140 scanned by Anti-Spam engine CASE. Interim verdict: definitely negative,
07 Mar 2018 10:41:51 (GMT +00:00) Message 140 scanned by Anti-Spam engine: CASE, Final verdict: Negative

07 Mar 2018 10:41:51 (GMT +00:00) Message 140 scanned by Anti-Virus engine McAfee, Interim verdict: CLEAN

07 Mar 2018 10:41:51 (GMT +00:00) Message 140 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

07 Mar 2018 10:41:51 (GMT +00:00) Message 140 scanned by Anti-Virus engine. Final verdict: Negative

07 Mar 2018 10:41:51 (GMT +00:00) [Message 140 scanned by Advanced Malware Protection engine. Final verdict: LOWRISK

07 Mar 2018 10:41:51 (GMT +00:00) [liMessage 140 contains attachment Text_File txt' (SHA256

51cfae07d804701e2d267dea87130a30223531bc5a12547b7eaaecdlddéed90e).
07 Mar 2016 10:41:51 (GMT +00:00

Message 140 attachment 'Text File.txt' scanned by Advanced Malware Protection engine. File
Disposition: LowRisk

07 Mar 2018 10:41:51 (GMT +00:00) Message 140 contains attachment 'Text_File.txt'.
07 Mar 2018 10:41:51 (GMT +00:00) Message 140 scanned by Outbreak Filters, Verdict: Negative
07 Mar 2018 10:41:51 (GMT +00:00) Message 140 queued for delivery,

07 Mar 2018 10:42:13 (GMT +00:00) SMTP delivery connection (DCID 97) opened from Cisco IronPort interface 198.18.133.146 to IP
address 198.18.133.2 on port 25,

07 Mar 2018 10:42:13 (GMT +00:00) (DCID 97) Delivery started for message 140 to alan@dcloud.cisco.com.
07 Mar 2018 10:42:13 (GMT +00:00) (DCID 97) Delivery details: Message 140 sent to alan@dcloud.cisco.com

07 Mar 2018 10:42:13 (GMT +00:00) Message 140 to alan@dcloud.cisco.com received remote SMTP response '2.6.0
<000e01d3b600$eB8bB88b60§ba29a220¢§@dcloud-out.cisco.com> [Internalld=15] Queued mail for
delivery'.
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RITIT7ANEERT D (HEEFMERRE:15)

AMP I3 7R MoBoNSSESFRHIMEN ) H—F ERITI7TAUDNERSNET,

1. D—9RT—2avOTRIMTIZHBEL. [dCloud Files | WS TAIL A ZRDITTHE, THILE D HIZHSBIAMP_Preclass1&0V5
I IAHNEEREET,

609 'L~ dCloud Files +

Organize v _ Open Includeinlibrary v  Sharewith v  New folder

S Eavote: Name ~ Date modified Type
Ml Desktop P AMP_Preclass 3/6/2018 6:01 AM File folder
& Downloads 1. AMP_Unity 3/6/2018 6:01 AM File folder
" Recent Places . Attachment_URL 3/6/2018 6:04 AM File folder
@ OneDrive ). Shortened_URL 3/6/2018 6:01 AM File folder
| Troubleshooting 3/6/2018 6:01 AM File folder
4 Libraries . Unscannable 3/6/2018 11:17 PM File folder

@ Documents

2. THigh Risk]1&EWS YT T4 /LAERRE exe-generator.cmd 4 JILYvIL., Rorant= [EIT(Run)] REVZHEZELTYUYILE
T, EBICE{TSNSE, Exe_File.exe EV5 2 DEDI7AILNERSNET,

&P )= |1 ~ dCloudFiles v AMP_Prectass ~ High Risk

Organize Open Share with v New folder

¥ Favorites Name Date modified ~ Type
Bl Desktop exe-generator.cmd 3/6/2018 6:01 AN Windows Comma...
8 Downloads Exe_File.exe 3/8/2018 4:56 AM Application

2| Recent Places
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RITI7ANEET AV E—VERIET D HEERERRE:3 7)

[F Y=

ST RITI7AIVERMLT Ben i Alan [2AYE—DEZAELES . ST AMP BRIGEMNFRIGSH . DEGMENITOAET,

1. Ayt—CFEHBI AN, CLI ZEALT ESA ~DEBTERIAL. A—)L OJERRLET (O ORI Mail AT FE/HLE
) AvE—TUHN—BOERELTEBT BIEIC, AvE—UHREEIN, THOav BRSNS EEZAT THRELET.

2. T—YRT—Larhi Microsoft Outlook ZREEIL . Ben DZIERLAMS, RDNFA—FEFEALTHLL AV E—DFERLET,

#fEE: | ben@dcloud-out.cisco.com

2{E#&: | alan@dcloud.cisco.com
H4: | OS ODHLLWY—ER \yF
AX: | SAITBIE, Alan

0S DRFDY—ER NyFERILET FTILIJ9ILTTCITAV AR—ILLTLIZELY, (Attached is the latest
OS service patch, please double click and install immediately.)

B | TRIMYT ED AMP_Preclass > High Risk 47 74L& 2% Exe_File.exe,

From « ben@dcloud-out.cisco.com
Tou. ‘slan@dcloud. cisco.com’;
Send
Cca. l
Subject Mew OS Service Patch
m 1| Exe_File.exe
Attachec ‘ " i
iched B e
Hi Alan,
Attachedis the latest OS service patch, please double click and install immediately,

3. Ayt—UFEEELET, Microsoft Outlook [Z&>T, BRETIHLBEWI7ZAIVICETIEENRRTINDDT. [I£L (Yes)] E7UvIL
TIDBELEEBLET, [TRTOIHILE E£ZIE (Send/Receive All Folders)] 491 v4 ., £t=13 FO F—%4#BL T, A#PTOER
EFEBETLET.
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FHLWI7ZAILIZHT D AMP D702 avEE=429 5 (HEERERM:5 7)
ZDHARYTIE. Cisco E A—J)L ¥ aTq V' a—lav e BT, sibIhiz- AMP OFRISEIVOUICES>T. BHOLLIFZAILHE
DE3NBENDEDNERLET,

1. ESA® CLlI yiavIcBEL. OB RIO—ILT2ETHLET . HILLW T ITIETAICE S THED R RIAEHFINLIETITLIE
SKEEADMNDIGEGENHYET,

2. ROOTDERARTINFTBELVZNLURDITIE. T7M4IL LE2T—2a> DHIEERLTVET , #IFEA UNKNOWN (K%1) T
BBz, T7AIIRB LD DIZDITRESNET , FIDEE, SHA256 NEIY LB TON TSI EITHFRL TS,

£ 198.18.133,146 - PUTTY -|0] x|
A
Thu Mar 8 07:25:38 2018 Info: New SMTP ICID 113 interface Management (198.18.133.146) address 198.18.133.36 reu_J
erse dns host wkst1.dcloud.cisco.com verified yes

Mar :25: 2018 Info: ICID 113 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None

Mar 7:25: 2018 Info: Start MID 144 ICID 113

Mar 73253 2018 Info: MID 144 ICID 113 From: <ben@dcloud-out.cisco.com>

Mar 2253 2618 Info: MID 144 ICID 113 RID O To: <alan@dcloud.cisco.com>

Mar 25 2018 Info: MID 144 Message-ID '<802a81d3bdae$ababyb10$062e0e130$@dcloud-out.cisco.com>’

Mar t25: 2018 Info: MID 144 Subject "New 0S Service Patch’

Mar H'4 3 2018 Info: MID 144 ready 194913 bytes from <ben@dcloud-out.cisco.com>

Mar 252 2018 Info: MID 144 matched all recipients for per-recipient policy DEFAULT in the inbound ta

Mar 12253 2018 Info: MID 144 interim verdict using engine: CASE spam negative

Mar :25: 2018 Info: MID 144 using engine: CASE spam negative
Mar 525z 2018 Info: ICID 113 close
Mar o 2018 Info: MID 144 interim AV verdict using McAfee CLEAN
Har 7:25: 2018 Info: MID 14% interim AV verdict using Sophos CLEAN
2018 Info: antivirus negative
2018 AMP file reputation verdict : UNKNOWN(File analysis pending)
2018 SHA 22cdfS5d9205F0aeaBbcc5207000a73420edaa25524d3Fc55ebc6599ecF1e59d6 File)
1

: MID 144 using engine: GRAYMAIL negative

: MID 144 attachment ‘Exe_File.exe'

: MID 144 Outbreak Filters: verdict negative
MID 144 quarantined to "File Analysis" (UNKNOWN:File analysis pending)
Message finished MID 144 done

3. T—YRT—av® GUI vy ar T [E=4(Monitor)] > [EEREYILY 7 [ (Advanced Malware Protection)] LA R—MZ#E)
THEAMP BRELIZD7MIILOBEITHIERER [RE (Unknown)] DAV TU RSN TLET,

Incoming files handled by AMP Summary of Incoming files handled by AMP

Clean 0
Malicious 0
Unknown 1

Unknown
(100.0%) Unscannable 0
LowRisk 0

100.0%

Total 1

Export...
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4. FIEFHR [RH (Unknown)] DAV TUMEI) VIS e, Avt—2 FoyF U THEENERL, Avt—Y JNn—LZhITERSN
=&ET I AV OFMERARTEINET,

Results

Displaying 1 — 1 of 1 items.

Items per page

1 08 Mar 2018 07:22:22 (GMT +00:00)
NDEF ben@dcloud-out.cisco.com

alan@dcloud.cisco.com

New OS Service Patch

& Exe_File.exe

Displaying 1 — 1 of 1 items,

Message 143 to alan@dcloud.cisco.com received remote SMTP response '2.6

143 Show Details &

5. [F#D R (Show Details)] #9vILT. COHEDAvE—D DEFMIERERRLET .

Processing Details

08 Mar 2018 07:22:22 (GMT +00:00)

08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)

08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:22 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:25 (GMT +00:00)

08 Mar 2018 07:22:25 (GMT +00:00
08 Mar 2018 07:22:25 (GMT +00:00

08 Mar 2018 07:22:25 (GMT +00:00)
08 Mar 2018 07:22:26 (GMT +00:00)
08 Mar 2018 07:22:26 (GMT +00:00)
08 Mar 2018 07:22:35 (GMT +00:00)

08 Mar 2018 07:22:35 (GMT +00:00)
08 Mar 2018 07:22:35 (GMT +00:00)
08 Mar 2018 07:22:35 (GMT +00:00)

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: alan@dcloud.cisco.com

Protocol SMTP interface Management (IP 198.18.133.146) on incoming connection (ICID 112)
from sender IP 198.18.133.36. Reverse DNS host wkstl.dcloud.cisco.com verified yes.

(ICID 112) ACCEPT sender group UNKNOWNLIST match sbrs[none] SBRS None country None
Start message 143 on incoming connection (ICID 112).

Message 143 enqueued on incoming connection (ICID 112) from ben@dcloud-out.cisco.com,
Message 143 on incoming connection (ICID 112) added recipient (alan@dcloud.cisco.com).

Message 143 contains message ID header '<002401d3b6ae$36fdbdS0$adde37f0$@dcloud-
out.cisco.com>',

Message 143 original subject on injection: New OS Service Patch

Message 143 (194699 bytes) from ben@dcloud-out.cisco.com ready.

Message 143 matched per-recipient policy DEFAULT for inbound mail policies.
Message 143 scanned by Anti-Spam engine: CASE. Interim verdict: Negative

Message 143 scanned by Anti-Spam engine CASE. Interim verdict: definitely negative.
Message 143 scanned by Anti-Spam engine: CASE, Final verdict: Negative

Message 143 scanned by Anti-Virus engine McAfee, Interim verdict: CLEAN

Message 143 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

Message 143 scanned by Anti-Virus engine. Final verdict: Negative

Message 143 contains attachment 'Exe_File.exe' (SHA256
07a71639458e1e82d78ee81dadB8a587fdddSe4583ae8daad58997401a%aea5e),

Message 143 attachment 'Exe File.exe' scanned by Advanced Malware Protection enaine, File

Disposition: Unknown)|

Message 143 contains attachment '‘Exe_File.exe’.
Message 143 scanned by Outbreak Filters, Verdict: Negative
Message 143 queued for delivery.

SMTP delivery connection (DCID 99) opened from Cisco IronPort interface 198,18.133.146 to
IP address 198.18.133.2 on port 25.

(DCID 99) Delivery started for message 143 to alan@dcloud.cisco.com.
(DCID 99) Delivery details: Message 143 sent to alan@dcloud.cisco.com

Message 143 to alan@dcloud.cisco.com received remote SMTP response '2.6.0
<002401d3bbae$36fdbdS0$adde37f0$@dcloud-out.cisco.com> [Internalld=17] Queued mail
for delivery'.
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F)A 5: ESA @ AMP a2 Y — ILADE

A—R7—R

Voyage Corp #t (. EIRERBICORaRMRT7A4 7 2+—IL (NGFW) . Cisco AMP for Endpoints. Cisco E A*—)L X al)T12ED
RBEVWSZIRBEMBELTVET . F—7 TIZAIL £FaUT1 T—XTIMNE. BEOHDITIVTAETAD RN —ITHRELIH
B, FOBELIZENFZEFRLIOINEHESIHLAEMNS, HiR—k F—LAN X 1) T BEERRICHCHE TEAER T EEE N
LELI ThZENORIEDENICE ST, ERBRBEOTELGIRTLAH L ABMELEELATREENBEZELTLET,
I5LI-T7n0EREAEELRYBRIEL. BEFHEEBLELSLEMNETOD I F—LDRASNELZ, COTAD IO RES
2. A—=IL T—FTHRH, AMP Unity O#EEDFERAZRELET . NICKY . RTANIRMNBRHMOEEDHDIT7AILD TSI Ak
FEBLCHhRICEREL. BERMEEZIRNICERETEET,

T a) Tl

Cisco E A—JL &2 T« Y)a—3>® AMP Unity DHERETIE, /8A—Pay 11.1 Do ARREICE =774 bSOz HRJIZEET
PIEBERBFTEFY . CNITEYAMP U547 AT oI E — T L EETHENTEE T . CHIEFICER DT ELT 7ML
DIRBICBAZ. RN T —ID—BEIIERDT—IRT—av ITBBLE-AREME D H I B EITRILET . FOT7(ILE—THIC
ARIEL. RLBRALT LAV ERITIET. BENHII7MUMNRIFZTEELZR/IRICMAONDIEN., F5LETIIavIZoWVT
EHELARL— I — SN EREEF OIENTEET,

B &Y

ZDFATIL, Cisco E A—J)L £Fa)T1E AMP 959K R—2)LOEADEBRIZ DWW TIEZE->THREAL ., MBI A>TE=EE40
D)= T7AIWEFELT7AINEFERALTHREL RTAR) RNET SV RNERELET .

ESA & AMP DO#& DEEMIZ DL TIE. Mntegrating the Appliance with AMP for Endpoints Console 1Z&BLTLEE0Y,

FIIE

AMP for Endpoints 2> —)LIZ&§k9 5 (#EERTERME: 10 52)

HAESETTBIZIL, Cisco E A—JL ¥ a)F41% AMP for Endpoints I —JLICEEFTAIHENHYET, ZOHMAEIZKY. Cisco E
A—JL £F 1) T4 TRL AMP for Endpoints 7HOUrRDMD AMP 3VR—R UMD HREZL FRTARJRARET S99 ARD SHA
EZELIY., BHRICESLIzaViR—R UM SHA 5LV B2ENTEET,

1. T—HRFT—Larhi GUI IZF7HERLT, [EF2) T4 —E X (Security Services)] > [F7AILEaT— 3> &5 # (File
Reputation and Analysis)] IZFBIL. [7' O—/\LERTE D#RE (Edit Global Setting)] #2)v LE T, [F7AILEaAT—LavDEt
#ME%E /82 JL (Advanced Settings panel for File Reputation)] ® [7 754 7> X% AMP for Endpoints (=% %9 % (Register
Appliance with AMP for Endpoints)] R8> %2y LET,
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___________________________________________________________________________________________________________________________________________________________________|

- Advanced Settings for File Reputation File Reputation Server: : AMERICAS (cloud-sa.amp.cisco.com) v

AMP for Endpoints Console | [ Register Appliance with AMP for Endpoints |
Integration (2) |

SSL Communication for File “
Reputation: ¥ Use SSL (Port 443)

Tunnel Proxy (Optional):

2. RyT7YT RYVAMKRENET, [OK] &IV VILET,

Creating AMP for Endpoints Connection

Do you want to be redirected to the AMP for Endpoints console site to

complete the registration?

Cancel

3. AMP for Endpoints 2>V —)LDAYT A R—=ORRRINET, ROIULTUIvIEFERALTCaYY—LIZBY (U LET, A—F
4 : unity+lab+session_number@cisco.com. (f§l: unity+lab+18@cisco.com) . 78R —K:Clsc012345!

lllllllll
CISCO

AMP for
ENndpoints

- unity+lab@cisco.com ‘
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4. FREEIZAINILI=5. AMP for Endpoints DFRFER—TIZH A BEED [FFAI (Allow)] REVE VYV ILTT T4 T REEHE LET .

Authorize VLNESA41808395 4229A6C7126749338A5A-2C3B6700AEBO

Applications external te AMP for Endpoints, such as Cisco’s Defense Center, can

The VLNESA41808395_4229A6C7126749338A5A-2C3B6700AERD (ESA X . i
= be authorized to access your business’ data
endpuoint] is requesting the following authorizations: ’

D o Here an application is asking for your authorization te gain access to some
« Device Registration 2 7 : . -
= specific services. Review the requested authorizations and approve or deny the

request as appropriate

Deny the request if you don't recognize the application or you did not initiate this

request for integration from the application.

Authorization can always be revoked at a later time from the AMP for Endpoints

web console, and the application completely deregistered from the system

5. N TEEMNTETL.AMP for Endpoints 32— ILHS Ul BAUSFALIREN Cisco E A—IL £Fa)T4 TTSATVAD [F71I)L
LEaT7—3> &4 (File Reputation and Analysis)] ICRYET . Tl BRITOLREEXNEER TLIEERLET,

AMP for Endpoints Console | VLNESA41808395_4229A6C7126749338A5A-2C3B6700AERD @
Integration (2) Deregister | v/ SUCCESS

PN L a® ' P

6. [EfE(Submi)] &0VvILEY . KENBDHEEIDLEHYFE A,

7. TwHI—5 [AMPaLY—)L(AMP Console)] #%')v% LT AMP for Endpoints 3>%/—)L https://auth.amp.cisco.com 275t X
LE?O

C ) | 8 Secure | https://auth.amp.cisco.c

=0 Apps s ESA &l ESAZ @, AMP Console (O Outl

8. [7H™9rhk(Account)] > [7F U4 — a3z (Applications)] ITBBEILTT T4 7 ADELZBERIN TSN ESINEREELET,
AMP for Endpoints a>Y—JL R=0 [7F)7r—33> (Applications)] £ avIZ7 TSA T REGBRRTINET,

Applications

VLNESA41808395_4229A6C7126749338A5A-2C3B6700AEBD
ESA endpoint

[i] Deregister
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TN ARE LB RANEVER T B (HEEFTERRE:5 2)

DUT IV WRFLBRBURANMETSVIURNMIBTEY . ChIZkY . RELRETIDEDOHIMREFRELET, Vo7 IV ARALKRHY
ZAFHD IR IE, LD I7AIIVERET DEFTHEL, LRAORRITATHEEIZELY , H—E XA T TIZHEZEL = RO T RRIY
MZBBIT7AIDAVAEZ AERELET,

1. 3|EHE AMP for Endpoints a2V —ILZEALET ., [(Outbreak Control)] > [ > F )L (Simple)] IS8 EILE T, [fER (Create)] #
29 ILTHLWS VT IL hRE LEHEERLET  [&#iT(Name)] [Z[Cisco EA—ILEFaYT1DITFVI)AMEAALT [RTF
(Save)] &9y 9LFET,

Custom Detections - Simple

Create

Name  Cisce Email Security Blacklist

2. T—HRT—1arDTAYMYT T, dCloud Files > AMP_Unity > Blacklist 4774 JL4 M Blacklist_SHA.txt 77 ILEXTILY

L., XF5| £k (9a3faed145178e81d3ead5384854afhd8655ee5eda2f76a786c2648b0ea56627) = —LF T,

.. Blacklist

0\)V .. v dCloud Files v AMP_Unity v Blacklist v {23 | Search Blacklist

Organize v [©| Open v  Sharewith v  Print  Newfolder 2k

34

% Favorites Name = Date modified | Type S
Bl Desktop . Blacklist_File.bdt 3/5/2018 10:34 AM  Text Document
@ Downloads B Blacklist SHA bt 3/5/2018 10:38 AM  Text Document
| Recent Places
" Blacklist_SHA.txt - WordPad - 0] x|

|9a3faed1451'?8 e81d3ead45384854afhd8655ee5SedaZf76a786cZ2648b0eas56627

@' Music
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3. AMP for Endpoints 32— JUIZRY. [#wEE (Edit)] 9w LT, [SHA-265] DZEHDORYIRIZ, aE—LE=XFHZEEBMLET,
[Note (A%E)] IZTBlacklist_File.txtJ&EA AL [BAN(Add)] 22UV ILET,

Add SHA-256  Uplead File  Uplead Set of SHA-256s

SHA-256  DBa3faed145178e81d3ead5384854af

Note Blacklist_File txt

Add

TV r—2ay RIAN) ANEER T 5 (HEERTERR 5 9)

FTF)r—23> RIAMJRMZ&Y | FELRGTRETIFEVIFAILERETEET, S5LIT7MIILOHIEL T, RHERTHERATS
ARATUDUFERIFEEAA—DICE>TRESIN REITEATEDLEEZZAONDINRLL TTUT—2av BB IFONET,

1. 7FV5—23y mRIAM RARNEERT BIZE. [F YT L4 9arka—)L (Outbreak Control)] > [7R7 4 k1) Xk (Whitelisting)] 125

BLET, [ERL (Create) ]| #7U v ILTHLWERD A M) REERLET , [&RT(Name)] [ Cisco EA—ILtEFa)T4DRTARIR
F1EAALT [RE(Save)] UV ILET,

Application Control - Whitelisting

Create

MName  Cisco Email Security Whitelist
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2. T—HORT—1arDTARYIMYT T, AMP_Unity > Whitelist 47 74 )LZ AD Whitelist SHA.txt 77/ ILEZTILY)9IL T, XF

5| &4 (d2f42f780d5€2305383d410a132d83479bf1d64dac4c280ea688795249d9cde) ZaE—LFET,

B Whitelist SHA.bt

@ Downloads

| Recent Places

@ 1 \hitelist_SHA.txt - WordPad

e L

3

I Whitelist
&) )=}~ dCloudFiles ~ AMP_Unity + Whitelis « (B3 [[Search whitelit
Organize :I', Open v  Sharewith v  Print  New folder =
& Favories Name =« Date modified I Type Size
Bl Desktop . Whitelist_File.txt 3/5/2018 10:34 AM  Text Document

HZ £f4Z2££780d5e2305383d410a132d8347%bfld64dac4cZ280ea688795249d%cde

Text Document

M

3/5/2018 10:39 AM

v

3. AMP for Endpoints 2>V —JLIZRY. [#&&E (Edit)] #9)vo LT, [SHA-265] DEADRYHRIZ, AaE—LF=XFINEEBMLET,

[Note (AE)] IZMWhitelist_File.txt1& A AL [(BAN(ADD)] &7 vILET,

Add SHA-256

SHA-256

Note

Uplead File

Uplead Set of SHA-2565

d2f42ff780d5e2305383d410a132d82

Whitelist_File .t

Add

HARZL R —Z KT 5 HEEMERRE:3 )

HRBL T IV YRRERT AR A&, AMP for Endpoints A2V —JLIZBEELI=7 IS4 7o ADEEICEEE 52 5RO —DFD

DRELMMABHE DI ENTEET,

1. HRAL RY—EERTBIZIE., [EE (Management)] > [R1)>—(Policies)] [T EILFE T, RIZ [+ FHLLVED S —(+ New
Policy)] 242 w4 LT, KAYTEHUYZARD [RybT—%5 (Network)] ZBIRLET , [FTLLVRY S —(New Policy)] 4 vILET .
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New Policy

+ New Policy... B8 &

New policy for | Network v

Select Product
Windows
Android

Mac

Linux

2. [®&HFT1(Name)] IZ[Cisco EA—ILtFal)TFARIL—1EAALT BIDERITHERLIEV VT IL ARALBHYANTT)r—3
YV IRDAR) RAREROYTEHDUY R DEIRLET , [fR7F (Save)] 29Uy ILET,

Name  Cisco Email Security Policy

Description ~ AMP unity polity with Cisco Email Security

Outbreak Control

Custom Detectlons - Simple { Cisco Ermail Security Blacklist v }

Application Control 'Whltellstlng{ Cisco Email Security Whitelist v 1}

Cancel Save

HRBL GIN—TEER T 5 (HERMERBE:7 9)
NARBL TI—T I BB READTITSATURICTHAEZL R —%ERTH-OIZBETT,

1. HAREL TIIL—TEERTBHIZE. [EE (Management)] > [ )L—7 (Groups)] IZBBILET , RIZ. [V IL—TDERL (Create
Group)] &4 vo LT, [4&Hi1(Name)] IZ[Cisco EA—)LEFXaYT4TIN—TFIEAALET, [yt T—I7R1) > —(Network Policy)]
T REYTEIVYRMSBIDZR I THERBLE=HASL RS —EBIRLET , [RF (Save)| 27Uy ILET,
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@ View All Changes

Create Group

computers in your organization to be managed

< New Group

Description

Parent Group
Windows Policy  Audit (Default)
Android Policy | Protect (Default)
Mac Policy | Audit (Default)

Linux Policy = Audit (Default)

Name  Cisco Email Security Group 3

v
v
v
v
v
Network Policy  Cisco Email Security Policy v ;

Cancel Save

2. RIZ.BEBRBEHDTISATUORETIHIVEDT I —TDOEIDAREL IV —TIZHBBLET , [EE (Management)] > [AVE1—

#(Computers)] IZBBILET , [+] 7TAAVEDIVILTTTSATURAD

Lij_o

% REL. [Move to Group (Z IL—T 1288 20wy

Operating System Y Email Security Appliance
Device Version

Install Date

O View Changes

=) EE VLNESA41808395_4229A6C7126749338A5A-2C3B6700AEBA in group Audit

Hostname Y VLNESA41808395_4229A6C7126749338A Group

Policy
Internal IP

External IP

Device GUID Y 2516d162-2e66-41e5-8d95-dagefeb(3esc Last Seen

Y Audit

Y Default Network

2018-03-09 06:52:47 UTC

& Move to Group fil Delete

3. [BRTED Y IL—T (Existing Group)] FAYTE OV YRS HRAL FIL—FEEZIRL T [BEI(Move)] 2w ILET,

Move Computers to Group

Move Te | Existing Group = New Group

Select Group  Cisco Email Security Group

£ VLNESA41808395_4229A6C7126749338A5A-2C3B6700AEBO in group Audit

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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4. [H 7AAVEIIVILTESI—ETTSATURADEHMERRL, BEBEHZRELET, CNT. 7TSATUAMN, [Cisco E A—)L &
Fal)F4 R)—IZE>TEEEINBICisco E A—JL £Xxa)F4 FIL—T JIZBMEShELT -,

=) EE VLNESA41808395_4229A6C7126749338A5A-2C3B6700AERO in group Clsco Email Security Group

338A Group
Policy

Y

T

Device Version Internal IP

5:52:47 UTC

& Move to Group

B Delete

AMP Unity GRTA M) RR) ZT AT 5 (HEERTERRE 15 59)

BH%ET R TSET LS., AMP for Endpoints 32— LTI SV ARERT AR AMIZFNENBEIN TSR MAIT7AINEED A—
ILEHRNI—H D Ben Hh5 Alan IZEETHIET AMP Unity DH¥EEFET AR TEET,

1. Ayt—U%#EfHET BRI, CLI #EALT ESA ~DEHERIAL. A—)L OV ERRLET (OY ORERICIETtaillav o REFENE
F) o AVE—UN—EDHREERBTIRIZ, AvE—UANEBESHh, 7O avhBRINGIEEOS THEELET,
2. T—HORT—iarhi Microsoft Outlook ZEEEIL. Ben DZIEFLADD RO/NFA—FEFERALTHLL AV E—VFEFELET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

#%{E#E: | ben@dcloud-out.cisco.com
Z{E%&: | alan@dcloud.cisco.com
HE: | REI7ALERMNLTVET
A | BHEEICHSTEYET,
AIEIDREITBST, FFaAVMEEEFELET , SEUKIZEL, (Please find attached document as per our
discussion.)
BRAIFPAIL: | TRIMYT LD AMP_Unity > Whitelist 47 74U 1285 Whitelist_File.txt,
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9, ) v dCloud Files v AMP_Unity v Whitelist

Organize v 7] Open ¥ Sharewith v  Print  New folder

Name = Date mo

Favorites = |
Bl Desktop  Whitelist_File.tt 3/5/2018
& Downloads Whitelist_SHA,txt 3/5/2018

Recent Places

Fromw
‘alan@dcloud. cisco.com’;
Send
Latest File Attached
Whitelist_File.txt
Hi,

Please find attached document as per our discussion.

3. A—ILERELET, [TRTOIHILEEEZ(E (Send/Receive Folden)] &4V v4 . £l F9 F—ZRLT. AATOEREFHE
ILET,

4. ESA @ CLI EyiavIZHlYEZ T, tail amp ZA AL Enter ¥—ZHLET . AMP OS5 £, AMP 95IRNSITY RS2 & &,
CDIT7AIVHBNEICTCLEANIEHIE SN F=CEEXBALMITRLTLET,

&P ESA (DCLOUD)
esa.dcloud.cisco.com> tail amp

Press Ctrl-C to stop.
= ‘Whitelist File.txt',K MID = 202, File Size = 324

Fri Mar 9 07:30:43 2018 Info: File reputation query initiating. File Name

6 bytes, File Type = text/plain
Fri Mar 9 07:30:43 2618 Info: Response received for file reputation query from Cloud. File Name = ‘'Whitelist File.txt', MID

= 202, BTSRRI Malware = None, Reputation Score = 8, sha25é = d2f42fF780d5e2305383d410a132d83479bF1d6hdachc280eab
88795249d9cde, upload_action = 1

5. Jyt—Uh Alan DA—)LRYIRIZEREITEN TSI LEHRELET . BRI T74)LD Whitelist_File.txt (9 TIZ AMP 3>Y—)L

DIRTAR)AMIZBERSN TSSO, SHIFBERNDOIFETT . A I77AMLERWNT. TR 7LDV TUVERTLET,
OAVTUOYDNERBIZRTEIN, EFA—INDAvE—S3EFINEIEIEHYEE A

Latest File Attached

Whitelist_File.tt

Hi,

Fleasefind attached document as per our discussion.
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6. ESA ® GUI £v3>T [E=%(Monitor)] > [EEH < /L7 (Advanced Malware Protection)] LTR—RZ# 813 5L, AMP
MNREBLI-D7/ILOBEICHERR [V)—> (Clean)] DAV TUMREBINTVET,

Incoming files handled by aMP

Summary of Incoming files handled by AMP

Disposition Count

Clean 1
Malicious 0

Clean
(100.0%) Unknown 0
Unscannable 0
LowRisk 0

100.0%
Total 1
Export...

7. HIEHR [V)—(Clean)] DAV TUMEI)ITHE Avt—D bR THBEENRBIL, Avt—2 JO0—LZThITBERASN
=EET I A OFBERARTEINET,

Displaying 1 — 1 of 1 items.

1 09 Mar 2018 07:30:43 (GMT +00:00) " 202
ben@dcloud-out.cisco.com
alan@dcloud.cisco.com
Latest File Attached

Message 202 to alan@ddloud.cisco.com received remote SMTP response 2.6
& Whitelist_File txt

Show Details &

Displaying 1 — 1 of 1 items.
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8. [F#MMDZFRT (Show Details)] #7')vILT. CORED AV E—V DFMIEHRERTLES

Processing Details

09 Mar 2018 07:30:43 (GMT +00:00)

09 Mar 2018 07:30:43 (GMT +00:00)

09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)

09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)
09 Mar 2018 07:30:43 (GMT +00:00)

09 Mar 2018 07:30:43 (GMT +00:00
9 Mar 2018 07:30:43 (GMT +00:00

09 Mar 2018 07:30:47 (GMT +00:00)

09 Mar 2018 07:30:48 (GMT +00:00)
09 Mar 2018 07:30:48 (GMT +00:00)
09 Mar 2018 07:30:48 (GMT +00:00)
09 Mar 2018 07:30:49 (GMT +00:00)
09 Mar 2018 07:30:49 (GMT +00:00)

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: alan@dcloud.cisco.com

Protocol SMTP interface Management (IP 198.18.133.146) on incoming connection (ICID 99)
from sender IP 198.18.133.147. Reverse DNS host None verified no.

(ICID 99) ACCEPT sender group UNKNOWNLIST match sbrs[none] SBRS unable to retrieve
country unable to retrieve

Start message 202 on incoming connection (ICID 99).
Message 202 enqueued on incoming connection (ICID 99) from ben@dcloud-out.cisco.com.
Message 202 on incoming connection (ICID 99) added recipient {(alan@dcloud.cisco.com).

Message 202 contains message ID header '<000001d3b7784$8997507049¢cc5f1504@dcloud-
out.cisco.com>",

Message 202 original subject on injection: Latest File Attached

Message 202 (7908 bytes) from ben@dcloud-out.cisco.com ready,

Message 202 matched per-recipient policy DEFAULT for inbound mail policies.
Message 202 scanned by Anti-Virus engine McAfee, Interim verdict; CLEAN
Message 202 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN
Message 202 scanned by Anti-Virus engine. Final verdict: Negative

Message 202 scanned by Advanced Malware Protection engine. Final verdict: CLEAN

Message 202 contains attachment 'Whitelist_File txt' (SHAZS6
d2f4 2ff780d5e2305383d410a132d83479bf1déddaocdc280eabBB795249d9cde).

essage 202 attachment "Whitelist File.txt' scanned by Advanced Malware Protection engine.
File Disposition: Clean

SMTP delivery connection (DCID 52) opened from Cisco IronPort interface 198.18.133.146 to
IP address 198.18.133.2 on port 25.

Message 202 scanned by Outbreak Filters. Verdict: Negative

Message 202 queued for delivery,
(DCID 52) Delivery started for message 202 to alan@dcloud.cisco.com.
(DCID 52) Delivery details: Message 202 sent to alan@dcloud.cisco.com

Message 202 to alan@dcloud.cisco.com received remote SMTP response '2.6.0
<000001d3b7784$8997507049ccSf150$@dcloud-out.cisco.com> [Internalld=19] Queued mail
for delivery’,

AMP Unity (D AR LIEH) AR T AN % (HEERTERE 20 5)

#{E%: | ben@dcloud-out.cisco.com
2{E%&: | alan@dcloud.cisco.com
HAR: | BHOFTAIVERRLTOET - AREL YR+
AX: | BHEECHESTHEYES,
AIEIDREITAS>T, FFaAVPEREELET , TEUKIZEL, (Please find attached document as per our
discussion.)
BEATFAIL: | TR T ED AMP_Unity > Blacklist 47 74 L5 128 % Blacklist_File.txt,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Ayt—UFHEET BRI, CLI ZERALT ESA ~NDEHKERMIBL. A—/L OJZ2RRLET (QJ ORERIZEMail jav U REfELE
F)o AytE—CH—EDHRELEBT I, AvtE—UHANBEINh, 7HLaV BRSNS EEZOS TRELEY,
J—HXT—33> i Microsoft Outlook ##2EIL. Ben D ZErLA DS, RDNFGA—AEFRALTHLLDV AV E—DFEHLET,
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Blacklist

g\h J v dCloud Files v AMP_Unity v Blacklist

Organize v | Open v  Sharewith v  Print  New folder

: Name = Date mi
Favorites
B Desktop B Blackiist File.tt 3/5/20
& Downloads | Blacklist_SHA.bdt 3/5/201
Fromw ben@dcloud-out.cisco.com
=9 _
T0: ‘alan@dcloud. cisco.com';
Send
G A “
Subject Latest File Attached - Custom List
Blacklist_File.txt =
Attached 3KB
Hi,
Pleasefind attached document as per our discussion.

3. A—LEREELET, [TRTOIHILEEEZE (Send/Receive Folder)] &4 v, £1-1% F9 F—%#L T, AETOEREFE§HE
TLET,

4. ESA O CLI yiavIZHlYBZ T, tail amp # A AL Enter ¥—%LET, AMP A5 (&, AMP 95RO T AR-1=2& &,
ZDIFANDLUTIL HRAZLEHI(ZE>THIEIZTMALICIOUS  EHIESNI=C EEBALMIZRLTLETD,

&P ESA (DCLOUD)

esa.dcloud.cisco.com> tail amp

Press Ctrl-C to stop.

Fri Mar 9 08:13:88 2618 Info: File reputation query initiating. File Name = "Blacklist_File.txt', MID = 284, File Size = 296
6 bytes, File Type = text/plain

Fri Mar 9 08:13:88 2018 Info: Response received for file reputation query from Cloud. File Name = *Blacklist File.txt', MID
A UMD isposition = MALICIOUS, Malware = Simp i), Reputation Score = 8, sha256 = 9a3faed145178e81d3eal5384854
afbd8655eeS5eda2f76a786c2648b0ea56627, upload_action = 1
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5. ESA ® GUI 3> T [E=4%(Monitor)] > [&E#H~ /L7 (Advanced Malware Protection)] LA R—MZ# &1 5L, AMP
AREBLI-T7/ILOBEICHERER [BEEDHHT71)L (Malicious)] DAL TUMIRBEENTVEY,

Incoming files handled by AMP Summary of Incoming files handled by AMP n
Disposition Count
Clean 1
Malicious 1
Clean (50.0%)
50.0% 50.0% Unknown 1]
W Maiicious (50.0%)
Unscannable 0
LowRisk 0
Total 2

Exnort

6. FIEHR [BEDHZHI7A (Malicious)] DAV TUNEI)VITHE, Avt— SR THENEFL. Avt—2 TO—&
ZNICERASN-BET I a0 OFREBRNIRTEINET,

Results Items per page m
Displaying 1 — 1 of 1 items.
1 09 Mar 2018 08:13:08 (GMT +00:00) M 204 Show Details &

ben@dcloud-out.cisco.com

alan@dcloud.cisco.com

Latest File Attached - Custom List

Message 204 aborted: Dropped by amp
& Blacklist_File txt

Displaying 1 — 1 of 1 items.

7. [BMDFER (Show Details)] #9vIL T, COHBEDAvE—DFMABERERTLET . RED AR TAYE—IH AMP (2
o TRAYTEh TWAI LERERL TS,

Processing Details

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS; alan@dcloud,.cisco.com

09 Mar 2018 08:13:08 (GMT +00:00) Protocol SMTP interface Management (IP 198.18.133.146) on incoming connection (ICID 101)
from sender IP 198.18.133.147, Reverse DNS host None verified no.

09 Mar 2018 08:13:08 (GMT +00:00) (ICID 101) ACCEPT sender group UNKNOWNLIST match sbrs[none] SBRS unable to retrieve
country unable to retrieve

09 Mar 2018 08:13:08 (GMT +00:00) Start message 204 on incoming connection (ICID 101).
09 Mar 2018 08:13:08 (GMT +00:00) Message 204 enqueued on incoming connection (ICID 101) from ben@dcloud-out.cisco.com.
09 Mar 2018 08:13:08 (GMT +00:00) Message 204 on incoming connection (ICID 101) added recipient (alan@dcloud.cisco.com).

09 Mar 2018 08:13:08 (GMT +00:00) Message 204 contains message ID header '<000801d3b77e$76044530$620ccf90$@dcloud-
out.cisco.com>',

09 Mar 2018 08:13:08 (GMT +00:00) Message 204 original subject on injection: Latest File Attached - Custom List
09 Mar 2018 08:13:08 (GMT +00:00) Message 204 (7445 bytes) from ben@dcloud-out.cisco.com ready,

09 Mar 2018 08:13:08 (GMT +00:00) Message 204 matched per-recipient policy DEFAULT for inbound mail policies.
09 Mar 2018 08:13:08 (GMT 4+00:00) Message 204 scanned by Anti-Virus engine McAfee. Interim verdict: CLEAN
09 Mar 2018 08:13:08 (GMT +00:00) Message 204 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN
09 Mar 2018 08:13:08 (GMT +00:00) Message 204 scanned by Anti-Virus engine, Final verdict: Negative

09 Mar 2018 08:13:08 (GMT +00:00 essage 204 scanned by Advanced Malware Protection engine, Final verdict: MALICIOUS
09 Mar 2018 08:13:08 (GMT +00:00

Message 204 contains attachment ‘Blacklist_File.txt' (SHA256
Sa3faed145178e81d3ea45384854afbd3655ee5eda2f76a786c2648b0ea56627).

essage 204 attachment 'Blacklist File.txt' scanned by Advanced Malware Protection engine.
File Disposition: Malicious

09 Mar 2018 08:13:08 (GMT +00:00) lMessage 204 aborted: Dropped by amp
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8. [E=%(Monitor)] > [mEL <Lz 75 (Advanced Malware Protection)] IZRY . FiLL &S ay [hTFTURIDZELI=<IL
27 (Incoming Malware Files by Category)] TAYB—)LL. AMP for Endpoints A2V — /LS Z{ELT-. [hRFLIEH
(Custom Detection)] ERFEINTLNBDTITVIIRE T7MILD SHA DEIEERTLET .

Incoming Malware Files by Category

. Custom Detection
(100.0%)

100.0%

9. TZYIURL T74I)L SHA DB AL, LR—LD [ZIELIzT LI T BB 71/ (Incoming Malware Threat Files)] €923~ N
T [P Y7 IVARS LI (Simple Custom Detection)] EL TRRESNET , P DFIIZH S SHA256 DXFFIFI)vILET,

Incoming Malware Threat Files ®

Malware Threat File SHA256 Filename Threat Name File Type Verdict Timestamp Total Infected Filesw

9a3faedl...0eaS6627 } Blacklist_File .txt Simple_Custom_Detection text/plain | Fri Mar 9 08:13:07 2018 1

Columns... | Export...

10. [AMPZ74 L5} 4T (AMP file analysis)] LR—k R—2 T LiR—+ D [FE#ID FR R (More Details)] £723a> & TRIA—ILT B,
AMP for Endpoints 3>V —ILIZT SV Rk 7ML SHA DT7AIL bSO IR DEEBERRTEET,

More Details

To view all messages for this threat, r SHA256 9a3faed14517¢

To view the file trajectory details, se§: Cis‘co AMP Cons;ale
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11. AMP for Endpoints A2V —ILOBT 1Y R—UNRKRREINET ROIL T LEFERALTIVY—ILICATAULET,

2—44 : unity+lab+session_number@cisco.com. (fl: unity+lab+18@cisco.com) . 7SR J—F: Clsco12345!

lllllllll
CISCO

AMP for
Endpoints

| unity+lab@cisco.com

12. SOIT7ANDIT7AIL bSO DEANRTREINET, T70IL FSOIMNIE EIT7 /IO RV DB R mH OREDERRE
BRETDIAT HA4IILDIED. TFDIT7AILDBH 2=V T—2 EDAVE 1 —8%FFT R TRLET, [FSP VM) (Trajectory)] £4
2avETRIAO—IL A9, [BBEHEE (Observed)] 74aVE 5w L TEEMEZR-ERLES,

Trajectory

Mar, 8
813
Parent
Cisco Email Security Group VLNESA418083 -
Observed in transit Unknown %a3faedi4.. 0eaS6627

Detacted as Simple_Custom_Detection

AT 2018-03-09 08:13:08 UTC

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 60/103 R—


mailto:unity+lab+18@cisco.com

Cisco dCloud

F1)A 6:  DomainKeys Identified Mail (DKIM) ZE %129 %

A—R7—R

Jacob [& Voyage Corp #t D& EHREF1) T4 EEHE (CISO) TY , Jacob DEFIL. BIEAIZRAMIFvITHLEELIz=FXl)
TAEHAERELEL =, HICBEEHSTRIE. 3 hBIChiYREL TS BEDREBREZMNELIZ T IV T HRBOHTL Iz, TUF
A—HOREBHIBFEVNL—=U T OHEEZ BN T T REENRT =TT Ave—TF R THRENDPRLELELLS. £F2
TAESHIZHIETBIENRESNEL =, ZO=8HIZF#tIZ. Sender Policy Framework (SPF) . Domain Keys Identified Mail (DKIM) ,
Domain-based Message Authentication, Reporting & Conformance (DMARC) &L Vo=5iliz Bl:&BRLET .

SPF [ZEYDITHEICEATERRMTI N, AvE—20 0 F—LAIE BHFAVIZESTDESLA—IL Y—RFTRTE+HIZRHET
ETWVEWAYE—DUT AUTSRNSIF N LEHEBEICH 5D TGN EBEIERNTLOEL,

Ayt—TUY AU TSRS F v & Voyage Corp # IO TEEFITIERO Y —F/\—TBEESHKICI - TERASN, Avte—2
[SIEEE, 2 —RALA—PEFRIGETOE—av DIED, BEIETHIELHIMBEA—IILELEENTVET, ISLEREVWFIRAL®IER
BIEDHEWA—ILEBEREZEEBLT, S ERIZE1=KIKFELAL DKIM DEBEAARESNELS =, /ARIZE DRI THS SPF EIFEKLY,
DKIM TlEAYE—CICERETICETEEEERILTLET,

T a) Tl

HEIZESL. DKIM TlE, AvE—C DR EEFE R T IBEILORZLTHFEREINET , DKIM ZHERTEHE, A—JL AvE—S DAY
= AYE =2 NIy F—LBEXF—DOHEAERIEFZELNMEAILET,

CHOLIERTDARF—IE. BIZFHUERAEEL DNS OTF A LO—RHATARINTLVET, Cisco E A—JL ¥ a)TaIEA—IL D
EETR AV ZHEL. DNS OTF AL LaA—FMo2RAF—ZMBLT. AvtE—VDORABICHLTERERILI HETAYE—VER
FELET, Cisco E A—JL X)) T TlE. TORKRICESVT, FOVT  #BE, EEEICEMTEHEVS-7HavERITIENTE
Y,

B

ZDIFIATIE.DKIM DEZIZK O THESIL/\Y Y2 A= ILEKRIEMTAET, A—ILAB (AR EAVT—DEA) DRAT—T4>
ThinEDESIREINIDONERLET  tEHMIEET EA—ILH DKIM BREEZBEBBL-BE . A—ILDZEERIL. A—ILATEEIFIZ
AELZBEMTEESNTWVEWI EEREETEET,

$E:DKIM DEEMIZDULNTIZL, TEmail Authentication | Z S BL TS0,

DKIM D F— X7 ZH/REY 5 (EEHE) GEERTERE:3 57)

RODEARITIE, HARDREEAV -V DEBRICHERTILMAFT—EMBFX—DORT7TEERLET , 2F—IL. DNS @ TXT La—
FCABSNET, £z MEFT—(XRFIN . ZEAVE—UIZEL T BRI Cisco E A—)L X2 T4 THAMBEIZREYET,
1. T—HRF—2avhs, ROILTUI¥ILT ESA2 D GUI IZ7YEALZET . Username: admin, /XA IL—X:Clsco12345
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2. [A—ILRY—(Mail Policies)] > [& 4 F— (Signing Keys)] IZFEIL. [F—D:BN(Add Key)] 29 vILET , [&HT(Name)] IZ
DKIM_Key EANLETY , [4ERL (Generate)] Z#IRL T, 1024 EVbDF— S XEEIRLET

Add Signing Key
Name: |DK]M__Key
Private Key: '® | Generate: ‘Select Key Size... ¥ |Bits

| | Select Key Size...
512

Paste:
768
1536
2048

4

3. [EfE(Submit)] #9UvILET,

Success — The signing key "DKIM_Key" was added.

Signing Keys Items per page

J{daukey... Clear All Keys Impm‘ft.bi.e!s... l
all
Name Key Size (Bits) Public Key Domain Profiles Delete
DKIM_Key 1024 View

| Export Keys... |

4. BEOELIZHD [EERABEHTE (Commit Changes)] RE2 &7 )y LT EENBERASNTNVSEEHRALET . R EITISLT
FEEOIAVIEEMLTESL,
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DKIM QELZTOT7AIIVEERT 5 CGEIEE) (HEMERM:7 5)

CDRARITIF A—ILDEDEREZBRTOCRICEDINERELET ., AvE—CDARXEER, Fz[EA—IL AVFT—DIEFEDT4—

IWRDHEIRECEFET BIDFRITERLIzF— RT7H, [ELIRICE>TSBEINSIET DKIM OREEEEENF—Z R A TES L

SIZRYET, TATFZAILTEBRLEZFAMVIZ—ET 2T R TOREAVE—UHNELESN. DKIM DEENEAShET,

1. BIDARYID GUI Z5|EHmEFALET , FAMY TAT7AINEERL. F—ERA(Y TOT7AIVICEERITET , [A—ILR) P —
(Mail Policies)] > [E®& 7R 2774 JL (Signing Profiles)] [CFEEIL. [FRI77AILDEM (Add Profile)] 25y oLES ., COTAT7A

LD RTZETDKIM_ProfileJEA AL, [FAL2F—42 4T (Domain Key Type)] 5 [DKIM] #RBIRLET, HiLLWA T avnR—o
[ZRREINFET,

Add Domain Signing Profile

Outbound Domain Key Signing

Profile Name: IDKIM_Profile

Domain Key Type: | Select Type... ¥ |

Select Type...
Select @ Domain Key type to see additional configlisl il
Dormain Keys

[F A1 % (Domain Name)] Zl'dcloud out.cisco.com]EAFIL. [EL9% (Selecton)] IZMlablEA ALET , AvHE—ERXDEH D
EFREATav®E [T (Simple)] DFEFIZL, FOYTHA VYRS HRALDESL FT—TDKIM_Key | E#IRLET

Domain Name: |dc|0ud-out.cisco.com

Selector: (2) flab

Canonicalization:  Headers:

Relaxed
® Simple

Body:
Relaxed
® Simple

Signing Key: | | No Key (profile disabled) ¥ |
No Key (profile disabled) [ofife.

Headers to Sign: ":?

(a1l
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3. ZFOMDATLAVIETIANCDEREDEFIZLET , [1—HF DEM (A Users)] Rvo X IZldcloud out.cisco.coml&A AL, B
M(AD)] ZDUVILT CORAMEIDTOT7AILISEBMLET,
Add Users Current Users
dcloud-out.cisco.com -
(e.q. user@example.com, example.com, .example.com) —53%] <
(Leave blank to match all domain and sub-domain users)
4. [%15 (Submit)] ZBIRL. [EEANBZHETE (Commit Changes)] AL ZEI)vHIL T, EENBEASN TSI EEZHERLET  HE
IZIELTEEQIAVMEEBMLTZELY,
5.

HFLWELTOI74)LD [DNSTFARLa—K (DNS Text Record)] 5T [£ &k (Generate)] D> 9%4") w5 L. DNS OTF Rk
I/:_F‘Eiﬁl/asj—o

Domain Signing Profiles Items per page

[ Add Profile.... EIEEEE | import Profiles...
All

Profile Name Type @ Domain Selector | Users Signing Key DNS Text Record Test Profile Delete

DKIM_Profile DKIM . dcloud-out.cisco.com l lab l dcloud-out.cisco.com DKIM_Key Generate ' Test ‘

."Export Proflle;”—.l

6. DNS OTFXk La—FZaE—LFET, RICEFTTIIRI T, ZETFASUIZBLTLVS DNS H—/ ZFHLULY TXT La—KR%4E

Y AHEEIC, ZDAE—EHEATIVLENHYET,

DNS Text Record: RelLEIEICRGE

lab._domainkey.dcloud-out.cisco,com. IN TXT "v=DKIM1;

p=MIGFMAOGCSQGSIb3DQEBAQUAAIGNADCEIQKBQQDHLTPI+wcDTSSIK/IIJINRIAUY02BI0)7fWaUx1dvN
tHQZ2cOCOVRwWIVNS30yUnx)PItIMPSKxhnnlKtv6uQzirFeqe GRTM+Sh)LFsGmYkGtfx1g8Bn0Opa7iL3TZts)7f
viMVkM7iLkly ypETSyOOMalby9WhHS+019Q/xs2awIDAQAR; "

7. La—F#&aE—Lf=5. 52T (Done)] #9UvoLET,
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DKIM La—RZERT 5 (GEEE) GEEFTERR: 20 )
DKIM La—FKIZlE, A—ILDERIZFERATIBESF—DLARBAINEEFNTOET . ZEFIL, COLI—FEZFERALTEEY—/\HDS
ZELEAY DA THIEEHELET .

1. T—I9RTF—3vhib, BRI/N—(ZHSB RDC ZEELET , [aE 2—% (Computer)] [ZMad-out.dcloud-out.cisco.com JEA L
T [###= (Connect)] %4') v L. DNS H—/N[ZYE—bNDTIEXLET,

%5 Remote Desktop Connection - l [ |£|

| Remote Desktop
“>¢) Connection

Computer: | ad-out.dcloud-out.cisco.com Ll
User name: MNone specified

You will be asked for credentials when you connect.

v Options | Connect Help l

2. ROILTUOXIVEFERLTOTAOLET . RRENDEF AV TAESETATROET . AT 1%, [DNS] 7A4av&9)vIL

TDNS TR—2y—DAVB—IT A A& BELET , 21— 4 : DCLOUD-OUT\Administrator, /S J—K: Clsco12345

;& DNS Manager !E] !3
File Action View Help

& DNS Name | Type | status
S = _msdcs.dcloud-out.cisco.com Active Direct,,.,  Running
Forward Lookup Zones - deloud-out.cisco.com Active Direct...  Running

[+ | Reverse Lookup Zones
B Conditional Forwarders
& &) Global Logs
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3. [ATABERY—> (Forward Lookup Zones)] &4 7 )L1)w-L. Tdcloud-out.cisco.com |ZEIRLET , ERAUDEBEIREE Y)Y

L YRRDDS [ZFDMDFHLLLI—F (Other New Records)] Z:&IRLET .

i, DNS Name | Type | Data | Timestamp
E g AD-OUT . _msdcs
=l | Forward Lookup Zones  sites
@ (-] _msdes.dcloud-out.cisc | :tcp
& |- deloud-out.cisco.com 9 _udp
= = Reverfe Lookup Zones B DomainDRsZones
g @ gg::lt'f:gasl Forvarders . _| ForestDnsZones
3'_] (same as parent folder) Start of Authority (SOA) [302], ad-out.dcloud-out.cis...  static
§_] (same as parent folder) Name Server (NS) ad-out.dcloud-out, cisco.com.  static
§_] (same as parent folder) Host (A) 198.18.133.131 3/13j2018 1:
ﬂ (same as parent folder) IPv6 Host (AAAA) 2002:c612:8583:0000:0000... 3/13/2018 1:
ﬂad-out Host (&) 198.18.133.131 3/13/2018 1:
esaz Host (4) 198.18.133.147 static
ﬂ imposter Host (A) 198.18.133.148 static
ﬂ mail Mail Exchanger (MX) [10] mail-out.dcloud-out.cis... static
§—| mail-out Host (A) 198.18.133.132 3/13j2018 1:
ﬂ mail-out IPv6 Host (AAAA) 2002:c612:8584:0000:0000... 3/13/2018 1:
] win7out Host (A) 198.18.133.38 10{19/2016 ¢
ﬂ win7out IPv6 Host (AAAA) 2002:c612:8526:0000:0000... 10/19/2016 ¢
Update Server Data Fle
Reload
New Host (4 or AAAA)...
Mew Alias (CNAME)...
New Mail Exchanger (MX)...
4 | ' _)l 4 I New Domain... I Ll
ICreate a new resource record. ' e [—

4, FOYTEOUYRNEREFEFETRYA—)LLT [THRRAMTXT) (Text (TXT))] Z:&ERL. [La—FD{ERk--- (Create Record )] &%
DyoLET,

Resource Record Type m I

Select a resource record type:
Route Through (RT) ﬂ

Well Known Services (WKS)

X.25 >
Description:
Text (TXT) record. Holds a string of characters that serves as ;I

descriptive text to be associated with a specific DNS domain name.
The semantics of the actual descriptive text used as data with this
record type depends on the DNS domain where these records are
located. (RFC 1035)

L]

Cancel I

Create Record. .. I
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5. [La—FK4 (Record Name)] [Zllab._domainkey |EA LT, ESA2 MbaE—L1=Iv=DKIM1; p=MIGf --- AQAB; IO XF 5% [T+
A (Text)] RYPRIZR—ZMLET, [OK] #9)vILET,

New Resource Record m “

Text (TXT) |

Record name (uses parent domain if left blank):
I lab._domainkey

Fully qualified domain name {FQDN):
I lab._domainkey.dcloud-out.cisco.com.

Text:
y=DKIM1; p=MIGFMADGCSqGSIb3DQEBAQUAAIGNADC 3IQKBgQDHE ;I

T o

OK Cancel

6. [T (Done)] &V vILEY,

7. SETLIEL.[RE—F(Start)] A=2—5Hvi5 [Administrator® A% 47 (Log Off Administrator)] ') vY LTV E—F TRIMT £y
2avERTLEY,
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8. T—HURT—1aAvDTARYMT T, AR TOUTREREIL T, Mnslookup -g=txt lab._domainkey.dcloud-out.cisco.com | &A 5

L.DKIM La—KFZHRELES,

B Select Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011]
Copyright {(c> 2009 Microsoft Corporation.

C:\Users\Administrator > IERLLIal
Server: adl.dcloud.cisco.com
Address: 198.18.133.1

Non—authoritative answer:
lab._domainkey.dcloud-out.cisco.com

—g=txt lab._domainke

All rights reserved.

.dcloud-out.cisco.com

text =

"u=DKIM1; p=MIGFMABGCSyGSIh3DQEBAQUAA4GNADCBiQKBgQDRRNuUXcRLpt?CL1 jnfA3d
cEHYBRTaogMbAhYU?NzdnMSa?iEy4R55B9 jRUSQnDSWUEUKYy4N1GZgmHbh6zEjNdUteYw31Kk6NOc j9gs
27Hr6ZDtMdf KSalf +EUSGyG1LPJCIScBGZAz2mpafeg jUp2v8gf MFalJZGhgBNOgLgqUI8wIDAQAB; "'

9. ESA2 ® GUI [ZRYET . HILLWERKTOT7MILD [TARTOT74 )L (Test Profile)] 5IT. [TAN (Test)] £%')v4 LT DKIM L

a—RAEYNAER SN TSI EERERRLET,

Domain Signing Profiles

Add Profile..,

Profile Name Type Domain Selector = Users Signing Key DNS Text Record Test Profile Delete
DKIM_Profile DKIM | dcloud-out.cisco.com lab dcloud-out,cisco.com DKIM_Key Generate Test
Export Profiles...

Items per page
Clear All Profiles

Import Profiles...

All

10. [RI-ABRLEZARF—ERACLTAT7AILE—BLTLVET (Success - Published public key matches domain profile)] £LV5T

FRAL AyE—UNTOT7AILD LIZRTINET,

Success

— Published public key matches domain profile,

DKIM DEZZH/MICT 5 (EEE) HEEFTERRE:15)

ZOBET,. EEB . EH~DEEA—IL 7O— R —IZDLVT DKIM DERZE WD TEERNICTERLSIZH-TNVET , COHERE
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1. ESA2 ® GUI [ZA5 A4V LET, [A—ILRY L —(Malil Policies)] > [*—J/L 78— >— (Mail Flow Policies)] IZ# &L . ) R F—

lPrivate 198.18.133.147:2525 |%:&RLET , »—JL 70— R —4% [JL—(RELAYED)] 9w LEY,
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Mail Flow Policies

COUTS R R G Private 198,18,133,147:2525 ¥

Add ﬁ'olicz... '
Policy Name Behavior Delete
BLOCKED ' Reject @
. Relay 7}

Default Policy Parameters

2. [EFzU T #EE (Security Features)] €923V ARFEINDETR—UFTFICRYAO—)LLET, [On] Z:#IRL T,
[DomainKeys/DKIMZ 4 (DomainKeys/DKIM Signing)] #&#IZLET,
Spam Detection: Use Default (Off) on * off
Virus Protection: Use Default (On) ® on " Off
Encryption and TLS: Use Default (Off) ® Off ' Preferred ' Required
Authentication: A security certificatefkey has not been configured and assignd
Certificates.) Enabling TLS will automatically use the "Demo” of
Verify Client Certificate
SMTP Authentication: | ® yUse Default (Off) ' Off ~ Preferred ' Required
If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:
(Domain Key/DKIM Signing: Use Default (Off) '* On '/ Off ‘_}
DKIM Verification: | ® (se Default (Off) * On ' Off
Use DKIM Verification Profile: | | DEFauLT v
. _S/MIME | ® yse Default (Off) " On " Off
Decryption/Verification: - =
Signature After Processing: | © Use Default (Preserve)  Preserve  Remove
3. ZOR—UD—FBTIZHD [EIE (Submit)] Z:ERL. [EFERNEEHETE (Commit Changes)] KA EHVIL T EEANBERINT

WBILERERLET . BEICIGLTEEDAVREBMLTLIESLY,

DKIM #REIEE LT 5 (ZEH) HEERMERRE:1 )

ZNT.DKIM IZEDERZ I HAET B LSITH-T-D T, SEILX DKIM BREEZHARIZLET, Cisco E *—JL £Fa)FTa Y Ja— 3> TlE
AvtE—UDZIERHIT. BRIZHOIRAC D DNS LA—FH52FAF—ZFBMEL. ZOF—IZKYAytE—ID DKIM DELZZETART,

Ayt—CDFEYEEHELES , DKIM DELIREETANEBIBY H&

U tE—UIRBEEORETOERTRORATYIIEAET . =

SUI-HEEIZRY  EEBEBNFEMSNI AV E—ON DN EET T BEANOREE~DREETOMICAYVE—IUAEESN TV

CELRERTEEY,

1.
(&L, 'Y RF—TPublic 198.18.133.146:25 1%#{RLET, *—IL
Parameters)] &9 voLET,
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Mail Flow Policies

Success — Your changes have been committed.

LTS TR SO Public 198.18.133.146:25

Palicy Name
ACCEPTED
BLOCKED
RELAYED
THROTTLED

TRUSTED

# Default Policy Parameters

| Behavior
Accept

j Reject

‘ Relay
Accept

. Accept

2. [tF2)To#8E (Security Features)] 2723V B RIRENDFETR—UZFTIZRIAO—)LLET, [On] #:FIRL T, [DKIMIREE
(DKIM Verification)] 2B #ILET . BRIEESN Tz DKIM BREETOT7 AL (FIHILR) A, §TIZ Cisco E A—)L X274 T

FIFAATREICHE>TL B I EEHERL TS,

Spam Detection: | '® on Off

Virus Protection:  '® on Off

Encryption and
Authentication:

SMTP Authentication:

If Both TLS and SMTP Authentication are
enabled:

TLS:

* off

Security Features

* Off Preferred Required

A security certificatefkey has not been configy
Certificates.) Enabling TLS will automnatically u

! Verify Client Certificate
- Preferred ' Required

~ Require TLS To Offer SMTP Authentication

Domain Key/DKIM Signing: on * off
DKIM Verification: @ On Off

Use DKIM Verification Profile:

| DEFAULT v |

3. ZOR=UD—FETIHSD (S (Submit)] Z:ERL . [EERNEEFEE (Commit Changes)] RELZEHyILT. EEABERINT

WHIEERERLET . R EICIELTEEDIAVMEEML TS,

N,

AVTUY TAIVEERTET H(RIEE) HEMERRE:8 77)

CDARITIE. ZEBIA—IL H—/NTD DKIM ZLDTRAMERIZEDWTT7ZILaVvEBETIEH LIV TUY J4ILAEERLET,
fzEZ 1L, DKIM OBRIETOERPIZEE N —BLENIENERINS L, DKIM DEL FEAYE—UA ROV TEZIEHRESN DI EN

HYFET,

1. BIDARID GUI Z3|EmEHEAL, [A—ILARY T —(Mail Policy)] > [RIEa>T2 Y 74)L% (Incoming Content Filters)] IZF8 &L

T. [Z4ILEDEM (Add Filter)] 299 9LET,
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2. ROBETRMET I3 EHRELET,

#%i1: | DKIM_Verification

%I:!II

B | HEOREECHT D DKIM BREE(FTav)

&4 | [DKIMERBEE (DKIM authentication)] > [ASR DI FE TIEZAELY (Is not)] > [#@i# (Pass)]

FoLav 1: | [ANyE—DBIEHRSE (Add/Edit Header)] > [~NyA —%£ (Header Name)]: Subject > [BEEA~ A —DEDRTIZ{Hi0
(Prepend to the Value of Existing Header)]: [DKIM FAIL] (DKIM %8X)

Add Condition

Message Body or Attachment
Message Body DKIM Authentication
URL Category Is DKIM authentication Passed?
URL Reputation
Message Size DKIM Authentication Result;

Message Language —

Macro Detection A L M
Attachment Content | 1s not |

Attachment File Info
Attachment Protection
Subject Header

Other Header
Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score

| DKIM Authentication

= A Crm =il Diodoeds I

3. [OK]#9UvILET,
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Quarantine i

Encrypt on Delivery Add/Edit Header

Strip Attachment by Content Inserts a header and value pair into the message or modifig
Strip Attachment by File Info of an existing header before delivering.

Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning

Header Name: [Subject

New Header Name or Existing Header

Specify Yalue for New Header (optional):

Bypass DKIM Signing I

Send Copy (Bcc:) * Prepend to the Yalue of Existing Header:

Notify [[oKIM Fail] -

Change Recipient to Append to the Value of Existing Header:

Send to Alternate Destination [

Host

Deliver from IP Interface Search & Replace from the Value of Existing Header:
Strip Header

[add/Edit Header e T '
Forged Email Detection Replace with: [

Add Message Tag Leave blank to remove searched text from value.

Add Log Entry

PN T = N F G 1]

4. [OK]#HUvILET,

Content Filter Settings

Name: | |oKIm_verification
Currently Used by Policies: | No policies currently use this rule.

Description:

Order: | (3 ¥ | (of 3)

Conditions

| add Condition... |
Order Condition Rule Delete
1 DKIM Authentication dkim-authentication I= "pass"” i}

Add Action...
Order Action Rule Delete
1 Add/Edit Header edit-header-text("subject”, "(.*)", "[DKIM FAIL]\\1") @
[ Concel

5. [&EE(Submit)] EHVvoLTarToy I4ILAEERLET, T T LIE [EERAEREE (Commit Changes)] R22 %51 woL
T EENERASNTVSILERELET . REICIELTEEDIAUMEBEMLTZELY,
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REA—IL RV —ZRET S (ZEE) EEMERM:15 5)

REDIRVIETIHIEDZEA—IL K)O—FEBLT. IV TUY T(LEER/HNIZTHIETT,

1. [A=ILRYT—(Mail Policy)] >[2{§a>T>Y 7 JL4 (Incoming Content Filters)] IZ# &L . [[R1)—®EM0...(Add Policy...)] &
JUvILTHLWRY O —FERLET

Incoming Mail Policies

Find Policies

Email Address: |

;"Ad'arpolricy... I

- A s’ s 1 A ss 1 -

~ 1 I - - PR _Y

2. R —£%IDKIM_Verification_Policy | &L, [2— D:BH0 (Add Users)] #9UvILET,

Add Incoming Mail Policy

Policy Name: () IDKIM_Ueriﬁcation_PoIicy
{e.g. my IT poilicy)

Insert Before Policy: | 1 (Default Policy) ¥

Q-Ad-d-Usar...-l

Sender Recipients Edit
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3. RYYROERIT, [RDEEHE (Following Senders)] #Z#IRL T, [A—/LFFL R : (Email Address:)] Ryo X IZT @dcloud-
out.cisco.com ZEBMLET

Incoming Mail Policies

Any Sender Only if all co
® Following Senders ®  Any Recipient
Following Senders are Not Following Recipients

Email Address:
@dcloud-out.cisco.com
P (e.g. user@example.com, user@, @exampile.con|

- @.example.com)
(e.g. user@example.com, user@, @example.com, @.example.com)

4. [OK] &2y oL. [#*15 (Submit)] #ZIRLET,

5. #LULKRY S —TDKIM_Verification_Policy 1D [3>7 Y71 )L4 (Content Filters)] Ry RRED ) VILET,

Add Policy... |

Order Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters Delete
1 DKIM_Verification_Policy | (use default) (use default) (use default) (use default) (use default) {use default) &
Default Policy IronPort Anti-Spam = Sophos File Reputation Graymail Detection = Enabled Retention Time:
Positive: Deliver Repaired: Deliver Malware File: Drop Marketing: Deliver | (no filters) Virus: 1 day

Suspected: Deliver = Encrypted: Deliver Pending Analysis: Quarantine Social: Deliver

Unscannable: Deliver | Unscannable - Message Error: Deliver Bulk: Deliver
Virus Positive: Drop  Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ...

6. [AVTUYILINEEBNICT B (HREITARHRE)] ZEIRLET, AIDFZR Y TR LIZIDKIM_Verification 12272y Z4)LAIZ
FyOR—OFFITTEMICLET,

Mail Policies: Content Filters

Content Filtering for Policy: DKIM_VYerification_Policy

Enable Content Filters (Customize settings) b

Content Filters

Order = Filter Name Description Enable

1 DKIM_verification | DKIM verification for specific sender s

Subrnit
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7. [E{E(Submit)] #7)woLTAVTUY T4V EERL. RYS—EHERELET,

Incoming Mail Policies

Success — The Content Filter settings for policy "DKIM_Verification_Policy” were submitted.

Find Policies

Email Address: | * Recipient
Sender
Add F;ohcz...

Order  Policy Name Anti-Spam Anti-Virus Advanced Malware Protaction Graymail Content Filters Outbreak Filters Delete
1 DKIM_Verification_Policy | (use default) (use default) (use default) (use default) DKIM_verification | (use default) a2
Default Policy IronPort Anti-Spam  Sophos File Reputation Graymail Detaction Enabled Retention Time!
Positive: Deliver Repaired: Deliver Malware File: Drop Marketing: Deliver  (no filters) Virus: 1 day

Suspected: Deliver | Encrypted: Deliver Pending Analysis: Quaranting Social: Deliver
Unscannable: Deliver | Unscannable - Message Error: Deliver | Bulk: Deliver
Virus Positive: Drop | Unscannable - Rate Limit; Deliver
Unscannable - AMP Service Not ...

Key: | Default || Custom Disabled

8. FETLIzb [EERAEZLHE (Commit Changes)] R4V &V )y ILT. EREABERASN TSI LEHRLFT . BLEITSLTERED
AAVREEMLTZSLY,

DKIMGEEE EZIEE) T AT 5 (HEEFTERRM : 10 4)

BH %3 R T5E T L5, @dcloud-out.cisco.com T B A—ILFRLRAZFALTHALI—FHD Alan IZA—)LEEIETHIET.
DKIM E#£ & DKIM REIDTEFH DEEEETANTEET,

1. AvtE—CF#EBI BRI, CLI ZEHALT ESA & ESA2 DMlANDEHZEREL, »*—)JL O 2R RLET (OF OFERIZIE tail 12
TUREEWNED) , Avt—UHA—EDRTELZREBITDEIC, Avt—UH0REBEIN, 730 BAINDZEFAT THREELEY,
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&P ESA (DCLOUD) -|0| x|
login as: admin

Using keyboard-interactive authentication.

admin@esa.dcloud.cisco.com’'s password:

Last login: Tue Mar 13 02:13:34 2018 from 198.18.133.36

Async0S 11.1.0 for Cisco C100V build 05%

Welcome to the Cisco C100VU Email Security Virtual Appliance

NOTE: This session will expire if left idle for 14408 minutes. Any uncommitted configuration chan
configuration changes as soon as they are made.

esa.dcloud.cisco.com> tail mail_logs

#P ESA2 (DCLOUD-0UT) -10] x|

login as: admin 5
Using keyboard-interactive authentication.

admin@esa2.dcloud-out.cisco.com's password:

Last login: Tue Mar 13 05:48:07 2018 from 198.18.133.36

Async0S 11.1.0 for Cisco C106V build 054

Welcome to the Cisco C100V Email Security Virtual Appliance

NOTE: This session will expire if left idle for 1440 minutes. Any uncommitted configuration
changes will be lost. Commit the configuration changes as soon as they are made.

es5a2.dcloud-out.cisco.com> tail mail_logs

2. T—HYRT—arhi Microsoft Outlook ZEEEIL. Ben DZEFLADD RO/NFA—FEFERALTHLL AV E—VFEFE LES,

%{E&: | ben@dcloud-out.cisco.com

2{E&: | alan@dcloud.cisco.com

#4: | DKIM DT Xk

AI: | CAITBIE. Alan
ZhiL. DKIM ZTREF Bz DA—)LEETT,
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Frorn D 4 ) out.cl |

=1 ;

To... ['alan@dcloud.cisco.com';
Send

CCii ||

subject DKIM Testing

Hi Alan,
| am sendingthis email for DKIM Testing only.

3. A—LEREELET, [TRTOIHILEEEZ(E (Send/Receive Folder)] 4w, £l-1% F9 F—%#L T, AETOEREFE§HE

TLEY,

4. ESA2 @ CLIZYIYEZET ., DKIM TATFAILIZEST, EDESITA—IL KAMUIZ—HT BEEBIFERIN, TEERACDE

BB Ay E— S HNBASNBDOMTEBLET .

06:20:26 2018 Inf New SMTP ICID 134 interface Management (198.18.133.147) address 198.18.133.36 reverse dns

.dcloud.cisco.com verified yes

06:20:26 20618
06:20:26 2018
06:20:26 2018
06:20:26 2018
086:20:26 2018
86:20:26 20618
06:20:26 2018
06:20:26 2018
06:20:26 2018
06:20:26 2018
06:20:26 2618
86:20:26 2018
Tue Mar 86:20:26 2018
Tue Mar 06:20:26 2018
Tue Mar 06:20:26 2018
Tue Mar 86:20:26 2018
Tue Mar 06:20:26 2018
Tue Mar 06:20:28 2018
Tue Mar 06:20:31 2018

5. RIZ.ESA®M CLIZRT.

Tue Mar 13 06:20:27 2018 Info:

nknown verified no
Mar 13 06: 27 2818 Info:
Mar 13 06: 2018 Info:
Mar 13 86: 7 2018 Info:
Mar 13 06:20: 2018 Info:
Mar 13 06: 7 2018 Info:
Mar 13 06: 2018 Info:
Har 13 06: 2118 Info:
Mar 13 06: 2018 Info:
Mar 13 06: 2018 Info:

Mar 13 086:20: 2018 Info:
Mar 13 06: 2018 Info:
Har 13 06:20: 2018 Info:
Mar 13 06: 2018 Info:
Mar 13 06:2 2018 Info:
Mar 13 06: 2018 Info:
Mar 13 06: 2018 Info:
Mar 13 06: 2018 Info:
Har 13 06: 2018 Info:
Mar 13 06: 2018 Info:
Mar 13 06:28: 2018 Info:
Mar 13 06: 2018 Info:
d=1] Queued mail for delivery’
Tue Mar 13 06:20:33 2018 Info:
Tue MHar 13 06:20:38 2018 Info:
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ICID 134 RELAY SG RELAYLIST match 198.18.133.0/24% SBRS not enabled country not enabled

Start MID 170 ICID 134

MID 170 ICID 134 From: <ben@dcloud-out.cisco.com>

MID 178 ICID 134 RID 8 To: <alan@dcloud.cisco.com>

MID 170 Message-ID '<008801d3ba933605924905210b6dboS@dcloud-out . .cisco.com>"’

MID 170 Subject *DKIM Testing'

MID 178 ready 2825 bytes from <ben@dcloud-out.cisco.com>
178 matched all recipients for per-recipient policy DEFAULT in the outbound table
170 DomainKeys: cannot sign - no profile matches ben@dcloud-out

170 q for delivery
SHTP DCID 127 interface 198.18.133.147 address 198.18.133.146 port 25
Delivery start DCID 127 MID 178 to RID [0]
MID 170 DKIM: signed with DKIM Signing
Message done DCID 127 MID 178 to RID [0]
MID 170 RID [©] Response ‘ok: Message 192 accepted’
Message finished MID 170 done
ICID 134 close
DCID 127 close

DKIM #EEIC& YT @B (Pass) I EHIE SNz AV E—U N ZIESN =T EERERLTIZALY,
New SHTP ICID 123 interface Management (198.18.133.146) address 198.18.133.147 reverse dns host u

ICID 123 ACCEPT SGC UNKNOWNLIST match sbrs[none] SBRS None country None

Start MID 192 ICID 123

HID 192 ICID 123 From: <ben@dcloud-out.cisco.com>

MID 192 ICID 123 RID O To: <alan@dcloud.cisco.con>

MID 192 pass signature verified (d=dcloud-out.cisco.com s=1lab i=@dcloud-out.cisco.com)

MID 192 Message-ID '<000081d3ba9356059249052106b6dbOS@dcloud-out.cisco.com>’

MID 192 Subject ‘'DKIM Testing®'

MID 192 ready 3418 bytes from <ben@dcloud-out.cisco.com>

HID 192 matched all recipients for per-recipient policy DKIM Verification_Policy in the inbound t

MID 192 interim AV verdict using McAfee CLEAN

MID 192 interim AV verdict using Sophos CLEAN

MID 192 antivirus negative

MID 192 AMP file reputation verdict : SKIPPED (no attachment in message)
HID 192 using engine: GRAYMAIL negative

MID 192 Outbreak Filters: verdict negative

MID 192 queued for delivery

New SHMTP DCID 49 interface 198.18.133.146 address 198.18.133.2 port 25
Delivery start DCID 49 MID 192 to RID [0]

ICID 123 close

MHessage done DCID 49 MID 192 to RID [0]

MID 192 RID [0] Response '2.6.8 <0088061d3ba93$605924905210b6dbeS@dcloud-out . .cisco.com> [Internall

Message Finished MID 192 done
DCID 49 close
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6. T—ORT—LavICRY., Avt—I%FE5—ERIEILET ., TN T, Alan DA— LRV IR ([CAYE—IURRTREINETH. 2 DAY
HA—PEBRIN TGN EZRERLET,

Search Current Mailbox B2 Current Mailbox  » L;"'_ F:epl'-,' |’E_"(‘1 P-'Ep|‘_-,-’ All li:;‘)r-r_.m-'asd

All Unread Mentions ~ Newest ¢ e

4 Today BB Ben Bravo <ben@dcloud-out.cisco.com>
| BenBravo DKIM Testing
DKIM Testing 6:21 AM -
! Hi Alan, 1am sending this To alan@dcloud.cisco.com

Hi Alan,

I am sendingthis email for DKIM Testing only.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 78/103 R—



Cisco dCloud

F)A 7:  Sender Policy Framework (SPF) =& %1235

A—R7—R

BDYFIF DR, Jacob DEHDHT —FI /4T RTIZ DKIM BEBRASNFEIZ, Avt—P0 ) F—ARFRELBLEEBRIZONTD
T—AE TR TOEGRENCEHEBLUNETAIENTEEL =, A—ILEENFRENT-TRTD IP PELAD RAMEE B TlEAKL
SPF TITS5Z L CIREMAEF LR TE 7=, Jacob (& DKIM LEHET S SPF DB AZESD . RT—TJ00 0 oD RE#IE TS
&lzLFELT=,

T3 a) Tl

Send Policy Framework (SPF) [ 4 THBEA—ILOR T =120 % T0vIF 2B Y—ILEEZ LN TVET, SPF Tk, 25
A= H—IADA—ILDERIEF FEEEBDA—IL —/N\DHREEENFE T, SPF 1L HHREF/ICLZERA—IL 7—bIzAT
HANSDA—ILHZIEESN DL, Cisco E A—JL £FXal) T4 Y)a1—arTlL, BEBEN, EIEFBE DAL % DNS IZABSN 1= SPF
LO—FEBELTHRIETEE Y, £z EEY—/\D IP PRUADHFAIYRMIHEIMNEINEHRTE. — BT EHT7RLADLEVGEE E1E
SEICKRBLES,

=y

CDUFIATIEL, SPF IZEWVT, BIEA—IL H—/D IP TEL A%, DNS [ZABHSNTz BIEZBDA—IL RAL D SPF La—RELEE
FTBIET, IVRO—TDEEBTRLRAEZGRETEIHEZHALE T A—ILEEIEESF DNS LO—FDYRAFTHREETELZWMMG S,
SPF SBEEICkBRLET,

3X:SPF MEF#MIZ DL TIXT Overview of SPF and SIDF Verification 125 BLTLE&LY,

FII&

RR%Y:SPF La—RZEM Y % GEEHE) HEEFTERFM: 15 5)

SPF La—R&lk, EETRA UMD A—)LEEFHALEY—/ND—ETT, SPFLOI—FD BMIE. R/INLZEHERHL. 70O &

SIBEEBENREETRAILD From FRUREFEMLIzAVE—CFEETELRWLESIZTHILETT,

1. T—I9RT—3vh i, BRI/ —(2H5B RDC 2L ET , [arE a1—4% (Computer)] [ZMad-out.dcloud-out.cisco.com JEA FIL
T [#EfkE(Connect)] #2')vYL. DNS H—NIZYE—FDSTIEALET,
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Cisco dCloud

% Remote Desktop Connection =10] x|

Remote Desktop
»> Connection

Coenputes: [ad out deloud-out cisco com L]
Username:  None specified

You wall be atked foc credentials when you connect.

= Opte | _Comet | Heb |

2. ROHILTFoIvILEFERLTOSA(ULES . RSN X1 T+ BEEITRTREOET, O 1%, [DNS] 7ar %5yl

TDNS ¥R—2v—DAUA— I A RAERELET . 11— 4 : DCLOUD-OUT\Administrator, /A2 —FK: C1sc012345

& DNS Manager =IE ]

File Action VYiew Help

& | »m o= HBml i 8o

- DN Name | Type | status
B @ AD-OUT = _msdcs.dcloud-out.cisco.com Active Direct,,,  Running
LI Forvard Lookup Zones - | deloud-out, cisco.com Active Direct,..  Running
[+  Reverse Lookup Zones
[+ | Conditional Forwarders
= ’jﬂ] Global Logs

«| | o
I

3. [AiASEY—> (Forward Lookup Zones)] #4 7 )L%')w%-L. ldcloud-out.cisco.com | Z&RLET . BRIV DEBHEREH )Y

L URRDDS [FDHDELLILI—K (Other New Records)] Z&iRLET
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= ONS Name [ Type | Data | Timestamp
= & Ap-ouT . _msdcs
[= | Forward Lookup Zones T sites
) _ _msdcs.dcloud-out.cisc | | :tcp
# . deloud-out.cisco,com | _udp
[# __ Reverse Lookup Zones 3 DomainDnsZones
® Conditional Forwarders S| ForestDnsZones
& [ Global Logs .— ] (same as parent folder) Start of Authority (SOA) [302], ad-out.dcloud-out.cis... static
] (same as parent folder) Name Server (NS) ad-out,dcloud-out, cisco,com,  static
'_] (same as parent folder) Host (&) 198.18.133.131 3/13/2018 12
ﬂ (same as parent folder) IPv6 Host (AAAA) 2002:c612:8583:0000:0000... 3/13/2018 12
£ ad-out Host (A) 198.18.133.131 3/13/2018 1:
[esaz Host (A) 198.18.133.147 static
;_] imposter Host (&) 198.18.133.148 static
ﬂ mail Mail Exchanger (MX) [10] mail-out.dcloud-out.cis... static
ﬂ mail-out Host (A) 198,18,133,132 3/13/2018 1¢
ﬂ mail-out IPv6 Host (AAAA) 2002:c612:8584:0000:0000... 3/13/2018 1:
ﬂwin?out Host (&) 196.18.133.36 10/19/2016 ¢
;T win7out IPv6 Host (AAAA) 2002:¢612:8526:0000:0000,,, 10/19/2016 ¢
Update Server Data Fle
Reload
New Host (A or ARAA)..,
New Alias (CNAME). ..
New Mail Exchanger (MX)...
< | 4 New Domain. . i3
iCreate anew resource record. ' ﬁ
— Other New Records..,

4, FOYTEOUYRNEREFEFETRYA—)LLT [THRRMTXT) (Text (TXT))] Z:&RL. [La—FD{ERk--- (Create Record )] %
DyoLET,

Resource Record Type m

Select a resource record type:

Route Through (RT)
Service Location (SRY)
Signature (531G

Al
Well Known Services (WEKS)
X.25 ¥

Description:

Text (TXT) record. Holds a string of characters that serves as -]
descriptive text to be associated with a specific DNS domain name.

The semantics of the actual descriptive text used as data with this

| record type depends on the DNS domain where these records are
located. (RFC 1035)

L]

Create Record. .. I Cancel |
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5. [L3—F4% (Record Name)] [FZEADFFEIZL. ZDXFFITv=spfl mx -allJ% [TF AL (Text) ] Ry I RICAHLET, [OK] #H)y

ILFES,
Text (TXT) |

Record name (uses parent domain if left blank):
[l
Fully qualified domain name (FQDN):
| dcloud-out. cisco.com.

Text:
w=spf1 mx -all ;I

l oK I Cancel

6. [T (Done)] &V vILEY,

7. SETLIL.[RE—F(Start)] A=2—H5 [Administrator M A4'# 7 (Log Off Administrator)] 24')voLTYE—F TRIMT £y
2avERTLET,

8. T—HYRT—LarDTARYLYT T, a7 R TRV THE#EEIL T, Mnslookup —g=txt dcloud-out.cisco.com j& A AL, SPF La—F
=HRLET,
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Select Administrator: Command Prompt - 0] x|
B
NI BTSN R A TE A SN s lookup —g=txt dcloud—-out.cisco.com

Server: adl.dcloud.cisco.com
Address: 198.18.133.1

Non—authoritative answer:
dc loud-out.cisco.com text =

"u=spfl mx —-all"

C:\Users\Administrator>_

RR%Y:SPF BRI AT 5 (REE) EEMERME:1 5)

SPF #EEZ AT H&. RIEMD Cisco E A—)L £Fa T+ Va—3 T, 205 DNS HNDZEETT IP PRLAZEHEL . EEE N

SHDA— LA ENHA SN TSI LEHRTEET, SPF Tl  HELO 7A T T4T 4 (R EA—IL H—/%) & MAIL FROM 74 T2 74

TAAE—CDEETRERTA—ITRFLR) D HERINET,

1. T—9YRT—3rTESA D GUI [T7YEALET, [A—JL 7RI —(Mail Policies)] > [A—JL 78— 7R1) < —(Mail Flow Policies)]
IZ#E1L. ' RF—TPublic 198.18.133.146:25 |%#&IRLFE T, A—/L 70— RYL—F [TIA/ILL KU — 1854—% (Default
Policy Parameters)] #49)v LET,

Mail Flow Policies

Success — Your changes have been committed.

Add Policy...
Policy Name Behavior
ACCEPTED Accept
BLOCKED Reject
RELAYED Relay
THROTTLED Accept
TR i_\ STED Accept

§l Default Policy Parameters h

2. [tEFxa)T1#EE (Security Features)] £72arARRENSETR—UETIZRIO—ILLET, [On] £=FIRL T, [SPF/SIDF #REE
(SPFISIDF Verification)] Z&%11ZLE 3, [Resent-Sender: F1=1& Resent-From: AERIN TV =HE PRA RIIEF V9 L—
K9 %: (Choose Downgrade PRA verification result if Resent-Sender: or Resent-From: where used:)] T [[&L\(Yes)] #34RL .
[HELO XK (HELO Test)] T [On] #:&#IRLET .
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Harvest Certificates on Verification Failure: | '® Disable Enable

Store Updated Certificate: Disable '® Enable

SPF/SIDF Verification:

Conformance Level: | | gpF v
Downgrade PRA verification result if 'Resent- No ® Yes ‘l

Sender:' or 'Resent-From:' were used:

HELO Test: off '* On

3. [E{E(Submit)] Z:ERL. BE DA LICHD [EERNBEHE (Commit Changes)] RV E I v LT ZEEABRAEIA TSI E
EHERLET  BEISLTEREDIAVMEEMLTZEN,

AR AT T4NEEHRTET H(REE) HEERR:5 o)

CDARARYTIL, ZIEEQIA—IL —/\TO SPF RIADTAMERIZEDWTTILavEERTH LA TUY TILAEERLET .

2Lz E AvE—UNRED IP PRLADSEESNIZE S EEEBICI>TIEIFRELGAYVE—V DAL HDEEZONET,

1. BIDARHID GUI Z3|EHEMAL, [A—IL RS —(Malil Policy)] > [Z{Ea>T2Y J4J)L4 (Incoming Content Filters)] IZFEIL
T.[Z4IL2DEM (Add Filter)] 2999 LET . ROFBETRKMAL T2 3%/ ELET,

ZR/I: | SPF_Verification

SREA: | BIRLIE=FAS> D SPF #&:E

& | [SPF #&EI (SPF Verification)] > [D#E R (Is)] > [SoftFail]. [Fail]

Foav 1: | [NyF—DBIEHRSE (Add/Edit Header)] > [Nv4 —%& (Header Name)]: Subject > [BEEAN YA —DED
BiIlZ43h0 (Prepend to the Value of Existing Header)]:[SPF FAIL](SPF % 8%)

Add Condition

Message Body or Attachment . .
Message Body SPF Verification

URL Category What are the SPF Varification results to match?
URL Reputation
Message Size
Message Languags

SPF Venfication:

Macro Detection Is  ~ Naone
Attachment Content Pass
attachment File Info Neutral
Attachment Protection ¢ SoftFail
Subject Header ¥ Fail

Othear Header TempErrar
Envelope Sender PermError

Envelope Recipient
Receiving Listener
Remote IPHostname
Reputabion Score

DKIM Authentication
Forged Email Detection
SPF Verification

S/MIME Gateway Message
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2. [OK]&9)voLET,

Edit Action

Quarantine ]
Encrypt on Delivery Add/Edit Header

Strip Attachment by Content Inserts a header and value pair into the message or modifi
Strip Attachment by File Info of an existing header before delivering.

Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning

Header Name: [Subject

New Header Name or Existing Header

Specify Value for New Header (optional):

Bypass DKIM Signing l

Send Copy (Bce:) * Prepend to the Value of Existing Header:

Notify [sPF FaIL]

Change Recipient to Append to the Value of Existing Header:

Send to Alternate Destination [

Host

Deliver from IP Interface Search & Replace from the Value of Existing Header:
Strip Header

Add/edit Header Search for: | '
Forged Email Detection Replace with: [

Add Message Tag Lteave blank to remove searched text from vaiue.
Add Log Entry (*) accepts regular expression

3. [OK]#5UvILET,
Add Incoming Content Filter

Content Filter Settings

Name: | |SpF_verification

Currently Used by Policies: | No policies currently use this rule,

Description: | |SpF verification for selected domains]| ‘

Order: | (4 ¥ | (of 4)

—Add Cona—lt‘lon...

Order Condition Rule Delete
: & SPF Verification spf-status == "softfail fail" i

| Add Action... |

Order Action Rule Delete
1 Add/Edit Header edit-header-text("Subject”, "(.*)", "[SPF FAIL]\\1") w

4. [EESubmit)] Uy oLTAVTIY T4V AEERLET, BT LS [EERNAZEZMEE (Commit Changes)] Ra>&#451)voL
T EENBEAIN TSI LERERLET . XEICIGLTEEDIAVMEEML TS,
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BRY ZEA—IL R —%IRET S (ZEH) GEEFERM:3 4)
REBEDIRGIETIAICDRZEA—IL RUD—ZFEBLT. ATV I(IWEAEEHIZTEHIETT,

1. T—9RT—arhi ESA D GUI [TFHEZAL. [A—)L R —(Malil Policy)] > [$%{§ A—)L 7R') < — (Incoming Mail Policies)]
IZBBEL T, [T 74k R —(Default Policy)] @ [>T J4J)L4(Content Filters)] Ry RAREI)vILET,

Incoming Mail Policies

Find Policies

Email Address: | * Recipient Find Policies

Sender

Policies

Add Policy...

Order Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters Delete
1 DKIM_Verification_Policy | (use default) (use default) (use default) (use default) DKIM_verification | (use default) =
Default Policy IronPort Anti-Spam | Sophos File Reputation Graymail Detection | Enabled Retention Time:
Positive: Deliver Repaired: Daliver Malware File: Drop Marketing: Deliver  (no filters) Virus: 1 day

Suspected; Deliver | Encrypted: Daliver Pending Analysis: Quarantine Social: Deliver

Unscannable: Deliver = Unscannable - Message Error: Deliver  Bulk: Deliver
Virus Pasitive: Drop  Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ...

Key: [ Default || Custom |[ Disabled

2. BIDARYTERLIZISPF_Verification ]3> 72 I4IWNAIZF v II—0%FITTHBIZLET .

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters (Customize settings) ¥

Order  Filter Name Description Enable

1 DKIM_verification = DKIM verification for specific sender
2 SPF_Verification SPF verification for specific sender s

3. SAROTRHEMODIGE. [HIBk (Delete)] 7Aa2%E45) vy LT [Z{EA—I/LK1) > —(Incoming Mail Policies)] €93~ ®

IDKIM_Verification_Policy 1% . BlIB&L TIZELY,

Policies
Add Policy... l
Order Policy Name Anti-Spam Anti-Virus Ad d Malware Pr i Graymail Content Filters Outbreak Filters! ,
1 DKIM_Verffication_Policy | (use default) (use default) (use default) (use default) DKIM_verification | (use default) & ‘
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4. [EE(Submit)] 29Uy ILET, [EBEREEHE (Commit Changes)] RAVEIUYILT, EENBERSNTNIIEEHELE
T BDEITISLTEEDIAVIEBMLTEEL,

Incoming Mail Policies

Success — Your changes have been committed.

Find Policies

Email Address: | *® Recipient Find Policies
Sender
Add Policy... |
Order Policy Name  Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
Default Policy IronPort Anti-Spam  Sophos File Reputation Graymail Detection = SPF_Verification = Retention Time:
Positive: Deliver Repaired: Deliver Malware File; Drop Marketing: Deliver Virus: 1 day
Suspected; Deliver Encrypted: Deliver Pending Analysis: Quarantine Social: Deliver
Unscannable: Daliver  Unscannable - Message Error: Deliver | Bulk: Deliver
Virus Pasitive: Drop  Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ..,

Key: | Defaule ][ Custom |[ Disabled |

B2 :SPF 1&EEET AN % (HEEFTERRE 5 2)

#ZET R TET Lz, deloud-out.cisco.com THZA—)LTRLRAZEEAL TSI 1—F D5 Alan [TA—)LEEIETHIET, SPF
BRELDEAEET AN TEET,

Ayt—UFH#EHT DRI, CLI ZHEALT ESA ~OEHEMBL. A—)L Y 2R RLET (OF ORERICEMaillav o REFENET),
AvtE—UN—EORELZ BT DRI, AvE—UNRESh, 7 av BRSNS ILEDY THRALET,

1. T—9RT—arhi Microsoft Outlook ZEEEIL . Ben DZAERL A DD RD/INFGA—FEFERALTHLO AV E—DFEFLET

7%{E%&: | ben@dcloud-out.cisco.com

2{E%&: | alan@dcloud.cisco.com

#4#: | SPFOTARE

AX: | TAITBIE, Alan

Zhi. SPF T AT B2 D A—)LEETT,

From w ben@dcloud-out.cisco.com
To., 'alan@dcloud.cisco.com';
Send
Cion
Subject SPF Testing
Hi &lan,

I am sendingthis email for SPF Testing only.
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___________________________________________________________________________________________________________________________________________________________

2. A—ILERELET, [TRTDIAHILEEEZ(E (Send/Receive Folden)] #491)v4 . £=13 F9 F—ZRLT. AATOEREFHE

3. ESA® CLI[ZHIYEZET, SPF D#EEEIZE>T. Mail From ZRLAM2AE DNS D SPF La—RE—EL TS ZEMBASMIZ
o TWET, SPF ORI H E LM Pass G&iE) I TY,

Tue Mar 13 10:206:22 20618 Info: New SMTP ICID 138 interface Management (198.18.133.146) address 198.18.133.147 reverse dns host e
sa2.dcloud-out.cisco.com verified yes
Mar 13 18:20:22 2018 ICID 130 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country None
Har 13 18:20: 2018 Start MID 197 ICID 1380
Har 13 H 2018 : MID 197 ICID 138 From: <ben@dcloud-out.cisco.com>
s & - 2018 MID 197 ICID 130 RID © : <alan@dclou
018 MID 197

2 2018 MID 197 pass signature verified (d=dcloud-out.cisco.com s=lab i=@dcloud-out.cisco.con)
2018 MID 197 Message-1D *<0802301d3bab4$e51340008aF39c0003@dcloud-out .cisco.com>*
2018 MID 197 Subject ‘test’
2 2018 MID 197 ready 3189 bytes from <ben@dcloud-out.cisco.com>
2018 MID 197 matched all recipients for per-recipient policy DEFAULT in the inbound table
2018 MID 197 interim AV verdict using McAfee CLEAN

2018 MID 197 int n AU verdict using Sophos CLEAN
2 20918 MID 197 antivirus negative
2018 HID 197 AMP file reputation verdict : SKIPPED (no attachment in message)
2018 MID 197 using engine: GRAYMAIL negative
2018 MID 197 Outbreak Filters: verdict negative
2918 MID 197 queued for delivery
2018 : New SMTP DCID 54 interface 198.18.133.146 address 198.18.133.2 port 25
2018 Delivery start DCID 54 MID 197 to RID [©]
Har 13 128:26 2018 F Message done DCID 54 MID 197 to RID [0]
Mar : 2018 MID 197 RID [©] Response '2.6.8 <002361d3bab4$e51340005aF39c000$@dcloud-out.cisco.com> [Internall
d=6] Queued mail for delivery'
Tue Mar 13 10:20:26 2018 Inf Message finished MID 197 done
Tue Mar 13 10:20:27 2018 Info: ICID 130 close
Tue Mar 13 10:20:31 2018 Info: DCID 54 close

4., D—=YRT—LavITRY, Avt—CUFE5—ERHLET . T T, Alan DA—ILRY IR AV E—DORRTENET A HEDAY
F—DBEASNTIWVENCEERERLET,

¥

Search Current Mailbo pe “urrent Mailb -
All Unread Mentions v Newest ¢
4 Today =
Ben Bravo
SPF Testing 9:56 AM o slsn@ddoud i
Hi Alan, Iam sending this RS i
Hi &lan,

I am sendingthis email for SPF Testing anly.
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VA 8: Domain-based Message Authentication, Reporting and Conformance
(DMARC) ®DE%HE
A—RT7—2R

T4 TR EIZE T A HBEOREDXTYFELT, Jacob I DMARC BRI REERZSELTLET .

DMARC Tl R ZEFEICRIRENS From: ANyF—DIEHRZEFEAL SPF F£7=(3 DKIM (2K > TRIELF=1EIR GEETF A2 DIFEHR
PER)EMAHEHE T, SPF Fizl& DKIM DEFIF & From: AvA—DHEBIFHA—BLTLINESIHERERLET , ThiZkY.
Jacob (&, EHDOF AU MSEELIZLSICREN T, RIAZ BB TELEN AV E—DFELESVNEBT I EAA—TVb LDMD L XT
LICBARMICHERTEE T, £1=. DMARC HMEZ D3 NELAR—k AVR—RUMMI&Y KUV OTA T T4 T4 BRT HBEME
49T DRAPF v R—VEARIETEET,

EI2, ERHOR Y AT LIZ DMARC OLR—FDIEREANLT, BHOTSUROEREEREFADEAZHEMITBIETE, A—
L RAOPEDESITFASNEMCDOVTEVNREE/ONET,

2321 T il ]

Cisco E A—JL ¥ a7+ Va—avickl, EEE(L,. DMARC #EMALT SPF & DKIM %% 2842 1G5NFET, DMARC T
(F. AP —FVr ETOLYREGA—ILDBIEDOERICEEELZEENHRALTRYEDET,

DMARC [ZBEE®D 2 DD AH=X L. Sender Policy Framework (SPF) & DomainKeys Identified Mail (DKIM) @ EIZHEELET , Zhic
FY RAMVEEBTEMEE L, FAMUDSA—ILEEETHEEC FRATHLHA (DKIM, SPF F1=EZ D) LEREED K MEF(C
ZEENMTIRNERFLIZOVTORY O —FARTEET,

B

ZDOIF A TlE. DMARC BIIDEEF EEMRA A EERLET . DMARC DR —TIE, »*—JL D SPF =13 DKIM OEEMEF Ty
IMERBLEBEICREQA—IL H—/I\DBRESIRENIEEIETTEET, TDHR. ZRIETEASU T, HHMIEELEA—ILIZH TS
DMARC #HEED@EBFE-ITKIZDNT, LIR—FEERTEET,

X :DMARC D EEHIZ DL TIXIDMARC Verification |25 BL T &L,

FIIE

A% :DMARC LO—FZ#ERT 5 GEIER) (HEEMERME: 15 &)

SPF & DKIM QL a—KMNBSE, EEEX. ZIETDA—IL FALVIZRYS—%1BMTSHET DMARC La—KREHRETEEY,
DMARC RS —(&, TXT La—KRELTARSh, 2ELEA—IILN—BLEWGE ., ZEEAINAEZITRENEERLET,
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Cisco dCloud

1. T—=H9RTF—3vhb, ZRI\—IZ%H5 RDC #ie#LFE T, [aE 1—% (Computer)] [Zlad-out.dcloud-out.cisco.com jEA L

T [ (Connect)] £%')v%L., DNS H—/IZYE—IIDTIERALET,

& Remote Desktop Connection = | O |5J

' Remote Desktop
»< Connection

Computer: I ad-out.dcloud-out.cisco.com LI
User name: None specified

You will be asked for credentials when you connect.

¥ Dptions | Connect Help

2. UTFDILTUOORLEFERALTETAVLET KRNI EF 1) TAEBEEZITRXTROFET AT 1V, [DNS] 74V %E vy
LTDNS ¥H—2v—DAUEZ—TARIZFIEALET,

d1—H4: DCLOUD-OUT\Administrator

INRT—F: Clsco12345

.;L DNS Manager

=] E3
File Action VYiew Help

&9 | P c=HEl d B

%, DNS Name [ Type | status
E g AD-OUT - _msdcs.dcloud-out.cisco.com  Active Direct...  Running
B Forward Lookup Zones - deloud-out.cisco.com Active Direct...  Running
[+ Reverse Lookup Zones
_| Conditional Forwarders

‘_ﬂ] Global Logs
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___________________________________________________________________________________________________________________________________________________________________|

3. [ATABERY—> (Forward Lookup Zones)] &4 7 )L1)w-L. Tdcloud-out.cisco.com |ZEIRLET , ERAUDEBEIREE Y)Y
L VRRDDS [ZFD D FHLLLa—K (Other New Records)] Z:&IRLET .

=, DNS Name | Type | Data | Timestamp
= F AD-oUT | _msdcs
= | Forward Lookup Zones 1 sites
# o) _msdcs.dcloud-out.cisc | :tcp
# - deoud-out.cisco.com 7 _udp
. Reve.rs'e Lookup Zones _| DomainDnsZones
[+ Laad Conditional Forwarders B ForsstDnsZones
= (g Gobal Logs i—l {same as parent folder) Start of Authority (SOA) [302], ad-out.dcloud-out.cis... static
ﬂ {same as parent folder) Name Server (NS) ad-out.dcloud-out,cisco.com.  static
ﬂ (same as parent folder) Host (A) 198.18.133.131 3/13/2018 1:
ﬂ (same as parent folder) IPv6 Host (AAAA) 2002:c612:8583:0000:0000.,. 3/13/2018 1:
£ ad-out Host (&) 198.18.133.131 3/13/2018 1:
Elesaz Host (&) 198.18.133.147 static
ﬂ imposter Host (A) 198,18.133.148 static
ﬂ mail Mail Exchanger (MX) [10] mail-out.dcloud-out.cis... static
ﬂ mail-out Host (A) 198.18.133.132 3/13/2018 1:
ﬂ mail-out IPv6 Host (AAAA) 2002:c612:8584:0000:0000... 3/13/2018 1:
ﬂwin?out Host () 198.18.133.38 10/19/2016 ¢
ﬂ win7out IPv6 Host (AAAA) 2002:c612:8526:0000:0000... 10/19/2016 ¢
Update Server Data File
Reload
New Host (A or AAAA)...
New Alias (CNAME)...
New Mail Exchanger (MX)...
«| | _;l «| New Domain... | LI
||Create a new resource record, on. = ’—
other New Rec Sane

4. RFOYTEHYUY RN ERHBRFEFTRAIO—)LLT [TFAMTXT) (Text (TXT))] #3=4RL . [LIA—FDIERL--- (Create Record ---)] &%

JyoLES,
Resource Record Type E3
Select a resource record type:

well Known Services (WKS)

X.25 e
Description:

Text (TXT) record. Holds a string of characters that serves as =

descriptive text to be associated with a specific DNS domain name.
The semantics of the actual descriptive text used as data with this
record type depends on the DNS domain where these records are
located, (RFC 1035)

Iz
I Create Record. .. I Cancel I
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5. [La—K% (Record Name)] (2l _dmarcj& A L. Tv=DMARC1; p=none; pct=100; rua=mailto:dmarc@dcloud-out.cisco.com | D
XF5|% [TFA Text)] TR—RRLFET, [OK] EHVUVILET,

Text (TXT) |

Record name (uses parent domain if left blank):

NewResowrcemecod K|

I _dmard]

Fully qualified domain name {(FQDN):

I _dmarc.dcloud-out, cisco.com,

Text:

v=DMARC1; p=none; pct=100; rua=mailto:dmarc@dcloud-out.cisco ;I

-

CK

Cancel

6. [5ET (Done)] &Iy ILET,

7. SETLREL, [RF—k(Start)] A=a—H5 [Administrator 04747 (Log Off Administrator)] 9w L TYE—F TRIMYT v
2avERTLEY,
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8. T—HURT—1avDTARYMT T, AR TOUTREREIL T, Mnslookup —g=txt lab._domainkey.dcloud-out.cisco.com | &A 5
L.DKIM La—F#REELET,

B Select Administrator: Command Prompt - 0] x|

SN EF AN LU LR R AR AN s lookup —g=txt _dmarc.dcloud—out.cisco.com

Server: adl.dcloud.cisco.com
Address: 198.18.133.1

Non—authoritative answer:
_dmarc .dcloud-out.cisco.com text =

"u=DMARC1; p=none; pct=100; rua=mailto:dmarcPdcloud-out.cisco.com"

C:\Users\Administrator>

227 :DMARC #EEZHE T 5 (ZEH) (HEMERRE:1 5)

DMARC #REEEHHITT HE. ZIERID Cisco E A—)L £F 2T+ V')a—23> T, Mail From F4—JLRIZRRENDA—ILTRL R,

F7=(3 DKIM DE £ D d=domain Ny&—h, From ANy —IZEFENDTRLRAER—MEINDIRIESNFT

1. T—9XRFT—3VTESA D GUI [TTYEALET, [A—JL 7RI —(Mail Policies)] > [A—JL 78— 7R1) < —(Mail Flow Policies)]
IZFEIL. Y RF—TPublic 198.18.133.146:25 1% B#IRLET , A—IL 7O— R —F [TIAI bk RS — /85 4A—% (Default
Policy Parameters)] #91)voL%E 9,

Mail Flow Policies

Success — Your changes have been committed

Add Policy...
Policy Name Behavior
ACCEPTED Accept
BLOCKED Reject
RELAYED Relay
THROTTLED Accept
TR I_l'E.TEE'“ Accept

Default Policy Paramsters b

2. [EF2)Tt48E (Security Features)] 933V ARRINSGETR—ICFTFICRYO—)LLET, [On] Z:EIRLT. [DMARC #&:E
(DMARC Verification)] ZE#ZLET . BRIEZSNT= DMARC BREETOT7AIL (T IA4ILR) A, 9 TIZ Cisco E A—JL =¥l
TACHIATREICE>TWAIEEREERL TS, [EHT1—F /3y LR—R®Mi%1E (send aggregate feedback reports)] #7323
VEARMIZLET,
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DMARC Verification | ® on Off
Use DMARC Verification Profile: | DEFAULT ¥

DMARC Feedback Reports: (2)

* DMARC reporting message must be DMARC complian|
* Recommended: Enable TLS encryption for domai
Destination Controls.

ns &

¥ send aggregate feedback reports

3. [Z{E(Submit)] #9)voLET, [EERNEZEZHETE (Commit Changes)] REAVEHIUvHILT, EENBERAIN TSI EEHELE
T, BHEICSLTEEDIAV M BIL TS,

224 :DMARC BRIETO77/ILDRTE (RIEE) HEMERM:2 2)

ZDARARYTIE. Z{EBI®D Cisco E A—)L X al)T4 Y a—2avIZBIFTETIAILED DMARC BEETOJ7AILEEELET, iz
&Y. DMARC BEEDHEREIEE LRI TOT7AILERIZ, Ayt—UIH A BE BEBOVWT M DOLENTHhIET, EHLR—
FDEEZEMZTHEL Cisco E A—)L £F 1) T4TlF DMARC BT —2MRESIN . BROLKR—FELTRASCDFREBITEES
nxv,

1. BIDARID GUI £5|EHEEAL., [A—ILR1 S — (Mail Policy)] > [DMARC] IZ#E&IL T, 7A774//L4%& [TI74/L(DEFAULT)]
#9)9ILFET, ROBEFFERALT. DMARC FRUL—DERICE I AvE—D 7OLaVEHRLET .

DMARC La—FORYL—DIEBEDIHEE | [EE (Reject)] Z#IRLET,

DMARC La—K®DR)S—HBEDBE | [#E (Quarantine)] ZRIRLET . > [[R—(Policy)] &
FERLET,

—BGRBOBE | [FFRT(Accept)] DFEEIZLET.

KEHLERERDEBE | [ES (Reject)] EEIRLET

Edit DMARC VYerification Profile
Profile Name: IDEFAULT
Message Action when the Policy in DMARC No Action
Record is Reject:
Quarantine to: Policy ¥
* Reject
SMTP Code: |sso
SMTP Response: |#5.?.1 DMARC unauthenticated mail is
Message Action when the Policy in DMARC No Action
Record is Quarantine:
* Quarantine to: Policy ¥
Message Action for Temporary Failure: @ Accept
Reject
SMTP Code: |
SMTP Response: Jea
Message Action for Permanent Failure: Accept
* Reject
SMTP Code: [sso
SMTP Response: [#5.7.1 DMARC verification failed.
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2. [BE(Submit)] EHVvoLTarTIW T4V EAEEBRLET . ETLEZE [ERERAEEREE (Commit Changes)] R %51 woL
T EBENBASNTWAILEZHERLET  BEICILTEEDIAVMEEML TS,

B9 :DMARC T A+Y % (HEERMERRE:10 2)

BHRE T X TFET Lo, deloud-out.cisco.com TH#HZA—ILFRLREHERAL TR I —H M5 Alan [TA—)LEEETHIET,
DMARC HRIEDHAEEET AR TEE Y,

Ayt —UFEFT BN, CLI ZEALT ESA ~DEBZERIBL. A—)L AV ERTLET (AT ORERICE tail | AR R ERENET),
Ay E—UN—EDREL BB T DI, Av—UNREBEN, TULav BRSNS LENT THRALET.

1. T—YRT—arhi Microsoft Outlook ZHEEEIL . Ben DZERLAMD. RD/INFA—FEFERALTH LW AV E—DEER/LET

%{E®E: | ben@dcloud-out.cisco.com

F{E3&: | alan@dcloud.cisco.com

#4: | DMARC OT Xk

AX: | CAITBIE. Alan

ZhiE. DMARC #T AT B1=HDA—)LIEETT,

From = ben@dcloud-out.cisco.com
To... 'alan@dcloud.cisco.com';
Send
Subject DMARC Testing
Hi Alan,

| am sendingthis email for DMARC testing anly.

2. A—LERELET, [TRTOIHILEEEZE (Send/Receive Folder)] 4w, £1-1% F9 F—%#L T, AETOEREFE§HE
TLET,

3. ESA® CLI ZHIYEZET . DMARC DH#EEIZL>T SPF & DKIM DA DL I—K A DMARC DR —E—FLI=ZEMNBALM
[T TWNBIEZEHESELET . DMARC DEEMLH E(XPassGRIE) 1 TT,
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Tue Mar 13 11:05
5a2.dcloud-out.
Tue Mar 13

123 2818

Info: NHew SHMTP ICID 131 interface Management (198.18.133.146) address 198.18.133.147 reverse dns host e
p.com verified yes
2018 Info: ICID 131 ACCEPT SG UNKNOWHLIST match sbrs[none] SBRS None country HNone

Mar
Mar
Har
Har

13
13
13
13

2018
2018
2018
2818
2018
2018

2018
2018
2018
2018
2018
2018
20918
2018

Info:
Info:
Info:
Info:

Start MID 198 ICID 131

HMID
MID
HID
MID

198
198
198
198
198

198
198
198
198
198
198
198
198

From: <ben@dcloud-out.cisco.com>
<alan@dcloud.cisco.com>

ICID 131
ICID 131 RID O To:

SPF: helo identity postmaster@esa2?.dcloud-out.cisco.com None
ilfrom identity ben@dcloud-out.cisco.com Pass (vu=spf1)

SPF:

Message-1D *<002a01d3babb$2F2b64a03$8d822de 8$@dcloud-out .cisco.con>’

Subject 'DMARC Testing'

ready 3600 bytes from <ben@dcloud-out.cisco.com>

matched all recipients for per-recipient policy DEFAULY in the inbound table
AV verdict using McAfee CLEAN
AU verdict using Sophos CLEAN

antivirus negative

2018
2618

198
198

AMP file reputation verdict

: SKIPPED (no attachment in message)

using engine: GRAYHAIL

negative

2018
2018
2018
2018
2018
2018

: MID 198 Outbreak Filters: verdict negative

: MID 198 queued for delivery

: NHew SMTP DCID 55 interface 198.18.133.146 address 198.18.133.2 port 25
: Delivery start DCID 55 MID 198 to RID [0]

: Message

ICID 131 close

done DCID 55 MID 198 to RID [0]

8
28 2818

: MID 198

RID [8] Response ‘2.6.8 <0882aB81d3babb$2F2b64an$8d822de B8@dcloud-out.cisco.com> [Internall

d=7] Queued mail

for delivery’

finished MID 198 done
close

Tue Mar 13 11:05:28 2618 Info:
Tue Mar 13 11: 3 2018 Info:

Message
DCID 55

4. D—HYRT—LavITRY, Avt—C%E5—EREAT HL DMARC DT AL Ayt—Ih Alan DA— LRV Y RIZRTRSNET

Cyurrent Mallbo 2

All
4 Today

Unread Mentions

Ben Bravo

Hi Alan,

| am sendingthis email for DMARC testing only.

5. TJ—HRTF—avmis ESA O GUI IZ7Z+EXL., [E=4%(Monitor)] > [DMARCHEE (DMARC Verification)] IZBEIL T, LAR—+D
NETHERLET,

DMARC Verification Report

W Frintable POF 5

Time Range:

12 Mar 2018 11:00 to 13 Mar 2018 11:07 (GMT +00:00)

Data in time range:43.23 % complete

Top Domains by DMARC Yerification Failures

Domains by DMARC Verification Details ®

Domain (? Failed - Rejected Failed - Quarantined Failed - No Action Passed Total Attemptedw
dcloud-out.cisco.com 1] 0 0 1 1

Columns... | Export...
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8 A SIS a—TaY

DI AVIE. —EDIS TN a—TA4o T D FIATERINTOET, BRIREFHD Cisco E A—)L vXal)T4 FISAT7Y
Z& Microsoft 7FUr—ay H—Nn\ArROCIZEENTIRRENET,

ZOEyavORERREIE 1 BRIEETY,

1. THRARDRDEBEERFEELCEEYEE A,

FTRTDTINARADKRRRE
s A—Y TFTHIOUE NRRT—FK
LDAP Ff=I% AD SBEIDHRTE
ESA DHRYRT—HEL AT LDEBA=Z 21— JAMRIZHD T R TOHAE
« NTP.SAEVR BRD/N\VITYTLREEEL VAT L LRIV R—ADEHE
IP 7RLA YT RINIRY  HF—boxA L—MEEZET R IR T—Y LR R—XDERE
2. AVUTUNERRT BI-OITRESN TV SBEEZENLEDICLRN TS, BRIICHESNR) O —OBIBRTIE AL #A
DRYZERRT IDENHYES,
3. HBIIVITULDBRIE, LBIOA S TUMDEERIZEASNDEZENHYET,

4. HBIFF=IZIF VE—F TRIOMTHESE. Web Ul £33 UK 542 AV 8—TxA RZFRALTIRTDT NI RIZTIERTEDE

SHEBERRABYET,
5. FAROIETRMOREOHBNLELBE, SRORBE KB TEET.
AR

Ben Bravo [&. XM dCloud-Out EEEFY DAvE—I0 4 X2 TAEBETT . COEYaV T HATzlE. Ben #XIELT
FTRTDAVITUrORARREHEL. BULBRREBLIBEEZLEAVET AVITUMIG TR M TN a—TAo T DHARS
AURHMASRAEE VO TLSRBTEEY,

A TUMTI/ODOBES

Ben (&, ESA2 @ dCloud EXEMMNSREL. TI/0EECHMAT7ANERET H-OIHADLDA—ILIZR S —ZHELELF, L
L. WEREITRIOZELIT7MILDBRAENFA—)L AvtE—DFRELTVET,
EVR:CDAVTUMEESA2 £D 1 DDRYMNRERITEOTVET  BRREEHELL, TI/DEELT7MIUNERFLIA—ILE Alan
M5 Ben ISEETEET,

#%({E% : | alan@dcloud.cisco.com

2{E&: | ben@dcloud-out.cisco.com

#4: | v/oBREOTRE
AX: | InET/OBREOTARAA—ILTY,

FERAIFAIV: | TAYMYT ED dCloud Files > Troubleshooting > Macro 47 74L& A, Macro.safe 774 JL
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Macro
1@

Organize v  Includeinlibrary v  Sharewith v  New folder

v dCloud Files ¥ Troubleshooting v Macro

: - Name «
U Favorites

Date modified

Ml Desktop
# Downloads

__ Macro.safe

| RecentPlaces

9/15/2017 9:33 AM

BESNHIER Ben DA —ILRYIRIIAVE—UNEEFET, ZEENTCITRAMIKEIITHLE AT —D FEEIC [MACRO-
ENABLED-DETECTED|(B#a< /O & INFEL) BNEMSNTLVET , Ben DA—ILIRYIRD Ay E—IFFE HFT7710LH

ﬁ']ﬁ%éﬂfb‘é:&’&ﬁ&ambi?—o

Wed 3/14/2018 7:46 AM

AA  Alan Alpha <alan@dcloud.cisco.com>
[MACRO-ENABLED-DETECTED]Macro Detection Test
To ben@dcloud-out.cisco.com

Untitled attachment 00009.bt
156 bytes

This is an email for macro detectiontest

AT 9LILABE

Ben I&. DAL RIZREEL-D74ILH, MR D%1EFE charlie@dcloud.cisco.com MHA— LRy X IZERESh TLVA &, RIUE EERF
DHEENSEFEZITELZ. AV TULDREMNIEFY ., Ben A ESA2 ZEARTETHZ LD A—ILAH Sophos DAILAREILD

VNIZEOTRF YU ENTWEWNI EN MY ELT=,

EVR: DAV TUMEESA2 LD 1 DORYMERIZIE>TULVET , fBiREK%EEL -5, dCloud Files > Troubleshoot > Virus 77+

ILEIZ8 5 virus-exec.bat #4') v LTS,

HEINAFEERESA2 O CLI yiar B L RIZREELE=T7A LI REBEN =22 RLET, Avt—2 1k F D%, Sophos U AL

AREIVOUICE->TRAOYTEnET,
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Cisco dCloud
___________________________________________________________________________________________________________________________________________________________

@9 ESA2 (DCLOUD-0UT) N [=]F3|

Wed Har 14 07:54:19 2018 Info: New SMTP ICID 142 interface Management (198.18.133.147) address 198.18.133.148 reverse dns host =
esax.dcloud.cisco.com verified yes

Mar 14 07:54:19 2018 Info: ICID 142 ACCEPT SG WHITELIST match 198.18.133.0/24 SBRS None country None

Har 14 07:54:19 2018 Info: Start MID 180 ICID 142

Har 14 07:54:19 2018 Info: MID 188 ICID 142 From: <charlie@dcloud.cisco.com>

Har 14 07:54: 2618 Info: MID 180 ICID 142 RID ® To: <ben@dcloud-out.cisco.com>

Har 14 07:5k: 2818 Info: MID 180 Message-ID *{F965Fu$63@esa.dcloud.cisco.com>’

Har 14 54 2018 Info: MID 180 Subject ‘Please check the attachment’

Har 14 54 2818 Info: HID 180 ready 1542 bytes from <{charlie@dcloud.cisco.con>

Har 2018 Info: MID 180 matched all recipients for per-recipient policy DEFAULT in the inbound table
2018 ~ interin AU verdict using McAfee UIRAL
2018 . antivirus positive 'EICAR test file'
2018 g aborted MID 180 Dropped by antivirus

Har 2018 Info: Message finished MID 180 done

Har 542 2018 Info: ICID 142 close

AV TUN T LA A—IL D&

R—r T4 F—LH, Netflix Hho, FEEV)—XFEDBRBEORFIGANUNEES H—EA—ILERIELFELI=. Ben (X, TLA
A= VIRHBEEN T RTDREA—IL RIS —THMGO>TVHIEEHRLELA, A=) OTIZREE TLAA—IL TUDUIE
Netflix A—)LE—FAvE—DELTHELTOERATL,

EUR:ZDAVUTUMEESA2 LD 1 DDRYMFERIZIE>TLNVET, fRRKZEL=5. dCloud Files > Troubleshoot > Graymail
T4 E$H D graymail-exec.bat 01y IL TS,

BESNHIER Ben DA—ILRVIRIIAvE—IUNEEFT ZEEN T CIZRAAKESITHBANYFT —DKEEIT [BULK](/VLY A—
JL)DBEMENTULET,

Wed 3/14/2018 8:01 AM
N Netflix <0100015d61153f9d-80faea26-f115-447
[BULK] Netflix is nominated! Watch these picks to see why.

To ben@dcloud-out.cisco.com A

Delivered-To: ben@dcloud-out. cisco.com

AT BEA—ILDOBRE

Ben (3. HR BIMITRELLEXEDB VT —RADORIGKEEZTELIz, HHOAFELEN HR DA TLOUH,

a Nicole Nelson MoEESh ., BEShIzEB LN DAV E—C%Z{ELFELIZ, Ben (&, [Forged_Email_CF1a>7> J4/L3 JL—IL
MTIAIEDREA—IL RY—THEITGE>TNSIEEHEFRLEL=, Nicole Nelson (&, 2>T2Y T4J)LR JL—JLIZEERFHNT
W3 T 193371 (Upper_Management) IZ3 TIZEENTLAEZEID 1 DT, TT . ZOBEA—ILD From AYE—[FRD IR FS
N FET, Nlcole N3Ison <nick.nelson@dcloud-out.cisco.com>

EVR:ZDAUTUMEESA2 LD 1 DORYMPEREITE>TWET, fERKZEHELT-5. dCloud Files > Troubleshooting > FED 7
TAILF(ZH B fed-exec.bat 5y LTIZELY,

HEIhDIER Ben DA—ILRYIRIZAVE—SHBEET , A—ILDZEENTCICEMNALESITHBAYE—DELEEIZ [Possible
Forged Detected] (FEFDEZNLHYET) NEBMENATVET, TVRO—TDREEFBA—ILTFFLADBEMSN TSI EETTH

IZ. From ~Nw& —HY, imposter@imposter.com (imposter {43&) [CE2E#Z 5N TNET,
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| iImposter@imposter.com

[Possible Forged Detected]Please send me the resume

To ben@dcloud-out.cisco,com
Hi team,
Please sendmetheresume of year 2018,
Thanks,

Nicole Nelson
HR Vice President

AT BEHDREFERD A E—D

Ben (&, Joe John Mo, B HEEE (CFO)ATETIEEER(CR)EZITEL =, BH1E. &TE4E LT Lucy Lane SED#L4 A—
IWETRTCFO DA—JL FHAIUNMINFEALIRNT HIETYT . EEEFERLS- 1 B, Ben (& Joe hMBEEZITET, Avt—N
Joe ITHUFALIREN ., ZRICIED ZEE (Kathy HE) HEFEN TS LELSDTT  Ben (&, EENEEHEL. HRERRRICRELY
TEEEMTES LS. HEEICBREADKEEROTVET,

EUR: 2LV FUMEESA2 LD 1 DOBRYNERERAIZESTULVET , Alan @ Outlook ZHHI UMD, Lucy H & Kathy 1ZA—)LE %
ETEET,

#{E% : | alan@dcloud.cisco.com

2{E¥&: | lucy@dcloud-out.cisco.com; kathy@dcloud-out.cisco.com

Ha: | BHOREBRDAvE—CFTAMN S
AX: | ChIZEBOEEISEEINDAVE—CDTAMTY,

HESNAHER : AyvtE—T 1, Joe & Kathy DA— LRI RIZEEET . Kathy DA—ILIRY I RIZF IR T BIZIE. Chrome h5
Outlook @ Web 7745 —avaE AT 5H . (https://mail-out.dcloud-out.cisco.com/owa) 74 ~<—% Outlook Web App Z4')vw
ILTET,

I | @ Secure | https://mail-out.dcloud-out.cisco.com fowa

b ols ESA2 A CiscoAMP O/ Outlook Web App

ROILToOYILEFERALTAT A LET, A—H 4 : kathy@dcloud-out.cisco.com 782 7—K: Clsco012345
RIREARHSN TULVNIL, Kathy (& Alan oD AV E—UFRETEET,
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___________________________________________________________________________________________________________________________________________________________________|

Outlook Web App
> Inbox 11t il
vorite New -~ Delete - Move -~ Filter ~ View - ~ : - Sl K _—
s sl i i -l ' “ | Message Splintering Test
A Unread Mail oA 2 .
B Sentlems Comversations by Date = Newest on Top « Alan Alpha [alan@dcloud.cisco.com]
2 To: lugy@dcloud-out.ci
b Kathy Kilo v} Message Splintering Test
_] Inbox Alan Alpha 47 AM
72| Drafts This is an email for message splintering test,
=] Sentltems

AT URL Z0ILRY 5

HMEEEEN, FELEDHLNS Web H 1k (http://imww.casino.com) ~DY LI EFENZA—ILERNNSZIELEL I, R DK

U—TIE, ChETEDLETRERET DIENEHMAF TN TVET , Ben (X, BIOEFERICE>THRIAERM LI URL Z4L2)2YT

W—IAHHEHELTVET A, COMBERET 2-OIHE-OBNEROTLET,

EVR:CDAVITUMNEESA2 LD 1 DORYNRREIZGEOTNET  FRREKEHE LD, Bl SN URL EELT7MIVERMLIZA—

JU% Alan )5 Ben [TE{ETEET,
#{E%: | alan@dcloud.cisco.com

2{EZE: | ben@dcloud-out.cisco.com

#4/: | URL 24)L2UT TRE

AX: | INIF URL 240U E) T DT AREA—ILTY,

BRATFAIV: | TAIMYT LD dCloud Files > Troubleshooting > URL 774 )L4 A, sample.doc 771 )L

URL
(;\'_ J |l ~ dCloud Files v Troubleshooting v URL

Organize ¥  Include inlibrary v  Sharewith v  New folder

: . Name = Date m
£ Favorites

Bl Desktop = sample.doc 3714720
# Downloads

[« PRSNOVY RN o | RO

HEEINHHEE Ben DA—ILRYIRITAVE—UNEEET  REENTCIZRHIIKESIZHRANYE —D FLEEIZ [Unauthorized URL
Found] (BF RIS TULVELY URL SRS EL) ABIMEh TLNVET,
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Wed 3/14/2018 9:14 AM

AA  Alan Alpha <«a
[Unauthorized URL Found]URL Filtering Test

Tl:l tn}m@njrl:‘n_;.j»:j»ur LISCO,.Com

an@dcloud.cisco.com >

: sample.doc :

This is an email for URL Filtering test.

A>Tk :DKIM H&EE

DCLOUD EZERFAIL. KA/ dcloud.cisco.com 123 LT DKIM #REEZ1TLY. DKIM IREEFFFE B TELRNT R TOAVE—VERET D
ZEHEERICERLEL=, Ben I&, FDA—)L 70— RS —@E T2 DKIM BEEERL . MELILTUY DqIL8%EERTRIEICD
WT. EEEMANSKEESE L=, ESA2 Tl dcloud.cisco.com [ZBEFITHENTLNAT RTHLA—KRIZDLVT DNS 4T ETT

E5& Ben [FHEELTLEIN. S0 AV E—U%RETHIHEIC DKIM RENERASh TLEE A,

EVR:ZDAVYTUMEESA2 LD 1 DOBYMNERIZHSTWEST . CORSTILS 2a—TFT1424 DRIZ. Alan @ Outlook ZH2 R

B Ben [CAYE—UFRIETHILICL > TRIBDBHAETHEELET .

#%fE#&: | alan@dcloud.cisco.com

(€% | ben@dcloud-out.cisco.com

4 | DKIM BREED TR+

AX: | Shik DKIM HREEDTRAREA—ILTT,

BEESN AR DKIM #REEFEBLFET , Web Ul [E=4 (Monitor)] > [Ayt—Y bSyF 4 (Message Tracking)] F7z(& CLI a<UF

tail mail_logs (Cisco E A—JL £¥%al)7+ 2)ZF AL TEH#MERTL. DKIM BREED RN EHERTEET,

#P ESA2 (DCLOUD-OUT)

esa2.dcloud-out.cisco.com> tail mail logs

Wed Mar 14 10:28:15 2018 Info: New SHTP ICID 160 interface Management (198.18.133.147) address 198.18.133.146 reverse dns host

unknown verified no
Mar 14 10:28:15 2018 Info: ICID 160 ACCEPT SG WHITELIST match 198.18.133.146 SBRS None country None
Mar 14 10:28:15 2018 Info: Start MID 265 ICID 160
Mar 14 10:28:15 2018 Info: MID 285 ICID 160 From: <alan@dcloud.cisco.com>
Mar 14 10:28:15 2018 Jofa: MIN 20C _I0TN 440 BIN A To- <hon@deloud-out cicco com

Har 14 16:28:15 2018 Info: MID 285 DKIM: pass signature verified (d=dcloud.cisco.com s=dk i=@dcloud.cisco.com)

Mar 14 10:28:15 2618 THVUT NIV Zu5 " essage—iv O PO Ta S TP IV Ao SIS S oSyl EttTOu G eTsewcows

Mar 14 10:28:15 2018 Info: MID 205 Subject 'DKIM Verification Test'

Mar 14 10:28:15 20618 Info: MID 205 ready 5355 bytes from <alan@dcloud.cisco.com>

Mar 14 10:28:15 20618 Info: MID 2065 matched all recipients for per-recipient policy DEFAULT in the inbound table
Mar 14 10:28:15 2618 Info: MID 205 interim AV verdict using McAfee CLEAN
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