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XTIt ERF R

LS R FAZHESHFUHERNEE, MEEEE, DMBEFTASS T A S FLRESSH, XS5 L NESRREE.
R, RINWERIEEHNS, AMEBILES FHERWARZHBHE, CLEAYSIMERSTIEE, Mo AESRREERTH
BB T, BRETIENESHERILESRER L.

Ak, ITEARNEERAHAEMERARSMINESTRREERSMN, UMEEHNT—REFASE (NGFW) hE, XEBSTREES
SRR TR, MAEBMPGE EREEMBIR M. Fitk, XLEEZR NGFW FTTE IR N Y SMRBMENBERER.
BRI MBEM S RINGE. AXNMSEHRBUEBEEZNSESANTERG, GEELEXNFHE—F, AEE—RNT2ERMN
REBRER, BHRES2EMMETRME. BIERMEPMER SRR, WAL HERR XS & B

R Firepower 4100 RFIT—R BT ALEE (NGFW) 2 R E RS2 ERNE E T BB EAN T—RH A, AR LR,
B3R Firepower NGFW R &M%, SHEEBALANLZ M. Firepower NGFW T2 T £ ERMN R LIIAE, FIAE—FE
BREEME, NMEHES NGFW ZENRAMER M. BE, AREEN—KEREFARBARIELE, BRMNFASICHREL
EMEZIRESHITHE,

X B ER Firepower NGFW 7ESE#HE 2, #epE E THBIO SERTFRIEINR B, FAEHM%kR, BIERXERFZMAL
MRz, Firepower NGFW 7ESEEE A EIMH —IR, EESTAIMEITIME . —ROBMERMSMEEMEETE, AT
EHMAKREBER. Firepower NGFW iR gESEIE MM RS, BESREEREHIFAETER, RELI TS FHMHEHNE 2
&, HEPITHREER . X EERZ AR&NETE (TTD) LT E ik R ZEHEE .

FE#} Firepower NGFW 5| F A4 SME Z £ ik 0 S R BB PR R FE IR BEAR . FIRY, A2 LIE L iRE AMP,
AMP Threat Grid 1B HF3ARS51E (ISE) 52 FEMTEER. XEBRBEBIE Firepower NGFW FITIREFI AT R Z M4,
F B BB AR iR,

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B2®W, #1117



27} dCloud

i
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1. dCloud #A#h
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FHEETR

RRATR S

87 dCloud SEZURWEFREAENERITAAEFIIES, RAEBEIIINUKER. REERFABEEMARHE.
BEAEREE, ALERH—NMIRE, WETMEEEARRBEE.
ARHEEN T —IRIEREXEE,

RELSREHNESEARLERERRITE,

1. BEhdCloud &iF. [EEEFIRE

AR BUESETTRERE 10 S HEEdE.

2. fERRE#H dCloud ZIZREE FimERE TIFL [EFEEEE.

R BEALUEREBRM AnyConnect VPN [EF A (K R(F] MZKEICA B LHA M RDP Z PR [£5 8 (K R(F] EZEI TEL

Jumper: 198.18.133.50, % : administrator, Z%5: C1sco12345
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%2 1: {EFH REST APl #7822

AL BEFREMITREI BN NGFW IE ., HP RIS BRIELISER REST API python BIARTER . B2, BHEMIT—LIE
SIE. Ik, REST APl BIAXHRAAE, FEFEFINITILERE.

PR

Ni

% NGFW BCE JH FMC #{TERE
1. #£ Jump Desktop £, FTFF PuTTY §#E. WHEH NGFW BB ES1E. (FHMAFE adnin F1ZH Clscol2345

xR

HE: MREGEBNSHRESRHBI[E)EE, 53T Jump Desktop £ Strings to cut and paste.txt IS 5.

2. # A% configure manager add fmc.dcloud.local Clscol2345.
3. HiEES.

4. RpAREREEMER, HRAN yes (FARE. BEZEANy. MRBAN y KE yes, RHESEZHLSEIAA no,

EE: NGFW AR ENTBRAREEIESE (Firepower & &8s FDM) . X2ZIAELE. ZIHMELSWRIHESHEREE.
ERRIEFRANBEESLINEAS], BAILURHH AL . TTiFEE, EAME NGFW BEEBMIERT, JTE%E FMC 1 FDM 2
(BT .

5. fEit PUTTY QIERFHTIRTS. AEINLESD, BRERALRIE.

£ FMC LB R &8V

T NGFW, SAERERETFA. MTASKE, SRERNERN 90 XIFMEIFAE.

AR MTARE, RIOVEANZEENKY. EERBEF, TREERITFEITAIERRE RA VPN,

1. ¥TFF Firefox, PAFSTE Jump Desktop _EFTFF Firepower iy (#51RK FMC) . RGISTER B F R MEZR.
2. REHER.

3. SMERY > IFAliE > BEEWAE.

4. REHERN, AREHIMERMRER.
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___________________________________________________________________________________________________________________________________________________________________|

11T REST API BIARLUE M AIBCE NGFW

J9ER REST API, BEZERITHTFHITUUTERIER Python BIZK.
1. BIEEIEHEHI R .
2. ¥ NGFW #Zl FMC

3. EE NGFW #[0O.

AR HEAXATENBEN, HARAESTE. WREFERTHMA, 1§ E /usr/local/bin. EHGEA
register config.py, 3} EfM connect.py % H Python R, %% runapiscript 218 register config.py HJ
TFSE. KXIEMHE B R B X LA,

4. ] Jump Desktop E5fI PUTTY. WEMEB Linux REBES1E. FAAFSE root ML Clscol12345 R,
5. FEMIEB Linux BR$%8% CLI Lk, IE1T runapiscript.

a. ARZGHARIREEMZERE? [yin] B, My FHik <Return>.

b. RZFREFEANFOEHIREEZIRET, MIASENBTR, Bl NGFW Access Control Policys

c. FEEWAER.

d. ZEFMCUI 1, MINERLIETR, AREKy BE, HEFR niRY. [yn]

e. BEEWITT—, RAEBBEHITHIA.

AR MRERFHFLIATHR, WWRER. ARERT, BFHFLUTH, REBRETHA, ERURERFABDEREE
MR EES, EEA no

6. #EFMC Lk, & aNeER, RFIEREFFEDRF,

a. AW, TREFERAUSSBI;ES.

AR MRBI—2HMARBHEMES, BFEERERATERNEHRITIE. MRREA, WRHEEBR, AREERET
runapiscript BIA. EHRIMTEZFIRBER TR RIR, SEMEREIA T ZHIREE.

b. FHEXIMESTM. FEEORMMIES . EENZEMAL ML FTRINTTRE

n Help v admin ¥

Deployments || O Tasks %2
10 total 0 waiting 0 running 0O retrying 9 success 1 failure
v — !

" Discovery 2m3s X
NGFW - Discovery from the device is successful,

" Clam update im 495 X
Clam update synchronization to NGFW
Clam update synchronization successful

& Register 365 X
Registration
Communication with NGFW has been established, discovery in progress
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7. FEMAIER Linux BR$58E CLI b, 4¥45i51T runapiscript B,

a. Ay FHi& <Return>,
b. RSiACIRBEEEEIZFZIZO? [y/in] B, M y FHiR <Return>. FHHIARTTH.
c. fFitk PUTTY £FRIFBHFRS. AW G, BIEFERLEIE.

BCEFARREH
1. EFMC#, SMERE > RETE. RHREERURERERE.
2. MEEE “EO” EHF. #iA REST API AR BEE T NGFW HMERFIsMEED.

3. EE “EEHR ‘IR
a. EEFBASKH, RESERMEHIRE.
b. 7EIMERIEO LIEERIARAIRERN 198.18.128.1, WA TFEIH R

c. mEME.

Add Static Route Configuration

Type: * 1pva C Ipve

Available Network & 4+ Selected Network

ek

= any-ipv4

2 IPv4-Benchmark-Tests

2 IPv4-Link-Local

= 1Pvd-Multicast

= IPv4-Private-10.0.0.0-8

= IPv4-Private-172.16.0.0-1

= IPv4-Private-192.168.0.0-
= IPva-Private-All-RFC1918
B 1PvB-to-1Pva-Relay-Anycs

Gateway™* 1198.18.128.1 U

Metric: 1

Tunneled: rC {Used only for default Route)

Route Tracking: v D

QK Cancel

4. RERFLURFERBEE.

IE: ETEME, F7MERARE. kN, ATEME, runapiscript MATEEEORENHE. ERET—NXRE
SHPTESRESR, RE—EBEMBEEEXN.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.



27} dCloud

W& 2: EAREE

HEIEEUTES:
B S FRERIXT &
« IEBURHEHI SRR
« B NAT 5REE
&2 4% & T SR %
« HEREEN
« MK NGFW BLE
« RIFHURERE, HELEHMEESR
© TERLHuEEREE, PUTCHEBMEBERGHEL
o EXEHNERLE, RENRRH

PR

N

I Z S R IR &R
1. SMENR > HREE.
a. RIERMMLE > FMATR.
b. ERBMFE, A Lab_Networks.
c. %A 198.18.0.0/15. XEIELL pod HERBIERHE IP itk
d. =REREF.
2. MEMSHERPEFED.
a. =AM > REXiE.

AR ARMEENEONS: REXEMEOH. XBXAETEOETUES. EiHEEHREAN S REERR2XE.

b. EBMFE, A InZone. NIEORB TH KR PIEIFIRA-

c. EFEAIEO. SEHRmM, RESHRE.

d. =EHm> ReXHE.

e. £ “&” FE, A OutZone. M “HEOLXE” THKHPIEERA.
f. ®FINEREO. SEHRm, ARSERE.
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|
& B4 Il Hl TR B

1. BIEREE > HaEs > Fin)Edl. 1535, REST API BIARE 81— &5 011555k .

2. EaZiARES RS A N A EEARED R TR -

3. sdEdmEn .

a. # “&f FR, MALFLHSGER.
b.  MBATHFIFRAPEFBABIBIAN S

FE: ARG, AU AENHNE. REMEX T ATRENRME
< SREIMERINIER, HAP g T F SR
« BUAMNIE, HEPrIBNE T RN 2 R TR

FELGI T, BAFELZ TR, BERFEEARARMNE, UEHRRFITFELRN.

c. ARHNCERFXEATF.
i. 1%&#F InZone, RS ERMEE.
i. i%£¥ OutZone, #AESTRMBIBE MM,
d. EFREETFR.
i MAREER TH YR PIEERRARREE .
i, MIZHIRER TRIFIFR I T RR SRR

ERE: ATERE, ERANMRREAN A REE AR E. AXNAEZXLRIEEIR, FSRAMZE A.

e. MEHRMLLRIMIM .

4. %3F HTTP MUREIR .

5. MBEMARITIE Fhiflkd, EERG R,

6. EERPIETF.
a. REHEERR, RFECRMEETAERZE.
b. AERXFEMEBIAFERS, BN 25.

c. REHMRE.
Transport/Metwork Layer Preprocessor Settings ? X
Ignore the YLAMN header when tracking |l

connections

Maxirnurn Active Responses 25

Minirmurm Response Seconds Ma Limit

Troubleshooting Options
Ok Cancel
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AR ¥ “RAEDNNE REAKXT 0 WEAFEZGNHANLE TCP EBXRXAEE. BE, RAEEEFinMRSHFILE
TCPEE. T LRER, MRAGLIRBILERZNEMRE, HSALUBSE 25 MESRN (TCPEE)

HEFRRESD, THEFSHUTURERRINME. 2, REUTKZEE, HATBERRBLEZNEEREHENE]. B2
TURFER, BERFEERBEALEEFANNLEEES.

7. RERFURERHEEH RIEEEX.

B NAT HBE

1. SMEEE > NAT.
2. REFEGERMRIR, AREZERBEIE NAT,
a. 7 “‘&W FER, MARIA PAT,
b. ¥ NGFW. SERmEIE, AESEHREF.
c. FEZRMITIUHAITHRE
3. =M.
a. M “HEAN” THRFIRGBIEFSEF DA NAT SIUE. XEHEREBR NAT (5% NAT) 0N E1FEE A
b. MEBMTHIFIRPIEEFIIT.
c. BEREHANEBOMRENF. EF InZone, AESTHRMEIE.
d. i&# OutZone, AFSTHRMBIBAYMHE.

Add NAT Rule T X
MAT Rule: Manual NAT Rule » Insert: ﬁln Category ¥ | NAT Rules after v-ﬁ
Type: EI:_r}rna_r_ajln "m W Enable
Description:
QICH BTG ERER  Translation  PAT Pool  Advanced
Available Interface Objects € Source Interface Objects (1) Destination Interface Objects (1)
iaw INZone la ] aw OutZone o]
caw InZone
san QuEZone Add to
Source
Add to
Destination
Ok Cancel
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___________________________________________________________________________________________________________________________________________________________________|

e. ERHBETF.

f. ARBE TR RPEFEE T

g. M “BE#mmME" TRIIRPEFEAEDIP.
h.  =EHEBEURE NAT H0.

Add NAT RBule ? X
NAT Rule: Manual AT Rule b g Insert: In Category ¥ MAT Rules after ¥
Type: Dynamic ~! ¥ Enable
Description:
Interface Objacts lmmm PAT Pool ~ Advanced
Original Packet Translated Packet
Original Source:* Bny v |3 Translated Source: Destination Interface IP >
) The values salacted for Dastination
Original Destination: Address - ::E'e:;‘l‘f:.o‘l?:;“ in 'Intetface Objects
L g
Translataed Destination: S+ |
Original Source Port: v @
Translatad Source Port: v 3
Qriginal Destination Port: v @
Translated Dastination Port: ~ D
O Cancel

4. RERFLURTE NAT K&,

& B P45 % TR SR %
BIAMLE R IR ECE ALK A BABAMINTNA . RIFFERMENMAALI. £E~FRD, XAESBH FMC
Firepower EHIFIERSERE. Fitt, HEBCERIERRIE.
1. SMERE > MELI.
a. miANASEERRURERERN.
b. EFAAEIEE. “EH” SREFENES.

c. [EAI#IFR 0.0.0.0/0 %1 ::/0.
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2. EIEMLE Lab_Networks, A S ERM.

"

Edit Rule

Action:  Discover ¥

Networks  [edaiglzh

37 Users

Port Exclusions

Available Networks G +]
|

|4 Search by name or value ‘

MNetworks

& Lab_Metworks
e U R

= IPva-Link-Local

2 IPv4-Multicast

&2 IPv4-Private-10.0.0.0-8

&8 IPv4-Private-172.16.0.0-12

s IPv4-Private-192 168.0.0-16

= IPvE-IPv4-Mapped

g IPv&-Link-Local

8 IPva-Private-Unigue-Local-Addresses

58 IPvE-to-IPv4-Relay-Anycast

~ Entar network address

3. HEHRE

MEREEN

1. BSFHFMC BLANEE.

a. J&F NGFW &%, RERFIIRUBFFAES.

| |_Add |

Save || Cancel |

b. 7 “BREEE” HWAN, KRFEFEFAFEELS. TENANTEMR.

Deploy Policies version: 2017-10-01 D6:45 AM
/] Device Group
W= G

D Mat Plicy: Default PAT
D acress Contral Policy: NGEW Access Contral Policy

ile Palicy: Demo File Policy

ntrusion Policy: Demo Instrusion Policy

NS Policy: Default DMS Policy

ntrusion Policy: Mo Rules Active

ntrusion Policy: Balanced Security and Connectivity
~Prefilter Policy: Default Prefilter Policy

D network Discavery

D Device Configuration (Details)

D NGEFW Interface
(& MGFW Inline-set
@ B&F Routing Policy
© oons

D static Route Palicy

L N g e T o)

Selected devices: 1

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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Deploy Cancel
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c. TWHIAMEIE NGFW %E . NAT REEME A, HOMBRSKARE.
d. mHEREIRTE.
e. =i FMC A -ANBEBEEANNERR. EEEEMBETHR.

tern Help v admin ¥

Deployments | Health o ?

1 total O running 1 success O warnings 0O failure

v NGFW Deployment to device successful, im 23s

izt NGFW #R2

1. FEPIEP Linux PR CLI L

iz

ZEE. XA NAT FIE&E.
b. I ping outside. WWHENIZEMIT. WA ctrl+c LURH ping.

a. i\ wget cisco.com. It#H%

c. N ftp outside. FHAM R guest ML Clscol2345 B F.

d. #Acd ~root. BRIZEZUTHE: 421 REFAM, TiEMBR[EXMEE. XWILT IPS EETIE.

AR: MR FTP SiFHEE, NWRAGAESICAETEEFIRETBEREDNNE. BXFRRIEEN, EBEEENHH Bk

e. A quit LURH FTP.

2. fEFMC v, SfZESDH > AR > B,

AR URIEEME Snort HN 336. ERTNERERES, HAMVHRWRSRER “EFHERER" . EREEXHINER
B (FlanEERREMRERMS) PEZAULMN.

EOUEIEIEE Folicies Devices O 'S AMP  Intellige eploy System Help ¥ admin ¥

Context Explorer Connections Intrusions » Events Files = Hosts » Users » Yulnerabilities » Correlation * Custom v Lookup =

Bookmark This Page Report Designer Dashboard View Bookmarks Search w

Events By Priority and Classification p— o e s -
Drilldown of Event, Priority, and Classification » Table View of Events » Packets - ’:g)’““i\qh“g*"‘*ﬂ“l"”*g""”"Qmmlmé%gg?ﬂ]ﬁg i

No Search Constraints (Edit Search)

Jump to.. *

[~ Message = Priority Classification Count
8 [ EBROTOCOL-FTP CWD ~root attempt (1:336:17) medium Potentially Bad Traffic 1
Page | 1 |of1 Displaying row 1 of 1 rows

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B3R, #1111}
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___________________________________________________________________________________________________________________________________________________________________|

AR EESMES, URBAXREIBENEFNER, WEEAERENZ NGFW 1 FMC ZHIEEES. B2, 7RSS,
PR ERRESKEHEZE X, WRLELIFR, BEERAEFBIHNXLHIZ, WRFAR. £ NGFW CLI £, ETUATHS.

pmtool restartbytype EventProcessor

M Jumper Desktop #1, {FRFENX PuTTY £1EEES FMC. £/H admin B A& M FPlab123! 2%, HETUTHS.
sudo pmtool restartbyid SFDataCorrelator

sudo pmtool restartbyid sftunnel

sudo ZH3 5y FP1labl123!,

a. REEWBSISKURNEEEFHNERUE. ARREEREHNIEARER.
b. MHEFHEMMESLUAE—LRANEER. HIE, RESEEREZNESR, 84 Snort MNEIEMES .
c. RABRMEHIEFLUMLAERMN, BFENER!
d. RAVPBEFHIEECHMAANNERELHARS.
3. M CHAEER AR EE. ATIUM Jump Desktop £ 9 Strings BYSCH-BIHIFE#EMLEX L Waet /54, LUEEIYIFHL
WA

a. 1ERIEHIK, FH WGET TEARMILASCH.
wget -t 1 outside/files/ProjectX.pdf

S MIZE .
b. TR, £ WGET 2 THIR B IERISC .
wget -t 1 outside/files/test3.avi
BEE, RHERTH T XHEHRRN—EBS. XEEJ NGFW T IAE LN E—MNURREM SR, SER3H
REGECE AMELE AVI XX,

c. BJE, 8 WGET 2 THESHH.
wget -t 1 outside/files/Zombies.pdf

EIR, RETHEHTXHHNKRY 99% #B5r. XZEHN NGRW FEEANHRITE SHA. NGFW K—ERNFTRE
— N EER, EEWHEHREHIVE. RRXHRBECE A LA PDF XN R EERK .
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4. FEFMCHF, SESH > Xt > BERHES.

a. MBREHFEMLE—3H Zombies.pdfs
b. SELEMAETLLURNEEEHMRME. 1FFE, F41198.19.10.200 LI & EFRFRR. XZMIB Linux AR
%8, daRRRREAENSBEBESIER.

Help +  admin v

Analysis
Context Explorer Connections v Intrusions v Files » Malware Events Hosts » Users v Vulnerabilities v Correlation v Custom v
Bookmark This Page Report Designer Dashboard View Bookmarks Search »
Malware Summary workflow) ~ i o o ~
Il 2017-10-01 02:01:16 - 2017-10-01 03:01:54 &
Malware Summary > Table Yiew of Malware Events ;
Expanding

» Search Constraints (Edit Search) Disabled Columns

Jump to... *
u ~Time * Action * Sending IP * Sending ¥  Receiving IP % Receiving ®*  Sending * Receiving *
Country Country. Port Port
3 [ 2017-10-01 02:59:44 Custom Detection Block (8 198.18.133.200 gi 198.19.10.200 80 39226
Page 1 of1 Displaying row 1 of 1 rows

EE: ZBREREHN "BEXEMR , MAR “BERER” . XREAKNEHE Zombies.pdf FINEN B EXEMFIFR, LA
TREEREEIMEIEE. FXIFEEER, BSHMEA.

MREREE, UK TRIE.

wget -t 1 outside/malware/Buddy.exe

WARERIIR G A EEH A, BR, ARFELWRIMES, ZERARESEN. Bit, XHAIERZMAEL.

5. RELEBHENER. XEITAENEEXHTTE. AEIHTTHE, REFEXH,
6. SMESH > XH > XHEH. BRIZLBIBXEBEAXHEHNESR.

Help v  admin v

Analysis

Context Explorer Connections v Intrusions Files » File Events Hosts v Users » ‘Yulnerabilities Correlation v Custom v Lookup

Bookmark This Page Report Designer Dashboard view Bookmarks Search

File Summary (switch workiow) o
Eilé Siimiat Table View of File Events " 2017-10-01 02:01:16 - 2017-10-01 03:08:19 (2
Eile Summary » Table View of File Events .
Expanding

Mo Search Constraints (Edit Search)

Jump ta... ¥

o Category Type ~ Dispuosition Action Count
P C PDF files EOE Unknown Malware Cloud Logkup ¥
i PDF files PDFE Custom Detection Custom Detection Block 1
3 [ Multimedia RIFF Block 1
Page | 1 |ofl Displaying rows 1-3 of 3 rows

WMREEE, JURNEEELIERER.
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%= 3: AnyConnect 2N VPN
H&IBEUATES:
«  JBH AnyConnect E&EIFATE
« I3 AnyConnect RA VPN %%
.« BB RRE
+  &fTRAVPN @&
+ EEREIESR
o EBUHIEHEHITREE L2 IFA S AnyConnect i8]
«  ECE NAT %R
. E VPN BRIiER

+  EREHISIE NGFW RA VPN BLE
o AEE
& IR BEME T RHABEER Firepower NGFW 124t AnyConnect ITI2#EN VPN ThEE.

PR

N

B AnyConnect & &E1FAIIE

1. 7EFMC f, SZH% > iFAiE > EHEFANE.
a. SGHEIFRIE.
b. HEREFANES OF, 1%F AnyConnect Apex %I+ .
c. E#E NGFW & &. =EHRmMMBIA.

Edit Licenses ? >

Malware Threat URL Filtering onnect Ape AnyConnect Plus  AnyConnedt VPN Only

Devices without license © Devices with hoense (1)

Apply Cancel

© 2017 BRA/SEMBAR. MIAE. AXEFEATABRRATFLHHER. F167, £111 7
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___________________________________________________________________________________________________________________________________________________________

c. MR, SREM Jump Desktop EAJ RA VPN 3 Hi%#% anyconnect-macos-4.4.01054-webdeploy-k9.pkg

3 Windows €] —1> AnyConnect BRURIT K .
a. fEFMC ¥, SHEXMR > *REE > VPN > AnyConnect 3¢
b. &M AnyConnect 3.
c. TERWHFE, I AnyConnect-Win-Img.
d. SEHWE, RESAZE Jump Desktop EAJ RA VPN ST,
e. 1%i#% anyconnect-win-4.4.01054-webdeploy-k9.pkg 371
f. SHTH. I8, XHLBXAFTFELTUATIERNIE.
9. REREF.
Add File
Mame; * AnyConnect-Win-Img
Fils Name:® anyconnect-win-4.4,01054-webdeploy-k3 |BEGEEES
File Type:* anyConnect Client Image ¥
Description:
Save Cancel
A MAC #1ERZ 611 S —4 AnyConnect BRIEXTH .
a. SFERM AnyConnect 3.
b. #ERBMFE, ¥ AnyConnect-MAC-Img.
Xt
d. SEHTH. BFE, XHRBUAFESTERERNE.
e. RERF.
Add File
Name:* AnyConnect-MAC-Img
File Name:™* anyconnect-macos-4 4.01054-webdeploy- || Browse.,
File Type:* anyConnect Client Image
Description:

Save

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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___________________________________________________________________________________________________________________________________________________________________|
3. I3 AnyConnect X kBl B STHXT &

a. SR AnyConnect 3.
b. & “&#” FE, A AnyConnect-Profilel.

SEFE, %REM Jump Desktop £&#9 RA VPN 3C#th2hi%#E AC-Profilel . xml X .

o

d. REHHF. HIE, XHFEBNAFRIFIATIERNE.

e. RERE.
Add File LR
Name:* AnyConnect-Profilel
File Name:* aC-Profilel .xm Browse.,
File Type:* anyConnect Client Profile Sl
Description:

Save Cancel

SEE: ATLUER cisco.com LIRIHY VPN B E X 455575 T BLK 6132 AnyConnect B FifBL &30 . VPN BLE X miEsE T A
£ Jump R AT A . ATLUBETFEE > FRET2RF > B#l > BFl AnyConnect Bl B 3T #k4R5E:8 > VPN FeE30fH41E88 15012 T A.

4. BIE IPith.
a. fEFMC &, SHENR > XREHE > kit > IPv4 .
b. =ERM IPv4 i,
c. & “BW” FE, WA AC-IP-Pooll,
d. xtF IPv4 Hih5ERE, i\ 198.19.13.10-198.19.13.50.
e. & “HIE” FE, ¥WIA 255.255.255.0.
f. RERF

Add IPv4 Pool ? X

Mame:™* AC-IP-Pooll

IPv4 Address Range:* |198,19.13.10-198.19.13.50
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask: 2535.2533.235.0

Description:

allow Overrides: W

© Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

Override (0) -

Save Cancel

£ 111 7T
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5. IS5 IPv4 itixf RIHIMLERT R
a. fEFMCH, SfiEXNR > NREE > ML,
b. mEIETRMMLE, AFEFRME.
c. EBMFE, WA AC-NW,
d. 7EFMERME THRIBXATE S, WA 198.19.13.0/24, RESEHRM.
e. mRER#E.

MNew Network Group ? X
Mame: AC MW
Description:

Allow Overrides: [

Metwork Objects G W Selected Networks

[
| 4 Search | i 198.19.13.0/24

2 Infrastructure

& IPv4-Benchmark-Tests

2 IPw4-Link-Local

& IPv4-Multicast

& IPv4-Private-10.0.0.0-8

& IPv4-Private-172.16.0.0-12
& IPv4-Private-192.168.0.0-16
e IPv4-Private-all-RFC1918

- |
o b

Save | Cancel |

6. ANERMEEIEMEITR.
a. mERMPLE, AREEERMA.
b. 7 “&M” FE, #IN Inside-NW,

c. TEFREMETHIEISCAZEF, N 198.19.10.0/24, SAE=THRM.
d. =EHRE.

MNew Network Group ? X
Name: Inside-Mw
Description:

Allow Overrides: [~

Network Objects c o Selected Networks

\-Seardh & 198.19.10.0/24
B AC-NW 2
& Infrastructure
& IPv4-Benchmark-Tests
& Pv4-Link-Local
&= 1Pv4-Multicast
& IPv4-Private-10.0.0.0-8
&8 IPv4-Private-172.16.0.0-12
& IPv4-Private-192.168.0.0-16

o TN sA_Diinsta Al ACC4010

Save Cancel
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___________________________________________________________________________________________________________________________________________________________________|

AT BNEAMENREAMAEMNENR, BAET—IEREIH, BEIMS—NFW, BTEERNRMEHE, EitR
FIEBUL I RENA], WAL BRSBTS NAT 5K .

7. 7 RAVPN ${roBRERLE G2 ACL.,
a. fEFMC &, SMENR > XNREH > HEdR> R,
b. mRIFMY RILEIFIR.
c. 7 “&W FE, WA AC-SplitTunnell,
d. mE&m.
e. MNATAMLKiEE Inside-NW, RESIERNAE.
f. mE “RmT .
9. RiERE.

Edit Extended Access List Entry L

Action! o Allow A

Lagging: | Default ;l

Log Level: Ilnfurmatlcnal ;l

Log Interval: Sec.

Available Networks & Q Source Netwaorks (1) Destination Networks (0}

{ Search by name or value = Inside-Nw a

= AC-Nw

=== any

== any-ipved

2 any-ipve

= Inside-DNs Dastinstion
e szt
&2 1IPv4-Benchmark-Tests

== IPv4-Link-Local

= IPv4-Multicast
4 ;] Enter an IP address Enter an IP address |

Save Cancel

8. BIBIEFIEBHR.
a. #TEFMCH, SMEXMR > WNREE > PKI > iEHEH-
b. SERMEREM .
c. TE “BW FE, ¥\ NGFW-Cert.
d. 7EFMERS, %£iF PKCS12 3.
e. BHFRE.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B20W, £111 ]
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Edit Cert Enrollment ? X

Marne * NGFW-Cert

Description:

CA Information Certificate Parameters Key Revocation

Enrollment Type: PKCS1Z File %

Allow Overrides: [

Save

9. 7 ISE RADIUS RRE 26T
a. f£EFMC &, SHEMNR > MREHE > RADIUS fRFE[A.
b. s®#RAN RADIUS BRFER4.
c. 1 “A#” FE, ¥ ISE-AAA.
d. =if “RADIUS BR$EE" #BrHEY (+) El#x.
e. 7& “IPHifE” ¥R, I 198.19.10.130,
f. EBAFMWINEAFR, WA Clscol2345,
g. 7E¥E RADIUS BREH{TAE L, SERE.
h. 7EM RADIUS fRB|ATTE £, SEHRE-

New RADIUS Server ?7 X

1P address/Hostname: * 198.19.10.130
When using hostr

Authentication Port:* 1812 (1-65535)

Key:* ssessssesse

Confirm Key:™ sssssssses

Accounting Port: 1813 (1-65535)
Save Cancel

FER: ATERTE, ISEEHEMAXRBASIERAALEREHRITTIRE. WRELE ISERE, H2AME C

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B215, £111 7R
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& BRI LH SR B

1. ZEFMC i, SMENR > NREHE > VPN > HFEH .

2. %&#EIH4R1E DitGrpPolicy.

3. HEEHIEDFH, ®FRSEE.
a. XIF IPv4 SRR, RETEEEHEERMLE.
b. &I RIFEIFIREEILE.

c. XIFifiEFlgR, %% AC-SplitTunnell.,

Edit Group Policy T X
Mame:* DfltGrpPolicy
Description:

m AnyConnect  Advanced

VPN Protocols IPw4 Split Tunneling: Tunnel networks specified below v

Banner -

DNSAWINS IPv6 Split Tunneling: Allowe all traffic over tunnel v

Split Tunneling Split Tunnel Metwark List Type: © Standard Access List & Extended Access List
Extended Access List: AC-SplitTunnell i+

Configure the split tunne! networks in the ‘source’ of the
Extended ACL, destingtion networks are ignored.

DMS Request Split Tunneling

DMS Requests: Send DMS requests as per split tunnel poli |~

Damain List:

Save |l cancel |

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B250, #1111 7R
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.|
4. EEPEITF, 1EIE DNS/WINS.

a. T3 DNS By, =& (+) Bz,
b. AERZ/MFE, M Inside-DNS.
c. FEMHKFE, ¥ 198.19.10.100.
d. R&HRE.
5. i%# AnyConnect it +. Xt TFEFIKECEXH, % AnyConnect-Profile1.
Edit Group Folicy 7o

Marme:™ CfitGpPolicy

Cesonpbion:

PR nrvconrect WS

Profias anyConnact profilas conkains sattings for the VPN client functianality and aptional
SEL Settin matures., eploys the profiles during AnyConnect clisnk connaction.,

= nigs faat FTD depl th filas d AnyC ¢ cliank ot

Cormaction Settings CHent Profile: AnyConnect-Profilel v &)

Standalone profile editor can be used to create a new or modify existing
AnyConnect profile. You can dawnlesd the profile editar from Cisco Software
Cownload Center

Save Cancel

6. RERFEUREIHRIEEIEKL.

© 2017 BRA/SEMBAR. MIAE. AXEFEATABRRATFLHHER. F23W, £1M11 7
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e
11T RA VPN [0
1. fEFMC 7, SMZERE > VPN > ZEEAN. aFM. REEE31ES.

2. ERESMRESETE.
a. ERWFE, M\ AnyConnect-VPN.
b. MB#FR&EFEE NGFW. S35 m.
c. BmET—%.

Remote Access VPN Policy Wizard

o Policy Assignment (2) Connection Profile > (3] AnyConnect > (4) Access B Certificate > [5) Summary

Targeted Devices and Protocols

This wizard will quide you through the required minimal configuration steps that define Remote Access @ Wizard Tip
PN Palicy and it's default connection profile for it, Additional configuration can be done after the wizard
complates. Before you start, ensure the following

configuration elements to be in place to
complete Remote Access WPH Policy.

Narme: ™ g
BnyGonnact:-vEN Authentication Server

Configure Realm or RADIUS Server

o tion:

SEEHpTon Group to authenticats VPN clients.

AnyConnect Client Package

WPN Protocols: W s=i ¥ 1Psec-IKEVZ Make sure you have AnyConnect
package for WPN Client downloaded or

Targeted Devices: Available Devices Selected Devices you have the relevant Cisco credentials

to download it during the wizard,

| & search 8 NGFW ]
Device Interface

Interfaces should be already configured
on targeted devices so that they can be
used as a security zone or interface
group to enable VPN access

Device Identity Certificate

Install Identity Certificates on the targst
devicas for VPN server suthentication to
the client.,

Back | Hext | caneel

3. STRUESHIEEREACE X TTE .
a. TEEREEXHBRFER, WA AC-Default-Profile.
b. WA TRHBMIESZE, SiEFEMN AAA.
c. XF “SMBWIEARSR" , £ ISE-AAA,
d. 7EdbibE T, 4RiE IPv4 Mttt .
e. M IPv4 it hi%EiE AC-IP Pooll. Sdfki, AESEHAE.

Address Pools 7 %
Available IPv4 Pools & 4 ] Selected IPv4 Pools

B ac-p-pooi

OK Cancel
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4. FHINAKMRIZE X DftGrpPolicy. S TF—%.

Remote Access VPN Policy Wizard
(1) Policy Assignment

(3) AnyConnect > (a) Access & Certificate > (5) Summary

AnyConnect

ste Resources

Connection Profile:

Connection Profiles specify the tunnel group policies for 3 VPN connection. These policies pertain to creating the tunnel itself, how
Abd is accomplished and how addresses are assigned. They also include user attributes, which are defined in group policies.

Connection Profile Namea: * AC-Default-Profile

This name s o

red 35 @ cof

w1 be used to connect o the VPN gateway
Authentication, Authorization & Accounting (A48

Specify the method of authentication (saa, certificates or both), and the A&A servers that will be used for VPN connections.

Authentication Method: Ahd Only w

Authentication Server: * ISE-ARA ¥ @~ (Realm or RADIUS)
Authorization Server: '..f:e same authenticabion server [v @ (rabwus)
Accounting Server: v @ (raDIUS)
Client Address Assignment:

Client 1P address can be assigned from 444 server, DHCP server and IP address pools, When multiple options are selected, IP address
assignment is tried in the order of AAA server, DHCP server and IP address pool.

I uge ana Server (RADIUS only) @)
™ Use DHCP Servers
¥ Use 1p Address Pools

1Pv4 Address Pools: | AC-IP-Pooll | &
IPv6 Address Poals: i 4
Group Policy:

4 group paolicy is a collection of user-orented session attributes which are assigned to client when a VPN connection is established.
Select or create a Group Policy object.

Group Policy: * DfltGrpPalicy bl * ]

Edit Group Policy

| Bede |l me || concer |
5. SERLEISHAY AnyConnect T .
a. EPBENHNREIRIE.
b. mET—H.

Remote Access VPN Policy Wizard
(1) Pobcy Assignment > :

Remate vy
user
%s
s
AnyConnect Client Image
Th o s when the VPN
cor package
Hages from Cisco Software Dawnload Center

Show Re-arder buttons e
4l anyConnect-MAC-Img A Mac DS "
@ anyConnect-winstmg 401 y-ks. Windows v

Back || MNet || cancel

© 2017 BRF/ZEMBEAR . WAE. AXHEAEATABNATFLEHE
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.|
6. SEERESRYGEIFMIEBTE.

a. MFEOA/ERLXIE, i%£#F OutZone.
b. FTFIERFM, EHE NGFW-Cert.
c. BmTET—%.

Remote Access VPN Policy Wizard
(1] Policy Asskanmerit > (7] Connection Profile >

o

Remote AnyConnect
User Clisnt

1) AnyCennect

metwork Interface for Incoming VPN Access
Select or croste an Interface Group or 8 Security Zone thak containg the netwark interfaces users will sccess for
VPN connections.

Interface groug/Security Zoner* | QutZone > @

F Enable DTLS on member interfaces
i, All the devices must have intarfaces as part of the Interface Grous/Security Zone selected.

Device Certificates
Device certificate (also called Idontity cortificate) identifins the VPN gateway to the remate access clients. Selece
a cortificate which is used to authenticate the VPN gateway .

Certthcate Enrallment;® NGFW-Cert > @

¥, Certificate enroliment must be completed before deployimg this VPN configuratian,

7. EEESHBERE.
a. EBRUTNEYEROEE.
b. SEHE5ER.

Remote Access VPN Policy Wizard

@ Policy Assignment > @ Connection Profile > @ AnyConnect > @ Access & Certificate
-9
R L
e Outsids I

AnyConnect VPN Device !

Client

Ramote User

Remote Access VPN Policy Configuration additional Configuration Requirements

Firepawsr Management Center will configure an R& VBN Policy with the fallowing settings after the wizard completes, the following
configuration needs to be completed for VPN to

Name:

Bevice Targsts:

Connection Profile:
Connection Alias:

AnA

AnyConnect-¥PN
2 NGFW
AC-Default-Profile

AC-Default-Profile

work on all device targets

() Access Control Policy Update
An Access Controd rule must be defined to
allow YPN traffic on all targeted devices.

(@ NAT Exemption

If NAT is enabled on the targeted devices,
you must define a NAT rufs to exempt WPN

Authentication Method: Asd Only traffic.,

#uthentication Server: =8 ISE-AAA () DNS Configuration

T — . To resolve hostname specified in AAA Servers
i w0 ISE-AAR or CA Servers, configure DNS using FlexConfig

Accounting Server:
address Assignment;

Address from AAA:

DHCP Servers:

#Address Poals (IPw4):

Address Poals (IPv6):
Group Policy:

AnyConnect Images:

Interface Objects:

Device Certificates:

E AC-IP-Pooll
[E3 pfitarpPolicy

[7] anyConnect-MAC-Img
= AnyConnect-Win-Img
G OutZone

[T nGFw-Cert

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.

Policy on the targeted devices.

o Netwo rk Interface Configuration
Make sure to add interface from targeted
devices to SecurityZone object 'OutZone’

. Device Identity Certificate Enrallment

Make sure to install identity certificate on
targeted devices using PKI Cert ohject
'NGFW-Cert"

Back | Finish | Cancel
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|
&% FIEP

1. fEFMC &, SMEERE > iEH.

2. BERmM, REIEE PKCS12 3¢,

a. XTRF, EE NGFW,

b. FiEHEM, E£EFE NGFW-Cert,

AR FERRRENAFRANNETE L. MREXAXEHREH, BEEDFFHE admin, X2 —HR5ERHE.

c. XJF PKCS12 3xff, A PKCS12 k. SfiZE Jump Desktop _EAY Certificates 3tEsk, SAEi%IE ngfw-
outside. HHITF.
d. #FO%, #iA Clscol2345,

e. mERM.

&dd PKCS12 File ? X

Install a new certificate on the device using a PKCS12 file. This new certificate must be
associated with a certificate object to refer to it in other policies.

Device™®: MNGFW i

Cert Enraliment*; MGFW-Cert hilR*

PKCE12 File*: nafw-outside . pfx Browse PKCS12 File
Passphrase*; sssnssenne

Add Cancel

& BT i)z ) SR L L 1F A\ AnyConnect 173(8]

1. ¥EFMC f, SAEREE > hialiEs] > iEEsl.

2. EEHREIHHTHIRES . SERMmMAN.
a. ERMFEL, HA AnyConnect VPN Default Permit.
b. MBATHFIIFRS, EFBABIRRARNLE
c. ARGNEEERIIATR.

d. i%£#F OutZone, SAE S RIMBIE.
e. i%¥ InZone, #AF=IRMBIERIM.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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Add Rule 7 x
Mame | AnyConnect VPN Default Parmit W Enabled Insert | into Mandatary toi
Action |« Allow b + w b
EZXE) vetworks  ViANTags . Users  Applications  Ports  URLs  SGT/ISE Attributes Inspection  Logging  Comments
fwailable Zones & Source Zones (1) Destination Zones (1)
% Search by name iaw OutZone @ s&inzone @
san InZone
a3 OutZone
| Add to |
Source
| Add to |
Destination
| Add [l cancel
f. IREFERGRTFR.
i. EFFE AC-NW, AE=EHRmMBE.
i. JE$E Inside-NW, A5 ST RMEIB oM.
Add Rule ? X
Name | AnyCarnect WPN Default Permit ¥ Enabled Insert | into Mandatary b
Action | allaw v 48 3
__zones [[YTESTRN wianTags . Users  Applications Ports URLs  SGT/ISE Attributes Inspection  Logging  Comments
Available Networks & (%] Source Netwarks (1) Destination Netwarks (1)

! 4, Search by name or value | Original Client T Inside-hw @
e = = i
[ Networks  JERRCCEETS TSN .

B nc-nw A :

= add To
== any ‘ Source ‘
= any-ipva Metworks
é any-ipyé

ﬂ Infrastructure
ﬂ Inside-DNS

I3 Tnside-h

ﬂ IPvd-Benchmark -Tests

i IPwe=Linlk-Lacal LI Enter an IP address | Add | fl:n'.-.'l an 1P address I Add |
Add || Canceal |

© 2017 BRA/SEMBAR. MIAE. AXEFEATABRRATFLHHER. F287, £1M11 7



g HIERERTE.
i NSRS THIIRREE SERAGRER .
bvi

i M SCHIREE TRIIRPIER TRTIXHREE” .

Add Pule

Mame  AnyConnect VPN Default Permit ¥ Enabled

Action |« allow f .48

Zones  Networks  WLAN Tags o Users Applications Ports  URLs  SGT/ISE Attributes

Inszrt  jnto Mandatory

27} dCloud

w

S =l Logging | Comments

Intrusion Paolicy Wariable Set

Demo Intrusion Policy i Default Set

File Policy

Demo File Policy]

h.  mERMEGRIMA .
i REREURERT TS RIEA E K.

i E NAT %

1. fEFMC 7, SMZEEE > NAT.
2. EEHFEIE NAT REE. FRIAEALFERRENRERE. WRETT,

admin v

Deploy @ System Help v

|ﬁ Cancel

3. mEAmEn .
a. BBHAN “EOMR” &I+,
i. 1%E¥E InZone, R SHHMEE.

ii. i%¥ OutZone, AFELARMBIB ML,

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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Add NAT Rule 7 %

NAT Rule: Manual NAT Rule . Insert: In Category ¥ | NAT Rules Before ¥
Type: | Static ~ | ¥ Enatle

Description:

FCE RN O w e Translation  PAT Pool  Advanced

&vailable Interface Ohjects & Source Interface Objects (1) Destination Interface Objects (1)

4 Search by name dswInZone ] dow OUtZone |

= InZone

san OUtZaone | 4dd to
Source

QK | Cancel
b. AFFEHBET.
i. MFEREIE, %% Inside-NW.
i. XMTREERM, EF AC-NW.,
iii. X TERHRAE, EF Inside-NW.
iv. XTEHRMERM, EF AC-NW,
Add NAT Rule 7 X
NAT Rule: Manual NAT Rule i Insert: In Category ¥ | MAT Rules Before | ¥
Type: Static P M Enable
Description:
Interface Chjects Trmslatiun PAT Pool  Advanced
Original Packet Translated Packet
Original Source:® Inside-Nw ~ B Translated Source: Address it
- o Inside-Nw Bl + |
Original Destination: Address i
BTN Rl Translated Destination; Ftam i v @
Original Source Port: el | Translated Saurce Port: v
Original Destination Port: v 8 Translated Destination Port: v 3
oK | Cancal

c. EFRFZEATF, REEFFEBNEOLERNKE ARP.
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Add NAT Rule LR
MAT Rule: Manual NAT Rule v Insert: In Category ¥ | MAT Rules Before
Type: Static v ¥ Enable
Description:
Interface Objects  Translation  PAT Pool
-
I
™ 1pve

™ Het to Met Mapping
¥ Do not proxy ARP on Destination Interface

I Unidirectional

Ok Cancel

AE: BRAFEAMNZEOLERNIE ARP EILLSIRASITEXEE. MREZRIELE, B0 pod ATEESHINAENIEE, EH
AR &M AMBRAEITER.

d. SEWELIRTE NAT H0)
e. BHRFLURTEXT NAT REEHEX.

BLE VPN HEIE®R

AETHPEHRR, BFER VPN BERIERBAINBIN GEiIR) BEhsE. AXBRHENEREHE, ZHTUSHERE > VPN >
BRI SR ICROER, AMEHBXEEH THREHR.

IR EESHREF, BTIFER VPN BEERFRIFREASE.

1. ZEFMC v, EMEigE > FE&RE.
a. mHEGARBMETEEE R,

b. J45RR&4 & A NGFW Settings Policy.

c. IEIE NGFW %%, AR SIRMBIREE.
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___________________________________________________________________________________________________________________________________________________________________|

Mew Policy ? X

Marne: MGFW Settings Palicy
Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

[ 4 Search by name or value __=v-?;|NGFW @

[ Save || Cancel [

d. RHRE. FHERRITHUHITRE.
e. HEEMSMERSD, EIFERGHE.

f. 7Z VPN BEICRZET, BEAXCREINERRSE. FiiE, EE~WED, EUSTARIEFEINEE IR
=i,
9. BERfE.

AREELIRCChol Gl =G Logging Destinations Email Setup Event Lists  Rate Limit  Syslog Settings  Syslog Servers —

Banner

Fragment Settings Basic Logging Settings

HTTP Enable Logging Ll

cmp Enable Logging an the failover r

Secure Shell standby unit

SMTP Server Send syslogs in EMBLEM format []

SNMP Send debug messages as syslogs r

SsL :

Memory Size of the Internal Buffer 4096

» Syslog

Timeouts

Time Synchronization VPN Logging Settings

UCAPL/CC Compliance Enable Logging to FMC I~

Logging Level infarmational b

Specify FTP Server Information |

FTP Server Buffer Wrap [J

B dddrase® =
- addra | .‘_l

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. #3257, #1111 R



27} dCloud
___________________________________________________________________________________________________________________________________________________________________|

2 HISF NGFW RA VPN L &

1. HREDERNRER.
a. fEFMC#, mEMELE.
b. ## NGFW, RiEa=HHE.
c. FFHFMETH.
2. BREZNBBE N5 NGFW CLI B93ER) PUTTY £i&. BITUTHIHEIMH L.
a. show running-config tunnel-group
b. show running-config group-policy
c. show running-config crypto
d. show running-config ip local pool

e. show running-config nat

3. BE7E NGFW CLI EEITA T 64 3kMiR AAA,
test aaa-server authentication ISE-AAA host 198.19.10.130 username ira password 'Clscol2345'

A LA Jump Desktop _EAY Strings to cut and paste.txt XA SCEH B FH MLt 64
> test aaa-server authentication ISE-BAAR host 198.19.10.130 username ira password 'Clscol2345°

INFO: Attempting Authentication test to IP address (198.19.10.130) ({(timeout: 32 seconds)
INFO: Authentication Successful

> i

M E

1. 3#TFF Jump Desktop HJ Remote Desktops i3, SXEWdr Outside-PC.

a. T7F Internet Explorer, Uik T E4= _EA) NGFW-outside.

£ https://ngfw-outside.dcloudocal/+CSCOE+/logon.html - Windows Internet Explorer

@ = [ & hitps:fingfir-outside.ddoud ... O =] & [142] X | & deoudioca - A

File Edit View Favorites Tools Help

G 2 |MGFW-outside 2 Insids Linux Server | Outsids Linux Server

Logon

&

Group AC-Default-Profile =
Usemame |
Password

b. XFRAR, M ira. EBBFE, #MA Clscol2345, HHER.
c. BEFENEEIPHREIRT. RHEETRN, BASHERE.
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d. MINZER, AnyConnect 1§ BaNERE.

e. M Outside-PC B T $TH AnyConnect ZFis Ul, T TR

E

Cuskomize. ..

5142 AM
Deskion H 12 101/2017 =
SEEEERR, FTFF AnyConnect EFim Ul IEEKE O, MR,

N

ﬁ‘. Cisco AnyConnect Secure Mobility Client

:E*QD WEN:

g Connected o ngfw-outside, dcloud. local,

—
I ngfw-outside. doloud. local ;I Disconneck |

O0:0n:1s IPvd

a. EFEERPIRHGIHERIETIF, RERSS IP i,

b, EEREBEIEMEREREUFIARSEE: 253 198.19.10.0/24 RS A MM AR LEEH. Sz, RE3
198.19.10.0/24 FIR=EA1BiT VPN LABKES R &4, 15/EE, 198.19.10.100/32 BifF AR LB . X2FE K VPN
ZHSRARI% 198.19.10.100 SYBCLA1EA DNS BRZEEHE Fifi.

3. @I NGFW CLI EBITAT A< RIIEL21E:
show vpn-sessiondb detail anyconnect.

> show vpn-sessiondb detail

anyconnect

Session Type: AnyConnect Detailed

Username : ira Index : 60244

Assigned IP : 198.19.13.10 Public IP : 198.18.133.23

Protocol : Clientless SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : Clientless: (1)AES256 SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (
1)AES256

Hashing : Clientless: (1)SHA256 SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA 1
(BBEEBS )
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4. 7 Outside-PC £, A ®GSIRRM.
a. J1&{T nslookup inside.dcloud.local. #fiA PC-outside {fFRIZ IP #bilk g 198.19.10.100 BYAEE DNS AR
Ko
b. BITAT&%.
ftp inside.dcloud.local

FEAMAFE quest FIZH Clscol2345 EF. XAHIAX AERIR S 2=AYITIE].

c. #Acd ~root. BMNIZEZIUTHEHE

Connection closed by remote host.
EHAN R EE T
5. 1£ Internet Explorer 7, mEHWE R T E4= FHAEE Linux fRSSHER-
a. mESCHsERE.
b. =i ProjectX.pdf §#%, ARG~ HMITKEAIFT IR, LUBIARILLTE PDF.

Cc. Mif Zombies.pdf §£1%E, RESEMARIBAITEH. BBEMNTURHREEUTHEHER. XEEAERMER AMP
EPRIEIZST

Zombies, pdf couldn't be downloaded, Rekry Cancel Yiew downloads

6. £ FMC &, SMESH > AR > B,
a. WEIABREMA Snort N 336,
b. RAEESHMRME, LUEAR IP k8 VPN .
7. EFMCH, SMESH > X > BRREHEH.
a. EHELEMIE Zombies.pdf
b. RAEBEBEEMUHFHMRUE, UBARMURES VPN i,

8. TEHEHHITT— LIS 2 A1, EWIFFEE AnyConnect VPN,

E"!' Cisco AnyConnect Secure Mobility Client

D ven
onneckted ko ngfw-outside, doloud . local,

I nofw-outside, doloud, local j Disconneck

O0:09:42 IPv4
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7% 4: BE%E RADIUS E 4RI AnyConnect
HEIBEUATES:
Bl F4E SRR
< GIEHF Pt
o IEBUAEHEHIFN NAT 5EE%
1ERUE R B
«  HEMUARE
ST, FIVEFER ISE RADIUS BIHERIER 8 AD (AR HECLATREE . IP jthF07] T# ACL (DACL).

R RAVPN AIFZ IT BRI S, MARIIRIZ3SREBMLE (174.16.1.0/24) EREMZZH A BT EIENR.
© R RAVPN ARPAR IT HR9RS, NWAB(IRIZREEHEIATANAERRE
o IE#4I88 ad1.dcloud.local (198.19.10.100)
o M Linux AR% % inside.dcloud.local (198.19.10.200).
o MBI IP R AIER IT ARSI PR (P it

ATIERE), ISE AEMBEREGIERMAYLHRERITTHEE. XBRERE AD HR RS UHEFHEREM P th. FHit,
FREHREEH IP AR ASHIAPRENZRTLER. MREEE ISEEE, HSHAMRC

N
g

B 2 Fh4A Rk

BREEQE—5 DitGrpPolicy &£ AMERERIARRE . BEERARZ ISE WA EEBRIER F# Active Directory A3k 4
BLeHZRAG . AMBFENBEEXEEFRESH, EEXNTFIHIHSHAEE.

1. £ FMC F, BEXNSR > FREE > VPN > AR

2. BEARINAREE.
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3. & “‘&” FE, WA 1TGP. HT ISERE, XWMEMIIAIESE.

Add Group Policy ? X
Warme:* TGP

Description:

m AryConnect  Advanced

WPM Protocals

WFPM Tunnel Protocol:

Banner Specify the YPN tunnel types that user can use. At least one tunneling rmode must be
DNSHWING configured for users to connect over a VPN tunnel.
Splt Tunneling ¥ =z

M 1psec-1kEv2

Save | | Cancel

4. FEEHEDEH, EEHEIE. AKX Welcome IT Member,
Edit Group Policy g2

Marmea® ITGP

Descrnpton:

m AmyConrect  Advanoed

“WFH Promools

Banner:
Banrer

CRSMINS
Split Tumaling

wekome IT mambe

5. RIS, EIFHIBEE.
a. XT IPv4 #{FSEEE, E1F THEEERNBERLS.
b. kY RIFEIFIRBIEIZE

c. XFifFimFI®E, %F AC-SplitTunnell.
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6. TEEMIELT R, £ DNS/WINS. xfFZ DNS BR%E:&, i%£#F Inside-DNS.

Edit Group Pohlicy y B 5
Marme:® ITGP
Descripbon:

mm-camect sdvanced

VPN Protocols Primary DNS Server: Inside-DNS 2

L)
Banner i :
DS/ WINE Secondary DNS Server: v 3
Split Turnelrg Prirmary WINS Server: v| &3
Secondary WINS v 3

SErver:
DHCP Network Scope: v 9

Oaly natwork sbfact with (prd adovass is allowad [Ex: 10.72 3.8)

Drefault Domain:

Save Cancal

7. i%&# AnyConnect £Iifk. XF “EFuRECENH” , %£#F AnyConnect-Profile1.

Edit Group Policy T
HNarme:* TGP
Description:

v

Profies AnyConnack profiles containg settings for the VPN chent functionality and optional
5L Sattings features. FTD deploys the profiles during AnyCaonnect client connection.
Connection Settngs Client Profile: AnyConnect-Profilel * @

Standalons profile editer can be used to create & new or modify existing
AnyConnect profile. You can downldoad the profile editor from Cisco Software
Dawnload Centar

Zave Cancel

8. RERFLURFLERE.
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BEH IP it

1. Bl IPith.
a. TEFMCH, SMEXNR > WREE > kit > IPv4 jt.
b. REARMM IPv4 ith.
c. & “ff” FEK, WA AC-IP-Pool-IT. MT ISE BLE, XNMEHIIEESR.
d. xtF IPv4 Hih5ERE, i\ 198.19.14.10-198.19.14.50.
e. & “#8I58” FH, M 255.255.255.0.

f. RERE.

Add IPvd Pool ? X

Name:* AC-IP-Pool-IT

IPv4 Address Range:®  198,19.14.10-198.19.14.50
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask;: 255.255.255.0

Description:

allow Overrides: W

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

Override (0) -

Save Cancel

el EI Rl NAT RER

EREFHESH C)IEHI RS RN NAT 5kB%, RFEIE AC-NW RILELERT R AN .

1. EFMC 1, SMENR > NREFE > WK
a. EFEHHREMLELE AC-NW.
b. TEFMEMBE THIRIIAFES, WA 198.19.14.0/24, AESERM.
c. BEHRE.

Edit Network Group i
Mame: AC-RW
Description:

Allow Overrides: [

Network Objects c o Selected Netwaorks
@ search il & 199.12.13.0/24
& =4 198.19.14.0/24

= Infrastructure

& Inside-DNS

2 Inside-NwW

= IPv4-Benchmark-Tests
= 1Pv4-Link-Local

= 1Pv4-Multicast

4 IPv4-Private-10.0.0.0-3
& IPv4-Private-172.16.0.0-12 =

= TM A Ririsote 100 4EA A0 1S -

Save Cancel
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___________________________________________________________________________________________________________________________________________________________________|

e REc & X i

1. fEFMC &, SfiZEi&% > VPN > ZiEEA.

2. %% AnyConnect-VPN. A5, i£iZFH 448 AC-Default-Profile ZEEHr & 3T 1.
3. ARMEFRGIEM IP .

a. ARGREIEEER iR SEED .
b. 7EMMLMT, =i (+) EfR, REIEE IPv4,
c. i%#F AC-IP-PoolHT, SR SEHRM.
Address Pools ?

Available IPv4 Pools €& 4] Selected IPv4 Pools

|4 Search

L ac-1p-poclt
¥vd

- & ac-1p-pool-m .

OK Cancel

d. =EHHE.
e. HGHREBEEREXHEFEOLNRE.
4. RIMEEIERVERRS .

a. 1%#F AnyConnect-VPN TUHMERETF, RiGMENSHEE T IEIFHRE.
b. sk (+) EHR.
c. M#ITGP, MEREHM.

Browp: Pokey

Available Group Policy & 5 T

5& DfitGrpPolicy
. =3 ITGP

e

0K Cancel

d. =EWME, AERERE
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___________________________________________________________________________________________________________________________________________________________________|

ERE RN A E

1. HEXEBER NGFW. FHFEETRK.

2. JR[EFE Outside-PC EIERELIE

a. &= AnyConnect Z ik LAY “EIE .

I nigfv-outside, doloud. local j I Conneck: I

ir 1

b. FAMAMPE harry MW Clscol2345 #HITEF. Harry T2 IT AR

]|

| >

Group: I.ﬁ.C-DeFauIt-F‘rDFiIE j

sername: I harry

Password: I skskoksbok ko

K Cancel

c. ¥ AnyConnect [, M Outside-PC SR RFBITUTEAN®S

AT o

i. ping inside.dcloud.local. Lt&HERIZEMIT.

i. ping altinside.dcloud.local. Wt#SRMIZSkM. BINERT, ISE 4ELH DACL R 2 iFia]
HEHIBRFIRER Linux PRS5 28,
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3. FENFGWCLI £, BITAT&H%.
show vpn-sessiondb detail anyconnect

MEHH EATE.
a. FAP#&: harry
b. 4EHY IP: 198.19.13.x
c. fA%ME: DfItGrpPolicy

d. tiESE&ZFR: #ACSACL#-IP-AC-DACL- Default-x

> show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : harry Index : 53216

Assigned IP : 198.19.13.10 Public IP : 198.18.133.23

Protocol : Clientless SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15410 Bytes Rx : 516

Pkts Tx : 16 Pkts Rx : 8

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : DfltGrpPolicy Tunnel Group : AC-Default-Profile

(HEEERSTH)

> Filter

Name : #ACSACL#-IP-AC-DACL-Default-598b5954

4. jR[E%F] Outside-PC iZIERELIE.
a. BFFF AnyConnect VPN £1Ei&E#E,
b. BzhE AnyConnect VPN £1F.

c. FERAPE rita M Clscol2345 HITER. Rita 2 IT HHNKR.

d. MWIAEBEIE ITGP pEEMNEE, RERTHER.
i
Wielcome | T member _:l

L/

Dizconnect |

e. ¥ AnyConnect /5, M Outside-PC #S1RRIFEITUTEAN®S .

i. ping inside.dcloud.local. &4 MNIZEMIN.

i. ping altinside.dcloud.local. W&H&WRMKII. ISE SHLL IT 2BH DACL s ifFihafE I AERis &,
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5. fENFGW CLI £, BITUATH%,
show vpn-sessiondb detail anyconnect

MEHH EATE.
a. FP#&: rita
b. 4EZHY IP: 198.18.14.x
c. fHIEEE: ITGP

d. IEELZFR: #ACSACL#-IP-AC-DACL-IT-x

> show vpn-sessiondb detail anyconnectInde

Username : rita x : 4998

Assigned IP : 198.19.14.10 Public IP : 198.18.133.23

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx : 15375 Bytes Rx : 691

Pkts Tx : 16 Pkts Rx : 9

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : ITGP Tunnel Group : AC-Default-Profile (Output omitted)

(Output omitted)

>
Filter Name : #ACSACL#-IP-AC-DACL-IT-598bl1f19

6. B AnyConnect VPN & i,
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= 5: EAEFimIEPEHY AnyConnect
ST EEMTES:
. BREERECH
. MBRNREE
ST, BANGEBIAAA RA VPN RENESHRIE GEBA AAA)

FE: ATEME, 7£ Outside-PC EEREKE FImiE+H.

TR

fERuERREC B X

1. ZEFMC ¥, SfiZEig%& > VPN > EI2#EN. %418 AnyConnect-VPN,
a. 7EEBEEXHT, #EH4IE AC-Default-Profile EIEHLE 1.
b. % AAA R FHFESFBUWIESEFE AT FIHIERM AAA.

Edit Connection Profile ? %

Connection Praofile:™® | ac-Default-Profile

Group Policy:™ DfltGrpPolicy v @
Edit Group Policy

Client Address Assignrment m Allases

Authentication Method: Client Certificate & AAA %

™ prefill username from certificate on user login window

=
Username From Certificate: & nap specific field © Use entire DN (Distinguished Name) as username

Primary Field: CM {Common Name}) ¥

Secondary Field: OU {Organisational Unit) ¥
Authentication Server: ISE-AAA (RADIUS) b
Authorization Server: Use same authentication server i

I allow connection only if user exists in authorization database

Accounting Server: v

I Strip Realm from username

L Strip Group from username

+ Password Management

Save || Cancel

c. ERBEEREXHIEL, SHRE.
d. 7£ AnyConnect-VPN TTH Lk, SEHE#%E.
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___________________________________________________________________________________________________________________________________________________________________|

AREFINXECE

1. EEXEBER NGFW. FFHEM.
2. jE[E 2| Outside-PC mIZRm

a. JE#E AnyConnect & Fif.

b. EAMAFE rita fIHM Clsco12345 HITER. AN FHIREGILXEE,
3. fENFGWCLI L, BT T®%.

show vpn-sessiondb detail anyconnect
A Auth Mode 5 Certificate and userPassword.

> show vpn-sessiondb detail anyconnect
(Output omitted)
AnyConnect-Parent:

Tunnel ID : 52614.1

Public IP : 198.18.133.23

Encryption : none Hashing : none
TCP Src Port : 49286 TCP Dst Port : 443
Auth Mode : Certificate and userPassword

> (Output opjtted)

4. BT AnyConnect VPN 3. M EGFEH#HITTI—SEEE S,
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W= 6: RIS FNEPEHERR
HEIBEUATES:
54 AnyConnect Fi F3&EzN
© HIBEHERR
BEZE(F A AnyConnect 3 145#5 AnyConnect F F3EBhFIHEITHIPEHERS o

N
X

545 AnyConnect B F3EE)

EES S, EATLUEIEEE AnyConnect BRI BESIAF.
1. & FMC #, SMEHR > FHEE > HRZERFPSIHER
2. &#F VPNIE. EEE, B7 1MERAT VPN RERGEH.
3. SMESH> AP > ESE.

a. FIE, B2%ET Rita By VPN 2i&E.

b. i Rita WSIEAMKEIRIE, REREEHN. RGERTHN, SEH#E.

RERRIBEMELIMALIMWEMENSE. G, EUESBEET FTP RELXIMNINZ. AREER, LESDERETX
“hAlﬁ MRERETRAXAPRELIERNIEARESR, ﬁ—arﬂni “O” > “RPT > “BR7

4. 7£ Outside-PC L, #iA Rita B4,

5. £ FMC 1, SMZESH > AP > A& AEOS, ZREILITMIEZAARIENFRER. /LS HEEE
BLTIE EHESR.

EBEHERR

HEES T, BEEEK NGFW LAY VPN BN RGHELRT . BITEZEM NGFW CLI BIT—LEAWHIEHR G S
1. TfEFMC ¥, SMZEE& > VPN > . SBRIZEENIER. MRERE, B EARLTE EMEEED.
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|
2. fENGFW CLI £, BITTHIHABP—LaGSLEREEHIRINGENRBEEE . THe4SHETX RA VPN #ITEEERRR,

FERTFEERE.

a. show vpn-sessiondb ?

b. test aaa-server ?

c. debug crypto ca ? (good for trouble-shooting certificate issues)
d. debug crypto ipsec ?

e. debug ldap ?

f. debug aaa ?
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W= 7: BREMERFEES (CTID)
HEIBEUATES:
M Web RRS52810 % STIX Xt
¢ DMEFERRE XK AN RN R
« ¥ URL Ik LR EINERM & S/ CTID
f£ CTID 1TH TAXII iR
« 4k CTID =

CTID R LUERAE =7 MK B IFIRIEIRE FMC 89— NMAME; CTID ATLUBATIX LR, LU=%E NGFW A LU B AT L 52 %ot
Ko NGFW 3t FRIME MR NIREL CTID. A, CTID MENRSTMAEM.

EX RIS HER .
FEXH - BRIERRRITIR, FIa0 1P Hilt. URL 3% SHA256 &%
« STIX Xff - FTLAEIR 8 2 5 & 244 4RAY XML 3T
B 3 MA AR AR R IX L4
«  MIEFEIE{T FMC Ul B9t EH B
MIZFE Web AR5528 L8 URL %
« M TAXINEREY ((XBR STIX 3214
S EEREFNIE CTID,

PR

Ni

I\ CTID S48 AT MR R & E NGFW

—_

SHERRE > PEHEE > PiEEs
R e SR A M A SR B EARRN AT 1 T 448

3. EEFEBLETF.

N
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4. VURBANBEATEERATRERAEBERSEE.

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allows an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes

+ Inspect traffic during policy apply Yes

5. ERALSRZE, WLAENEIREEREMRZEER CTID.
6. SMEER> TR
7. A NGFW B—AHE. XEWE CTID AJLUSAI MR R & HE| NGFW.,

Al Intelligence Deploy System Help v adminw
Incidents Sources Elements Settings
1 Element
Name Element Type Registered On ‘Access Control Policy
@ NGFW Cisco Firepower Threat Defensze for WMWare  Aug 30, 2017 12:42 PM EDT NGFW Access Control Policy

8. SMEEER>®E. WINRGREABEITURNRLHE CTID TE.

Deploy

s Dewi cts A [ntelligence

System Help v admin v

Incidents Sources Elements Settings

TID Detection

@ The system is currently publishing TID observables to elements. Click Pause to stop publishing and
purge TID observables stored on your elements.

Pause Resume

AR LT ERERHEM CTID. mfi “E18” 1¥F1E CTID BB TEH#ITLH.

M Web BR300 2 STIX X

1. SERER > KiRE > KR
2. R/EANMS (+) LURMERKIE.

Intelligence Deploy £ System

Help v admin »

Incidents Sources Elements Settings

Sources

Q C 0 Sources

¢ Name Type Delivery Action Publish v Last Updated Status
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F49T, 111 R



27} dCloud

3. XT3, %4 URL.
4. IPTAB, HINEE STIX.
5. 7 URL FE§, i\ http://198.19.10.200/files/STIX.xml,

6. EBWMFE, ¥\ STIX file from webserver.

Add Source @ X

DELIVERY | TaxIl [EENN

TYPE | STIX wI

Upload

URL* | http:/f198.19.10.200/files/STIX xml

MaME* | STIX file from webserver
DESCRIPTION
ACTIDON Manitor
UPDATE EYERY {MINUTES) | 1440 M Never

TTL (DAYS) 90

pusLisH @ )

Cancel

7. HERE

AR TR STIX HAVIRIEM “H53E” Eeh “FHIE” o STIX XHRILBREZIENR, Eit NGFW FERIBRTME I H IR
E R BRI

B2, AMENTERER, WAL HRAIRENRIFRIERES “HIE” .

8. FEFLMM. SMEFR > KiE > EBiF. WASRMERIER.
9. HFHixIEHRHIZ TR Weatherman PUA. W EIEFRAVIFHIER.
10. mERELLEA “IEfRtAER” TH.

1. SEER > KE > TNENR. BHASHMED SHA-256 F1—4 IPv4 AT B K.
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% URL 5k EER1g & E4H) CTID

1. SEERER > KE > KiE. SEEMMS (+) LURINIEREIE.
2. XT3, ®EFELE.

3. XMTHE, ZEFEFEXH. RERETRBTTHIIE.

4. TAE, &F URL.

5. EXHXiEF ST, SAEM Jump Desktop & Files 332 9i%#%E URL_LIST.txt.

6. HERMFE, WA Local URL list.

7. SPTHRME, EFMELL.

Add Source @ X
Il'-i LIVERY | TAXID URL
IIYI’\ Flat File - CONTENT | URL - I

File attached:
URL_List.txt (90 B)

I‘.F\"I[ ¥ Local URL list I

DESCRIPTION

I acTion €3 Block = I

TTL {(DAYS) 90

pusLisH @ )

Cancel

8. HHRE.

9. E&F/LPH. SMERER > KR > 8fr. HIASHFMED URL $55FR.

10. SfEHER > KFE > ANEXNR. BHASHMAE DN LR URL ATREITR,
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& CTID iTH TAXII &

R AEAR TAXIHESRE Hail a TAXIL. MRExHXEREALED], AILER Alien Vault. BXiEHESR, 158 HME Do

1. SMEER > KRF > kif. STAEMNMS (+) URMERKIE.

2. XMTF3HF, EF TAXI.

3. 7 URL F, ¥\ http://hailataxii.com/taxii-discovery-service.
4. ERPBFH, WA guest.

5. HTEEWBFH, HIA guest.

6. XITFiE, i%#% guest_phishtank_com.

AR HRE R TRIIRARERE/LRMEE.

7. WARBATER R

Add Source @ X

vl URL | Upload

URL"  http:/fhailataxii.comtaxii-discovery-service

USERMAME = guest

I PASSWORD eesses I

A Credentials will be sent using an unsecured HTTP connection

I FEEDS*® x | guest.phishtank com A I

Note: & separate source will be added for each feed selected. The
narme will default to the name of the feed and can be edited later,

ACTION Maonitor
UPDATE EVERY (MINUTES) 1440 T Mever Update
TTL (DAYS) @0

ruBLISH @)

8. HAHRE.

9. EFEZMIRN KT JNERAELERN. FTEFEMRATR, XIFLERKEE.
10. SMZEHR > KiF > #&5f5. BASHMS A URL #5415,

1. SMEFR > KiFE > ANBRK. HASRMNEZ URL ATREITR.
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___________________________________________________________________________________________________________________________________________________________________|

4/ CTID E¥

1. #EFMC LE—MRATIER, B8 5 SMETIENRS NGFM Bis—K. Bit, HTNEMREFEERETERE
JLoshEtiE. FESERP, ERERWMALHIFERTRNENR. £ NGFW CLI #, #ITLAT#ERE:
a. %A expert MUHNERER,
b. #A\ 1ls -d /var/sf/*download. &=, 2¥HZIMEF.
admin@ngfw:~$ 1ls -d /var/sf/*download
/var/sf/clamupd download /var/sf/iprep download /var/sf/sifile download

/var/sf/cloud download/var/sf/sidns_download /var/sf/siurl_download
HpMANEF (iprep_download. sidns_download. sifile_download #0 siurl_download) fit%&£ &R
CTID f£F.

c. # A grep developmentserver /var/sf/*download/*1f
admin@ngfw:~$ grep developmentserver /var/sf/*download/*1lf
/var/sf/siurl_download/731625d4-9512-11e7-915c-

7e7252ae92ac.1lf:developmentserver.com/misc/Tron.html/
MREEFBMAR, HHEIR, RAEER. CAFEFLMUAST, REBHREIRIE. MRMAKMY, EHIER
CTID I&, REHEEFRN,

d. # A\ grep 198.18.133.200 /var/sf/*download/*1f
admin@ngfw:~$ grep 198.18.133.200 /var/sf/*download/*1lf
/var/sf/iprep download/730£187a-9512-11e7-915c-7e7252ae92ac.b1£:198.18.133.200

MREBERBAR, BHER, REEX. PAFELHILRE, REBHEIRE. MRMARKY, BRI
CTID iR, RAERBEEHRM.
e. A exit LUEHEZRER.

2. fEMEB Linux ARS#S CLI L
a. BfTwget -t 1 outside/files/ProjectX.doc. MWHELNIZEHIN.

b. iE{Twget -t 1 developmentserver.com/misc/Tron.html. IIRIERIZEZMHEILE.

3. #EFMC L, SZEER > FH. LG 2 MNEH.

Objectz | AMP EGTEIIT LT © System Help v adminw

Incidents Sources Elements Settings

x LastUpdated & hours Q C' 2 Incidents
¥ Last Updated ¢ Incident ID ¢ Indicator Name Type ¢ Action Taken 4 Status

2 minutes ago © URL-20171001-2 developmentserver com/misc/Tron html/ URL € Blocked e

=]}

2 minutes ago @ com-20171001-1 Weatherman PUA Complex @ Monitored Mewr

o

4. RNEEBEMHUREEHRIFRES.
5. I\ URL IsfrEAEMEMEYS. RANEESFHHUREEHHIFEAES.
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I71= 8: FlexConfig
HEIBEUATES:
B H P E X H FlexConfig %%
o EIERGE XA FlexConfig 35 o i F RIS AT 5
«  BIEHEE FlexConfig HE
BEFRGHNREE
FlexConfig @ R 1FISEL E B ARE S| FTD Fh89 Lina (ASA) lcERYINEE. XATATE8E FTD WX A AT AMIhRE. KB EASIER

A B#R:
1 F A FE X B FlexConfig 315 kB & EIGRP.
o {FERZRZENH FlexConfig Xtk SIP 182,

FE: GERATHRE EIGRP MRMM AL E N FlexConfig %K. WFAIGEMEREE MRS, SFERAXLENR. BERET
FlexConfig Bi& S £ FATHEE, 1§6EFH A FE XK FlexConfig 35

R4 E X B FlexConfig X &4§ A T4% FTD BCE 3 NetFlow H#EiR

B2 F P E X B9 FlexConfig 35

1. ZEFMCUI #, SMENR > AREE.
2. HEAEMSHERAESS, 7 FlexConfig Ti%£#F FlexConfig X%
3. =R FlexConfig 7% .

a. & “&WM” FH, #A myEIGRP.

b. HEEMNARXEH, MAUTHS. HIE, MEHDA /N8 MR /24,

router eigrp 10

network 198.18.128.0 255.255.192.0

c. HEHFRE.
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___________________________________________________________________________________________________________________________________________________________________|

182 &%t E X AY FlexConfig ST RBISTAIT &

1. BRAZNARLE FMC Ul FHx R ERB T E L.
2. mi#& A Default_Inspect_Protocol_Disable i Flex St& A MBIMAEE R BIEARBLNR, BEFEMATLIES .

& FlexConfig 35 £ Apache Velocity BEHmEMMK. LIES XHEIM if 56, XEBGY # k. XFEER. BEF
ZITTREGREME P FIAR, TR # FFk.

&, It FlexConfig ¥ %724 A disablelnspectProtocolList B3I AR & F1EIR. TZE, BIGHRIBIHSIARTTER.

3. RiExH.

4, EFNREWRENEZMSRERIKD, 7 FlexConfig FiEFELATIR.
5. #miE% A disablelnspectProtocollList B3 A ISR o

6. HTEARAZME. FRIFFEEZER1.

7. HINE sip.

8. mREHRE-

BIIEHELE FlexConfig SRH&

1. BMZERE > FlexConfig. SEHEERK.
a. AERBWHFE, WA NGFW Flex Policy.
b. EFIEE NGFW. SiRmeIKg.
c. BEHFRE.

2. FHEILDWHLGTZRIGHITRIE.

a. TEAEFIFRBARENT, %1% myEIGRP. & |~ | L% FlexConfig 35 MEI5ERE .
b. FELFIHHWARLGENT, %1% Default_Inspect_Protocol_Disable. & |~ | LU FlexConfig Xt &Nzl
REEH
c. =HERE.
3. mEWMERE.

a. MEFRETRIIFRFIEE NGFW.

b. FHF/LMe, REBERREEN. WAGLSREER. BB NMLRE VPN ©<. HERENTAEERBFM,
FRERKMATHITEIE.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. #E55, #£1117|



27} dCloud
___________________________________________________________________________________________________________________________________________________________________|

MEFRGHNAECE

1. M NGFW CLI 21T show running-config policy-map. FRIAE B SIP &%,
2. MR Linux FREB2/EIED, %\ ping 204.44.14.1. KHESNIZEEM.

3. WREFMHIEN. FHREEIMET

Deploy &  System Help v admin ¥
Deployments W Health £ ?
O running 1 success O warnings 0O failures
v NGFW Deployment to device successful, im 235

4. M NGFW CLI i21T show running-config policy-map. FHIAIIEZH SIP %,
5. M NGFW CLI BITAT®%.
a. I&1T show eigrp neighbors. #iA FTD # CSR iEHgE < BIE R AME.
b. IE1T show eigrp topology. FHIAEEUZI EIGRP E&H.
Cc. 11T show route eigrp. A NGFW II7EEERMFTF EE EIGRP RAAEEH.

6. MMAER Linux BREESiED, A ping 204.44.14.1. HSIENIZEI.
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7% 9: ASA | NGFW H)iT#
LEIBEUTES:
¥ FMC ®# AT T A
« B ASAXR
o T8 NAT MAZLHFATIEE, HFREMNZHNESFER
&N EREFEFEREIFRIA,
TR E
o A fEA
£ FMC ##AEIHBTAR, BIBHENLE. HITFHERIBNZNAE, SFENRIESURNTLIERZZIFThEE

PR

N

1% FMC ¥ hiTis TR
1. 7£ Jump Desktop L, ITFF PuTTY $i§iE. WHE MIBEFNARESE. FAAFS adnin F1ZH Clscol2345 ER.

AR JUTEIBAFNIAEREREN FMC. @3S THARTMRER. Itk FMC @BER5% ™ FMC SFFRIEM FMC, B
ZREME” FMC ERERIA.

2. # X\ sudo enableMigrationTool.pl.
a. HIUERES, MR Clscol2345.
b. FIRES - T, (FHAIRE!
c. HAREGEEREMEN, WA Y.
d. FHEMATR. XEFERB|—o#hEtE.
3. 1E Firefox X¥E88 £, FTHFIRE.
a. REBEREEIBIR. RE5R, AELTHRMEIS. HIRRE, SHRAREEE.

AR AEIBIAERIL FMC EREERIEN. FESHIEFERAN FMC ZMEE. R ESERMAGEES. BXFHESR,
ESRMIE Ao

b. FAAMPE admin IR Clscol2345 BER.
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___________________________________________________________________________________________________________________________________________________________________|

c. FRIAGE Ul TERETILAEE, ERNEWT:
EBITEDLEMURT ASA i

T ASA MR

&SR BRI TR
+ THEBIE
© THEMEBMBESZHRENSRENEIBHR.
1. 7£ Jump LE®Y Files X3, ITHICH ASA_config_1.txt.
a. NBREHRENMEFIRSZIR.
b. MEERBBSIARXLIRIHETIRFMIFEIL. MREREHEL, WHKEFLERE, BAENNTREEERS
BIERFM.
2. EEBERF U (FEFMC) i, SMER% > TH > SAN/FH.
a. miErEERHES.
b. RENIK, FABM Files THRPIEFH ASA_config_1.txt.
c. mikkfk.
3. #ET—TL, REMAREARE, MTHR, AEREHE.

AMP  Intelligence Deplay & EESECHE Help v admin v

Canfiguration Users Domains Integration Updates Licenses v Health v Monitoring v Tools » Import/Export

Select the Migration Options

“au have provided an AS& configuration file, it will be converted into respective FMC policies based on the following selections

1.1f this config file contains access rules, please select a policy in which you would like to convert the access rules

@ Pprefilter Palicy (Recommended)

 Access Control Palicy: Select this policy, if in future, you want to extend migrated rules for Identity, application based access cantral, URL Filtering, and adwance inspection {intrusian,

malware)

2.0 hat will be the 'Permit’ action of access rules that will be translated to for the sbove selected policy

@ FastPath (Bypasses all further inspection and handling.)
£ analyze (Allaws further analysis with access control, including deep inspection. Also allows rate limiting.)

| ok I cancal |
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4. FHEZEREZE EEAR@E.
a. REEREIRAANELR.
b. REFEFEBFHFHESTR.

Deploy & Help v admin v|

Deployments Health 52
2 total 0 waiting 0O running O retrying 2 success O failures
"  Migration. b5 X

Migration ASA_config_1_txt-ACPolicy-201710010759
Click to download the FMC import file{.sfo}

"  Migration 305 X

ASA configuration migration successful. Download migration report from the link
provided here Click

Remove all completed tasks,

c. BHEXAEFTH FMC BN (.sfo) FHiRT7E SFO T,

27} dCloud

d. REXART, REEZFRAEER Google Chrome HFFLAEFRZE P FTHRE . MINERIRETSSEME

®. %] Chrome,
&' Migration.
Migration ASA_config_1_txt-ACPolicy-201710060804

Click to download the FMC import file{.sfo)

»* Migration

A58 configur
provided here

_I_l lllﬂ

ation successful, Download migration report from the link

5 7 (/) FMCUI #F, EfiE&R% > TH > SN/FH.
a. = tEEREa.

b. MmN, ARSI Downloads XK ik E SFO X ttk. B EBHER A ExportForMigration-

<some UUID>.sfo B & FRr. SH¥TH.
c. miEtfk.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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6. ETF—ILt, mEHEIA.

Overview Ana 5 Ob] telligence D ¢ VAl Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » Import/Export

2
=" access Control Policy

ASA_config_1_tut-ACPolicy-201704190536

¥ I

Euiﬂ‘l_p:lﬂ E Cancel
7. FEFIANTR.
8. SMENR > NREH.

a. HREGEBEEMENRIAE. EIERUENTR.
o ARILEITER netl, net2, net3 F1 netd

Access Control Policy 2017-04-19 01:36:41

o FNMLLE net12 # net34
o —PMREMZLH net1234

AR XEFRE ASA REHFENMETRMMEHEITER .

b. EEMSMERS, EFEHO. HIEMUENNR.
o PUANEHOXER p1_dst_1. p1_dst 2. p2_dst 1 %1 p2_dst 2
«  EMNmOA

EE: ASA RO p1 1 p2 BHE, HFEXRE p12.

9. SZEREE > AR > WdiE.
a. EIE, FEHNTUTIER. HIEIZER, NMATREHN .
b. EIE, k¥ — ACE IR 2 MEIMFALEMNILBRRH ASABLE .

iew  Analysis QaGleEEl Devices Objects AMP Intelligence Deploy & System Help v  admin v
Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v
ASA config_1 txt-ACPolicy-201704190536_Pref 0 canzel

Discovered Unified Firewall Rule

&) add Tunnel Rule ) Add Prefilter Rule  Search Rules

# | Mame | Rule... | Source | Destina... Source Destina... Source Destina... ULANTag  Action . Tunnel ... —
| Interfa... Interfa.. Networks Networks Port Port | L
. : . #pidst 1 -
& netacl#1-1 Prefilter ) 20} =netl1234 =2 dest & pl_dst 2 =% Fastp... na 1 & O
z netacl#l 2 Prefilter ar Snetizi4 @ dest 4 gg—:::—; = Fastp..  na 1 S H

T e e TR T
10. SHALERME > s > EEs .

a. EEE, FEHIHEHEHIRRE . HEIZRRE, N UXE#TRE.

b. EEE, RBEEMAMAN, HEABNRERER “HL” .

c. AR, MIEREEEAN E—SHRENTILIERE.
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T NAT MAZZFFHINEE, AREMNRNEERH

HERESFE=TERNER. ENFTEEEX. BENBE—RERIZATHEER.
« 1% NAT REE.
¢ TERNZNEERER.
o SMEBETHIERN ACL, H 7 HRIINMAAETZ X FNTEE.
1. £ Jump LAY Files 3¢5, FTF3CH ASA_config_2.txt.
a. MEBHEFMC FREBCLKHFE ASABEFMANTMEITR.
 MEXNR netl, EEFERBZHMERRIERIE X
+ MEXER net2, EEAFERBNIMERRERTIE X
b. MBEEFERS NAT AN
c. WERBHFAEETHTEN ACL, LEINEEERIAF L.
2. EEBER U (R FMC) #, SMEHR% > TH > FAIBH.
a. mELERGea.
b. =ENIE, AEM Files XXfHkrhiki¥ ASA_config_2.txt. mTHFTF -
c. mEtkfk.
3. AET—mL, EPifEHEHIREE R RIFRIEIRA, WA, SEHE.

j AMP  Intelligence Deploy ¢ BEEGEUE Help v admin v
Configuration Users Domains Integration Updates Licenses ¥ Health v Monitoring ¥ Tools » Import/Export
Select the Migration Options

fou have provided an ASA configuration file, it will be converted into respective FMC policies based on the following selections
1.If this config file contains access rules, please select a policy in which you would like to convert the access rules

C i
*  Accass Control Policy: Select this policy, IF in future, you want to extend migrated rules for [dentity, application Dased access contral, URL 1 tering, 3N B0vANCE INSpECHON (NSO, I
malware)

2.What will ba the 'Parmit’ action of access rulas that will be transiated to for the above salscted policy

-

bypasses intrusion and malware inspection snd network discovery.)

OK Cancel
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4. RIREE EETIE.
a. REBERAANBER.
b. REEFETFHFHESTR.

Deploy Fiy Help * admin

Deplayments o
.4 total ) 0 waiting 0O running 0O retrying 4 success O failures
»*  Migration. 285 o =

Migration ASA_config_2_txt-ACPolicy-201704190725, ASA_config_2_ txt-
NATPolicy-201704190725

Click to download the FMC import file(.sfo)

»*  Migration 165 M
A58 configuration migration successful, Download migration report from the link
provided here Click

+" Migration. 335 o
Migration ASA_ config_1_ txt-ACPolicy-201704190536

Click to download the FMC import file(.sfo)

»* Migration Fis o
A58 configuration migration successful, Download migration report from the link
provided here Click

|4

Remove all completed tasks.

c. REXAERETEH FMC AXH (.sfo) HRr7F SFO XtF.

d. mfcamd, RAREZZAEER Google Chrome TS T iEHIRE . WEHLITIBRIREESLH
2 ETRIAZFETEIER ACL. %xF Chrome.

»" Migration 16s =
ASA configups ation successful, Download migration report from the link

provided h .
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5 # (/) FMCUI %, SMZER% > TR > {JNRH.
a. RELERHaRE.

b. =T, FAFM Downloads LHFHikiE SFO. BIFEFIEI A ExportForMigration-<some UUID>.sfo )
BFR. BEFUIEERIAEM SFO .
c. miELfk.

6. ETF—IL, mEHEHEA.

TGN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monstoring = Tools * Import/Export

&
& fccess Contral Palicy

= asn_c?nllg_z__t_uF-_Atpnllcy-zu|?n-ugurzs ocessiounbal pilii AT T

& NAT Threat Defense

ASH nfig_2_tut-MNATPolicy-Z01704190725 - . g
] el el BREY MAT Threat Dafense 2017-04-15 03:26:11

Cancal

7. ET—RERITUTFLSE. HERATE.

System [REETE ST TR

Configuration Users Domains Integration Updates Licenses v Health » Monitaring » Tools » ImportfExport

Import Conflict Resolution

Import Manifest

Metwork and Port objects will be reused if name and content matches with existing objects, in all other cases objects
with duplicate narmes are imported as new objects with a number appended to the name,

ASA_config_2_txt-ACPolicy-201704190725 (Access Contral Policy)

ASA_config_2_txt-NATPolicy-201704190725 (MAT Threat Defense)

I {group action) - I
= Interface Objects
dmz1_INTF_GRP (Routed) ¥
MAT Paolicy: ASA_config_2_txt-NATPolicy-201704190725
Interface Groups Select.., vI Z017-04-19 03:25:57
MAT Policy Rule ID: 1001 (Source Zone)
Mew,..
dmz2_INTF_GRP (Routed) ¥
MAT Policy: ASA_config_2?_txt-NATPolicy-201704190725
Interface Groups Select... vI 2017-04-19 03:25:58

MAT Policy Rule ID: 1001 (Destination Zone)
Import Cancel

a. EERBXMEARBRGEZNER

b. FERALTTA LM THRIIREARMEOHL. SEHM NAT AN PO B IMEROE Y. FTRIFERAZLXE.
EAIRERHHIR A IF1 0 IF2

c. BEEA.
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___________________________________________________________________________________________________________________________________________________________________|
8. BMEMNR > WREM. RGFEEMEITRIAE.

a. HIE, SEEBNKR net1_1. XEEHA netl WEXERNEIEHH ASA BEEHAFE. Elt, ZMRHETTED R,
b.

EEE, REEWR net2_1. XZEEA net2 MEXERNEEHH ASA BEEHHEE. Et, ZMREITTER.

JEE: k4T H9TE Firepower 6.2.1 lRAR &4 T E K. 7 Firepower 6.2 1, AN RFITTERE
9. SfiZEEE > NAT.

a. 1HEE, FEIN NAT K. REIZRE, AMALEERN.

AR, 7ELREHS|IHE TR net1_1 # net2.

Vel Devices eliErees
AT VB ¥

b.

P int
Davice Management

QoS Platform Settings Flewonfig

Cartificates

ASA_config_2_txt-ACPolicy-201704190725

m Helpv admin v

E3 Cancel
[ rotes [

i Fiter by D

| Fohoy Assignments (00
£ Direction

L 8
Type Source Destination ﬂriﬂlll original driginal Translsted
: Interface 0., Interface 0.,  Sources Destinations Rervices Raurcos
¥ MAT Rules Belore
&

Tr ed Dptions
: Destinations Servicos
static A IR ¥

—riging] Packet

+ ] Fid Fuds
Translated Pagkep ====—————===,

¥ Auto MAT Rules

i Drsifalse
F MAT Rules After

10. SALEREE > iElEH > HEHEH

a. HIE, HFEFNIHENTHIRE. REIZERE, NMmATLEERN .

b. kBRI ASAELER ACL I :

access-list timeacl extended permit ip any host 1.2.3.4 time-range office_hours

HER, XEERAEBERRMBROIGEERIREAN. BR, EVEHZHIREAN FRERESEERM.

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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c. HEE, ZANSHER. MREREE, "TLUSMAIZAM.

gip v admin

eI Arialy Paolicies v (
Access Control » Access Control Hetwork Discovery #pplication Detectors Conrelation Ackions =

ASA_config_2_txt-ACPolicy-201704190725 () cancel
Descovered Unified Firewall Bule
Prefilter Policy: Defay® Prafilsar Palicy 1 B8 Palicy: None Identity Palicy: Nons

'3 Imhartanes Jathngs | f_ Falizy Assignmants [0}

Rules Sepunty Intelkgenca HITP Rasponses Agvanced

@8 Filter by Device ™ Show Riks Conflicts 4 4 Add Catagary K3 Add Rule | Search Ruls

Sre R FLEE W BN Gection, Add Rude o+ Agd Category

Access Controd; Blodk All Traffic "’u

Default Action

AR IBIAEME ACL, HRINEGSMEZFHMETHENEFEN. ATHANFETHERN ACL, ELEHMAMATENE
SMEEN. BTXAESAERZ, BRZANCER, HEALAFHER.
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7= 10: NAT FE&H
HEIBEUATES:
IR L SEIG 25 S R B HIRT R
« ECEFHS NAT
o BB RHEHI SRR LA LIRS wwwin BETSMERIT 1)
BLE BGP
« EREERGHEURKEE
fE A3 Web BRS25
- MBEEBGP
F—NERETROENENR, NMEIRGEEETIR. ok, TIFEEFHS NAT ME7SEH.

R

Nij

BRI LI ARSI PR AR

1. SMEMNR > NREE. REFEERMENRTE.
a. RERMMLE > FMIR .
b. FERMFE, WA wwwin.
c. TEMLEFEL, A 198.19.10.202.
d. REREF.
e. MRS > FRMFR
f. EBRWHFE, WA wwwout,
9. TEMEFE, #WIA 198.18.128.202.
h. "R
i RPN > MR
j. TEBRMFE, WA 203.14.10.0.
k. ZEMZFE, #A 203.14.10.0/24.
. RERE.
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2. NEMSHERPEFHFETIR > .
a. mRERMEREHETIR.
b. ERMFER, WA Filter203.
c. AMTHERE 2 MAEEHIZE. BNMKEEXEE, BAENRNKEE MM IBIELS.
d. REFRF.

Edit Standard Access List Object ? %
Mame: Filterz03
~ | Entries (2)
i Add
Sequence No Action Metwor:
1 3% Block G Z0E14,10,0 S
z & allow i any-ipud & &
Allow |
Cerrides:
sawe || cancel

BCERHS NAT

1. BIZERE > NAT.

2. REREEFRURERIA PAT K. WMINEA LB RENRERE. WREFD, BSNBAHERRE. X222
R o

Deploy & System Help v  adminw

a Cancel

3. maEmmAN.
a. MEBITHRIIFRFIEZEBE) NAT 0.

b. MFHAN “BONR” EWF. & InZone, AERTHMELE.
WMREPITTEBF R, WEATLUEFRMEOE, TTRUGHZH.

c. 1%£#F OutZone, ARG = TRMBIE MM,
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Add MNAT Ruls T X

NAT Rule: Auto HAT Rule 2

Type Static A F

Translation  PAT Pool  Advanced

Available Interface Objects & Source Interface Objects (1) Destinabion Interface Objects (1)

A Search by narme san InZone a e OUtZone a

sus InZone

Add o

«as OutZone
Source

oK Cancel
d. EEFERETT.
e. MEEETHFIZRPIEE wwwin,
f.  NB#FEMpRE T RSIR P EENEEF wwwout.

Add MAT Rule ? X
MAT Rule: Auto NAT Rule o
Type: Static v|| &
Interface Objects Translatim PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* I: wWwin w l§ Translated Sourca: ddress v
wwwout v G
original Port: TCP ot

Translated Port:

oK Cancel

g. SHFERTE NAT #00,
4. BHRELURTE NAT K88,
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TERIT i) FEHI SRS LA S 1R wwwin BEATSMNERITTIE]

1. SEREE > PinEEs > HiEER. 418 NGFW i a5 iR .
2. R RmE .
a. f£ “B” FE, ¥ Web Server Access.
b. M “HN” THIIRFEFMABIBIARNE.
c. RGRNEEERBIETF. %% InZone, AR SHHRMBIE/M.
d. %% OutZone, #AMESTHRMBIE.
e. EIFMLETIF,
f. % wwwin, RESERNEIEM.

AR TR, BRIVEAMNE Web FRF[BMES IP, MAREFPIHRFIERERIMZT NAT d5iRa0itht

FHTTPS, AESERMEIBRH.

o AANRREE THFIR PIRFR RN R .
k. TSR T 513k ik R R SO SRR .
l. Iﬁ\%%ﬂu U//J\JJI] ;)l.)n]]

3. RERELUREFICHEHIRME E .

Bl & BGP

1. BMERE > REEH.
2. REHREERURERE NGFW BiIR&RE.
3. EFEEETF.
a. i£# BGP, AFithEMA BGP £i%iE.
b. 1% AS ®SREN 10.
c. RALMSAERTH BGP, AREIESE IPv4.,
d. %EFEA IPv4 Bi%iE.
e. REHMBEATIF, RESETHRM.
i. XFIP i, #A 198.18.133.3.
i. XTIEEEAS, HIA 20,
iii. 1% R M RAE .
iv. M “EAEFIR" ThiF|R+iEE Filter203.
v. SERELURMERE.
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1F Adcress® 196.18,133.3

Romato 45* 20

Cesmpbion

T e T poutes  Timers  Advanced  Mgration

Shutdawn adminatratively T Configure graceful restar. T

Duutgolrg
ALoass List Filter203 o Areass LSt Lo
Pty Mag w o Fovuts Map »
Prefia List w o Profioc List -
A5 path fittor w o AS path filter -

T Limit thit eniber of pradfixes allowad from tha neighbor
Maximum Prefines* {1-214 748304 7)

Theeshold Level &

f. RERFURTBGPEE.

BEERGHMAEE

1. BMEEY, REFHFEEIBETK.

Deployments Health

1 total 0 running 1 success 0O warnings Of

v NGFW Deployment to device successful.

¢ € ©

L

Help

admin ¥|

o ?

Im 235

Canenl

2. 7£ Jump Desktop t, FTFF PuTTY $&#%. WEHEZ HIME Linux REBHTEESIE. FHAPE root MZ Clscol2345

TR

a. $N curl wwwout. WHSNIZEMIN.

b. %A\ ssh wwwout. UWHESNIZERM.

3. #£ Jump Desktop L, ¥TFF PuTTY #$E. WE& 7 CSR WHELESIE. FAMAF A admin F1F Clscol12345 B3R,

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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4. fECSRCLI L, 5&{7%% show bgp, HHIAETR 4 M.

£ CR M= E3
“]

User Access Yerification

Username: admin
Password:

csritshow bgp

BGP table version is 5, local router ID is 210.1.55.1

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r BIB-failure, § Stale, m multipath, b backup-path, £ RT-Filter,
x best-external, a additional-path, ¢ REIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPEI walidation codes: ¥ walid, I inwvalid, N HNot found

Hetwork Hext Hop Metric LooPrf Weight Path
*> ©2.24.45.0/24 0.0.0.0 0 32768 i
*> £2.112.45.0/24 0.0.0.0 0 32768 i
*> 198.18.128.0/18 0.0.0.0 0 32768 i
*> 203.14.10.0 0.0.0.0 0 32768 i

csr#l

2

5. M NGFW CLI #:

a. I&{T show route. FAIAM BGP FRHIME—IRAE 62.24.45.0/24 1 62.112.24.0/24. i&F=, 2 M BGP dpihit
IEdE 203.14.10.0/24. {HZ, MREMITT FlexConfig 5 X, MLtk AIME EIGRP $BH.

b. IE1T show bgp # show bgp rib-failure. XERAEIRAHAFTHIEAN 198.18.128.0/18 F&H, EABEFH
B (BEF .
AR EHATLU FMC BTtk & 4.
1. SMERE > BREEE.
. 4758 NGFW & & H iR g &R I~
EETRABSF, STHREEMERR.
RS RIEFEHER .
IEFRBRRIE CLI RN .
ERTAM AL IEITE A NGFW CLI &4,

a b 0N

6. MM Linux fRB[\{LIED, BN ping 62.24.45.1. B ESHIZEKI.
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e
HaE 11: sl VPN
HEIBEUATES:

B SRIR 4R S TR IR R
«  EEui=E VPN
« B NAT %K

& B [E)4 I SR B -8R & B 2k
« EREERGHEUKEE

k4 IR ERR2E NGFW F0 ASA Z B &k S8 VPN BE.

IR

N

BRI LI ARSI PR AR

1. SMENR > MREE. FAFEERENRTE.
a. RERMPLE > RMIK .
b. #HEBIMFE, #WA MainOofficeNetwork.,
c. TEMKFEL, M#IA 198.19.10.0/24.
d. RERF.
e. RERMMLE > RMIKR
f. #ARBMFE, M BranchOfficeNetwork.
g. EMEKFER, MW 198.19.11.0/24.

h. =SHRE.

fic & uh =8 VPN

1. BZER&E > VPN > #5508, S57 VPN > Firepower BiihB5 & & .

FE: 5—1 VPN & (Firepower &%) FF7E Firepower i&& 2 Bl B & £F%iE .

2. EBRWMFEE, M\ NGFWtoASA.
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3. BPAXMT “REIRIN , EF KR o BANT “IKE BRA” , Rikd IKEV1, TEikd IKEv2,

Create New VPN Topology ? X

Topology Name:* |NGFw1:oASA |

Network Topology:

IKE Version:* IKEv1 ¥ 1kEV2
Endpoints B IPsec Advanced

MNode A: %]

Node B: (% ]

4. RETRAGNNERENS. RRTERTHTES, RE~EHHHE.

" add Endpaint 7 x
Device:* |NGF\N “’i
Interface:™ |UutS\dE “"
1P Address:* [198.18.132.2 2

™ This IF is Private

Connection Type: |B|d|rect|c|nal “"
Certificate Map: | “'| @
Protected Networks: * [+)
% MainOfficeMetwork Ei

| QK || cancel |

© 2017 BRFAVEHEMBAR . WRAE. AXEAEATABRATFRHBNESR. BI3W, H1NMRA
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5. mETRBANNRENS. RBRTEMRHTES, RESHHE.

PA

Add Endpoint ? X
Device:* Extranst ik
Device Name:* ASA

IP Address:* 198.18.133.4

Certificate Map: hallL

Protected Metwarks: * o

2 BranchofficeMetwork

QK Cancel
6. 1% IKE &Lk,
a. TEIKEV2ZET, T “3RBE” , i£#¥ DES-SHA-SHA.

b. 7 IKEV2 iRET, MTHHEIERE, EEMEZFHEN.

AE: RBEEFMC EREEANMEIRE, FER “B3)” ’RE. ERIERT, FMC AIE R ZEEZA.

c. FEIKEV2iZET, T8, A Clscol2345, FHHMIAMA.

Create New WPN Topology

Topology Mame:* MGFWEDASA
Network Topology: += Pgint to Point <% Hub and Spoke | <= Full Mesh
IKE Version:* ™ ev1 W IkEv2

Endpoints l::_ Psec Advanced

IKEv1 Setongs

Policy:* fre o =

authentication Type: e v

IKEvZ Settongs

Policy: * DES-SHA-SHA i

*
authentication Type: Pre-shared Manual Key i
ey * sssssssses
Confirm Key:* sssssssses

" Enforce hex-based pre-shared key anly

Save Cancel

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER.
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7. i%#% IPsec I+, 1% IKEv2 IPsec 2 F X5 DES_SHA-1.

Create New VPN Topology ? X
Topology Mame:* MGFWEDASS
Metwork Topology: ++ Point to Point < Hub and Spoke | <* Full Mesh
IKE Wersion:* I kvt W Ikewz

Endpoints KE Advanced

Crypta Map Type: @ ctatic ©

IKEwZ Mode: Tunnel ¥

Transform Sets: IKEw1 IPsec Proposals IKEv2 IPsec Proposals*

DES_SHA-1

" Enable Security Association (Sa) Strength Enforcement
¥ Enable Reverse Route Injection

" Enable Perfect Forward Secracy

Lifetime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4508000 Kbytes (Range 10-2147483647)

+ ESPv3 Settings

Save | Cancel

8. HEHRFELURTE VPN &

B2 NAT %

1. SMERE > NAT.
2. REREEFRLRIERIA PAT K.
3. =M.
a. REREZE NAT SR TRZIFRH AR F0 NAT SLRLERT.
b. BEHEN “EOXMNR” @ETIF.
i. i%#F InZone, AAFATHRMBER.
i. 1%#F OutZone, AAfG=TARMEIE M.
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c. IREF BT EWF.
i. MERIRIE TR5IRFi%#E MainOfficeNetwork.
i. MEEBEYE TH5IZRPiEE MainOfficeNetwork.
iii. MR B Yt TR 5 R ik #E BranchOfficeNetwork.
iv. MBE#H BN TR YIR$iEE BranchOfficeNetwork.

Add NAT Rule T X
MAT Rule: Manual NAT Rule v Insert: In Category ¥ | MAT Rules Before | v
Type: Static ¥ | ¥ Enable
Description:
Interface Objects Tran'rsiat&m PAT Pool  Advanced
Original Packet Translated Packet
Oniginal Source:* MainOfficeNetwork v B Translated Saurce: Address
. S MainOfficeMetwork
Original Destination: Address v
BranchOfficeNstwork v B3 Translated Destination: BranchOfficeMetwork + ]
Original Source Port; v @ Translated Source Port: -
Original Destination v \J Translated Destination v O
Port: Port:
OK Cancel

d. #®#IF “BR” &+, REEDFEBNEO LERKE ARP SikiE.

Add MNAT Rule ? X
MAT Rule: Manual MAT Rule v Insert: In Categary ¥ | [NAT Rules Before | v
Type: Static v | | ¥ Enable
Description:
[nterface Objects Translation 2AT Pool
E 3
I 1pve

7 Met ta Net Mapping
V' Do not prosy ARP on Destination Interface
7 perfarm Raoute Lookup far Destination Interface

™ Unidirectional

QK || cancel |

e. HEWEURTE NAT #0.

4. BHRELURE NAT KBS,
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e ———
& BT i)z ) SR - AR & 2k
W, EHGE—NRN, URFSZNBSERIBZERRE.
1. SHZREE > ekl > e, 4RI NGFW )iz HI 5.
2. mEHEmAM.
a. JARA#HN VPN Access.
b.  MIBATHRFIFRFEFBAZIBIANMME . XF R VT EEH SRR R E— 0.
c. BRIERIFARLKF.
d. RENEEEREETF.
e. %% OutZone, RFESTHRMENE.
f. i&#F InZone, REREHRMBIE M.
g. RIERLKIEIN+R, %% BranchOfficeNetwork, SAESERMEE.

h. EEMEETTE, %3F MainOfficeNetwork, ARG S5 NI E fykh.
i% 1%

i MARREE THRIFIRPIEFR RN R R
i, ASTHESREE T4 5 3R Pk R AR SO R
joo AR ORI BAR N R 7 (el SRR
3. RERELURTEIEHEHISRE

MERENFMRAEE

1. MEBEEN, REZFFMBETK.

2. M NGFW CLI #, # A\ show crypto ipsec sa. NMiZRBE IPSec &4 XKEk.

3. MAEE Linux AR5 2 CLI 1, %\ ping branch. Z#&/L#b4, %G ping MiZE&m .
4. JANGFW CLI /1, # X\ show crypto ipsec sa. I7ERNIZB IPSec & Xk

5. 7 Jump Desktop L, #TH PuTTY §i#E. WER A XHMA Linux BREF/HMELE L.
a. {FRAMAFPA root M Clscol12345 EF.

b. %A\ curl inside., t&HSNIZERKIN.
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1#H% 12: Web RIBERK

HHEIBEUATES:

+ BEWSAERE

« BB XFF AKEURLMIER
« ERE I RAG

© HEREXGFNRAERE

NGFW ATLUER XFF RBERAAEKIRZ A mmA 2R IERSS 2R ELMREg. A SINBRREFERE True-Client-IP IhEE.
It ThEE S8 1F NGFW St T2 umidid Web RIERIZTIERERIIRRR .

HEE, BEREMNANRERAN, BRETHTML

G
&k WSA Bt &
1. 7£ Jump Desktop £, ¥TFF PuTTY #i#E. WEHEB K WSA HITFELESiIE. FAAAPE admin 1L Clscol2345 ER.

N

7£ WSA CLI EfER LR CLI 654 :
wsa.dcloud.local> setgateway
Warning: setting an incorrect default gateway may cause the current connection to be

interrupted when the changes are committed.

Set the default gateway for:

1. Ipv4
2. IPvo
[11> 1

Enter new default gateway:
[198.19.10.11]7> 198.19.10.1

wsa.dcloud.local> commit

Please enter some comments describing your changes:
[1> Changing gateway

Changes committed: Mon Oct 02 00:01:11 2017 GMT

wsa.dcloud.local>

©2017 BRF/HEMBLAR. MNAE. AXHEAERTATRQIFLHBHER. B78W, £111 ]
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___________________________________________________________________________________________________________________________________________________________________|

3. #ik WSA BLE R4 R X-Forwarded-For #83k. i&EE, XTR2ZIAE.
a. 7t Firefox RI¥TRE £, ITHFIRE.
b. mEPEAZ4ERE WSA. EAMFE admin FIHH Clscol12345 BR (RENZLSTUAFRIXLZIE) .
c. TEWSAUIH, SME “BR2R{EB” > “Web KIE” .
d ZEEFEET, MTFERRK, FHIALERR X_Forwarded-For 13k,

BoE XFF 2EAURLHER

1. ZEFMCIETIFL, SHMERME > WHIEHEH > FiElEHl. %8 NGFW 5 ialisH RS .
2. mEHEmAM.
a. AN Test XFF Feature.
b. 1§ “RE” REABIEEHTHEHIL.
c. M “HN” ThFIRPIEFBABRSIMEMME.
d. ZERXEZEFF, £ InZone, AFSHRMBIE.
e. FEXBIEDF, £ OutZone, AfE = dRINEIE /M.
f. EERGIETF.
i ERREXEG, EFREFEDF. EREKE, 8 198.19.10.101, RELAEHHRM. X2 WSA K12

PR 55238 IP ik,

i. EERMEXEF, EEREFABFERF. EREKED, @A
198.19.10.201, AF=E “Am” .

iii. FETIEREBAIBHRMEXIE S, MA 198.18.133.201, ARESEHRM.
g. EEHZERETF. EhEERFEEETRZERERIE.
h.  SERM O HNRN B SRR .
i REREUARFREEX.
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___________________________________________________________________________________________________________________________________________________________________|

MEERHMNEE

1. BEEN, REFHFIBETH.
2. ER|AER Linux RS2 PUTTY £1F. BITUTHSLURE S
a. IBfT (B17) ®%:
wget --bind-address=198.19.10.201 -e use_proxy=yes -e http proxy=198.19.10.101
198.18.133.201
ERIIZIREY 403 (B1EifiE]) MR 4KH .
b. E1T (B1T) @<
wget --bind-address=198.19.10.200 -e use_proxy=yes -e http proxy=198.19.10.101
198.18.133.201

S RiZ S I.

IR MEXHBERFE WSA £, MREESE 2a, METHIZH. AEESHBRILER, BULAERFHAN WSA Z 85
£ NGFW., Ji#fTilik, ALUBEAOREAN diagnostic, PROXY. CACHE.JRM WSA CLI FhiERRk WSA RIBLETE.

3. FEFMCh, SMESH > &> B
a. MENAEEFHHRUE.
b. BIABRT, RERERERRIP 5. &, SERMLELT.
c. ERMULF, FHITUTSR.
i REARERRERFIREE X.
i. FHLEERETREEISEMANT.
iii. kRGP IP SIEE.
iv. BTREBFIEFRER, RAE=EHNA.

d. #&iA WSAIP (198.19.10.101) 1% Fif IP (198.19.10.201) IR B 7R
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75 13: T ERRS
HEIBEUATES:
BERIERER NGFW BATA
o BIEREXIE
o BIETULIERE
& DI Ia) ¥l R B
«  EEEBFHURAEE

T gk R AMMAER AN (FudiEMbEE)  TUdEANEAER. EIHEENE Lina BIETEFEFMLIRE, WLR
BNSET Snort, DUIKRMILRER & EE] Snort. XATREAM TR ERE. BRALARPHIMEHOELETTIEAN, BRLT
SHUETREAN, RAENEHRY

WMRBMACREE, W NGFW iElzHIRIE N A TRIERE. TUdIERMEIREXBEEMLAIESE. RESFUATREDIYL.

+ GRE

« IP-in-IP
|Pv6-in-IP
* Teredo

T R SRR B T BB AR IC Sim TR R TR R . TR RIS RERRIC N EC AT ERNE. RfE, THRTHIREETUE S
X Rz FA T8 5 X L 45 E RE B M5 A0 TR 2 B9
HEME ST, BEELRNIBFIMNG CentOS PRSE 2 EI6IE GRE fkia.

198.19.10.202 198.18.133.202

10.3.0.1 10.3.0.2

A& CentOS 4MER CentOS

Rig, BEEE NGFW BLE HiBid itk GRE BXiERMELE ICMP,

IR ESILUAR 10 (EARREH. X2E NS SIRAEES NAT 0N, ZMN4% 198.19.10.202 4£#:4 198.18.128.202.
ETHEBERONGE, WIAERIBFIMNRRS S LT /etc/sysconfig/network-scripts/ifcfg-tun0,
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EEBIERER NGFW BIATTA

I

HERESS, BFEFHAEEHIREANNATRERE.

-

I&BLZANABE SMEB Linux ARSSERFTFFEY SSH £1&.

2. MREZEDEINB Linux BRESEZITFFEY SSH 21, 15M Jump Desktop B PUTTY, SAEWETENIMS Linux FREH[ES
&, FAAFPR root L Clscol2345 HE.
3. FEMER Linux PRESEEFNIMER Linux BR35 252 [B16132 GRE F%i&.
a. {ESMER Linux BR%58% CLI £, $ A ifup tunO.
b. ZEPIER Linux AR%588 CLI £, #A ifup tunoO.
c. TEAER Linux AR L, MIARTLUERLL T &4 ping Bk%iE. ping 10.3.0.2
4. MR IPS IhEE.
a. MMAER Linux BR55E8 CLI HIEITAT &4, £tp 10.3.0.2
b. EAAFE guest FIZEH Clscol12345 BF.

c. #Acd ~root. BNIZEFUTEHE:
421 Service not available, remote server has closed connection

d. A quit LURWY FTP.
5. ZEFMCth, SMESH > AR > B
a. REEMBEKURNERBFHIRIE.
b. MEIFEFMEHR IP 2E 45375 10.3.0.1 7 10.3.0.2,

6. BIFAEMEB Linux AR$5EF CLI EEITAT ar SRMIASCHFTE IR ELEThEE.

ER: ATUM Jump Desktop &% Strings to cut and paste.txt BISZ B HFEMGIX &£ Waet %4

a. 1EMIEHIMNR, A WGET TERME L.
wget -t 1 10.3.0.2/files/ProjectX.pdf
It f S RIZ SR I
b. ETX, #£H WGET THIZXAMEIEAITH.
wget -t 1 10.3.0.2/files/test3.avi
BEE, ARIXTHT XHMRN—EB57. XEE N NGFW AT LATE & Bl — NSRRI S 28
c. ®mfE, A WGET T#HEERH.
wget -t 1 10.3.0.2/files/Zombies.pdf
BEER, RETETXHNAL 99% #57. XEE N NGFW FEZEANMHKITE SHA. NGFW £—BERNTRE
—NEIER, BEEEHKRBHIIE.
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___________________________________________________________________________________________________________________________________________________________________|

7. #EFMCH, SMESH > 3¢t > XS

a. REXHEHHRNE.
b. IMELEFEL IP ZE5 574 10.3.0.2 71 10.3.0.1.

B REE X 1

1. SMENR > WREE.

a. NEMSMEREPREFEREXSE.
b. mEAMBREXIE.

c. EBMFER, WA GRE.

d. =HEREF.

132 Fiuid i SR

1. SHZHREE > JiEHEs] > Fudis.
2. SEEEEEE. MR, I NGFW Prefilter Policy. M H{RTF.
3. HFH/LBHTZ SRR THRE
4. SEHRMBEERN .
a. TEBMFEER, ¥ Handle GRE Traffic.
b. MIEEERE THh5k+i%F GRE.
c. EEHEMIZOELF, AFiE+ GRE SikiE.

a9 el rules perf ea £ e e i e e F e i e 2
Name Handle GRE Traffic W Enzbled
Action v Analyze o

Assign Tunnel Zone @ GRE ¥
€ Match tunnels only from source { * )

= Match tunnels from source and destination ( & )

Interface Objects  Tunnel Endpoints  VLAN Tags [ESe it il B gl e

Comment  Logging

Encapsulation Protocols:
¥ GRE

C 1p-in-1p

I 1pv6-in-IP

I™ Teredo Port (3544)

ﬂ\dd I Cancel-
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AR B3 MRME

o O - RENFIEIRE] Snort, FHIF R 0] SRS N

° BH..IJ: - BHJJ:;}ILE

< RIREEE - RIPRE, #HI;.E%%E&FIJE—,V#«Aﬁ

T TT LA 79 1 SR B TR A o REBIRESE 2 BEE 4 RERNREFITHH . FHLSBIRERZ LR

d.  mERMLURINAM .
5. I, BEERM—NIN, ZHNE R E Y 198.18.133.202 LR ELET Snort. BEIS{Eibibht. SFHHFMPT
p::2 R
a. EEZMFE, W\ Example of Fastpath.
b. MBETHFIFRFPEFRIBER.
c. IRERLFILITF.
d. 7EEFMLETIRIRER, MA 198.18.133.202,
e. RIRMULRINBFRML .
6. mIERMLLRINFLE EHRM .
7. REREUARFEITIERE.

&R [e)4% ) SR R

1. SAEERE > FEHEE] > FeEd. %I NGFW i 515 SRS .
2. RERERAN L7 H 7R B AL R A R SEHERUA TS IERE . 151 NGFW TS5 . mEHfRE.
3. EEMMELFR.
4. RERMAN.
a. JHFA#HN Block ICMP Over GRE.
b.  MIHATHFIRPIEFHABRFI ML
c. ¥ “BME REABIEEHTHILE.
d. #EAAREIH, %#F GRE, REREHRMEIE.
e. TERIAYIF, & ICMP, R mdnRmBlEn.
f. EFEATRBATF. EHEEEFREETTHFERERIE.
g. RN LU AL AR 0 B SRR o
5. mdRmAm.
a. AR Allow GRE Traffic.
b. A “EAN” THIIFRPEFBABIBAMMNE . SIFE DTSSR D &RE— N
c. HTEWRARXEZI4, £ GRE, AESTHRMENE.
d. EEFEREETF.
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i MAARREE TRIFIRPIEF RN R R
i, ASTHSRIE T 5 2R h ik R AR SO SR
e. IR LU AR NI SRR o
6. RERFLUREIEHEHIREE .

MEERHMAEE
1. BEREEN. FHMETH.
2. FESMER Linux BRS5E8 L, BT tepdump -n -i tun0 LUSITBRIERE.
3. 7EMEB Linux AR 2% CLI EEITA T4
a. wget 10.3.0.2
S RIZE I
b. ping 10.3.0.2
EBRIZBEIATHL, &5 ping Z2FELE.
From 10.3.0.2 icmp_seg=1l Packet filtered
4. TSR Linux ARSSEE LAY tepdump @S RVSIL, LUFIA ping REEZIIX 10.3.0.2,
5. 1RRRAEIE:
a. 7ESMEB Linux AR5 CLI £, #A ifdown tun0.

b. 7EMER Linux BRSES CLI |k, #A ifdown tun0.

6. ML IERN

a. BA
wget -t 1 198.18.133.200/files/Zombies.pdf
oS NMZEIE,

b. #A

wget -t 1 198.18.133.202/files/Zombies.pdf
HATREST Snort, ENIZSRITHGS.
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W= 14: SREEHRFFE (IRB)
HEIBEUATES:
B SRIR 4R S TR IR R
« & NGFW EOERE
o B3 NAT 5REE
& BT B4l SR R
«  HEMUARE

ES2IGh, EHEIMAY VLAN B —/NEEER] GigabitEthernet0/2 B Linux ARS8 . IlLARS5E2AY FQDN J5 isolated.dcloud.local,
FHEEH IP #hlit)y 198.19.10.220/24. &EEE, it SATMEALATFRER—FMF.

BrrEA NGFW LHFEMAIX L VLAN. RGO EIXL VLAN ZERRE.

AR BRSSP, HEPHRMEONKER —Z2XE P, EXTELAER. HAATUGEFTRIREXGHAIED . X
ARl — 4 4E Fh RY3E O 2 [B1 80 BT E R AR o

LI

BRI LI ARSI PR AR

—_

SMENR > HREE. NEMSMERPEFRO.
RERM > REXE.

N

a. & “fB” FE, i\ BVIiZone.
b. MIEOXRB TR iEIETH,
c. BEEHRE.

&% NGFW #£=0O &

1. SMERE > REEHE.

2. HHREEMRUGE NGFW IREEE, REEEEOER+.

3. EEHIBEZERURSE GigabitEthernet0/1 30,

4. MRR 1Pva ehk, SRR SHTEE. ORI IP, EERUES—MEDLER.

5 SEFRMEO, RAEEEHRAERO.
a. EZAMFE, HIN InsideBVI,
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b. XF “Hi¢EID” , WA 1.

c. i%#% GigabitEthernet0/1 1 GigabitEthernet0/2, $AJ5 = diM.

3 W

Add Bridge Group Interface

? X
Marme: InsideBWvl
Bridge Group ID *; 1 (1-250)
Description:

Interfaces BRGIES IPv6 ARP

Available Interfaces & Selected Interfaces

|4 [&] sigabitEthernetos1 |
GigabitEthernetn/o [& sigabitEtherneto/z |
oK | Cancel

d. & IPv4 IR, SAEHI IP Hilik 198.19.10.1/24,
e. HEEHHBE. YETRENERE, BELDEER, RAEEHE
Please Confirm

b ] Adding interfacels) into Bridge
‘-u.!'/ Group will remove all the Interface
Group, Security Zone, IPv4 and

IPvB{Except EUIG4 and link local address)
of the interfaceds) configurations,
Removing interface(s) from Bridge Group
will remowve MAC learning, Static MAC
entries, Interface Group and Security
Zone,
Do you want to continue 7
| YES || Mo

6. mIRERRUEE GigabitEthernet0/1 3.,
a. HEEBMFER, WA insidel.
b. FAEHERAEIEE.
c. MNERZRXi THFIFZ+EE BVIZone.
d. SEHEME.
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7. HBEEEERRL 418 GigabitEthernet0/2 30
a. EBMFEL, A inside2.

b. EHBRAEIXIE.
c. MRZRXETHFIFRFIEE BVIZone.
d. SEHME.

8. RERFURGEREMEE.

1£24 NAT SRR
1. WMREHITTIHR 10, HEFESS NAT RNUERT BVI #O, NARTRESE. XREANR NAT T IFEREER
SMEONEONR.
a. SMEMNR > MNREE. NENSAMERFEFED.
b. sFAHM > EOMA.
i. EBMFE, A InGroupl.
i, XPTHEORE, EFZR.
i. EEIEO inside1, RELTRM.
iv. mHERE.
2. SMERE > NAT.

3. REERRIA PAT 5RHE. MINEALFBIIRENREFRE. MRERD, BESMBEAFELEKE.

Deploy & System Help v admin ¥

9 Cancel

a. MREFHE 10 fgHTTERA NAT BB, BB NAT #0514 InZone &#:% InGroup1. A &£{EH BVIZone,
EABzN NAT AR EREEZMEONR2XE. TBHEERME—MZEON.
b. ZHEHMENIN IS InZone &)y BVIZone.

c. NAT MR AN TR, R\EANITHIAR, EAREBEESHEDHMN,

#® Direction Type Source Destination Original Original Original Translated Translated Translated Options.
Interface Obje..  Interface Obje..  Sources Destinations Services Sources Destinations. Services

¥ NAT Rules Before
1 & Static g BVIZone % Outzone Inside-w AcHw Insicle-Hw ACNW @ Ons false ]
¥ Auto NAT Rules
# & Static % InGroupl %, OutZone 1 wwwin 8 mwwout @ Onsifalse S
¥ NAT Rules After

- Dyna.. % BVIZone %, OutZone & any & Interface @ Onsfalse  JFH

d. SERELURT NAT RBE.
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e BT i) FE HI SRR

1. SHZEREE > EHEE] > TR, AEURIET SRR .
2. SHSREEFRLAGE NGFW IREEE, REEEEO%m+.
a. EEMNF InZone i}y BVIZone.
b. AmimEHEHMM ARG (EEKE) BVIZone hHIEOZBERIRE.
i. ERMFE, MIAAllow Internal Traffic.
i, AN T RGPk F AN ZROAR RIS
iii. RGN EFXEETF.
iv. i%# BVIZone, A/FRTRmMEE.
v. &% BVIZone, G EiRMEBIBRM.
vi. IEEREIRTTF.
vii. M CNRHEEE ThFRPEERTINERR.
viii. A SCEEREET TRIFIR IR ERIR SO R
ix.  SEAI R nA .
c. IAEHERIRMEEI TR, RBAPITHIGAR, BUEEAESHELHHRN.

#  Name Zones Networks lﬂ-mﬂvé | VLANTags  Users Applications  Source Parts | DestPorts  URLs me s !
| | i I ‘ s N LK
w Mandatory - NGFW Access Control Policy (1-2)
1 TestXFresture  %BVIZone & OutZone :;:i:g}: e . 3 plock with o S8
2 Black ICMP Over GF 47 ¢ 7 ICMP 36 Block with G Eo &£8

o Bllow 1Ho S8
% BVIZone EAcHwW 5 Inside-NW g o Bllow AtgEo
wel Quts s BUL & wernin n}: o Allow o
Allow GRE R o Al s Fo L8
7 Allow Internal Traff % BVIZone % BVIZone 4 A A o Alow "fEo J B
@

d.  REHRFEURERTIEHEH] SRR A E L.

EEFMNEE
1. HEREEN, RARFHFMBETH.
2. MAEB Linux AR$588 CLI #F, # A ping isolated FMXiEHE. HSRIZERII.
3. MMBB Linux ARSSE% CLI #1, ik IPS Ih&E.
a. MMABR Linux BR$588 CLI HIEITLATH%. ftp isolated
b. fERAMPE guest G Clscol2345 ERE.

c. #Acd ~root. BNIZBZLUTHE:

421 Service not available, remote server has closed connection
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4. MMIER Linux BR358% CLI 1, XS FEEIRAHELEIIEE.

a. {EAIEHIN, EF WGET TE:RMA LR H.
wget -t 1 isolated/files/ProjectX.pdf

LS RIZR I,

b. TR, EH WGET 2t TEIRA BRI IEHISC .
wget -t 1 isolated/files/test3.avi
EEE, RENTH T XHMRN—EBS. XE2EH NGFW AT UL INE— MNIRREN E St 268, Br it
FHSECE APELE AVI ST

c. ®mE, #H WGET X THEEK4.
wget -t 1 isolated/files/Zombies.pdf

HE: RETHTXHHARY 99% 2. XE2FEHN NGFW FEEEATHFRITE SHA. NGFW £—EHRNERE—MHER,
BEEWEHREBOIWE. Fr X EAEE SRIEE PDF XN R BSR4 .
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Ffi® A: FMC fifii &

EMRRER, £ FMC ERITT S NMRELRUAMREIRLES . KAHRIFEANBILEESRE.

« EEA1L1: NTPIRE

« BE A1.2: JERXHERR

« EE A1.3: ERANEERE

- BEE A1.4: &/~ SSL TREE

« EE AL BEXENTIFR
«  ECE A1.6: 7N resetapiuser

 BRE AT RERSI|ED

BE A1.1: NTPIZE

1. 7ZEFMC L& NTP RE.
a. fEFMCH, SMER% >EE.
b. MEMSAEREPILEREE:L.
c. I§EIANTP fRS5=5E 07 198.18.128.1,
d. =iE “RE" .

Intelligence Deploy % MGGl Help v admin v

AMP
Configuration Usars Domains Integration
Access List
Process Serve Time via NTP

audit Log Certificate
audit Log Set My Clock
Login Banner
Change Reconciliation
DM Cache
Dashboard
Database
External Database Access
Ernail Matification
Access Control Preferences
HTTPS Certificate
Information
Intrusion Policy Preferences
Language
Management [nterfaces
MNetwark analysis Policy Preferences
Remote Storage Device
REST API Preferences
SHMP
UCAPL/CC Compliance
Shell Timeout
Tirne

* Time Synchronization
WMware Tools

Wulnerability Mapping

Updates Licenses v Health Monitoring * Tools

Save |

I Ensbled =

 manually in Local Configuration
&+ Via NTP from
198.18.128.1
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___________________________________________________________________________________________________________________________________________________________________|

FCE A1.2: SRRCHSREG

1. SMEREE > HEHEE > BEKEMIHE.

2. SEEEBSHREE. MIAZH Demo File Policy. miRTE.

3. AERMITERN . NS LEET 4 MSEXE, MSOLE2, NEW_OFFICE #1 PDF & I AIEBER 4.
a. TFHRME, EEFHEIEEERE.
b. i Spero MAMBER M-S HEILIE

c. TENXHMAEBAAT, ‘kh AFHELHIIEE. HEE, SRR B TR, SHFM.
d. EBRRSENWTEFR.

Wiew Rule 7 X
application Protocal Any ¥ Action T Block Malware v | Store Files
Direction of Transfer Any ¥ W Spero analysis for MSEXE “:" Malware [~
[T Dynamic Analysis Unknawn [~
] IQ}Clean o
L T custamn [

W Local Malware analysis
W Reset Connection

File Type Categories Flle TypES Selected File Categories and Types
EI Office Documents 16 | ' % aearch name and descrlptmn Category: Dynamic Analysis Capable [0
[T Archive 17

1 all types in selected Categories

[ Multirmedia 2

[[] Executables 7

G ) MSOLEZ (Microsoft Office applications OLE -
[T PDF files 1 add
[ Encoded 0 MEW _QFFICE {Microsoft Office Open XML

ile
[] =raphics a POF (PDF file |

MSEXE (Windows/D0S executable file )

) [Ric | ssing fi
[ System files RTF {Rich text format word processing file

2
[¥] Dynarnic Analysis Capable 5
[ Local Malware Analysis Capabl 5

=
Save | Cancel

e. mEREF. HHIURRE, BRES, AERERE.

4. SESRMSCEHN. HERNEELE RIFF ST @EER AV STHSRIMR AN, BEA AVI XHR2—# RIFF X, BIFFE,
AVI REBIRFIH—FsCH3EEL.,

a. XT#EME, &EFEIESTH.

b. ZEXHEET, EEZREFREAN rif. MIIFRPIEE RIFF. SEHRM.
c. AEHMGEERARANE. EHNRZMNTEMR.

d. =REREF.
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Add File Rule T3

Application Protocol Any v Action X Block Fles v [T Store files

Direction of Transfer Any - ¥ Reset Connection

File Type Categories File Types Selected File Categones and Types

Office Documents =1 , nif RIFF (R terchange a9
Archive
Mulbrmedia

- RIFX (RI
Executables

PDF files add
Encoded
| Graphics

System files

Diynamuc Analysis Capable

Local Malware Analysis Capabl 5 =
-

Save Cancel

AR TREESGREIRMAMNAIRE . MUAIRFTXEE. ANNRIEREERER. RIENRERIM TR,
1. BRLE ST

2. FIEEERY

. EERMGER

4. ¥z

5. EEBKETF. AT ERAAEXERNTER. EHREFHEIXIE.

| Revert to Defaults

General

First Time Fila Analysis i

Enable Custom Detection List [

Enable Clean List ica

Mark files as malware based on dynamic ®988 very High v

analysis threat score.

archive File Inspection

Inspect Archives cal
Block Encrypted Archives |
Block Uninspectable Archives il
Max Archive Depth 2

AR TERENFHEERTANFESEREBI R AFHRERNFHE.

6. mRirA LAHREREIRE SRR
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___________________________________________________________________________________________________________________________________________________________________|

BCE A1.3: JBRANIRRER
1. SMEXR > AR, SHIAHAN.

a. EPE - EZREE BN B FTE SC A NS Bk iR .
b. SEHEMYE, AFITH Jump Desktop Y Files 3Tk #A) Snort_Rules.txt 371,

IR EXHaEEEANFH T IPS MEE Snort #N. EIFETE%%H Snort #N. alert tcp any any -> any any
(msg:"ProjectQ replaced"; content:"ProjectQ"; replace:"ProjectR"; sid: 1001001; rev:1;)

alert tcp any any -> any any (msg:"ProjectZ detected";

content:"ProjectZ"; sid: 1001002; rev:1;)

F—PHNIEEFFE ProjectQ B ProjectR. MMM FEFFE ProjectZ. A TFHMNEHIEEEZTRERPHAE, Fit
EMEEFHEP AT RESER AR,

c. RESA. SATEFFTE-DFEIMETE. THRE, BREIANEHRSANBSTH. BARIMRUBHIERINSAN.
2. SIMERME > IHEEE > AR

3. Rt

a. BaMEREHERNEER.

b. WRIEHAEKEIEF.

c. I “TENREMMEREM ERERERE.
Create Intrusion Policy

Falicy Information

Marme * Dermo Intrusion Paolicy

Description

Crop when Inline v

Base Policy lE-aIanu:eu:I Security and Connectivity ;‘
* Required

| Create Policy | Create and Edit Policy | Cancel

d. REeIEHtmIERE.
4. IE, EBRIEELIRIEEANATS.
a. REHBEERBIIELMNE “REBER” RETHMM.
b.  MHME “HK71" MoPiRFEARM. BRIZEIRNELERNAN. SMRNEMERREELIERI T RIS
FRA .
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Edit Policy: Custom Intrusion Policy

Policy Information Rules < Back
Rules Rule Configuration Filter: [Category:"lacal’
Firepower Recommendations Rule Bootent Filter returned 2 results
Category —
@ Advanced Settings . _' - b £ R LR X Policy -I
- indicator-compromise Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers indicator-obfuscation I~ GID sSID Message a = IS AORT )
indicator-scan O 1 1001001 Projectd replaced

indicator-shellcode J!‘ 1 1001002 ProjectZ detectsd
local
rmalware-backdoor

malware-cne

c. EHFE—NHRNZBNERIE. ANAWRSTRIIRPEFEREG. SFF “HE” . WHEPE—IRNEZiLE
BikiE.

d. EHEZNMRNZHNEERIE. ANWRETRSEDEAFEFHEREYR. mF “HE” .

e. BEUREHIERMRNAFERANR X KBRS IES

f. AHRNBIMN AR iEF SID. 7R SID g S HEOFHA 336, RHHE-

g. EHFRNEFDHEEE. NRURSTRREPEFEFHEREG. SHHE.

Deploy & System Help v  admin v

Access Control » Intrusion Metwark Discovery Application Detectors Correlation Actions v

Edit Policy: Demo Instrusion Policy

Policy Information . Rules < Back
Rules Rule Configuration Filter: |S1D:"336"
Firepower Recornrmendations Bitl=iEonkenk Filter returned 1 result
Message : o
Advanced Settings = v WY o w ST | Policy B3
SID Rule  Ewent Diymamic
Poli L Alertinn  Tarnments . —
itk GID [ e Message o =2 @ T O
&3]
Re‘c_erence T PROTOCOL-FTP
Action CWD ~root attempt
Protocal
® Direction

FEE: EMNERO 21 EEZH FTP RERERMREBRMNER. ENEHRBIIMNINEHRE, BREXKS, HKNER
$EXTERNAL_NET BIZAE (Bl any) , MW Esa] itk H0).

5=

— N EENEIRIEBULANAEEES B FTP REPHITER, UKRER appid BHEAMNERO LR FTP RE.

5. mEALARARHREES.
6. REWAEKR. ~HHE.
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)
BCE A1.4: JE7~ SSL REE
1. SMENR > FREHE > PKI > AEB CA.

a. MEFA CA.
b. EZMFE, WA Verifraud.
c. RMENKIEPEIRANAIMEIRA, JFEEXH
d. H%EZE Jump Desktop LHY Certificates T3,
e. _f%& Verifraud_CA.cer.
f. RMEXKZFHAMNBRERE, SFEETE
g. k1% Verifraud_CA.key.
h. mERFE.
2. RESHEENBZRERMGENEE (flan, FMC #1 AMP AEZ) Hibk. Ak, BHHRE XL EIMEITR.
a. SMENR > NREH > Wk,
b. mERMMLE > RMIKR -
c. HERBMFE, WA Infrastructure.

d. 7& “M4” FEE, $iA 198.19.10.80-198.19.10.130.

Mew MNetworl: Objects ? X
Marne: Infrastructure

Description:

Hetwaorl: 195,19,10,80-193,19,10,130

Format: [paddr or ipaddriien or
range finaddr-inaddr)
allow Owerrides: [

Sawve Cancel

e. RERFURTFEMEIIR.
3. SZEKME > ihiEEEl > SSL.
4. SEESCRARMFREE D S SRR IR
a. TEBMFHE, ¥\ Demo SSL Policy.
b. EENRERBATRE.
c. mERE. EFLDH, REIZREIETFHITRE.
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___________________________________________________________________________________________________________________________________________________________________|

5. mERmAN.

a. ERBWMFE, i\ Exempt Infrastructure.
b. FRMEREREATRE.
c. EMEETRHHMET, SEERMER, RESTRMBIR.
d. SEFMLCEHEANRME SSL REEH.
6. MR,
a. TFEBRMZEE, M Decrypt Search Engines.
b. FREREANRE - EFEE.
c. MIFRBEHHAMK TRIIFHEE Verifraud.
d. ZNRRBFPHEAIERT, 8% sear. BRAEXFTEIRRSIE. EPtEiRiE, RESHARMBHRN.

e ? %
Name  Safe Search and YouTube EOU ¥ Enabled Insert | above mule ¥l
Action | 25 Decrypt - Resign ¥ with  varifraud ¥ € [ Replace Key Only
Zones  Networks  VLIAN Tags  Users [NOLlTic i@ Ports Category Certificate DN Cert Status  Cipher Suite  Version Logging
Application Filters & Clear all Filters Avalable Applications (24) € Selected Applications and Filters (1)
, Sear
“F-'lsl's any Selected) § All apgs matching the fitter = I categories:search engine 9
| Business Relevance (4 Acoon.de L
a4 {any Sale '.re-z:-_ . . a0l 9
1 4 =l ted) Babylon o
Baidu i
1 web spider/search crawler 1 Bing [}
a Tags (any Selacted) Blelko O
safasaarch supported Dailymation o
i safesearch unsupported )
o
0=l

Sudd Cancel

e. EFEAFIBRETF, REEPEEEEREAETARICREILIE.
f. SRR NE) SSL SRAE .
7. EIHEmME.

a. & “&W” FE, ¥ Decrypt Other.

b. FRIEREAMRE - EFER.

c. MiEEHEHAMMTHRTIFRFSIEREF Verifraud.

d. EFRFTRFRIF, AREEFEERGRIHTRTICREIEIE.
e. RERNMELELRNRINE SSL Kegt.
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___________________________________________________________________________________________________________________________________________________________________|

8. MEMRFLURTF SSL K&

AR “BRER SEEFTEWMEUR. RERERERN “BE - EMER” , Firepower BUIFEIRAA. “BIREA” SiEiE
HEMASREERENATE X 2RSF/IER.

s NREGHIES “BHfFH" , WEZRIPBSEMEMRSEIER—HAIE, AIERT Firepower 2B AF XHER i
ITEHSR. B, KA E NS Firepower, EIIFEE]EHRZZHTESR.

CAREH BB, WSUARARLEBERIER. HIIFERT Firepower 2B MEAHEMHNWEERZIED. Kk
B ST B E R E S

BEZ, &F "“BRER SEREREEREIRERFINBERIEBRZEE.

BLE A1.5: BENEMFIFR
B—1EH Zombies.pdf ITLEXH, MREZEKXMY, ELMATERGEMH. B, ZWSHIMAERRM. Fit, 204§
AMB|EEXENTIRS, UHRESHMELTEREEH.
1. SMENR > HNREE > XHFIR.
2. BEHREEFRLYREE Custom-Detection-List.

a. MAERMARTRIIFRSEEFTE SHA.

b. AEHR.

c. ¥ ZE Jump Desktop E&Y Files T3k,

d. i%£$% Zombies.pdf, AEEHHE.

e. maEHEFRM SHA.

f. R&EHRE

File List ? X

Mote: For file lists to take effect, a file policy containing a rule with either a Malware
Cloud Lookup or Block Malware action must be deployed to your devices,

Mame:

Add by: Calculate SHA v
Diescription: File narme will be used if blank

File Upload: Browse... .

J Calculate and Add SHAs
Upload Complete, SHA added: 00b32c34...989b0b002

Description SHAZ56
Zombies pdf 00b32c34...989bb002 &7 3
Displaying 1 - 1 of 1 rows Fage il of 1 (]

Save Cancel
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___________________________________________________________________________________________________________________________________________________________________|

FLE A1.6: 7R/ restapiuser

BMER AP HREERRAE. XERLURRER FMC #1 AP SHREIE.
1. SMERG>RAR. RE0RAF.

a. HERARPATE, M restapiuser.

b. TEWRFE, I Clscol2345. FHAFK.

c. ¥ “BRRRMERRH ®EHNO.

d. EPERRIETF.

User Configuration

User Name estapiuser

Authentication [T Use External Authentication Method

Password

Confirm Password m

Maximum Number of Failed Logins _ {0 = Unlimited)
Minimum Password Length 2

Days Until Password Expiration n] (0 = Unlirmited)

Days Before Password Expiration Waming D

[T Force Password Reset on Login
Options [T check password Strength
| Exempt from Browser Session Timeout

External Database User
7 Security Analyst
7 Security Analyst (Read Only)
Default User Roles I Sen:wllty Apprlcwer
I¥ Intrusion Admin
[¥ Access Admin
¥ MNetwork Admin

[ Maintenance User
¥ Discovery Admin

User Role Configuration

Save. || Cancel |
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BCE A1.7: RERSIF|IED

BMINBRT, FMC Ul fEMBERIED. ZIEBSEHRA Jump F5EEE1ER) pod AD BRSEREZENES

AR

1. BSMEXNR > WREHE > PKI > 71§ CA.

a.
b.
C.
d.

e.

f.

RERMAE CA.

ERMFE, #WA dCloud,

RENRIEBEIRA MR IRE, SEERFEH.
AT ZE Jump Desktop EHY Certificates Xk,
1% AD-ROOT-CA-CERT.cer.

RiERF.

2. @it SSH E3EZ| FMC CLl, BE#AN sudo -i BJ9 root. Sudo LA Clscol2345

#AN cd /etc/ssl, AFEHEN cp server* /root.

#AN cat > /etc/ssl/server.crt

M Jump Desktop EHY Certificates 325, £ Notepad++ #RHEIC{H fmce.cer.
£k, REEFFHME] FMC CLI #

A Ctrl+D.

#N cat > /etc/ssl/server.key

M Jump Desktop E#Y Certificates X fF£rh, {#H Notepad++ #wiECH fme.key.
Fik, REEFIFHMEE] FMC CLI F

A Ctrl+D.

%\ pmtool restartbyid httpsd.
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ik B: REST API iR

UTREE—NEWEIFERAMEA Python BIAR, ERIEITTE— MK register_config.py. B AREZNHIA
connect.py, ZHIAEFSEEEHIFNLH connect.pyc.

Python 7K register_config.py

#!/usr/bin/python
import json
import connect

import sys

host = "fmc.example.com"
username = "restapiuser"
password = "Clscol2345"
name="NGFW"

#connect to the FMC API

headers,uuid, server = connect.connect (host, username, password)
user input = str(raw_input ("Would you like to register the managed device? [y/n]l"))
if user input == "y"

policy name = str(raw_input ("Enter name of new Access Control Policy to be create:"))
access_policy = {

"type": "AccessPolicy",

"name": policy name,

"defaultAction": { "action": "BLOCK" }

}

post response = connect.accesspolicyPOST (headers,uuid, server,access_policy)

policy id = post response["id"]
print "\n\nAccess Control Policy\n" + policy name + "\ncreated\n\n"
device post = {

"name": name,

"hostName": "ngfw.example.com",
"regKey": "Clscol2345",

"type": "Device",

"license caps": [

"BASE",

"MALWARE",

"URLFilter",

"THREAT"

1,

"accessPolicy": {

"id": policy id,

"type": "AccessPolicy"

}

}

post data = json.dumps (device post)

output = connect.devicePOST (headers, uuid, server, post data)
# print "\n\nPost request is: \n" + json.dumps (output,indent=4) + "\n\n"

# GET ALL THE DEVICES AND THEIR corresponding interfaces

user input = str(raw_input ("In the FMC UI, confirm that the device discovery has completed and then
press 'y' to continue or 'n' to exit.[y/n]"))
headers,uuid, server = connect.connect (host, username, password)
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___________________________________________________________________________________________________________________________________________________________

if user input == "n
quit ()
devices = connect.deviceGET (headers,uuid, server)

for device in devices["items"]:
if device["name"] == name:

print "DEVICE FOUND, setting ID"
device id = device["id"]

# NOW THAT WE HAVE THE DEVICE ID WE NEED TO GET ALL THE INTERFACES

interfaces = connect.interfaceGET (headers,uuid, server,device id)
# Interfaces i1 want to change

interface 1 = "GigabitEthernet0/0"

interface 2 = "GigabitEthernetO/1"

for interface in interfaces["items"]:
if interface["name"] == interface 1:
interface 1 id = interface["id"]
print "interface 1 found"

if interface["name"] == interface 2:
interface 2 id = interface["id"]
print "interface 2 found"

user input = str(raw_input ("Would you like to configure device interfaces? [y/n]"))
if user input == "y":
interface put = {

"type": "PhysicalInterface",
"hardware": {

"duplex": "AUTO",

"speed": "AUTO"

br

"enabled": True,

"MTU": 1500,
"managementOnly": False,
"ifname": "outside",
"enableAntiSpoofing": False,
"name": "GigabitEthernet0/0",
"id": interface 1 id,

"ipv4" : {

"static": {
"address":"198.18.133.2",
"netmask":"18"

}

}

}

put data = json.dumps (interface put)

connect.interfacePUT (headers, uuid, server, put data,device id,interface 1 id)
interface put = {

"type": "PhysicalInterface",

"hardware": {

"duplex": "AUTO",

"speed": "AUTO"

by

"enabled": True,

"MTU": 1500,

"managementOnly": False,

"ifname": "inside",
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"enableAntiSpoofing": False,
"name": "GigabitEthernetO/1",
"id": interface 2 id,

"ipv4d" : {

"static": {
"address":"198.19.10.1",
"netmask":"24"

}

}

}

put data = Jjson.dumps (interface put)

connect.interfacePUT (headers, uuid, server, put data,device id,interface 2 id)

Python BiZ connect.py

#!/usr/bin/python

import json

import sys

import requests

#Surpress HTTPS insecure errors for cleaner output

from requests.packages.urllib3.exceptions import InsecureRequestWarning

requests.packages.urllib3.disable warnings (InsecureRequestWarning)

#define fuction to connect to the FMC API and generate authentication
token def connect (host, username, password) :

headers = {'Content-Type': 'application/json'}
path = "/api/fmc_platform/vl/auth/generatetoken"
server = "https://"+host

url = server + path

try:

r = requests.post(url, headers=headers, auth=requests.auth.HTTPBasicAuth (username,password),
verify=False)

auth headers = r.headers

token = auth headers.get ('X-auth-access-token', default=None)
uuid = auth headers.get ('DOMAIN UUID', default=None)

if token == None:

print ("No Token found, I'll be back terminating....")
sys.exit ()

except Exception as err:

print ("Error in generating token --> "+ str(err))

sys.exit ()

headers['X-auth-access-token'] = token

return headers,uuid, server

def devicePOST (headers, uuid, server, post data):
api_path= "/api/fmc_config/vl/domain/" + uuid + "/devices/devicerecords"

url = server+api path

try:

r = requests.post(url, data=post data, headers=headers, verify=False)
status_code = r.status_code

resp = r.text
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json_response = json.loads (resp)

print ("status code is: "+ str(status code))
if status code == 201 or status code == 202:
print ("Post was sucessfull...")

else:

r.raise for status()

print ("error occured in POST -->"+resp)
except requests.exceptions.HTTPError as err:
print ("Error in connection --> "+str(err))
finally:

if r: r.close()

return json_ response

def deviceGET (headers, uuid, server):

api_path= "/api/fmc config/vl/domain/" + uuid + "/devices/devicerecords"

url = server+api path

try:

r = requests.get (url, headers=headers, verify=False)
status code = r.status code

resp = r.text

json_response = json.loads (resp)

print ("status code is: "+ str(status_code))
if status_code == 200:

print ("GET was sucessfull...")

ellser:

r.raise for status()

print ("error occured in POST -->"+resp)
except requests.exceptions.HTTPError as err:
print ("Error in connection --> "+str(err))
finally:

if r: r.close()

return json response

def interfaceGET (headers, uuid, server, device id):
api path= "/api/fmc config/vl/domain/" + uuid +
"/de;ices/devicerecozds/"+device id+"/physicalinterfaces"
url = server+api path :
try:
r = requests.get (url, headers=headers, verify=False)
status code = r.status code
resp = r.text

json_response = json.loads (resp)
print ("status code is: "+ str(status code))
if status code == 200:

print ("GET was sucessfull...")

else:

r.raise for status()

print ("error occured in POST -->"+resp)
except requests.exceptions.HTTPError as err:
print ("Error in connection --> "+str(err))
finally:

if r: r.close()

return json_response

def interfacePUT (headers, uuid, server, put data,device id,

api path= "/api/fmc config/vl/domain/" + uuid +

interface id):

"/devices/devicerecords/"+device id+"/physicalinterfaces/"+interface id
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url = server+api_path

try:

r = requests.put (url, data=put data, headers=headers, verify=False)
status code = r.status code

resp = r.text

json_response = json.loads (resp)

print ("status code is: "+ str(status_code))

if status_code == 200 :

print ("Put was sucessfull...")

else:

r.raise for status()

print ("error occured in POST -->"+resp)
except requests.exceptions.HTTPError as err:
print ("Error in connection --> "+str(err))
finally:

if r: r.close()

return json_response

def accesspolicyPOST (headers, uuid, server, post data):
api path= "/api/fmc config/vl/domain/" + uuid + "/policy/accesspolicies"
url = server+api path
try:
r = requests.post (url, data=json.dumps (post data), headers=headers, verify=False)
status code = r.status code
resp = r.text

json_response = json.loads (resp)
print ("status code is: "+ str(status code))
if status code == 201 or status code == 202:

print ("Post was sucessfull...")
else:
r.raise for status()
print ("error occured in POST -->"+resp)
except requests.exceptions.HTTPError as err:
print ("Error in connection --> "+str(err))
finally:
if r: r.close()

return json response
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