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RORIZ, ZOTEVAN—2av DEHOBEEZRLETD,

=1 FEVAN—YavEH

e SvThyT e Cisco AnyConnect

DA V) 2—3v[TD0WT

Cisco Application Policy Infrastructure Controller (Cisco APIC™) Tl&. Cisco Application Centric Infrastructure (Cisco
ACI™) 7Ty DBEBLLEEE—THIITISEATEET, Cisco APIC [F, TRATDI7TIYVIRERADT7 /X ZREL. E3E
HENTHF—IVADAEIZEYT TV r—2ay SATH AL ERELL, PEB)Y—REREY Y —ADOEHISHLTRRET T 7r—
23y FRE a= U EYR—MLET,

SEHIZ DUV TIE . www.cisco.com/go/apic ZSBLTIEELY,

VMware Admin

Cisco ACI vCenter Plugin (&, REILEBEN RV T—F T F—LIKBEETITHRBENV TSRS IFIYNRELT DRI T—
VEREERTEDLIICTBODL—Y 13— Tx(RTY RBILEEEX, COTSJ 1% HEALT, vSphere Web 95147
FARAMD ACI 7Ty HoE BB TEET, ChIZkY., VMware vSphere Web 75472 FT—IEBIEMNAIREIZAEY . VMware vCenter &
ACI 777Uy DEAZEHRETEET,

Cisco ACI vCenter Plugin [& 5£#i45 | Ry b T —F T DEREIZIERIELTOER A REBILEBEICBEET 2EROADIRBESNET,

Cisco ACl vCenter Plugin [&. Cisco ACI 777 yY&E[ENS GUI IZHLWE 2a—%BMLET, SO TS5 12IZ&> T, vCenter
& ACI OBTFEDEESHENE LD LIEHYEE A, VMware vSphere Web 2547 b EPG, uSeg EPG, AV k54, TF 2k,
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VMware Admin 24" 7 k&, vCenter ACI Plugin TE{TENSEEARIERLET,
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ERBRIEELET,

Network Admin ') Tk, APIC GUI TEITESNhB2RY ., EELV Python I TrE NX-0S A1 3—TA RIZKBREERLET .
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[FL&HIZ

FEVRARL—L 3> DRIIC

EEORNEEDH TILELT—avET5HIC, COTOEREDLECEL 1 AIIEBLTECEERGERLES, £53 5L
T RF AT EVAN—L 3V DERICEBNDZENTEET,

RIRZETOREICU YN BHE . £ APIC 22aL—8% )yt (Fk A ZSB) LTho 777 v %kt (14k B 22 1R)
TREEE COAMRRLTHLOEY AV ER TV — LT DBENELHIEENHYFET .

TLEUT—2avEHMEERICIFAZLERMATARTT,

ROFIBIZHE>TALTUYD LY AVEARTa—ILL, TLET—aVBEZ R ELET,

1. dCloud £viavZMIELET . [FIBZ RS

FE: v av T IOTATITEEHETRRT 10 20D ENHYET

2. RD220VWTIIDAETT—VRT—2aV[TEHKLET .
Cisco AnyConnect VPN [FIEZ R3] ] 8&USvFTyTF LDBA—HIL RDP Y547 [FlIEE RS

J—9RXT—32 1:198.18.133.36 (DCLOUD\demouser/Clsco12345)

Cisco dCloud Remote Desktop 2547k [FIEERS

s¥:dCloud TEMNRHMICZ dCloud 21— AU A—TA A CHATRETHIEAHINTIHE . TEDIAVR—RUNEERT 5T ER
D—HORT—23av DI\ IG5 RTRY) T DB IEHRERTINSAREENHYET . RiTShdE TRIMNTIZ [TEO D EF
(Demo Initializing)] 7AAV M RREINET  RVVTEAETLTHS, yiavEERAL TS,

Demo
Initializing

BEEBNT T I 5L TRIMTIZ [TED % (Demo Ready)] 7AAVARIRINET  EHRINTLDIES (. RyT7vT
IyE—UNRTESNFET,

3. IFTUIDHBEIFETEDREHICEBMICEINET . [APIC B /12 (APIC Login)] 743> EFINY)voLTas A
Y LFEF (admin/Clsco12345) , [#iE1EER (What's New) ] iRy T 7T E#REEL., [SHROT UKD AvE—F RRLAL (Do
not show me this again at logon)] #:#iRL. [FAL%(Close)] #9)vILET,
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5 Inc W Getting Started Exp
New Look-and-Feel What's New in v3.0 (@ Configuration Guides 33
New Ul Features: Clone, Share, Port
Configuration, Alerts, and more APIC GUI Tour - Tabs (3 Knowledge Base Articles (B3
MukisSte APIC GUI Tour - Icons and Admin Menu (3 APIC Communities
First Hop Security
Dot1x APIC GUI Tour - Day-to-Day Tasks (@ I
PTP Support
Online Videos (YouTube™) (3
ACI Graceful Decommission and Recommission Online Help @
QinQ Encapsulation Mapping to EPGs View All Tutorial Videos 3

New Hardware Support Troubleshooting (B

View All Release Notes Documentation (B3

t show me this again on logir I

4., EEOAZa—0 [777)vo(Fabric)] Z&IRLET,

|

5. EEDYTAZa21— N\—D [/ (Inventory)] #9)vHLET,

6. ERIDA=2—T, [77T VY A0 3—yT (Fabric Membership)] #9U w90, 4 DD TINAANRTINTINSIEERETL
FT (P PRLRIZELZZZBENHYET ), TEP-1-101 LARTINZIMEE (X, Gk B #SBLTI7IUvIEHRELET,

-~ @0 00O

mm
cisco Ap[(";

Admin

Fabric
Inventory | Fabric Poicies | Access Policies

ory @ = © @ Fabric Membership

P Supported SSL Certificate  Status

Serial Number & Pod ID Node ID Node Name Rack Name Model Role
Model

F 77T VVIDRIICIE 15 REENMNBIEABHYET . 15 DB T BANOT (0T 2L TRTDT /NS ZAEHENLZNIEN
HYUET . RDIF— Avt—IDNRTENDGEENHYET,

%% APIC (apic.dcloud.cisco.com) =
alran 3 i
ritical '
cisco AP|IC BN Tenants  Fabric VM Networking  L4-L7 Services ~ Admin  Operations Apps ® Critica o
QuickStart | Dashboard | Controllers | SystemSettings | Faults | ConfigZones | Events | Audit Log The cluster contains less than 3 in-service controllers. II

Please backup the cluster and do not make use of the
fabric in this state for production.

© Fault Counts By

System Health

Zo0 m ECIETAr [J Hide Acked Faults [J Hide Delegated Faults
© () (O]
SYSTEM WIDE 2 1 1 0
v Access 0 1] (1] 0
S
A External 0 0 0 0
0 0 0

No stats data to display... Framework 0

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 5/42 R—2



Cisco dCloud

)4 1. APIC DRTLOHMELS LUIRE
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HEIZDWTERBALET,

FIIR

DATLANILR By aR—F

a?

1. (FEBEVTOVEWNMESR) TE 7—2XT—avhs, [APIC B4 42 (APIC Login)] 74> ksl % 41)w4 LT Application
Policy Infrastructure Controller ZfE, B 12 LFE 9 (admin/Clsco12345),

2. A=a— N—@ [V RTL(System)] #9UvIL T, [V ATLANILRE YL 27R8—F (System Health Dashboard)] #&RLET,
TO—NIVEBEREE IRETOT AL TS Ea—IZZTRTOIATL AVR—RUMNEEN TSI EZEHBALT
<F=&ELY,

—BEBEA—ZRTLET, COE2—IE, —TALSNI=T T U —2av LA LD ARE. BLUMEBERBELRBIRESAKIC
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BALEY,

o Z7IVYI AR
o RERBELYERE~DES
DRATLEERBLVEEDAVR—RUEDAIIR RATHAERAVIZRTENEZEERLET,

BRAVICIF. I5—DHAHTYTHICEERARTEINSGEERLET,

dsee Al i Q O O O

® O ©
e DRAT L AJLA(System Health) #ya — sveTeM wie » 28
R—F — AClI 777V vH DREXFRIIT
HS5o49h%FR, RFAS R DEEED 4 (Faults
Counters By Domain) — LA )L
time ' ' - BEURAURIOEEH.
urzo0
- SATHOMBEAYLS (Faults

Counters By Type) — LAJL

TS LA (Health) — O iR—HRU MBI D AT L IS
ATk AILA (Health) — AV R—R OB O AT LIKREIZET 5 B LU ST OB,

HU—ER. FULA DU L TEHMTERER R AR,

th < O

3. AJLRRITA 0D [)—T 1(Leafl)] #FTILI)vHILET,

4. [)—7 1(Leafl)] 74 RIT, [NILAR(Health)] #TE 9 vI0L. ANILAR XATH 90 O [#EFHR) S —IT T 4T+ (Equipment
Policy Entity)] ER=MNRRSNDIETFICRYO—ILLET,
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Leaf - Leaf1 (ID - 101) (]
Dashboard Topol Configun Senoral Faul Troubleshooting MHiston
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-

®0 O
nu none Il Layer 1 Physical In

60
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tow & Context
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| ssecmm
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| S o m
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low Network Connection

® ©
3

max Equipment Policy En.

W

@0
I |

5. [EEZE21yHLT [#3RK) > —(Equipment Policy)] ZRBFHL. EENRINTVWIEREBERTLET.

max; Equipment Policy En... max Power Supply Group ...

ops psgp
O © O ESLO
Ei i

6. BEE®D 1 D22HV)YIL, RRESNI=AZ21—T [EEZ KRR (Show Faults)] 7 vILFET,

max Power Supply Group ...

Update Heaith Score Impact Policy

7. RESNIE-RTHEEOHMEHEIELES .
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Show Faults (X
Faults
S —

«» >0 8 O o &
= Acked Causo Creation Time Affected Object Description [ #]
O | equipment=psu=mi 2017-09-12T07:28:5 topology/pod- 1/node- Mo peu detectod -

1/syslops/osgn

4 1 3

Page |1 of Objects Per Page S ’ Displaying Objects 1 - 1 01

8. [EE#ZXRR(Show Faults)] 94V KHZFHALEY,
AIRESEUONST IV a—Ta08

1. [#4E (Operations)] #5voL. [FST IV a—T 129 74 —FE 2—(Troubleshooting Wizard View)] &R RLET .

Ao’ APIC - QOO OO
cisco  AP|C Syste Fabric VM Networking L4-L7 Services Admin Apps

Visibility & Troubleshooting | Capacity Dashboard | ACIOptimizer | EPTracker | Visualization

2. [tviar % (Session Name)] 74—JLRIC tsw_sessionl EAALFET

3. [tviarHAF(Session Type)] I& [T FARA >~ (Endpoint to Endpoint)] D EEIZLET

4. [EiBA (Description)] 74—JLKIZ, Troubleshooting Session 1 EAHALET,

5. [E{E7T(Source)] Z4—JLRITEET IP PRLRELT 10.193.101.14 EA AL, [#RFR (Search)] #9UvILET . #EREVVILET,
6. [5E5t (Destination)] Z4—JLRIZFE5E IP 7RLRAELT 10.193.102.17 EA AL, [#F (Search)] 29y ILET , #EREIVVILET,

- R o ]
Leame Tenant Application G
,

Time Window [ use fixed tine

atest Minutes.
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7. [ (Time Window)] £492a> T, ROy A 2 ERAL TRy 3y O (9) #RINT 5H . [ (Time Window)] KOy
THEYT [EERZIZEEA (Use fixed time)] FyoRyIREAIZL. [FBEEZ]: (From:)] & [#& THEZ: (To:)] OFZIZEERL
T [BR%R (Star)] REVEI)ILETS,

APIC 34T TN a—Ta4oJ %Rl RET L AL EICHENMRODEBELET,
ML aA—T1T yPay

LRTICAALIZRE T LR ADERICE SV REMROSARTEINET,

1. MROCEBRDEEEZRTITDIICE. ZOMROCOEROTAIVEIIVILET,

Spine Spinel (pod-1/node Spine Spine2 (poa ode

i _ _ e,
Source Endpoint
Gttty @ :

Destination Endpoint

__Eoiadea

2. TRTOEEERTTDICIEAEEDI«RD DELIZHS [VRR(List)] 74> #9)voLET,

Faults - All Faults

3. [FEE(Faults)] 214 FOZEFCET,

Fov7 ietiasR

OtV av TR REBEMROS LDy FOVTEHERELET,

1. YAF A=2—0 [FOyT/#keHEER (Drop/Stats)] #9)vILET,

2. HREMROCEEIELET, ML, BID [FRO (Topology)] 94V KD RRERETY
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Visibility & Troubleshooting (7]
© tsw_session_1 «|z=a q
A Fauks @ Mo stats wvaiaie @) Mo arop

» =

Spine Spine (pad-1/node- Spine Spine2 (po

Leaf Leaf Leaf Leaf2
pod-1/node- [pod-1/node-
101) “emine 1/} 102

Sol Endpoint
IP: 10.193.101.14
MAC: 42:90:BC:C4:00:00

- Destination Endpoint
1P: 10.193.102.17

MAC: 43:CD:BC:C4:00:00

3. TXRH W ARRSNTLWDERBVNTAAVEIIVIL. EDTNAREIF/—FO#EHERERTLES

Statistics - Leaf1

>

[[] Show stats with zero values

Time Affected Object

Value
a ’ ’017/09/12 08 DTN T o1

=

AVRSHIME EPG(IVRRAUM FIL—)BISERSNET, TORICHARIAVSIERLET,

Visibility & Troubleshooting (7]
© tsw_session_1 «|la a & =
l"w Source Endpoint — Destination Endpoxml [ ) Destination Endpoint — Source Endpomtl
ode
¥ Filter ID: tswOctret2_Filter from tswOCtx0BD1epg2 1o tswOct08D0epg0 [
‘‘‘‘‘ Pro LDest TOP Acton  MNodes  Hts
Fiags
o Prowcol  LeSc  LADest  TCF Acton  MNedes  Hts
Flags
Wfo Prowcol L4 S L4Dest  TOF Acton  MNodes  Hes
Flags .
Leaf Leaf2
pod-1/node-
Destination Endpoint
®:10.1 02.17
MAC: 4. ):B8C:C4:00:

Y ALK AZa—T [av k55 (Contracts)] 9 vILET,

2. [BEETIVRRAUE > FEH L R7RA >k (Source Endpoint -> Destination Endpoint)] RS X [2av kSohRRRTENET, /—

FID Ik T/ 2LEVMEETRENET,
3. [BEEIVFRAUE > FEIETTI U RIRA >+ (Destination Endpoint -> Source Endpoint)] Ry S R [ZIER CIERASE D H R TRRS
nFEY,
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L—RIL—F

ZDtIarTlE, ARETOraLERIC, I7T Uy IREBRN—RIIL— ETIILTFINRATEITLES,

F.COTEVANL—2aVRES D Cisco ACI 777w ITIE, IEIETMDIELET, DFYI—7 1 HSFRERRNETHZED
FL—ZRI—hELTRTEINFT (FOFLEHFETY)  APIC 2L —RIER/IA UMD —RI—bDHERFLET,

1. HAK A=a2—T [FL—RJL—F(Traceroute)] 9y ILET,

2. [FEbkajL(Protocol] FEYTE UG [ICMP] 22IRLET

Traceroute

Protocol: 'z.:m,: ‘

3. [B&E(Play)] KR53 ° #91)vHLThL—RIL—FERIRL. Ry T 7y T T [OK] &0y ILET,

" Traceroute

Spine Spine1 (pod-1/node- Spine Spine2 (pod-1/node-
103) 104)

#P: 10.0.136.66 #P: 10.0.136.65

| [rroesTeme ]

Leaf Leaf1 Leaf Leaf2
101) Tamina Shl/17 10z)
IP: 10.0.136.64 IP: 10.0.136.67

Source Endpoint Destination Endpaint
IP: 10.193.101.14 IP: 10.193.102.17
MAG: 42:9D:BC:C4:00:00

MAC: 43:CD-BC:C4:00:00

4. FIEABN=H RETNOIEEETORED/NANRTINET,
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Visibility & Troubleshooting
© tsw_session1 «a Q
A Fault

. — e
- —
ot _ <
-3 , "
v - 2
" " P 100688 ® 100846
Traceroute
Source Endpolnt - Destination Endpoint
. 14 - 10,193.102.47
© Time Window B ARI0N0SS o MAC: 62COBC:08

TrEVY hovs

TRV BOVBIEEETERERMD /T IMRENANIENIUMNFES  T7TIVVIEBBLIZN T IR DAD ATV NENET,
A—AIIZRAyF SN/ rykFhovbEhER A,

1. HAK AZa—0 [FrEYIHD 242 (Atomic Counter)] #5vILET,
2. [BE(Play)] ° #9V)wILThIURERRLET . TORIL TR DH 24 (0Ongoing Counters)] ZRLTULET, [OK] 20w ILET,
3. hIUBT—TIHNERSNBETH 2 nFLET,

Source Endpoint < Destination Endpoint &
Source Endpoint — Dastination Endpoint

Current Cumulative

Tx Rx Drop Excess Tx Rx Drop Excess

240 240 0 C 240 240 0 c
Destination Endpoint — Source Endpoint

Current Cumulative

™ Rx Drop Excess ™ Rx Drop Excess

240 240 0 o 240 240 0 o

4. ?—9§EE§EL/s [{g-u:(stop)] ° §7U\y7l/$j-o
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FUA 2. FIVr—avnEA

COVFIFTIE TFURETVID FADEERLTALT TV r—2av & B ALET . 7TV —2avI(CE 3 DDREE. I4bhb
Web, 7F)4r—3> DB BHYET . SO FHIATIE. BED EPG & BN HEEISEETEDLIICTT SV IMERLET .

REODFIETIE. 7TV —2avxybT—F D G B 1R T D -OIZLIRTERL = EPG 2. MIEERAS2 & VMM FAS % BN
LTH 5 VvPC ZERLET,

Web2App App2DB

FE

TFURBEUVTVYD FALDER

ZDEIAVTIE. TFUM VRF. LUV TVYD RASUEERBLET,

1. APIC D4R IDMyT A=a—T, [TFr(Tenants)] > [TFH2rDEM (Add Tenant)] #9voLET,

arafr
cisco  APIC System | Tenants | Fabric VM Networking  L4-L7 Services Admin Operations Apps

ALLTENANTS | Add Tenant leSun:h:_l common | TSW_Tenant0 | infra | mgmt

2. [TFUrOER (Create Tenant)] #4704 v X T, [& 8T (Name)] 74—JLKRIZ Tenantl EA AL, [E{E (Submit)] £ voLET,
3. RRENIz [Tenantl] D4V RO T HAK A=a—0 [RybT—F2 4 (Networking)] 9 vILETS,

4. [FybT—2(Networks)] YEED4 R T, [VRF] 7A4aV% [vkT—%5 (Networks)] 94 R IIZFS9 I LET,
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frarfes

alia
cisco  AP|C System [RCELEE  Fabric VM Networking  L4-L7 Services

5. [VRF O{EfL(Create VRF)] W12 RO T, [&ETI(Name)] 74—JLRIZ VRF1 EA AL, [E{E (Submit)] #5vILET,

6. [FYwP(Bridge)] 7A4ar% [#vkT—% (Networks)] D4 RIIZRSYS L, PAarH VRF O FREICR RSNBREDA(ZHE
BEINTWRIE. BEU 2 2DF7(AVHEICENRTRIN TSI EEHERLET,

7. REREShi= [TUYPRAL D IERK (Create Bridge Domain)] 942K T, RO FIEEZETLES,
a. [®&BT(Name)] 74—ILFIZBD1 EAALET,
b. [#5i% (Forwarding)] FAvF 4o hi [HiE1E (Optimize)] Z:&RLET .

c. [L3 &7 (L3 Configurations)] #7%& %) vILES,
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Create Bridge Domain (2 IX]

d. [+ EE%E@IJ \yabf*fj‘*‘yl*’&iﬁﬂﬂbiﬁ'o

—_

Create Bridge Domain (2 1]

e. [#—bhHzA IP(Gateway IP)] 74—JLKRIZ 10.1.1.1/24 EA AL, [OK] #5UvHLET,

f. £5—F [OK] &7UvILET,
8. [FUwP(Bridge)] 7AAVEAY I4VFIIZRSYSI L. VRFL RSN S 2 DED TV FAMUEERLET .
9. [®&#i(Name)] Z4—ILRIZ BD2 £EAAL.[OK] #9)vILET,

A

BD2 BD1

FTIUr—ay FAaI771IILDER

1. [FFrbk Tenantl(Tenant Tenantl)] 4L YARRT, [FFUr—3>FaT 74 )L (Application Profiles)] &2y, [7FY)
r—23oFa774 )LD YERL(Create Application Profile)] #2#IRLET,
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2. [ZFIVHr—3arFaJr74IILDOYERL(Create Application Profile)] #47A45 RyHIR T, ROFIEEEFTLET .
a. [4&HI1(Name)] 74—J/LRIZ WebApplication EAHALET,

b. [E{E(Submit)] 25y oILTT7TIr—ay Fairf/ILEERLET.

7TV —arFaTr 4L (Application Profile)] 94> RIZ(E. [EPG D{ERK (Create EPGS)]. [A> 54U D YERL (Create
Contracts)]. [VMM KA1 > D ek (Create VMM Domains)]. [#IER A( > D e AL (Create Physical Domain)] @ 4 DDt5L 3 h\dH
UET, CNODITRTOEREERTIETIE. V1R OO TERICEH S [EIE (Submit)] 91w LELNTLEZELY,

EPG DERK

DI AVTIE. 7T Ir—avDRERBITEIZ 1 D, 85T 3 DM EPG(AppEPG. WebEPG. DBEPG) #{ERLE T,

1. HAK 942K T[TFH2k Tenantl(Tenant Tenantl)] > [7FUr—33>FA 774 )L (Application Profiles)] ZERL.
[WebApplication] 4oL T [7 74— 3> OT74 )L (Application Profile)] 4> FH%ERRLET,

2. [FRBRP(Topology)] &9y oLET,

3. [EPG] 7A4ay 6 % [7FU)r—3>FAT74 )L (Application Profile)] D42 RIIZRSvS LET,
4. [7FUH—3ar EPG DYER (Create Application EPG)] #4705 Ry R T, RDEIFEETLET,
a. [®&7AT(Name)] Z4—ILRIZ Web EAALET,
b. [FUyZPKAL2 (Bridge Domain)] KA 9o i [Tenantl/BD1] Z:&IRLET,
c. [OK]&YYvILT.EPG EEMLET,
5 FlE2&3FBRYIRL, IBIT2 DD EPG(APP 4&U DB)#1ERLFET . App EPG DiFE (&, [Tenantl/BD1] #FERLFET,
DB EPG DB &I, [Ty RASL (Bridge Domain)] T [Tenantl/BD2] Z:&IRLE T,

VRSO RDER

ZDEHLAVTIK. 2 DDAV O EERLET,

RADAVESVMTHS App2DB (£, App FEEH DB BB SIFHREZIETEDLSIZLET , COIAVRSIRTIE. App BEE
A% Consumer, DB & AY Provider T9,

2 DDAV IRTHS Web2App a2 b5 E, Web BEEAY App BEB A SIEHREZIETESLIILET . OIS
2+ TlE. Web BEEAS Consumer, App BEBAHY Provider TY,
1. [avk5%k(Contract)] 7/ Comact % [P —32TF0OT74 )L (Application Profile)] 94 R RET RSy L,
&HIZ DB EPG EICEREHLETHL. SEIFIEETVANSMLT App EPG LIZEREHEFT,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 16/42 R—2
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SE:[Av 35Uk (Contract) ] PAAVMNRRENGZEVEE &, APIC D4 R oZEHERL TS,

2. AUMSIRTAAVDRIVY TUR FAOYTREEICTONGEEE, 3V M5O (Create Contract)] ¥4 7AJ R Y
AT Consumer EPG & Provider EPG AERIISEIRSNTULET  BIRShTUOWEWSGEIX, RO FIEBEERTLET .

a. [Consumer EPG/4} &4y —% (Consumer EPG/External Network)] REw & 9o hi
[Tenant1/WebApplication/epg-App] #&iIRLET .

b. [Provider EPG/RE} v kT —% (Provider EPG / Internal Network)] FEw &> h 5 [Tenantl/WebApplication/epg-
DB] Z:&RLET,

c. [arbZ%Y+4 (Contract Name)] Z4—JLRIZ App2DB EAHALET,
d. [F4NBEL(TRTORSTyo%E8]) (No Filter (Allow All Traffic))] FzyoRwoIREAZIZLET,
e. [+]EBEVIYILTI(ILE TUMEEBMLEY . ROKSICEHLTHS [E#H (Update)] &0y ILES
o [%& i (Name)]:sql
o [TA1) 7R (Alias)]:sql
o [EtherType]:IP
o [IP ZakajL (IP Protocol)]:tcp
o [FEFKAR—DEEE (Destination Port Range)] - [Bi#A (From)]. [#8 T (To)]:481, 481

o [EIETTR—b &R (Source Port Range)] - [B#A (From)]. [#8 T (T0)]: 481, 481
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Config Contract With L4-1.7 Service Graph (2 1<]

EPGs Information

Contract Information

Established =1k |

Cancel oK

f. [OK]Z&2UvILET,

3. [7FVFr—i3rTFOI74 )L (Application Profile)] D4 ROZEHERLET . CD 12K IZIE, App EPG & DB EPG OEIZHFAET
BaAVRSUMRIREINTVET,

J

Web App oe

4. 2 2B® [Av;SH(Contract)] 7Aav%E [FFVr—arFOo74 )L (Application Profile)] 94> RrIIZRSy S LET . S EIL,
[App] LIZEREDHETHS, [Web EPG] IZEREHEET,

5. [AYFSURDERK (Create Contract)] A4 7 AT R I A TRDFIBERITLET

a. BANTERSN TGS (L. [Consumer EPG/4V R4y k7 —% (Consumer EPG/External Network) ]
ROy F& 9o his [Tenantl/WebApplication/epg-Web] Z:&RLEY

b. ZHBRHIGERSNTULVELMEEIE, [Provider EPG/AE w7 —% (Provider EPG / Internal Network)] KB
THEHU B [Tenantl/WebApplication/epg-App] ZRIRLET,

c. [ark>%k4 (Contract Name)] 74—JLKIZ Web2App EAHLET,
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_________________________________________________________________________________________________________________________________________________________________________|

Config A Contract Between EPGs
EPGs Information

Consumer EPG / External Network: Tenant1/WebApplication/epg-We v 3 Provider EPG / External Network: Tenant1/WebAppiication/epg-Aps v (@ <

Contract Information

Contract @ Create A New Contract Choose An Existing Contract

Contract Name: AppCtret

No Filter (Allow All Traffic): (7]

Export Contract: [

d. [OK]&VUvILET,

6. [7FV7r—3a>TFaT74A )L (Application Profile)] 24 R OERRLET . SOV FDIZIE. 3 DD EPG ORIZHEETS

2 2DAVRIVIARTENTVET . BEIZKL T, FAAVBDOEZRMNIFEYRTENSET, V1V FIVRNTT (V%%
BEFEY,

Web2App App208

Web App

VMM KAAL > DB
ZDEHL AV TR RIER AL % App EPG & Web EPG IZBMLET,

1. [VMWare] 743y wwee % [7 T4 —arFOT 74 )L (Application Profile)] 4> RKIIZRSwS5 L, E#gA [Web EPG] 7443

(SO BETHHLET,

Web2App
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2. RERSNFE=FATOTRYHRT, [+] BEEY)YILT vCenter KASUZEBMLET .

Add VCenter Domain Association (2 IX]

il

&3
3. RESNIE=AA47O5RYIRT, [FAL> (Domains)] KAYFH oMb [My-vCenter] Z5&1RL . [OK] 2 vILET,

Add VMM Domain Association (2 ]

a»
4. [OK]&2UvILET,
5. 2 D2BH® [VMWare] 7AAVEAM Y D4R IIZETYT L, mfRAS [AppEPG] 7A VI DA BETHELET,

6. FIEIELA4EHBYIRLT. 2 DHD VMM DNSA—2EHRELET,
WIERAL DB

DY ar Tk, MIBR A% DB EPG IZEMLET,

1. [BareMetal] 73y Baemetal £112 U RYIZRSYS L, B#gA DB EPG] Z7AaVITDRMBETHRELET .

2. [+ BBESYVILT. MEF A% EPG [SEMLET,

—_
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- |
3. RIRSNTFZVAVEIDT YPERASD DINTA—3ZERTEL. [EH (Update)] 09I LET,
[VLAN K A4~ (VLAN Domain)]:phys
[/8Z (Path)]: Pod-1/Node-101/eth1/20

[7SRHA T+ L1k (Path Encap)]: VLAN 100

Assign Interfaces To EPG

4. [OK]&V)yILET,
5. [&EfE(Submit)] €0V vILTF TV r—ay TAI7A L OERERTLET .

Application Profile - WebApplication (-]
Topology Policy  Stats  Health Faults  History
100 O =
Contract  EPG uSeg  AnyEPG Baremetal VMWare Micosoft OpenStackKubemetes Laver2  Layer3

Relation Indicators

Configured B Operational

o o Show Al | JJ On Click

Web2App App2DB
Tenant1) (Tenant1) Provider —
Consumer =1
Provider (From Master)
Consumer (From Master)
Master EPG 1

Web App 0B
(WebApplication) (WebApplication) (WebApplication)

Submit Cancel
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UF)A 3. Python RVUTrEERALIZ L4-L7 H—E R T5TDERK

ZOIFIATIE, BRIHRE SNz Python RV TREFERLTEAZITVET , RYUTTIE, /—RIADUR API ZFIFHLT,
B—/—FDT57% 1 23 2T+ APIC RIZ 1 DERLET,

Consumer

Python RV TME. ROBEEEEITLET,
THUrDOER
TINAR 1ITr—2DAR—b
L4-L7 T/NL RDYERL
o BETFNAADER
o WEAUI—TIARADIER
H—ER TSTDER

AVRSHRADHY—ER FS5T70EM

FIR

Python X2 T+DELT

=

[Cisco ASDM-IDM S F+ (Cisco ASDM-IDM Launcher)] 742> I

Provider

=5 T )LDy LT, ASAV DIR—LR—UERHEEET,

2. A% 4>L(admin/Clscol2345)  £Fa) T DEENRTINTZS [#E1T (Continue)] #5)vILET, [OK] &5 vIL T,
[B45 12 B (Login History)] BRI TER N EEREELET,

| Home
| EXDevice Dashboard | € Frewal Dashboard

vice List

8 Device Information
=l | General License Virtual Resources

= HostName:  Asav

ASA Version:  9.8(2) Device Uptime: 0d 3h 15m 0s
ASDM Version: 7.8(2) Device Type: ASAv
Firewall Mode: Routed Number of vCPUs: 1
Total Flash: 8192 MB Total Memory: 1024 MB
VPN Summary

IPsec: 0 Clientless SSL VPN: 0 AnyConnect Client(SSL,TLS,DTLS): 0 Details

System Resources Status

Total Memory Usage  Total CPU Usage Core Usage  Details
Memory Usage (MB)
— 5

10:45 10:46 10:47 10:48 10:40

Interface Status

| interface 1P Address/Mask Line
|management 198.18.128.100/18 O w

Select an interface to view input and output Kbps

Failover Status
Failover not configured. Click the link to configure it.

Traffic Status.

Connections Per Second Usage

Link
O uw

Kops
1

Confiqure

»

10:456 10:46 10:47
MuUoP: 0 M TCP: 0 M Total: 0

o

‘management’ Interface Traffic Usage (Kbps)

10

10:45 10:48 10:47
M Input Kbps: 0 OutputKbps: 1

10:48
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22/42 R—



Cisco dCloud

3. ASDM D1 kD% &/IMELET,

4. vSphere 7A4ax

\Sphere Web

SR £ AL TTRYMyTMS vSphere Web 5147 bEEEIL ., [Windows v ar DRAIEERAT S

(Use Windows session authentication)] Fxy IRy I AMNA 2> TSI EFERLE T, [BY 1> (Login)] &9 vILET,

5. TEVA —Yay D—HRF—avhi, [Application Policy Infrastructure Controller] 74> FoZEREET,

a. APIC ABILTULVELMES L. [APIC A% 12 (APIC Login)] 7 1. sl %#4')% LT, Application Policy Infrastructure
Controller #EEILET . RyT7YTT [LIUVR(NO)] VUV ILET,

b. LT+l (admin/Clscol2345)#fFRALTAY 1 LET,

6. byT A=a—® [TFh(Tenants)] €9 vILET,

7. HIAZA—T[TRTHOTFURALL TENANTS)] #9UvILET,

8. T—HRT—1arvDBAHIN—T,[PUTTY] D a—rhvk £ =) oLTT IV r—avERE, [toolsl) &5 T Iy
JLTHREFESN Y avEO—RLET,

Category:

& PuTTY Configuration

-- Session
Logging

=) Terminal
Keyboard
Bell
Features

=) Window
Appearance
Behaviour
Translation
Selection
Colours

=} Connection
Data
Proxy
Telnet
Rlogin

+- SSH

Serial

About

Help

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port

[ |2

Connection type:
ORaw (OTelnet ORlogin @SSH O Serial

Load, save or delete a stored session
Saved Sessions

Default Settings A Load
APIC1

APIC2

APIC3

UCS Director

UCS Manager

tools1 S

Save

Delete

Close window on exit:
OAways (ONever (@ Only on clean exit

Cancel

9. PuTTY IZE4 1> L (user01/user0l) . PUTTY 42K & APIC D4 RO DEANRKRTEINDESICERELET,
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ALLTENANTS | Add Tenarn | Teners Seorch: [ ERIREERRGREE | Témx! | comwon | Wb | mgm |

10. A YK SAU M5 Jrequest.py Scripts/Build_All.cfg EAFL. Enter Z3LET,

3¥:Python RZYTEHAE XML RYYFhEO— LT BEE(C XML I—RERFTBICIE. £
RBOITUFORDYIZ . /xml_request.py Scripts/Build All.cfg #HEALET,

B userd1@rhelT-tools:~ — m} X

Chld.Build All.cfg RVYTED XML HAD—EHOHITY
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Build_All.cfg RVYTME, —&D XML RV TrEFERAL T RELAREFIEEZETLET . CORIYTHE, & XML
AOVTEOET—BELL T 518, 1—H (% Enter ZILTRIVTMEEITTHH, FlE s EAALTRYYTMERFYTL,
VAP —FEFERALTH IO IIMNERTET DIENTEFET . RVYTMEITHIC, RVYTFOETHBITONTO R B HREAA
RRENFET , £  APIC VAU R DB T LB LTEHFEINET  RVVTMNERICE T THE BTIERYI—F 200 A EIE
[CRTENFT,

2 userd1@rhel7-tools:~ o O X

11. TFUMEERLET,

a. APIC D [§RTOTFUr(Al Tenants)] D42 RO T, TFHUb YAREHERLET ., O F VA 1 2 TIZETLTWSE
BlIE.TFHFURVRMETFERDIEAHYET,

All Tenants

common

mgmt

FE:TSW_Tenant0 TFHUMAFEELLGWNES (I, T7TVvIAREENTOER A, FIRZEDH DA, R B E2SRBLTI7IUYY
DRHERITLTZEN,

b. PuTTY 12 RIIZRY. TRYYFMTenant.xml #0E Y 5154 & Return 2L, CORII T+ ERF VT 515
&1EMs1Z A AL T Return 3L FE T (Hit return to process Scripts/Tenant.xml or press ‘s’ and return to skip
this script) I7B> 7T Enter ZLET

c. Sales TFUMMEREN, APIC DT FUk URMIERENET, BEICHLT, [EH (Refresh)] & #45yvsL T,
FFok YRMIERTREEET (T H—/BIDOITS5—(Server Side Error) | A vtE—UAE RSN -5 E L. B BE->TH
5353 —EEH LTI,

All Tenants

mgmt

d. APIC TF+>k YRFT [Sales] Z&TILHYvHLET,

e. [TFhk Sales(Tenant Sales)] > [v+tT—F> 4 (Networking)] > [7) ¥ KAL 2 (Bridge Domains)] T4L k%
BEL. SalesBDDb. SalesBDApp. SalesBDWeb D& TP KASUHERSIN TSI EERLET,
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f.  [TF>hk Sales(Tenant Sales)] > [#vkT—3F>4 (Networking)] > [VRFs] 74 EEEBRL. TS5AR—k RybT—4H
@ Salesctxl BMEFSNTZEERLET,

12. ROFIBIZHST. TR 195—DFAVR—ALET,
a. APIC Dby A=a—mi5, [L4-L7 —E X (L4-L7 Services)] Z:&IRLET,
b. by TDOYITAZ21—T [/ — (Packages)] #EIRLET
c. [L4-L7 H—ERT/INAR 24T (L4-L7 Services Device Types)] 7H4ILFZREL. /\vr—U AN EERLET,

d. PuTTY D1 FIIZRY, [R5 FMasa-device-pkg-1.2.4.8.zip I BB E (X Return 3L, CORYYTRERFY
T 515E1&Ts1% AHALT Return Z#LFEF (Hit return to process Scripts/asa-device-pkg-1.2.4.8.zip or press ‘s’
and return to skip this script) 17O 7T Enter ##LET,

e. CISCO-ASA-1.2 TINAR \yr—UhMERiEh B &, L4-L7 Services Devices TAL IR [CRTRENET,

i

13. ROFIBIZHEST, TN R ISR EERLET
a. APIC 94 RODRyT A=a—nmi [TFH 2k (Tenants)] Z:&IRLET,

b. T DHITAZ1—T [Sales] ZEIRLE T, [Sales] MY TAZ1—IZRTREINGEWNEEIX. TFUM UARNTETILIYYY
Li?o

c. [Y—ER(Senices)] > [L4-L7] > [T/ 1R (Device)] F+ILFERBEAL., T/AAR ISREMNENZEERLET

d. PuTTY D4 RDIZRY, RS FhCreateDevice.xml Z0E T 3154 & Return L. CORIV T E=R¥v T 554
[&Ts1% A 7L T Return 3L FE S (Hit return to process Scripts/CreateDevice.xml or press ‘s’ and return to skip this
script) I7AV 7T Enter #3LET,

e. IPATIA—I TNAR ISRENEREN-CEEHERLFET

14. ROFIBIZH->T, FPFVr—23y FRIZPAVEERLET,
a. Tenant Sales TALYNIDFEE., [F7T)r—a>FaI74 )L (Application Profiles)] ZBRLET . COTHILFIXETT,

b. PUuTTY 4RI RY., TR TR CreateAppProfile.xml Z0IE 9 515 & & Return L. CORVYTFERF VT3
B&I1EIs1Z A AL T Return 3L ET (Hit return to Process Scripts/CreateAppProfile.xml or press ‘s’ and return to
skip this script) I7A> 7T Enter Z#LEY,

c. CoolApp OF7FVr—3y FAJ7AILHBMERESNEE, COTALIRIZRARYTShET, [CoolApp] > [F TV —3
> EPG (Application EPGs)] R HL. EPG([EPG App]. [EPG Db]. [EPG Web]) Z&-RLETF , [CoolApp] #5JwoL.
[FRBT (Topology)] 24 yoLThRASERERELET,
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Lo Wet

AN

15. RDOFIEIZH->T. dbCtrct A b5 kE webCtret AV MSOMEERLET
a. [TF>hk Sales(Tenant Sales)] > [A> 5%k (Contracts)] > [#£%E (Standard)] ZEELET,

b. PuTTY 4> RJIZRY. TR41) T CreateContract.xml Z4LE 3 515 L Return 3L, CORI) T ER Xy T§ 515
&1ETs1&# AL T Return 3L FE (Hit return to Process Scripts/CreateContract.xml or press ‘s’ and return to skip
this script) I7B> 7T Enter ZLET

c. AVKSYLA [av bS5 (Contracts)] IZMERENET, BEEEFH LGV E FLL IV ISIMMRAYICR RSN
WMEENHYET,

»

_::_ ~ Name Alias Scope QoS Class Target DSCP Subjects

]
G‘
16. RDFIEIZHE>T. Webgraph —E R S57%ERLET,

a. Tenant Sales TaLYR)DFEE, [H—E X (Services)] >[L4-L7] >[H—E X5 577> FL—k(Service Graph
Templates)] #RBELET, COTHILFIEETT,

b. PuTTY 4> RIZRY. TR T CreateGraph.xml #4LE$ 515 & Return 2L, CORVI T ERFYTT 5
IZ1&Ts1% A AL T Return 3L E S (Hit return to process Scripts/CreateGraph.xml or press ‘s’ and return to skip
this script) 170> 7R T Enter ZLZEY,

c. [P—ERYZTTUFL—k(Service Graph Templates)] Z74/LA . [#HE/—F - N1(Function Node - N1)] 7 F«L
Jh)EEBIZ FWGraph BMERENE S . CORVYTRE R—F TOI7 ML EBERE TV aLET .

d. [#8E/—F - N1(Function Node - N1)] # BT L. EREN AT VM RREINET,
e. [FWGraph) #9voL., FMRADCEERLET .
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Tenant Sales @@ = © | L4-L7 Service Graph Template - FWGraph

> O Quick Start
v [ Tenant sales
> Il Application Profiles
> [l Networking
> [l Contracts
> [l Policies
v [l Services
v il La-17
[ service Parameters
v [l Service Graph Templates
I | v @ Fwaraph

> B Function Node - N1

> [ Router configurations

> [l Function Profiles

Cisco dCloud

N1

Topology Policy
Consumer Provider
Firewall

Firewall Information
Firewall: Routed
Profile: WebPolicyForRoutedMode

Route Redirect: false

17. vSphere Web 934 F7k D4 F AT VILET,

18. [Fyh7—F2 %5 (Networking)] Ea—MFEREO—RFENTLVEWMES L. COEL—%FEET,

vmware* vSphere Web Client fi= Updated at 1237PM D) |

Ctri+Alt+1

- .

| ® | @ 8B
(#! vc1.dcloud. cisco.com
- FJOCIOUO-DC
v [J) dCloud-Cluster
{@ vesx1.dcloud.cisco.com
g vesx2.dcloud.cisco.com
v @ L4-L7-Services

P Hosts and Clusters Ctri+Alt+2
@ VMs and Templates Ctri+Alt+3
Ctri+Alt+4

mul -
lobal Inventory List tri+Alt+7
ma(LbGODa ventory Lists C
en¥l =3 Policies and Profiles
Sen
like & Update Manager

mat
@y asav . I3 Cisco ACI Fabric
sysl & Administration
Wi
. P !
3 ] Tasks '
0 x g - (@ Events
Recent Objects x| & ni
- — §’ Tags & Custom Aftributes
Viewed Created e
‘ ) = @ New Search
{3} vc1.dcloud.cisco.com Task »uq [ Saved Searches [
Bl AClaud Clictar Check i )

19. [vcl.dcloud.cisco.com] > [dCloud-DC] > [My-vCenter] > [My-vCenter] #ERL. [CoolApp] H—E X FOT774M/LE EPG Y

vSphere IZEREN TSI LERERLET,
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_________________________________________________________________________________________________________________________________________________________________________|

o ] a8 e
w (5 ve1.dcloud.cisco.com
w [l dCloud-DC
w [JMy-vCenter
~ ms My-vCenter
édc:oud\éSA_Fwe.ua! ctxdCloud_defaultdCloud_defaultjoutside
éGC\on.d\dCloud_de‘au!:\App
gmdC:opd\dCiouc‘de“au!t\DB
& dCloud|dCloud_defaultjWeb
5M,-urCenter-D‘u’Up\\n%5»53
éqdaranme
2 Sales|CoolApp|App
2 Sales|CoolApp|Db
éSawes\Coc‘Ap: Web

& Tenat1|We c
& Tenat1|WebApplication|Web
€ Services Network
€ VM Network

20. ROFIEIZH>T. Sales TFUMIY—ER F57%EMLET,

a. APIC 94 RIIZRYET, [T+ (Tenants)] > [Sales] DFEFE. [Y—E X (Services)] > [L4-L7] > [BEAZhT=
95742 R4 X (Deployed Graph Instances)] ZRBHELET . COIAIILFEETT,

b. PuTTY 4 R9IZRY., T X4 T HAttachGraphToContract.xml Z LI Y 515 & (X Return ZH#L, ZORYT+%E
AFxvTT55EFs12AHNLT Return Z3#LET (Hit return to process Scripts/AttachGraphToContract.xml or
press ‘s’ and return to skip this script) 17027~ T, Enter Z#LET,

c. RVUTIDETTHETHRELET  B&EFI1+%FRT webCtrct-FWGraph-Sales A% Deployed Service Graph
TeLoMJIZROYTENET,

21. [H—E X (Services)] >[L4-L7] > [BEA SN T=TTT74/4 2 X2 X (Deployed Graph Instances)] 74 /LA %&5)vILES, A~ b330k
M EAEH (applied)] DIKET—ERFTINET,

@ = ©  Deployed Graph Instances
Service Graph Contract Contained By State a Description
WGrzph webCtrct Tenant Sales applied

22. ASDM D\oRy T 7y I hERSN . RENEHL TORNWIEAREINET, [$F CEH (Refresh Now)] &5 v o LIELTL T2
AN
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[ ASDM Configuration Out of Sync

Changes were made to the running configuration via the CLI or by another ASDM
user that are not currently visible in ASDM. It is recommended to refresh ASDM by

getting the current copy of the running configuration from the device.

A

Do you want to refresh now?

23. vSphere Web 9547V MIRYET COITAT7UMIIEH LLVKR—

w [ vc1.dcloud. cisco.com
v [I3 dCloud-DC
w [ZJMy-vCenter
EM-, -vCenter-DVUplinks-182
& quarantine
o Sales|CoolApp|App
2 Sales|CoolApp|Db
2 Sales|CoolApp|Web
& Sales|FirewalictxSalesctx1SalesBDAppjoutside
Sales|FirewalictxSalesctx1SalesBDWeblinside
€9 Services Network
€ VM Network

24. vSphere Web 951472k 24 RN TEIZHS [RIEDHAY (Recent Tasks)] RAUT, FHLLVR—F TOT7 M ILER

I ASAV ITEBINT AR VEREELET,

b FRTFAILHMERSNTULVET,

18

e

Task Name Target Siatus

T AIn

Add Distributed Port Groups &= My-vCenter +  Completed
Add Distributed Port Groups My-vCenter + Completed

1y Completion Time

Initiator Queved For Start Time
VSPHERE.LOCALM. .. 2ms | 9202017 12:42:13 . | 91122017 12:42:13 .
12ms | 91212017 12:42:13 . | 9122017 12:42:13

VSPHERE.LOCALMW. ..

25. vSphere WA —3> /A—T, [(kA+EHUS R4 (Hosts and Clusters)] #4919 LET,

26. [ASAV] #45YwHL. [¥=)—(Summary)] 275y L. [REBI/\—F 7 (VM Hardware)] #BRAL T, BT /\—F

VIVREERRLET,
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4 Back

L @ &
v [/ ve1.dcloud.cisco.com
v [l 9Cloud-DC
v [ dCloud-Cluster
g vesx1.dcloud.cisco.com
[@ vesx2 dcioud.cisco.com
v @& L4-L7-Services

| Summary | Monitor

Configure

Permissions Snapshots Datastores Networks
ASAv
Guest OS Other 2.6.x Linux (64-bit)

ESXi 6.5 and later (VM version 13)

Not running, not installed
More info

Compatibility
VM are Tools

DNS Name
IP Addresses
Host

O &

vesx2 dcloud.cisco.com

A\ VMware Tools is not installed on this virtual machine

B VM Hardware [}
» CPU 1 CPU(s), 54 MHz used
» Memory L ] 1024 MB, 122 MB memory active
» Hard disk 1 1.00 GB
» Hard disk 2 8.00 GB
» Network adapter 1 Services Network (connected)
» Network adapter 2 Sales|FirewalictxSalesctx1SalesBDApploutside (connected)
» Network adapter 3 Sales|FirewallctxSalesctx1SalesE /ablinside (connected)
» Network adapter 4 Services Network (connected)

27. RFETI Y ASAV EEVUVIL. RyT 7y TRRESNAZ2—m5 [RTED#HRE (Edit Settings)] Z2:E&RLET S

28. [*ybT—Y7HT4H 2(Network adapter 2)] LU [RybT—o 74 T4 3(Network adapter 3)] 91 vI LT, MAC 7RLRER

RLES,

(1 ASAv - Edit Settings

Virual Hardware | VM Options | SDRS Rules | vApp Options

» @ cPU (i)
» 3 Memory

» £3 Hard disk 1 1 =~ | GB
» (3 Hard disk 2 8 -1 |G8

» (@, SCSi controlier 0 LS! Logic Parallel

» jll Network adapter 1 Services Network
~ §@l Network adapter 2
Status ¥! Connect At Power On

Port | 24

_

Adapter Type
MAC Address

~ §ll Network adapter 3
Status ¥] Connect At Power On

Port ID 32

R

Adapter Type

MAC Address

Sales|FirewalictxSalesctx1SalesBDA

Sales|FirewalictxSalesctx1SalesBDV

-

] Connected

¥ Conne

V] Conn

cted

cted
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29. APIC 1 KRYIZRYET, [TF b Sales(Tenant Sales)] > [—E X (Services)] > [L4-L7] > [BASNI=TSTAVREV R
(Deployed Graph Instances)] TG, [webCtrct-FWGraph-Sales] #49)v L. EASNIzH—ERX F57DOMRACEHERLET,

30. [webCtrct-FWGraph-Sales] #ERiL . [#&E/—F - N1(Function Node - N1)] 29y LT, ASA [ZX T 3R EEXHEELET,

@ @ © | Function Node - N1 ©0

31. ASDM 1 RH%&BKIEL. ASDM ORI 7yT T [T <CEH (Refresh Now)] &9yl T, RREBEHLET.

Interface Status
Interface IP Address/Mask Line Link Kbps
externallf 20.20.20.50/24 © uwp © u 0
internallf 30.30.30.50/24 © w © w 0
management 198.18.128.100/18 © w © w 2

Select an interface to view input and output Kbps

32. ASDM N T, [E%7E (Configuration)] > [Z74 74— JL (Firewall)] > [F 7+ X JL—JL (Access Rules)] [CBEEIL. 12/ A\ IV ED
FHOER JAMREET IMADUREDT IR YRARRED. ASA [TERSNTVBTIER IL—ILE—BLTWAILEHRLET,

[7OtERIL—IL(Access Rules)] RAVERKRIEL T, L—ILEREEFHERLET,

32/42 R—
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[ Cisco ASDM 7.8(2) for ASA - 198,18.128.100 - O X
File View Tools Wizards Window Help Lfoe ok o sesrch 2l
' [ '
3 F i ) Forw @ |
@ HWE-D Monitoring | 1) save (@b refresh | Q) Back () Forwsrd | D e cisco
[;J|' 4 Confiquration > Firewall > Access Rules 'E| Addresses | Services | Time Ranges |
3 e ="
] ‘Add'@Ed‘t‘DEblE‘f “‘-lx hn"QFdeDiagrangxport [ g 7
® § Add - [ Edit i Delete | @ Where Used @ NotUsed
£ +@, Service Policy Rules Source Criteria: i
2 || g asARules # Enabled Filter: Filter |Clear|
F 9 citer Rules Source User Security Group "
= Ethertype Rules i externallf (2 incoming rules) Name ~
Public Servers i @ any [=- Network Objects
£ URL Filtering Servers { -}
= 2 ] a
Threat Detection s = M @ =l = - G any4
- Ientty Options \—;I .F internallf (1 implicit incoming rule) Sy
Identity by TrustSec 1 @ any s ¥
4§ VM Attribute Agent =) B internallf (1 outgoing rule) =R SXieail netharke)

* otnet Traffic Filter |t @ any i ,ﬁ internallf-network/24

& bects _F management {0 implicit incoming rules) "ﬁ management-netiork/ 13

[ , Unified Communications - bl !

263 Advanced =] _5 Global (1 implicit rule)

{5 § @ any

Remote Access VPN

gg Site-to-Site VPN

e < >

E% Device Management

» Apply Reset | advanced...
admin 15 3| 8 nzn7 u2108PMUTC

33. APIC 94 R IIZRY. MAC ZRLREIEELWLVR—k TOT7MILDARRSN TSI EEZRERLET,
a. by7 AzZa—7T, [RERYET—F2 4 (Virtual Networking)] > [/ A2k (Inventory)] #9') w9 LET,

b. [VMM KAAL> (VMM Domains)] > [VMware] > [My-vCenter] > [3> kA—3 (Controllers)] > [dCloud-DC] > [/\A 78—/
A4 (Hypervisors)] DJEIZERIL . [vesxl.dcloud.cisco.com] D T D [{RA8 < > (Virtual Machines)] &.
[vesx2.dcloud.cisco.com] D T D [{R#E< > (Virtual Machines)] ZBIEET (ASAV [ELWT M DRRMMZHYET),

c. [ASAV] £V YILTINGA—FERIRLET  FfzITBMSNhIzAR—k FOT74/)LH, BINEh iz [(R—+TL—T
(Portgroup)] Z4—ILRIZRRESN TSI LERERELET,
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F1)A 4. NX-OS R44)LD CLI DfEA

APIC CLI [& NX-OS ERICHEEREIZED CLI &> TLVET . 20 NX-0S XA2A4 )LD APIC CLI [ZIE. APIC LD HD ACI EF
IEEZBEMICTERTEDLSICT AERMIMAARAENTNET, o, REICHITH—EMZHERT SO DBRE#EELFEH>TL
F9, COMBEICI>TEZTDFDCHENRNET,

ZDYFIATIENX-0OS REAJLD CLI Z{FAL T, Cisco APIC 23R 7T)r—avE%ELET,

EZDOUFIATIENX-OS EREIHRIC Tab ¥—& 1 F—Tav R BEMENRITINET,

App2DB Web2App

A

:
/
e O

De App Web

FIR

1. [wkstl] DBRZN—M5, [PUTTy] 94K r& FHEFET PUTTY DAV RINFIDSFIADSEINIZFEEDIHE(E.
BRYIN—T PUTTY Da—bhvbEED)vIL, RRENTF-AZ2—H5 [PUTTY] ZEIRLET, [PUTTY BRE (PUTTy
Configuration)] 94> KT [APIC1] 2% T ILIUvIL., EF 1 UTAZERRTINZHTRT [[ELV(Yes)] #HUvILET,

= PUTTY Configuration ?
Category:

[=)- Session 3 Basic options for your PuTTY session

ST Foglgxng Specify the destination you want to connect to

(=)- Terminal
Keyboad Host Name (or IP address) Port
Bel 2
Features C_onnection type: = s .

&) Window (ORaw (O Telnet () Rlogin @ SSH () Serial
Appearance Load. save or delete a stored session
Behaviour
Transdationi Saved Sessions
Selection
Colours [ Default Settings N ol

(=~ Connection [APICT
Data
Py APIC3 Save
Telnet $'C?CI)FI,.S Delete
Rlogin LUCS Director v

- SSH
el Close window on exit: -
() Aways () Never (8 Onlyon clean exit
About Help Open Cancel
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2. [PUTTY] D4R T, APIC IZRY A2 LEF (admin/Clsc012345) , INAT—REA N T B, XF[ERFTShFEL A,

3. APIC D4 KR IIZESH APIC 942 RI%BE, APIC [ZAS 42 LET (admin/Clsco12345),

4. AVY—IL 94K EAPIC 94V R DB AR TENZ LS4V RIZERELET , APIC 94V R T, [TF Y M Tenants)] >
[FRTDTFUR(ALL TENANTS)] &#5UvoL., TFHok URNERTLET,

E Q0000

«©

[ 00 ]

5. AVY—IL 4RI TROATREEFTLET,
conf
tenant Tenant2

6. APIC 94 RYIDTFHUk YART, HILLERENT= [Tenant2] 25 TILI) oL, TRTDIAIVEERBELET . AT Hk
% CLI THERENT=IE. APIC 4L IZROYTENET,

7. [TF >k Tenant2(Tenant Tenant2)] > [vk7—F 2% (Networking)] > [7) v K A4/ > (Bridge Domains)] #EBRALET . 2D
THIWFILETT,

8. PUTTY D4URIICRY, ROATUFEEFTLT. TUvD FAMVEERBLET . TVvD FAMUDMEREN S E%E APIC K
DTHERELES

bridge-domain bdl
exit bridge-
domain bd2 exit

9. APIC D4 RDIZRY. [TF b Tenant2(Tenant Tenant2)] > [3> ;5% (Contracts)] & [7F>k Tenant2(Tenant Tenant2)] >
[ZFU 45— avRl) L —(Application Policies)] ZEBLET
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10. aYY—IL D4 R TROATVRERITLET , BEDFIET EPG AMERSNDET. AVFSIMIMEE DR IIZRTEINEE As

contract

App2DB exit
contract Web2App
exit

application WebApplication

11. APIC 74> R T, [TF> b Tenant2 (Tenant Tenant2)] > [7 U4 — 3> FA774 )L (Application Profile)] > [WebApplication]
x9)uoL, fEpiEht= EPG &aV S0k [7 U —S 3070774 )L (Application Profile)] 4V FIZRRLET . [EHT

(Refresh)] 4> & (BE)E9UvoLT. HFLOWAT Sz orERRLET,

epg Web

contract consumer
Web2App exit

epg App

contract consumer App2DB
contract provider
Web2App exit

epg DB

contract provider App2DB

end

nant Tenant? @ = © | Application Profile - WebApplication
C» Quick Star

Bl Tenant 7

I (’@ WebApplicatior

\ \
DB App Web

A7 a2 APIC 3.2 VMware Admin 2 FrEE4T4 BRI

ZDOTEND 2 DEBDRY') T (Cisco Application Policy Infrastructure Controller 2.1 with VMware - VMware Admin) <325 (<
F. FTROFIEEEITLT. Sales THUMNET7AT04+—IL TINA REHIBRL TS,

APIC ATz U DHEIR (T ar)

1. ROFIEIZHE-T.ASAVM hisiR—k FOT77/IILEEIBRLET,
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a. TEVAMN—Y3y D—H9RF—avNERY/3—h 5 Windows Ia;dn—%’&ﬂém,ﬁ“o

b. CRSATIZ#EL. [Remove DVS_vNiCs] 5T I vHIL T, RO THEEFTLET,

&l MES Drive Tools  Local Disk (C:)
Home Share View Manage
- v N s > ThisPC > Local Disk (C:) » ¥
A~
[ This PC A Name Date modified Type Size
I Desktop Curl File folder
[£| Documents dCloud File folder
‘ Dowiloads PerflLogs File folder
i Program Files File folder
) Music . i
) Program Files (x86) File folder
= Pictures ProgramData File folder
i Python27 File folder
Local Disk (C:) Scripts File folder
3 y Curl ; Software File folder
dCloud Users File folder
Perflogs Windows File folder
1 .rnd RND File 1KB
Program Files r .
i Remove_DVS-vNICs Shortcut 2KB
Program Files (x86) B =

2. HIBRRVYTEDERTEIN. SxIb D4R IIHERDRRINET  RIVTMRET THE. Pxib D4R IDEALET,
3. Y—JL Linux H—\IZE#EL, 2 —0T7yT ROUTREEFTLET,
a. TEVAM—23avDT—YRT—avh i, [PUTTY] E] EERBLET,
b. [PuTTY &3 (PUTTY Configuration)] 74> KT, L FDBEEZITLET,
i. [REFEFEHtvI 3> (Saved Sessions)] $8ET. [toolsl] #F T ILY)vILET,

ii. —44%:.user0l, /SXT—K:user0l DILTriv)LTcaTAULET,

@ PUTTY Canfiguration '§ *
Category:
- Session i Bagic options for your PuT T session
L.Dgglng Specify the destination you want to connect bo
=+ Terminal
Host Mame [or IP address) Eort
- keyboard
Bl [198.18.134.150 |[22 |
- Features Connection bype:
= Windaw (O Raw (O Telnet O FRlogn @ 55H (O Serial
N
ppealrance Load. save or delete a stored session
- Behaviour
... Tramzlation Saved Sessions
- Selection | toals1 |
- Colours - I
Default Settings A
[=)- Connection APICT |L—I=Did—-ll
- Data APICZ
 Prow APIC3. 2o
- Telnet HEE erector Delete
-~ Flogin [ E—— |
M- 55H .
- Setial Cloze window on exit
O alwaps O Mever (@ Only on clean exit
About ﬂeip Open Lancel
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4. PuTTY av R 94 RMavU R 7RV FRT Jrequest.py Scripts/Remove_All.cfg &AL, Enter Z3LET,

3 : 20 Python RVVTME D XML RYVYTMERTLT. AT Pz HMEBIBRLET  APIC DU RoRRRSNTZE [Tk
(Tenants)] > [Sales] ZFRLNTHEIHILFEREL. HIBRESNEA T VMERERLET .

5 &£70V7FTEnter LT, RVUTEEFTLET,

6. ASDM, vSphere, & APIC 94 FHIZRY., Sales TFUMIBET 33T RTOA TSI EIBRESN TR EEREELET,
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F8k A. APIC > 2alL—2D')tvhk
APIC 7TV wH AUN—IETIAHILFTHERESNTWET A, APIC ATz IRDEEN O TEV AN —2 3V ERAT 526 TEET,

77V DBREETEV AN —2a0 T 558 & ROFIEIZH-T. SRk 0S EEM D ACI 32 L—4 (apic-fes-301k) #1JT—kL
TLEZELY,

1. Cisco dCloud . [¥ 4% v a/Ri—F (My Dashboard)] #5)vs L. BRIDOTEV AL —1av(Zxtd 3 [RIR (View)] 299 ILET,

Cisco Application Policy Infrastructure Controller 3.2 with VMware 6.7 v1
Start: 01-Aug-2018 08:22 End: 01-Aug-2018 12:30 SessionID: 536106 Virtual Center: 3

® nfo X End @ Save / Edit * Share

2. Aza— =5 [H—/\(Servers)] #ERL. [RT—HRKR—1) 2T EH3HIZ7 % (Enable Status Polling)] #4>IZLET,

3. apic-fcs-322| [ZRFBA=a—FEREL. [Vt vk (Reset)] £BIRLET, iKY, P22 —FDN—F YT —rHRETEINE
T CORETIH. VT —FEICEREIXRBSW BV O, 09— VT —MIBEHYEE A,

Details Servers Resources ®© 02:28:24

Servers

Stopping or rebooting servers is only needed if session is experiencing problems
w al
Enable status polling
wvnx1 VLAN » adi ¥
P vnx v
NES P apic-fcs-322| A
- = Server ("on )( off )( Reset )
APIC N—— | R, o
- vesx1 - vesx2 + apic-fes-| Guest OS ( Reboot )( Shutdown )
N i, >
o vmoten IP Address 198.18.133.200
VMWare Tools guestToolsRunning
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Details Resources

wvel v od! Stopping or rebooting servers is only needed if session is experiencing problems
. Enable status poiling
vy
> v
’ N
. . 8 » | apic-fcs-30
w veosx| v veox2 e 3 2
Server ( on )Y( oft Rese
Guest OS eboo Shutd

E:0TA40LT, G B DI7FITVIBRHAED 1 DEFERALTI7IIVVIEBRBETEDLIITHDETIC S FIEEAMET,
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{1 B. TEDEILE

BEICKY., Byl arhCHENRETEENHYET, [Fix My Demo(TEDEE) IRV T EFERT 5L, —BIALRIEE
RTEFT . ROTOLREZFEALT. UTOBBEFETRIRTEET,

UCS Manager IZEREZEHT 5,
ACI 77Ty RHEL. TERTEZE ACI D2aL—4IEAT 5,
VMware vCenter & ESXi RAMIERAESNZ S/ REEHT 5,

UCS Director #1)7—+9 3%

FEACI 77O DREASE T TBHETIZ 15 RREINBIGEENHYET L, APIC3 (L. TRTOT NS ROBHEZICKREINET,
APIC GUI @ [A> Rk (Inventory)] R4 T [FRAY (Topology)] ##IRT B LICkY ., EHKREE=F) I TEET . REDE
TR OFIVA 1 ERTTEET . COIFIVAMNERT T BRHSN=ERERTT S [APIC KA T (APIC Topology)] 74> R h
RRSINFET,

FIIE

1. TEVAR—Y3y T—HRT—ar b, [TEDIEE (Fix My Demo) | EIPEEE 7 (3 %5)voLES,

2. BEYHBEBEEERLES . FRIATELICETIHET. AV D1 FDIFBALAN TS,

&. Administrator: Fix My dCloud Session
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