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®3. BRI

Unified CM ucm1 198.18.133.3 administrator dCloud123!
IM&P imp1 198.18.133.4 administrator dCloud123!
Expr-C v csc 198.18.133.152 admin dCloud123!
Expr-E Vv cse 198.18.1.5 admin dCloud123!
Active Directory | ad1 198.18.133.1 dcloud\administrator C1sco12345
Workstation 3 wkst3 198.18.133.38 | dcloud\mcheng C1sco12345
JX7Yw%o DNS | N/A 198.18.128.1 N/A N/A
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Cisco dCloud

STV a—FT4VIDFE

H—E 2%

1. Workstation3ADUE—F FRIbY 7y avzHALET (198.18.133.38 1—H4% : mcheng, /XXT—K :
C1sco012345)

2. DNSHEZHERELET.
3. DNSH—NOREICHETEZNYF 77AIUDBTRAIMYTIZ22H2 & %=HBULET., Troubleshooting 1.bat
:

&, 7= ZA7—23vIT/INT Vw9 DNS 4 —/\%=REL XTI . Troubleshooting 2.bat 8 (=, HEICHLU T
MZB DNS H—/NICR2EHDHDTY, DEICHUT, 877 AL EBEEL LTETUET ¥ Runas sdministrator |
(B7 740 =Ho7 )y o LTER) .

4. Troubleshooting 1.bat 7 7 1/ JL2HFY ) vV LT [EIEHE LTHEIT (Run as Administrator) ] Z&RL. /NTUv o
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Cisco dCloud
___________________________________________________________________________________________________________________________________________________________________|

6. TRDIEET, TINS5 2DDRAALVEREELTLEE L, Workstation 1 (198.18.1.36 1—1'4 : dcloud\cholland,
JXATJ7—K : C1sco12345) [CHT BV E—N TRIMY Ty avzBEiILET,

7. Firefox #&£8L. [IZ/RL—> 3 V&I VY (Collaboration Admin Links) ] -> [Cisco Expressway-E] A= 1 —%{#
HLUT. Expressway-E (exp-e-1.dcloud.cisco.com/198.18.1.5) [C7 VA LZx9, 1—H%H : admin, /{XT—K :
dCloud123! tOY 14 v LT,

8. Expr-E DK AAv(E, [V AT A (System) ]->[DNS] DEBEBA vy —T A ADSHEETEZET, NTUyy LO—K
EFRT DD, CORALVEIEBRYRICK>TERDET,

9. IM&P (imp1.dcloud.cisco.com/198.18.133.4 11— % : administrator//\ X7 —K : dCloud123!) R X1 V(F. BFE
A—HYHAOTAVTDERALVT, [FLEVR (Presence) |>[KAA Y (Domains) | TFZ I X TE5 IM&P D&M
R—YTHRTELY., KA VEFERHDEIN, CCTEEIBDRTAN PAVY N TERTZ KAV TY, Ch
SORALVEAELET.,

B 3. VATLEBRAAY
| System Managed Domains (3)
Comaln In use on Local Cluster
alpha.cam v
deloud.cisco.com v
uk deloud.cisco.com v

ZDYFIATIE. IMEP RASVE, (TXRTORY RARKEFETS) /NT7U YU DNS H—/NTRERATERVATR A1
TY., fz&Zzld internal.local R E. BEIFANPERD R A Y ZF>TULWSHEELREABKTY,

ZFDI=8, Expr-E DR ALV TH B 9881 RAA Y EFEHL T, Expr-E 28T 20BLAHD T,

E: CDHARTIE, Expr-E @ K X1 >~ & LT collabedge-121.dc-01.com Z{FEALXT, RAS VY ENTUY I IPF7RL
ZAEERY RICL>TERRBZ D, By M7y FICEHERMITSNRTUWBIELWR ALV EIP PRLRAZFERALTLES W,

A—HH, HDORASVEZRBIETZHEEHDEFEA. BADOA—DEFA—IL 7KL R (COEFITIE.
mcheng@dcloud.cisco.com) ZFERALTAJ A1 VI 3LEITTHEVE A,
FREICL o TIE. Jabber A* Windows @ UPN A SBEIMICC DR AL V2 RHETESHBEDLH D ET,

10. Jabber 7 54 7> b DEMEZRERRT BICIE. Cisco Jabber 2H*Y —JU (Ctrl+Shift+D) Z{FRALE T,

CDHE. V547V Macisco-uds @ SRV L A—RZRTEEFA. TVI—TFA4X XY NT—UDNEBICHZT-DF
NBEEIZREESH D T AN, collab-edge L I— RHIBHTERLBRB T EIFRHETY.,

. A
4. Cisco Jabber D2HT
* Cisco Jabber Diagnostics ol =
Cisco Jabber
Version 11.7.0 (42920)
Discovery
Discovery Qutcome Failure: FAILED_NO_SRV_RECORDS_FOUND
Edge Domain dcloud.cisco.com
Edge Required No
Edge Visibility Not Visible
Excluded Services. None
FIPS OFF
Internal Visibility Not Visible
Services Domain dcloud.cisco.com
Services Domain Source Email Address from UserInput
Virtual environmen it VDL is ON but without VXME.
Voice Services Domain deloud.cisco.com
DNS Records
_collab-edge. _tis.dcloud.cisco.com, Domain does not exist
Generate Problem Report Save Reload
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Cisco dCloud

7247 & collab-edge SRV L A—RD K A4 V&9 & U T deloud.cisco.com ZFERALET., ChHIEHRER AAM U TH
D, IRTORY RHAHEFT 76D, 5488 DNS H—NIEThERRTEF A,

11. Workstation 1 [CE#HEESNTWA RDP £y Y3 VICED XTI,

12. Expr-E % — /XD K X« v (F collabedge-XXX.dc-0Y.com T (XXX D5 . B4 D Collab Edge D 3 HIDBEICE
EHZ. OY OFNE. BHDDC BEICEEHZZY) . AYVYERK 7AY T V4 VKU %ME. nslookupl %{EH
L. ROAYY RKZANLTcollab-edge SRV L A—RAZD R AA V THIRAIEETHZIHNEINERIELET,
nslookup.
set type=srv

_collab-edge. tls.collabedge-XXX.dc-0Y.com (Replace XXX with your Collab Edge three digist number and
the 0Y with your DC number.)

7 RL ZERICHEL, (ZDFITIE) collabedge-121.dc-01.com Z DNSSRV L O— KD R XAV ELTERT R LY
A7V MIERTZVENELET,

5. Nslookup ZFIF L 7= SRV L J— K DFE:R

SRU service location:

=@l .com
nternst 8 64.180.10.173

Y—EARHEDONZ TN a—FT4 VT

COMBORFTERIERHDETH,. UTOR—ITREEZDSED 1 DICOVWTHALEYT, CZTORERFOVIVYTES
FIICFT B ETIEARL, Jabber TDNS SRV LO—R®D K A4 >~ & LT collabedge-XXX.dc-0Y.com AMFERHEI D LSICT
52 ETY (XXX D5 d. B D Collab Edge @ 3 HTOFSICEZIRZ. OY OEPnld. BN D DC HEICESH]ZAET) .

6. Cisco Jabber M7 - IEL LV R A1 > D&
Cisco Jabber Diagnostics [0 =]
@ Cisco Jabber
N Version 11.7.0 (42920)
Discovery 1

Discovery Outcome Failure: FAILED_EDGE_AUTHENTICATION

Edge Configuration hig nfig?
service nam

Edge Domain collabedge-1.

Edge Reguired Yes

Edge Visibility visible

Excluded Services None
OFF

Services Domain Source

E Voice Services Domain

Certificate Validation

idbrokerwebex.com VALID
metrics-a.wbx2.com VALID
vese.collabedge-121.de-01.com VALID

f————DMNEDocoxd

_collab-edge, tis.collabedge-121.de-01.com.  vese.collabedge-121.de-01.com

=

Generate Problem Report save Reload
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Cisco dCloud

F:IVI—T54X Xy N T—FAICLVB7=8. Troubleshooting2.bat ZEHELT. 7—% XAF—< 3> ® DNS H—/\&2K
EEDNS [CEEFT R ENTEET (NyFIIMIBEEELLTRITLTLEZW)

i FNABRAHBHRIF. COREZEVMITED. UBEOR-JZSRBU TRRAEZHERL TS,

H—EXRHOERR

DNSSRV LO—KRDBDR AL &I A7V MIHERT 2581F. BEY—EX RAMVEFERATEET, BEFT—EX
RALVZEERETDE, 9747 VMNICDODRAS Y E Y —ERX RASVICEHRUTDNSSRY L O— RKOBERICERALEY.
CNERETDHEIERSDEIT (Jabber HFEIT DTSV R T A—AICK>THERDETY)

jabber-config.xml 7 7 1 L% {EHYT %
AFA T H—ER A VH—T AR (MSI) {ZHT Jabber 4 YA M—JLFTBIEIC. NS A—FELTEMNTS
%% URL %Z{EH L T Jabber-bootstrap.properties 7 7 1 L Z4R&ET 2

TtEEEV T ERZERAYTS

SHRICD W TIE.  [Planning Guide for Cisco Jabber (Cisco Jabber 75 =>4 #i4 K) 1 @ TService Discovery (H—E
AtEH) | OBEZESBRUTILLE,

Z DIRTIE jabber-config.xml 7 7 4 )L & EBALET,

Zhizy Yy TR AETI M, Unified Communications Manager (Unified CM) 4 5 X4 @ Trivial File Transfer Protocol
(TFTP) H—IiXh 577N EF I vO—RF 2D, £TIT714 7V e (TVF—TF314X XY I\'7 JRT) AVTL
SATERITZVELNHDET, DEDZORRAEE. V247V MERYICAY LI ZATAOYA VL, BEY—ERX K
A A Y EEY jabber-configxml 7 7 AL 2B TEZBEDHEHTY,

1. D774 )% TFTP Y —/\THER T BICIE. http TT7AIICF IV EALET (FF70HICL-TE AIVYYIT
[V—R%&FR (View Source) | ZiBIRT 2 LHNERIFEHNH D EXT) : http://198.18.133.3:6970/jabber-config.xml
(Workstation 1 T Firefox Z# &1L, [A5/RL—3>va1—H >4 (Collaboration User Links) ] > [Jabber 8 XML 7 7
1 Jl (Jabber Config XML File) 1 VY2 DBIC7Z V£ R)

<?xml version="1.0" encoding="utf-8"?>
<config>

<Policies>
<EnableSIPURIDialling>True</EnableSIPURIDialling>

</Policies>

<Client>
<enablesavechathistorytoexchange>True</enablesavechathistorytoexchange>
<InternalExchangeServer>maill</InternalExchangeServer>

</Client>

<Directory>
<SipUri>mail</SipUri>
<UseSIPURIToResolveContacts>true</UseSIPURIToResolveContacts>
<BDISipUri>mail</BDISipUri>
<BDIUseSIPURIToResolveContacts>true</BDIUseSIPURIToResolveContacts>
<BusinessPhone>telephoneNumber</BusinessPhone>

</Directory>

</config>

2. HREEATEEREY—EX RASMVEIBRESNTVLRVDT, ZhzBINT2H0ENRHD XY, Jabber FEZ7 714 VX
L=9hY—ILELTRIBEET., SFET—ERX KA VZEBMU jabber-config.xml 7 7 1 JLIZXD LS ICHED £,
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Cisco dCloud

<?xml version="1.0" encoding="utf-8"7?>

<config>

<Policies>
<EnableSIPURIDialling>True</EnableSIPURIDialling>

<VoiceServicesDomain>collabedge-121.dc-01.com</VoiceServicesDomain>

</Policies>

<Client>
<enablesavechathistorytoexchange>True</enablesavechathistorytoexchange>
<InternalExchangeServer>maill</InternalExchangeServer>

</Client>

<Directory>
<SipUri>mail</SipUri>
<UseSIPURIToResolveContacts>true</UseSIPURIToResolveContacts>
<BDISipUri>mail</BDISipUri>
<BDIUseSIPURIToResolveContacts>true</BDIUseSIPURIToResolveContacts>
<BusinessPhone>telephoneNumber</BusinessPhone>

</Directory>

</config>

I COTRTIEBEED jabber-config 7 7 M IV EMRELE T, ZD/HHICWERDIE. VoiceServicesDomain 7 O/NTF 1 @
a‘?a-o

3. ZOIARTI, LEEDTFFAMZHUWAERZ 7AIICOAE—L (FLETFTP 4=/ SRELALIE—ZFEEL) .
jabber-config.xml & UTRELE Y. RIC[VI7 o777y 75 L—R (Software Upgrades) ] -> [TFTP 7 71 LD
& (TFTP File Management) ] IC7 2t X L. https://198.18.133.3/cmplatform (Cisco Unified OS OE®E) T[7 7
14I)ILD7 vy FO—FK (Upload File) 1 ##iRL T. jabber-config.xml % TFTP 4—/\[C7v 7O—KL X9,

4. RIT. FRY kv 7D Troubleshooting 2.bat % & L T Workstation 3 ¢ DNS H—/\% A& DNS H—/\ (198.18.133.1) IC
ZEL, O LZEY., DNS H—/K\Z=KNEE DNS H—/\ICEEF % Z & T, Jabber (& _cisco-uds SRV L A— R Zf&R L.
Unified CM & IM&P ICESRTE T, Z8RhIC, Jabber IEFEFH S iz jabber-configxml 7 7 A ILZEEBLET. Ty IzNL
1o REIOEFEEICIE. 754 7 M Tl jabber-configxml 7 7 AL THRELLZEFEY—ERX RASVUHMERSIhET, O
ATk, BELEZEEFT—EX KA VD _cisco-uds SRV L O— RAE s, REOT 1V HKBULET,

5. Troubleshootingl.bat ZfEF L T DNS #—/\Zz % 5 —E45M48 DNS H—/\ (198.18.128.1) [CZEL (N\v FRELITER
BEUTERTLTLEZEW) | Jabber ZHBREIEFEO/ A VLT, EEICKELUHIERULET. HRIIUTOLSIC

BrHEI,
= 7. P—EXRHEDORIEER
Ciseo Jabber Diagnastics I =13 Cisco Jabber I =1
@ Cisco Jabber
Version 11.7.0 (42920)
Discovery

Discovery Outcome Failure: FAILED_EDGE_AUTHENTICATION

Edge Configuration https:/sves 21.dc-01.com:8443/Y29shGFIZWRNZS0:
service name= cisco-uds

Edge Domain collabedge-121.dc-01.com

Edge Required Ves

‘GMtMDEUY29t/get edge config?

vice name= cuplogin

Edge Visibility

Excluded Services

FIPS

Internal Visibility
Services Domain
Services Domain Source
Virtual environment
Voice Services Domain

Certificate Validation

Visible

None

OFF

Not Visible

deloud cisco.com

Email Address from Userinput
VDIis ON but without VXME.
collabedge-121.dc-0L.com

idbrokerwebexcom
metrics-awbx2.com
vese.collabedge-121.de-0L.com

DNS Records

VALID
VALID
VALID

_collab-edge. tis.collabedge-121.dc-01.com. vese.collabedge-121.dc-01.com

Generate Problem Report

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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6. ZCTHY—ER RAASVIEET deloud.cisco.com (A—FANDEFA—IL PRLANSEG) TIH. BEEH—EZX
RASVRBEULKREEN, TvY RAMVELTERENTWEY, Ty IV EOEGRICHRENHD I EZ2TRITI—H
RRENET, REINICOWTRITINYa—TFT 1 VI ZT5UENHDET,

a4y T5—
BEOQSA VICKBTEDD. STV a—FT4VTTERNENHNDET. ZDHICIF. Expr-C & Expr-E DmAH S D
OJAMEICKEDET, ROFIEIC>TOF/ENELET.

1. WA® Expressway [COJ A4~ L. [AVYFTF VX (Maintenance) ] > [:2lf (Diagnostics) | > [(2#iO% (Diagnostic
Logging) 1 ICHBE#L £,

2. [AFv i tcpdump ZEREX (Take tcpdump while logging) ] Fx v 2Ry 7 2&2AVICLET,
3. [fLW\wOJ%zRkts (Startnewlog) 1KY vz )y LEY.
4. MEZERULEY.

MEZHBIET %581, LIC Jabber 28 TLTHF vy a8z V7L, OJADBHREIRNTEFY FvrTEBLIICL
¥9, ASRL—ay YVa—ay 75452 ERALTHEZ NS TNV 2a—FT 4 VI TELYT., ChiFTACOIVY
ZI7HRARLIER—F Y—ILTHD, TACITVIZF7HHEEETHEAHALTWSHLDTY,

5. [AF¥vJ{EIL (Stoplogging) | R¥>&2I Uy I LET,

6. [AY D% >O—K (Download log) | R v&FEALT, O %5 vO—-KULET,

MEZFHELTEELE Y. BMIF Jabber [COV AV TESLSICRBZIETIY, BEY—EATRILIS—HPRELZE
Y. BRAENDHSBVNESIF, ROR—IDFRICHE > TKEEL,

OJ4 Y T5—0fFR
1. FTAJT2IELTT,
* Jabber Z#879 %
" Expr-C & Expr-E @A TRZEIOJ ZBMICT S
* Jabber ZEEEILTOY 1 v EHA#S
" OJzR&ETS

2. ASRL—Y3y YUa—vay 7FSAFICExpr-EOY &7y 70—KUET., Expr-E OO H SHIAT 2 DI,
Expr-E A Jabber 754 7> k5D get_edge_config Y 7 TR k DEEHLEY—/INTHZ=HTT,

3. ZYZ7O—KRULTT7FSAYDBT771ILENET DL, Expressway DBREDY YU —2EL VAT ABROBEL, 01—
IELUOMRA OOV A VIEREESDAVHENXILARERENET., YVATABFHEISETHEL &£ 5,
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57 8. ASRL—ay YUa—vay 754, BERLRSICE-> T, AEHDHIEERSI VM E2TCICRDIIZENTEET,
AV r n A
Gensrzl informatior P Configuratior MRA A

EDGE DOMAINS

TRAVERSAL ZONE 2

Name C5-C for MRA
Type

H323 Port

SIP Port

TLS Verify VCSC OCoud_ CISCD.CON

TRAVERSAL ZONE 3

MName VE5-C for B2B Video Traversal Server
Type TraversalSanes

H323 Pon 004

SIP Port

TLS Verify

4. FSNK—YI)IL Y=Y TIS—HIHFKET D E, Expr-E [F Expr-C 15 MRASRTE (TvyY RASAVDOBREEZEL) 2WET
E2Y. T TOREEETIE Expr-E MXELEEFTHL TLWARWH, MRAICEETZ ST v bEFalanEtBA. Expr-
CTY—VHREZERETDE, FERESODEADMIN—HIL V—VHEERLEREICL>TWVWET,
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] 9. Expr-C ® MRA k Z/X\—%)L ¥V — %7€, DNS fERDKH,
wiliwifis
LIS Lisco Expresseay-( m

Gk SymEm C re e rriesn Lipsm Harmenares Y -

Edit 2aire i b f drEh - Lpmry - D s
T e I R e e T i o e T T Rk R ro e .

I e ] L : =y

o8 for IR

Fiecter] Ly y blveree

ol dd BuParboiled =

FrH S T 4791 T

ey | Campni ] Oniee |

CZTIRBRTI—ILIITETT A, Expr-E @ FQDN : vcse.collabedge -XXX.dc-0Y.com Z{EFF 2MBENH D ET, SKRT
FFERALEZEAD., BEDEHIZTB2B hIN—IL V=V DEFPZEBIETZIELTEXYT, VU7V 74 7ICRBET
F5. FIE1ICR->TOJFNEZT>TLIESZ L,
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5. Jabber QEMENED S, Expr-E OOV ZBERRLET. YATABRICEESRIRTINTOLEEAN. (B
DOE (Log overview) ] > [MRAOY 4~ (MRAlogins) 1 7 7ICB#: T3 L. MHiShi MRA OV 4 A OJICKRTR
INTWXEY,

B 10. ASRL—=Yay VYa—ay 7H74Y%, OJOHE

> System information

Vo Log overview

Calls MRA logins TCP/UDP streams
Search:
Time Client IP MRA User MRA Phone

09:54:01 198.18.133.38

Showing 1 to 1 of 1 entries
- 1N

6. EROOVAVERIRT DL, JOEYIZVTSNICIRTOAYE—Y (https) & SIP BFEAVvE—Y (FEYT 25
B) RRINET,

= 11. ASKRL—vay YDa—vay 7F54Y -MRA O 1 VDA

MRA Login Details

MRA Login

MRA Login

Search O,

Time | Leg1 | Leg2 | Source | Destination | XML | Message

09:54:01 -» GETHTTPS 198.18.133.38 198.18.1.5 GET https:///oauthcb HTTP/1.1

09:54:01 « HTTP 198.18.1.5 198.18.133.38 HTTP/1.1 503 Service Unavailable

09:54:09 -+ GET HTTPS 198.18.13338 198.181.5 GET https:///¥29sbGFiZWRnZS0xMjEuZGMtMDEuY29t/get_edge_config?service_name=_cisco-uds8

09:54:09 <« HTTP 198.18.1.5 198.18.133.38 HTTP/1.1 403 Forbidden

7. Expr-E |& T403 forbidden] ZBUL T, YIIXAMDKFHNMNINTIARIVFEEHESD L. UV I A MD basebs
IYOA—KREHHLSTIA—KEh, VITAMEDORAAS VHRERESNhET,

B 12. aAZRL—Yavy YVa—vay 7Ho4Y -Base 64 7O—RK

| Leg2 | Source | Destination | XML | Message
09:54:.01 -» GETHTTPS 198.18.133.38  198.18.1.5 GET https://foauthch HTTP/1.1
09:54:01 < HTIP 198.18.1.5 198.18.133.38 HTTP/1.1 503 Service Unavailable
08:54:09 -» GET HTTPS 198.18.133.38 198.18.1.5

09:54:09 < HTTP 198.18.1.5 198.18.133.38 HTTP/1.1 403 Forbidden (oieec e oo ikon)

8. TDMRAAVICHT BIERNIR N6, Expr-E Tld 403 T5—HRENE T, Expr-E BMERZEF DR A VL, [RT—
4 X (Status) ] ([RF—% X (Status) ] > [Unified Communications]) TR T=ZEY,
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B 13. Expr-E-1Z7 74 R AZ2Z5—Y3avVDAT—HR

el
CISCO  Cisco Expressway-E

Status System Configuration Users Maintenance 7/Help 0« Logout
Unified Communications “You are here: Status » Unified Communications
Unified Communications status Enabled

Unified CM registrations Configured

I and Presence Service Configured

XMPP Federation MNot configured (Enable federation on Unified Communications page)

Single Sign-On support Mot configured (Enable on the Unified Communications page)

Activity

Unified CM calls: Current video
Unified CM calls: Current audio (SIP)

Domains

Hame Services Associated zones

deloud. cisco.com Unified CM registrations, IN and Presence Service VCS-C for MRA

collabedge-999.dc-01.com Unified CM registrations, IM and Presence Service VCS-C for MRA
ey

Hame SIP status

VCE-C for NRA (vescdcloud.cisco.com) Active

ZDR—YF. MRA [CBEET 2V —VDRT—Y AELEREEETZ2DICHKETH D, Expr-C & Expr-E OmATHEATE X
T, INS5DRAALVIE Expr-C THRES . Expr-E [CIRFEShET., ChEEBIET SITIE. Expr-C DAEER A1 Y ZEIEL
T. Unified CM D& IM and Presence Service O3 U TCERICT Z2RELAHDFT .

14. Expr-C - BES N R ALY

ol I lal I I
CISCO Cisco Expressway-C
Status System Configuration Users Maintenance 4 7 Help o« Logout
Domains You are here: Configuration * Domains

‘.1, Saved: Domain collabedge-121.dc-01.com created.

1 dcloud.cisco.com On On On Off View/Edit
2 collabedge-121.de-01.com Off On On Off View/Edit

New Delmal Selmtall_' Unsaieclali|

9. BIEEhEZAHT, FIETICH-TOFNELEEDELET.
10. CCTRIDIS—HEELET,

15. Cisco Jabber &2l - AV 14> T5—

= Cisco Jabber Diagnostics — (O] x| | ' Cisce dabber =[0f x|
Cisco Jabber
Version 11.7.0 (42920)
Discovery
Discovery Qutcome Failure: FAILED_EDGE CREDENTIALS_NOT_SET
Edge Configuration hitps: llabedge-121.d¢-01.com:8443/V29sbGFi MEuZGMEMD edge config? ol
service name= cisc name= cuplogin
Edge Domain collabedge-121.dc-01.com
Edge Required Yes S
Edge Visibility Visible Cisco Jabber
Excluded Services None Cannotfind your senvices
FPS OFF automatically. Click advanced settings
to set up manually.
Internal Visibility Not Visible
Services Domain dcloud.isco.com e —
Services Domain Source Email Address from Userlnput
Virtual environment VDI is ON but without VXME.
Voice Services Domain collabedge-121.dc-01.com
Certificate Validation
vese.collabedge-121.dc-01.com VALID
DNS Records (<

_collab-edge._tis.collabedge-1210c-0Lcom.  vese.collabedge-121.de-01.com

Aduanced settings

| Generate Problem Report | | save | | Reload |
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M. FIEERU—EDOJVZREL. I5KRL—23Y Y Va—23y PHI3AFICTPYy7O—-RLET., InS5OO0T%E
AULTZEEZITO> &, Expr-C ICT7 IV ERATEET, BRZEMEELTLEW,

& 16. ASKRL—vay YDa—vay 7F54Y -MRA OV 1 VDA

MRA Login

Search Q_

Time | Leg1 | Leg2 | Source | Destination | XML | Message

10:13:09 —-» GET HTTP 127.0.0.1 198.18.133.152 @ GET http://vcs_control.collabedge-121.dc-01.com:8443/Y29sbGFiZWRnZS0x|
10:13:09 < GET HTTP 198.18.133.152  127.0.0.1 ] GET /Y29sbGFiZWRnZS0xMjEuZGMtMDEuY29t/get_edge_config?service_na
10:13:10 - HTTP 127.0.0.1 198.18.133.152 @ HTTP/1.1 200 OK

10:13:10 <« HTTP 198.18.133.152  127.0.0.1 @A HTTP/1.1 200 OK

12. T ZTld. get_edge_config YU T XA MH Expr-C [CEEL. V547V MIRBEIEESIhEITH., ZOREIFHDFE
Bh. REZEULCRSICIE. XMLOEENZAYE—IZIVYILET., REB/AYE—IM AR 7 A —<T v
FTERREINET,

B 17. dASRL—ay YUa—r3ay 7+ 544 - HTTP 200 OK

HTTP/1.1 200 OK

Content-Type: text/xml

Server: CE_C ECS
Set-Cookie:<CONCEALED>

Date: Tue, 30 Aug 2016 10:13:10 GMT
Content-Length: 1020

Age: 1

Connection: keep-alive

<?xml version="1.0" ?>
<getEdgeConfigResponse version="1.0" >
<serviceConfig>
<service>
<name>_cisco-phone-tftp</name>
<error>NameError</error>
</service>
<service>
<name>_cuplogin</name>
<error>NameError</error>
</service>
<service>
<name>_cisco-uds</name>
<error>NameError</error>
</service>
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13. COREICIE. 75147V MHERL-UDS H—FERICHT 2BHRESTNRTVEE A,

<service>

<name> cisco-uds</name>
<error>NameError</error>

</service>

14. Expr-C ¥ —/\({J get_edge_config YV T AN ZZITEZ E, UJVIAMADORAA VY EZRERLEY., COEEE
collabedge-121.dc-01.com T9, DNSSRV L I— KR Z{ERAL TUDS H—EZXHIHFES . RO DNS J TYHNETSE
NhE79 : _cisco-uds.tcp.collabedge-121.dc-01.com

15. DNS 7TV %ER%&. CODNSSRV LO—RTIZT—HRETHIEHNDMDET,

] 18. aASRL—vay YYa—yay 7FI54¥-DNS/ TV
V | k
Call MRA logi TCP/UDP stream DNS queries
rch
Racond Query Response DNS server
type
PTR 173.10.100.64.in-addr.arpa @ DNS response code: 3 - No such name 198.18.133.1
SRV cisco=phone-tftp._tep.collabedge=121.dc=-01.com €@ DONS response code: 3 - No such name 198.18.133.1
f uplogir f 21.de-01.com © DNS respone e: 3 - No such name 198.18.133.1
SRV cisco-uds._tep.collabedge-121.dc-01.com © DNS response code: 3 - No such name 198.18.133.1

16. AR ULEETHHAS TS LSIC, Expr-C AT D SRV LOA—RZFRTEZ I LEERBITIVENHD T, &
HEERAEIE. collabedge-121.dc-01.com R A4 VDIEF|E/—VH LU 64.100.10 Xy kT—I D#F|E /-2 &

BITFDDNS LO—K%MKERDNS ICEBIIT 52 & TT,
= _cisco-uds._tcp.collabedge-121.dc-01.com -> ucm1.dcloud.cisco.com:8443

= vcse.collabedge-121.dc-01.com -> 64.100.10.173
=  64.100.10.173 > vcse.collabedge-121.dc-01.com DEASHE

17. AIEE DNS H—/\ (Active Directory KXY Jv hO—35, 198.18.133.1) ADYE—k FRI by T#EHE%E (TZ2h
FEADZYy Ty Th5) BE. DNS Manager ZBMBULET .

18. AD1 H—/XT Forward Lookup Zones ZH27 Uv o L. [FifY—>... (New Zone ..) 1 AT av%E&RLEYT., U«
F—RIARREINET,

= 19. DNS Manager @ [##RY —> 4 —K (New Zone Wizard) ]

DNS Manager =[al x]

Status DNSSEC Status: Key Master
ry-Integrated Pr.. Running Mot Signed
tory-Integrated Pr..  Rurming Mot Signed

New Zone Wizard .

Welcome to the New Zone
Wizard

K.

Thes iz el yous

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 17/26 R—J
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|
7543V V-V DER%EEIRL TREI%E collabedge-121.dc-01.com & L. ZRHUNDIRTOREFIT7AI MEDEF
ICLEY,

19. SRV LO— R #EMTBICIE. LW/ —VERE. 57U v o LT [fthD#FHEL 21— K... (Other New Records ...) ] #&IRL T,
20. L L SRV L O— ROER

5 21. [VYy—ZXL3d—K#% A7 (Resource Record Type) ] 5 [H—EZXO4— 3> (SRV) (Service Location (SRV)) ] %i#iR

Resource Record Type [E3]

e

[—EX (Service) ]2 SRV L O— RORVIDERHT. [ZFOKIJL (Protocol) ] 2 DEDEATY ., [BKLE (Priority) ]
& [EHFTF (Weight) 1id. COYFVATIIEETIEHD FBA. _cisco-uds (UDS H—ER) AD [R—rFEES (Port
number) ]iE. 9 8443 [CLE T, [COH—ERXZIEHT B/HRR M (Host offering this service) ] A%, SRV L O1— R D%E5%E
ICHEDET, CCTIREICELEBHRANEZFEATZCLZRCERLET, BRICL > TIITLEBMRINEINELLES
ZEBHNEY, COFEIFUCM B—/NICRD T,

I - Ea—l
22. SRV L O— K DFEE
New Resource Record =
ervice Location (SRY) |
Domain: [ colabedge-121.dc-01.com |
Service \ _disco-uds vl
Brotocol [z ~|
Port number: 8443
Host offering this service:
[ vom1.dcoud.cisco conl
[ Alow any authenticated user to update all DNS records with the same
name, This setting applies only ta DS records for 3 new name.

SRV L J—KRIZ& > T, Microsoft DNS #—/X\D Y —YRHNIC7 # LY EENBFNICERESNE T, REDOFIELITTLLES.
[58T (Done) ]Z7 Uy o LTI4—REZHKTLET,

20. FERICEIF 2 FBEHDDNS TV M) I TREICHRD £, collabedge-121.dc-01.com DY — > &R EF DNS H—/\(C
BMT2E. DNSH—/AH DY —VICHTEZIV TV EEELBSBREZNSTT, ZEMNBALI—-K (RXK) ZEM
TBIESH. IBNICEETT,
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a BEADY—YDI—b 7ANFTICBBLTES—EHIY v L. [#HBARZXL (A ik AAAA) ... (New Host
(Aor AAAA)...) 1 %#BIRLET,

b RIAMEZANLEYT (BEICRZAMEZDH, FOQDN (I 2 HEEOHRAWMOERT « —/L KTEBNICEHENEY) .
c IPP7RLRZANLEY,

d N7Uvy T IP Dfsh. DNS H—/\(|F, BHEFT SR, 7L 2—K (PTR) LO—KRZBETERTEEFEA. X
DATY 7T, [BET BRIV LI—K (PTR) Z1ER T % (Create associated pointer (PTR) record) ] A4
ZICUTFHTRTIZIENTEZET,

e WMEEEZLS. [RAMDIEM (AddHost) 122U v s, [587 (Done) 120Uy o LET,

23. [#1#R/RX b (New Host) 1 7+ —A
New Host -
Name (uses parent domain name if blank):

vese [
I

Fuly qualified domain name (FQON):
weee. colledge-121.de-01.com. |

IP address:
64.100.10.173 |
[ |create assoosted ponter (PTR) record

__|Allow any authenticated user to update DNS records with the
Sa3me owner name

s ] o]

21. WB|EIFBEMAAETH . Expressway X8.8 DU U —R /—KMICHRHEhTWBLSIC, Expressway X8.8 LTI
AlCHB>TWET,

&S DNS H—/\ICId 64.100.10.x XY R 7=V D#F|E Y =V FiaW e, ERT Z2UENAH D ET, #B5EV—VEHLL
ERT 25, EBIEY— VA ERT2AELIFIFRALTYT., 5D, 7Y vU3 57 4IL49H Revere Lookup Zones
THPRTY, ABOTV«F—RKEFERAL. [XYy +T—%2 D (Network ID) ] 74 —JLKIC 64.100.10 & AL T, IPv4 35|
EYV—VEERLET, TNT. ¥E|EFY—YRNIC 10.100.64.in-addr.arpa E VWS GEID 7 A LY DEREENET,

a ZO7ANTIIBELT, 7V v I T[EHRKRA>% (PTR) ... (New Pointer (PTR) ...) 1 Z&IRLZE T,

b Expressway-E O E7 KL Z2&E FQDN ZANLTIP 2RTEEET (FIORTY TTERLTVWSD T, S
T2 TEED) S

c [OK]=z#LZET,

5 KM
& 24. PTR L J— R D&M
New Resource Record .
Pointer (PTR)
Host IP Address:
[ 54 100.20.173 |
Fully qualified domain name (FQDN):
| 173.10. 100.64.in-addr.arpa ‘
Host name:
[ vese colabedge-121.dc-01.com | [Corowse.. |
[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.
s
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22. CNSDEEEITS & Jabber (COJ A VAREICRD FTH, BEEFEY—ERIHKELTT. FHTEEEA.

25. Jabber - BEEY — EZANER
) Ciseo Jabber o =] 3
o oS o

0, ¥
ntact Anita Perez
- Charles Holland
M|

Me

Meeting

o Show error notications

BEY—EXDIT—

MIEHVERFREROMREIF. BEY—EXDOMETY, ChiClF. OVEAIRL—r3y YVa—23y PFI3A4AFHER
TY. BRITEN DD SBVEEEF. UTOR—IDFIRICHE> TSN,

BEY—EX IT7—0DFR
1. WIEAUFIEICK->TATZRELET.
m  Jabber 2879 %
m  Expr-C & Expr-E @A TEMOI 2E%ICT S
m  Jabber ZEEILTOV AL, BREY-—EXATIS—HIHEILETIITHD
n OJZR&ETS

2. Expr-E@OO%¥%#J5RL—Y3y YUa—vay 7547y 7O—KLU., SIPEFORREEELET,

3. AI—HICHEMITISNTWSHEKRZHELET. 7747 M. /cucm-uds/user/mcheng/devices CXF LT GET Y &
IZAMEERITLET., ZNICHTRINEICE. BETIHADERSE XML AFFNET,
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26. A—FICEEMITSNT NI R

HTTP/1.1 200 OK

Cache-Control: private

Expires: Thu, 01 Jan 1970 00:00:00 UTC
Set-Cookie:<CONCEALED>
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000; includeSubdomains
Content-Type: application/xmi

Date: Wed, 31 Aug 2016 10:01:29 GMT
Server:

Age: 0

Content-Length: 152

Connection: keep-alive

<?xml version="1.0" 7>
<devices uri=" https://ucm1.dcloud.cisco.com:B443/cucm-uds/user/mcheng/devices" version="11.5.1" />

4. ZODTRTIFTTIC CSFImARINTRA S I—HFICEHEMITSNTWS /8. SIP ZEFOMEEICEBL XTI,
B 27. ASRL—Y3y YYa—vay 7F5144%-SIP &8k

Vv Log overview

Calls MRA logins SIP registrations TCP/UDP streams DNS queries
Search:

From To Call ID Src IP DestIP

6030@ucm.dcloud.cisco.com 6030@ucm1.dcloud.cisco.com 005056b8-7f450002-0000540b~ 64.100.10.173 198.18.133.152
00001ee9@198.18.133.38

6030@ucm1.dcloud.cisco.com 6030@ucm1.dcloud.cisco.com 005056b8-7f450003-00006985- 64.100.10.173 198.18.133.152
00005751@198.18.133.38

6030@ucm1.dcloud.cisco.com 6030@ucm1.dcloud.cisco.com 005056b8-7f450004-0000401a- 64.100.10.173 198.18.133.152
00007731@198.18.133.38

6030@ucm1.dcloud.cisco.com 6030@ucm 1.dcloud.cisco.com 005056b8-7f450005-00007f13- 64.100.10.173 198.18.133.162

00001679@198.18.133.38

5. MRAOJA V%R I B E., HTTPS Ay t—JICMZA T, BET S SIP BFELERRSINTVET, WIhHZEIRT S
&. Unified CM A5 [405 XY v RAEFRIS 1Ak Ly (405 Method Not Allowed) ] & WS IEIREINET,

& 28. JASRL—yay YVa—v3y 7+ - SIP ZEROFE

SIP signaling

Time | Leg1 | Destination

06:32:09 - REGISTER

102 REGISTER  64.100.10.173 198.18.133.152
06:32:09 — REGISTER 102 REGISTER  198.18.133.152 198.18.133.3

06:32:09 < 100 TRYING 102 REGISTER  198.18.133.3 198.18.133.152
06:32:09 < 405 METHOD NOT ALLOWED 102 REGISTER  198.18.133.3 198.18.133.152

06:32:09 < 405 METHOD NOT ALLOWED

102 REGISTER

198.18.133.1562  64.100.10.173
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6. AvE—YOFHMIIAXICEEHEINATVET,

29. AZRL—Yay YyVa—vav 7r7 -[405 AV v RAFAIE ARy (405 Method Not Allowed) ]

SIP/2.0 405 Method Not Allowed

Via: SIP/2.0/TCP 198.18.133.152:5060,egress-

zone=CEtcpucm 1dcloudciscocom;branch=z9hG4bK62b376eb4a2b5735d15de7b8b63dea2420859.d4022f6a833ad0f73d501fc8edeee?5c;proxy-
call-id=2457a63a-1f9a-4515-930e-e25edd73167 2;rport,SIP/2.0/TLS 64.100.10.173:7001;egress-
zone=VCSCforMRA;branch=z9hG4bK4391726fc5d96a21c57eb4923b2bc0f92297.b43a29220dbcb7adB8464e73e9febf60c;proxy-call-
id=93804dbb-bef3-40e7-9ade-33ec5hfeBab6;received=64.100.10.173;rport=7001;ingress-zone=VCSEforMRA,SIP/2.0/TLS
198.18.133.38:59001;branch=29hG4bK0000473e;received=198.18.133.38;ingress-zone=CollaborationEdgeZone

Call-ID: 0050560b8-7f450002-0000540b-00001ee9@198.18.133.38

CSeq: 102 REGISTER

From: <sip:6030@ucm1.dcloud.cisco.com>;tag=005056b87f45000200002d82-00002d73

To: <sip:6030@ucm1.dcloud.cisco.com>;tag=1318307227

Allow: INVITE,OPTIONS,INFO,BYE,CANCEL ,ACK ,PRACK,UPDATE,REFER,SUBSCRIBE,NOTIFY

Server: Cisco-CUCM11.5

Date: Wed, 31 Aug 2016 06:32:09 GMT

Warning: 399 ucm1 " SIP trunk disallows REGISTER"

Content-Length; 0

7. Expr-C A%, Unified CMICSIP k5> 7IC&% SIP %ﬁ%%{n L% 9. Unified CM {E, SIP 5V TOZEFRZHARL
Bh, ZDZEICDWVWT Expr-C IC7 F— bAKRRE N, —hCET2URTAREBNRENET.

B 30. ASRL—ay YVa—vay 7F748 -V ATALABHRT 77—

Vv System information 4

General information 4 IP Configuration MRA

ALERTS

Severity = Reason

1 neighbor zone CUCM Neighbor and Unifiec

8. ZOY—IHRHEULMEICOVWTIEMRAOY A Y M Eh, BEEBENEREINET,
B 31. ASRL—Y3ay YVa—vay 754 -MRAOQVA VDS TNV a—Fa VT

Vv Log overview

Calls MRA logins SIP registrations TCP{UDP streams DMS gueries
Time Client IP MRA User MRA Phone
I 06:31:54 198.18.133.38 mcheng CSFMCHENG [~

MRA Login Details

MRA Login Troubleshooting @

© MRA registration failed for phone : CSFMCHENG
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Unified CM (. SIP kT V7 ICEERFIT SN TS TCP EFEHEH T SIP ZiR%ZITED £9, Zhld Unified CM AS,
Expr-CA®D SIP SV %R—K 5060 TYUYRAVTBEHTY, ChEFERRBRZAR—MNE2ERTZVELNHDET,
DHEBEZBIELET,

a Unified CM T, Expr-CA®D SIP kY JICBRASNISIP SV Y X2 U7« 707 71 I DBEER—
bz, R—K 5560 ICEELEY, bIvoZ2wd Uty hLTLESZ,

b _LROBHICEHET. Expr-C T. Unified CM AD XA /\— YV—VDR— % 5560 ICEBEL X,

10. TANEHERITIHEEEICKELEYT., AFRL—Yay IVIVICEYLR—EOOS/ %27y 7O0—-RK¥$5E. MRA

BJAVIC, HTTPS Ayt —J & SIP BFA Y E—JDOMANEENTNS I LEZRERTEZET,
ChTIRRBEDOHTI.
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8% A SIP Z5R D4

BYBREMTIONICETHT, SIPUTFI YT ZF#BICRTHEL LS. VI THBICHERTEEXT,

VI RNT7 &R

1. 9547 hH SIP BEf% Expr-E [CEELE T,

REGISTER sip:ucml.dcloud.cisco.com SIP/2.0

Call-ID: 005056b8-7£450002-000051£fe-0000798£@198.18.133.38
CSeqg: 102 REGISTER

Contact: <sip:d2d564d1-6b01-8be7-a7£f8-

b44pb905£c6d6@198.18.133.38:56920; transport=tls>;+sip.instance="<urn:uuid:00000000-0000-0000-0000~
005056p87£45>";+u.sip!devicename.ccm.cisco.com="CSFMCHENG";+u.sip!model.ccm.cisco.com="503";video
From: <sip:6030Q@ucml.dcloud.cisco.com>;tag=005056b87£45000200003d5£-0000701f

To: <sip:6030@ucml.dcloud.cisco.com>

Max-Forwards: 70

User-Agent: Cisco-CSF

Expires: 3600

Date: Fri, 02 Sep 2016 13:28:08 GMT

Proxy-Authorization: Digest username="mcheng", realm="vcse.collabedge-121.dc-01.com",

uri="sip:ucml.dcloud.cisco.com", response="5fad4d7097£712a5864294£2904d95d48",
nonce="ef30e93be9%fac7c6c424d13a0938daca77797e8ddaad360628784682eb9d",
opaque="AQAAADOhLG338MMdvzJInwlrbKIF09Gvb", cnonce="00006dfb", gop=auth, nc=00000001, algorithm=MD5

Via Ny ¥ —(d. REGISTER UV TR MIXtT 3 SIP ISBED/NRZRET BIHICERAEINET,

Route Ny 5 —|d. SIPEFEU I ITAMD/IKRERET DHICFERENET., TITIER. 7547 MHERIC SIP ZEHRE
SIKRAERELTWB L #ERTEET,

sip:vcse.collabedge-121.dc-01.com;transport=tls;Ir
sip:198.18.133.152:5061;transport=tls;zone-id=2;directed;Ir

sip:ucm1.dcloud.cisco.com;transport=tcp;Ir

SHDIL— ~IF Expr-E Bi&TH D, 2BEDIT Y MY IE Expr-C T, EDI Y MY I(F Unified CM T9,
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2. COBHFEEIRLTVL & RORRBD Expr-E 15 Expr-C [CREINB L aBRTEET,

REGISTER sip:ucml.dcloud.cisco.com SIP/2.0

Call-ID: 005056b8-7£450002-000051fe-0000798£@198.18.133.38
CSeqg: 102 REGISTER
Contact: <sip:d2d564d1-6b01-8be7-a7£f£8-

b44b905£c6d6@198.18.133.38:56920; transport=tls>;+sip.instance="<urn:uuid:00000000-0000-0000-0000~-
005056b87£45>";+u.sip!devicename.ccm.cisco.com="CSFMCHENG";+u.sip!model.ccm.cisco.com="503";video;+u.sip !user
id.ccm.cisco.com="mcheng"

From: <sip:6030Q@ucml.dcloud.cisco.com>;tag=005056b87£45000200003d5£-0000701f

To: <sip:6030@ucml.dcloud.cisco.com>
Max-Forwards: 15

Path: <sip:64.100.10.173:7001;transport=tls;lr>

Path: <sip:198.18.133.38:56920; transport=tls;apparent;ds;lr>

User-Agent: Cisco-CSF

Expires: 3600

Date: Fri, 02 Sep 2016 13:28:08 GMT

Supported: replaces,join, sdp-anat,norefersub, resource-priority,extended-refer,X-cisco-callinfo,X-cisco-
serviceuri, X-cisco-escapecodes, X-cisco-service-control,X-cisco-srtp-fallback,X-cisco-monrec,X-cisco-
config,X-cisco-sis-7.0.0,X-cisco-xsi-8.5.1,X-cisco-graceful-reqg,X-cisco-duplicate-reg P-Asserted-
Identity: <sip:6030@ucml.dcloud.cisco.com>

X-TAATag: 7b0077e8-84e8-4e52-92b5-5bf0cad28284

Via Ny F—I[CED L ST Expr-E pEIME ., BEDNEESI N2 DMDET, Route Ny F—|[ClE, FERITZFNZVR
R— b % &L Unified CM ASRENE T, D Route Ny ¥ —|[E, Expr-C THEIMICER S hIREIL—ILIC—LET,
hiZOJ THEETEET,

Module="network.search" Level="DEBUG": Detail="Considering search rule 'CEtcp-ucml.dcloud.cisco.com'
towards target 'CEtcp-ucml.dcloud.cisco.com' at priority '45' with alias
'ucml.dcloud.cisco.com; transport=tcp;lr"'"

200 OK [S&lE via ANy ' —D /N ZITHELY, Unified CM A5 Expr-C, Expr-C H5 Expr-E, % U THERIIC Expr-E i 5
Jabber [ZEfEENE T,
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FERDRFLTTE

Expr-C TEiFaMERIT B ENTEEI, T TlE Jabber FNA ADLI—HEZEIP PRLATHRIETEZY,
32. ZERDIREE - Expr-C

afualn
CISCO Cisco Expressway-C

Status System Configuration Users Maintenance

0
Unified Communications proxy requests *You are here: Status * Unified Communications * Unified Communications proxy requests
Records: 5 Page 1 of1

mcheng 198. 1‘8.133.38 Jabbcr—‘Wi‘r‘-SM |.-||:ml1 Jdeloud.cisco.com 2‘016-09-&72 14:33:58
Unified CM Tid. Expr-C D IP 7 KL RICL > TT /NS AHBEFRINhTWE I e DD ET,

33. EERDIKEE - Unified CM

— Phone Type

Product Type: Cisco Unified Client Services Framework
Device Protocol: SIP

r Real-time Device Status

Registration: Registered with Cisco Unified Communications Manager
ucml.dcloud.cisco.com

IPv4 Address: 198.18.133.152

Active Load Jabber for Windows-11.7.0.42920
ID:

Jabber BADEHIRA T —49 A &HERT D&, Expressway R TIEHELTVWSZ EXDADET,
5] 34. B ERDIREE - Jabber
o Connection Status _2<J
Cisco Jabber
Version 11.7.0 (42920}

v" Softphone

Status: Connected

Protocol: SIP

Address: ucml, deloud.cisco.com (CCMCOP - Expressway] ([[PV4)
Device: CSFMCHENG

Line: 6030
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