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MERE : COPFVATIE. NXOS NS ETFHREGVOBEFLPEEEZFOV—IISHRETSLEZENELTVET,
F9 Python 27 ) 7 b ZEHL TNXOS ZEHEI{LL. ZD%. Ansible DFFliZHEFE L 9. Ansible ZFIFHT 2 &, aV
Ea—F4>7. AhL=I, RYNT—FVIRBREAVITFRANZIFYRADS LI TRBEPRICENZ YR I %, GHICH
BL322ENTEXT., I—HFlE. TOVFUAD4DDOFREBZELT. NXOS & Ansible DFIAAEEFVET, 9
Ansible DEARHRENAD StH6. ZDH%R. SEREVFICERET,

Z 7R 1. Python Z{EA L /E&t

COEETIF. SETXREAFEPEFEEZFDOV—ILZFAL. WODDXRY M7=V DREAEZSMEICBNLET.
WBERDFEE BAEOEENE, SFSERYFa2I—ravIBITEY—ALL AN DHERAIER R Y b T—V ERANOX
ISEZLERT ZHIC. SMEE. FARELGESEA T aVICOVWTERL TV SRENHD XTI,

XY RT—=9 ARL—5DEL IF, BEDEIFMLICY TILEF Python R U 7 &FRALTWEY, T TlE, T2 Python O
V7 E (F0OFE) FALT, XY MT—9 FNRARICCUOAVY REZBALTHET, NXOS ETId, Unix ¥ )L & Python 1
F—=TVIOVWThEHFERETT, ChiCED,. O—AIO7O7ZAFRTRIEZFERALT. RIV TN EERLRM v FOER%
Bt 52 EMNTEET, CiscoNexus 24 ¥ FICIE Python 275 B34 Y XA h—ILEhTWS 18, 7O S AICKD XA v FD CLI
K7V EAVLTEEIERIRIZETITBIENTEZT,

CLI oBE#k

1. UE—FIT7—9RF—YavDFRAI by 7T, Tlansible] IRAMICHEHT S Putty Va—hhy bERBREILETD,

2. KD Python VU T % (Z0FFE) FALT. XY MT—9 FNRARICCLI O Y RZBALTHEL &£ 5. ansible D
Putty ¥ —I+ILTROIAXY REAHAL, VIZTF 49 TPython RV T hERTARELET,

[ansible@ansible ~]$ vi dc-automation-bootcamp/nxos/labl/cli/enable_feature cli.py

AVVUZ7RADIAY M, AV FOABRZHAL TVEY. RV VT h2FZ#BLTZOERZERL TEEL,

#!/usr/bin/env python2

import paramiko # SSH v 3 v THHA
import time # RV U7 MNAT—HELZT 57-ICFIA

t POERTBRAMD—E

hosts = ["nxosvl"]

# NXOS login &R
username = "ansible"

password = "ansible"

# ssH FICETLLY Paramiko DIEH%EMR
object conn = paramiko.SSHClient ()

#+ BEMIC/RRND ssH EEZF

conn.set missing host key policy(paramiko.AutoAddPolicy())
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# BEAROKRZA M IRTICSHUTEITT S

for host in hosts:
Pring Vosssooooossooooosss W he8t, Voresesommooeeesocas=s
# BBATY RERITTZ/HIC shell DYV avEERTS
conn.connect (host, 22, username, password, look for keys=False, allow agent=False)
remote shell = conn.invoke shell ()
time.sleep (2)

# VE—NMRRANOHNZERE
output = remote shell.recv(65535)

+ HAhERE

print output

# "configure terminal" %3{T

remote shell.send("configure terminall\n")
time.sleep (1)

output = remote shell.recv(65535)

print output

# NXAPI HEEZEMICT S

remote shell.send("feature nxapi\n")
time.sleep (1)

output = remote shell.recv(65535)
print output

# Av74Fal—yay E—Rzk
7% remote shell.send("end\n")

time.sleep (1)

output = remote shell.recv(65535)
print output

time.sleep (1)

# SSH Oty YavE{#L, @— ssH V547V 2BHATESLSICT3
conn.close ()
3. RVIUTRNEVDEEEDHERLIES, VIZTTA9EETLET,

4. Putty ¥ —IFILTUTOARYREANLT, SREBEZRITLET.

[ansible@ansible ~]$ python dc-automation-bootcamp/nxos/labl/cli/enable_feature cli.py

5. RiTHR. WRICIIRDLSICRRSNET,
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HOHER

[ansible@ansible ~]$ python dc-automation-bootcamp/nxos/labl/cli/enable_feature cli.py

———————————————————— NXOosvl ——————————-——————-———

Cisco NX-0S Software

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.
NX-0SvI9K software ("NX-OSv9K Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco
Systems, Inc. ("Cisco") and are protected, without limitation,
pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the NX-0OSv9K Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts
of this software may be covered under the GNU Public License or the
GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R R

* NX-OSv9K is strictly limited to use for evaluation, demonstration &
* and NX-0S education. Any use or disclosure, in whole or in part of &
* the NX-OSv9K Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by &
* Cisco in writing. *

AR R R R S SRS S S SRS S S SRS SRR R R R R R R R R SRR R R R R R R R R R R R R R R R RS
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nxosvl#

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxosvl (config) #

feature nxapi

end

6. Python DY —R 771 JLIC. NXAPI BEED R T—H A% KRT51—K 7OV I ZBMULET., VITFA I TRIY Tk
ZHE (RA7v72%288) . TROFRFHBHOI—K 7Oy 7 %2EBMULET, BEZREFEL. VIZTTA 928 TLET,
# NXAPI ZHMICT S

remote shell.send("feature nxapi\n")
time.sleep (1)

output = remote shell.recv(65535)
print output

# Show the NXAPI feature status
remote shell.send("show nxapi\n")
time.sleep (1)

output = remote shell.recv(65535)
print output

time.sleep (1)

$# AVT74Fal—ray E—FzkiI3
remote shell.send("end\n")
time.sleep (1)

output = remote shell.recv(65535)
print output

time.sleep (1)

7. WELILRIVTLERITLET (RTv T4 %28R) . ROEODRREINET,

i ansible@ansible:~/dc-automation-bootcamp /nxos /lab1 /cli =10] x|

NXAPI @ E&h{t

Cisco Nexus /N1 XA Tld, BEIFIAVIVRIA Y A5 —T x4 X (CLI) #EALTERELET, CLI[F, HZT/N1RL
TUNRITTEEEA. Nexus DEREZLP T T5/HIC, Y ROE. HTTPHTTPS APl #1895 Z &£ (& D NX-API
REST #EAL T, UTOZEEAEEICLTVWET,

BED CLI O Y K& XAy FOIERH SRITAHE,
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DRV HTTP/HTTPS RE L TEBDRET V¥ 3 > 2 ERITAlRE,
NX-API REST [, A Y RPRA Y FADHREICHIGL TWBEFTHL, LinuxBash Y K& E{TAEE,

NX-API REST (&, #mEIC HTTP X7/zld HTTPS 2R L X9, FEIAY Y K& HTTP/HTTPS @ body ZBICHHMMA T . HERE A
Yy K&ELT POST BMERENET., NX-API REST |Z. =T Nginx HTTP H—/\&#HFEAHAL TWE 3., Nginx H—/NICx L T,
BRUAT—5 % XML £7-13 JSON FeR THBAIAET T,

7 NXAPI Z{FEAT 3ICIE. A4 Y F T nxapi EEDNBIICHR > TWS I EEBERL TS,

NXAPI (&, EFI/IEREFREO 7 7O0—-FZ2HALTWET., FETIOATI I MIIF. —EDURLHASTFIERATEET,
SEHIC D VT, https://developer.cisco.com/docs/nxapi-dme-model-reference/ [3258] 22 B L TS LY,

1. Postman 72 €M RESTAPI 754 7> b @A L T NXAPI O—)LEXR{TL/ED. Python RZ U7 M5y FUTREY
2B LIDTBENTEET, COFEZTIE. Python ZZ YT MCTTy TEhic NXAPI #ERLT. A4 v
F_+ T interface-vian tEE = EMICLE T, ansible @ Putty ¥ —IFILTROIAXY KEAHL, VI TF 4 % T Python
AV TN ERTBRELET,

[ansible@ansible ~]$ vi dc-automation-bootcamp/nxos/labl/rest/enable feature nxapi.py

AVUZ7RADIXY M, AV FOABRZHAL TVEY. RV VT h2FZ#BLTZOERZERL TEEL,

import requests # HTTP YU IR MICHHE
import urllib3 # HTTP YU IR MICHA
import json # JSON %9 2D ICH A

urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

# POELRTBRAMD—E

hosts = ["nxosvl"]

# BHETROKRA M IXRTICHLUTRITT S

for host in hosts:

print "\nAuthenticating with the device . . .\n"
# FBEAEd—V v ERS
url = "https://" + host + "/api/mo/aaalLogin.json"
# Login data
data = """
{

"aaaUser":

{ "attributes":

{
"name": "ansible",
"pwd": "ansible"

}

response = requests.post(url, data=data, headers={'Content-Type': 'application/json'}, verify=False)
# JSON ZZDFEHATZIHHE. TERTEZIAVEITIRTS

# print json.dumps (response.json(), indent=2)

if response.status_code == requests.codes.ok:
print "Authentication successful!\n"

else:
print "Authentication failed! Please verify login credentials!\n"
exit (0)
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token = response.json() ['imdata'][0]['aaalogin']['attributes']['token']

print "Authentication Token: " + token + "\n"

# Interface-Vlan HEEEBMICT S
url = "https://" + host + "/api/mo/sys.json"

data = """{
"topSystem": {
"children": [
{
"fmEntity": {

"children": [
{
"fmInterfaceVlan": {
"attributes": {
"adminSt": "enabled"

}

J DWD

cookie = {'APIC-Cookie': token}
response = requests.post (url, cookies=cookie, data=data, headers={'Content-Type':
'application/json'}, verify=False)

if response.status_code == requests.codes.ok:

print "Interface-VLAN feature enabled successfully on the device!\n"
else:

print "ERROR: Could not enable Interface-VLAN feature!\n"

exit (0)

2. RUVTh2OELEEDHERLES, VIZTT 45928 TLEY.

3. Putty ¥—IFITUTOIAIYREADLT, SREBERITLET,

[ansible@ansible ~]$ python dc-automation-bootcamp/nxos/labl/rest/enable feature nxapi.py

RITR. WRICIFIRDELS ICRRENET,
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oFt5S1R

YMNLIfLOTBrvVZ+DI

eBXtm/ zHE Rk

H AR
[ansible@ansible ~]$ python dc-automation-bootcamp/nxos/labl/rest/enable feature nxapi.py
Authenticating with the device
Authentication successful!

Authentication Token:

MtoUYXhIeIYZ5QMbH3SQ96Jv6cJagbBl7jVCnoMR+NX4fYoiuXEiGn0jDpj22aGghd70Ze2qreGZ+dGbLVSF1dclUdsGMo70hFCZ71rt
12P100az+F1NKeW+wbmcwz t256HMGWESVUYGnz+dEo+e/woQjTuO0myrVFed8rQzLOK1s3A30wf1d0igYghbd/wnG9rdWz24Cxalwmmnc
k15ixw==

Interface-VLAN feature enabled successfully on the device!

4. Python DY —ZX 7 7A4IIC. TINA ATENLBEEDY AN EWMEBTSH00—K 7Oy #BMLET., Thzx
T30, FTRARICGET VY IR EZREELET, VIZTTFAYTRZY T ERHE (RFv72%28R) . TR
DFRFEAOIA—K 7Ov 0 %BMLET, EEZEEL. VIZTTA 728 TULEY,

token = response.json () ['imdata'][0]['aaalogin']['attributes']['token']
print "Authentication Token: " + token + "\n"

# Enable Interface-Vlan feature on the device
url = "https://" + host + "/api/mo/sys/fm.json?rsp-subtree=children"
cookie = {'APIC-Cookie': token}

response = requests.get(url, cookies=cookie, headers={'Content-Type': 'application/json'},
verify=False)

if response.status code == requests.codes.ok:
print json.dumps (response.json(), indent=2)

else:
print "ERROR: Could not fetch the system information!\n"
exit (0)
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|
lsys/fml (&, [GET] Y/ IZXNTEBIIMETTIL ATI I MADNRTY, SHEEIE Tsys/fnl OTFICHZD
T. Y2 ITAPMIC 2rsp-subtree=children Z & T, NXOS HHEBEDHICFEED MO #5655 LDICLTWET,
5, ELVERVVTNZ2ERITULET (RTy 73 %8HR) . XOBHHNERRSINIET,

NXAPI BEEN E CICRRENTWVE D, Ffeo ZOFWENDRZES Lo THETE DD, EHMOHTLEID.
=10| x|

1,

"totalCount®™: "1i"

[ansiblefansible rest]$ v

CNTYFIUA1DIR1IIETTY.
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SR 2. Ansible D E RS

CDEY 21—I)LTIE. Ansible ZFIFAL T NX-0S #BENIL T 2O DEBEEHEEL X9, Ansible 2F|HT %L, AvEa1—
TAVYT, AL—=Y, RYNT—FVITRBEAVTIIANZVFYHADIETIELRIBANCE A ZY X0 %, BHIZEFHE
T5IENTEZY, Ansible ZFIA L —RHAGY —/GERATIE, Python d— RAEEIHR ETRITEShFIH. Cisco NX-
OS 7/\1 AT Ansible ZE{T9 25&IE. NXAPI WERIhFET, COLSB—TERETIIE. KRERY NT—0DA

RL—=ZICES>TAV Y FHBREL, FRD, U—ERX T7ONA T —ERITHE VT Ansible "ATZBTWBEHRD 1 DIC
To>TWET,

4. Ansible & Nx-OS DiEE DM

1. YAML TRl [\
Ansible 7L 4 Fw4%
T FRavMa—

L AT—L3v|ZEA .

%
P 2. Ansible A%, NXAPI Z1#

Ansible v FA—)L RF—3y LTNXOS £Za—)Lzn—
NLTERITL, T/ RERH

I NXOS OFBEY 2 —I/LICET 2FEMBEHRICOVWTIE. ROUVIESBLTI LS -
http://docs.ansible.com/ansible/latest/list of network modules.htmli#nxos [3558], REY 2 —ILHEHMICEHEAS h, BEOJRERT
NTDNFA—IPEDEOFINEHEINTNET,

ARV MY T7AIVICIE, Ansible TIEET ZRZAMDEENTVWET, Ffc. Ansible 7L ATy N SERTESTIL—
TERAMNDEELEZINE T, VIZTTA Y ZFERLTAI YRV MY T7 I EHERT ZICIE. ROOYVYRZAALET,

[ansible@ansible ~]$ vi dc-automation-bootcamp/nxos/lab2/inventory

nxosvl

[all:vars]

ansible connection = local
ansible ssh_user = ansible
ansible ssh pass = ansible

CDTREZETIE, nxos_vian TV 12— )L EFEHUL T, VLAN 2E S 37cDDV VY TINBT LA Ty U #EBIEITLUEST., UT%
EBLET,

Web VLAN - 10
App VLAN - 20
DB VLAN - 30
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B 5. VLAN D1EE

nxosvl
deviest

Web VLAN App VLAN
Vian 10 Wian 20

DB Vian
‘ian 30

TTT. REEE Ansible 5 27 [SETHOAEE 3 DBALET, § R ICEEEERBRT 2L TLAT v ICES
U-ZHEERT 2% N7 71 ILICEEUVEREERT 55%ED 3 DTY,
1. ansible KA MDD Putty ¥ —XFJ)LTlab2 T« LY MUICHIDEZE T,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/nxos/lab2/

2. ansible @ Putty ¥ —XFILTROARYV RZANL, VIZTT 45 Tansible 7LA Ty I 2RTMEELET,

[ansible@ansible lab2]$ vi create vlans.yml

TLAT7YyIADIAY ME &€V VavORBZHALTVEYT, LA Ty I 26ZHRBL TZDERZERBRL TS,

¥ : AT 3 Ansible EV 21—

nxos_vlan - http://docs.ansible.com/ansible/latest/nxos_vlan_module.html [Z£EE

- name: VLAN creation Playbook

all # inventory file FICEEINALIXRTORAMIHMULTYRIEZEITT S

gather facts: no

hosts:

# M playbook ETHATZINTA—FYETEET S

vars:
vlan20:
id: 20
name: app

vars_files: #+ ST 7 AIDENFTA=F5 %A VR—+T B

- external vars.yml

tasks:
- name: Ensure VLAN 10 exists # R VT NICEEEN NIE
nxos vlan:
vlan id: 10
name: web

transport: nxapi
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- name: Ensure VLAN 20 exists # playbook M vars TEEINIE
nxos_vlan:
vlan id: "{{ vlan20.id }}"
name: "{{ vlan20.name }}"

transport: nxapi

- name: Ensure VLAN 30 exists # 94887 74 )L "external vars.yml" OFTEEINTWSIE
nxos_vlan:
vlan id: "{{ vlan30.id }}"
name: "{{ vlan30.name }}"

transport: nxapi

3. TLAT7v0z0eeBnERLIES. VITT49ZR8TLEY,

4. ORI, HEEHT 7AIEHEZEL. NEI7 7AILTEHHIHEDLDICEESI N TLBHNBRBLTLLESWL, XROOATY REA
ALT. VIZT A Y THHRER 7 74 IV Z2HAZEET,

[ansible@ansible lab2]$ vi external vars.yml

v1lan30:
id: 30

name: db

5. NBEHT 7N Z2VEEBEVERLLES. VITT45Z8TLET,

6. Putty ¥ —IFITUTHOIAYYRKEZAALT. ansible 7L Ty I %ERTLET,

[ansible@ansible lab2]$ ansible-playbook create vlans.yml -i inventory

RITR. WRICIFIRDELS ICRRENET,

? ansible@ansible:~/dc-automation-bootcamp/nxos/lab2 =10 x|
; | 3 ble a

sible lab2]$ ans

e e e e e E e e

inged=3 unreachable=0 failed=0
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H AR
[ansible@ansible lab2]$ ansible-playbook create vlans.yml -i inventory

PLAY [VLAN creation Playbook] R R R R R R R R R R R R R R R R R R R R R R

TASK [Ensure VLAN 10 exiStS] khkkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkkxkx

TASK [Ensure VLAN 20 exists] ** %%k kxokkkokk kok ok kok ok ok ok ok ok ok ok & ok ok kok ok & ok ok % ok ok % ok ok % ok ok X ok o X ok ok X ok ok X ok o % ok ok X ok o X ok ok X ok ok X ok ok % ok ok % ok ok

TASK [Ensure VLAN 30 exists] ** %%k kxokkkokk kok ok kok ok kok ok ok ok ok & ok ok ok ok ok & ok ok & ok o % ok ok % ok ok X ok ok X ok ok X ok ok X ok o X ok ok X ok ok X ok ok X ok ok X ok ok X ok ok % ok ok

PLAY RECAP AR R R R R SRR R R SRR SRR EEEEEEEEEE SRR EEEEEEEE R R R R R R R R R R R R R R R R R R R SRR R R R R R R R

unreachable=0 failed=0

7. ATavE-v. -w. W ILERBASTLA Ty VE/BARITLEY (RTYvT68R) . vATavyTTLA
TvOERITIRE, HOERDNLOBMICBDET. TLA 7y IRITRICEBZhZ NI Y7V Y K 7OERICH
TRERN. LOESRRSNET. vl ZBMI 2 &I, BRALDHMCBEDET.

# ansible@ansible:~/dc-automation-bootcamp/nxos/lab2

CNTYFIUA1DIR213ETTY.
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S 7K 3. Ansible DEARIRE

CDIREETIE. Ansible TEAXE L —T7%ERTBHEEZFVEY. FEXZERAT L. RITURDOY XTI PZEDORIT
FEELDHNFIEITZIENTEXT, L—TZ2ERATZE. —EDT/NA APREEICKH L, TOTVFALICE>TYRY
ZRDBLRITIBIENTE, BMLRV YT M ZBIALPIKBDEYT., BRI, Ty 7L— b Z2EALTEREXDOH
N7 7ANEERT B EZERLET,

31 IIL—7

BEOVIANA VI —T A RAERELTHELLD, BIVI—T 1A RERETZEHICALI RV EZ—ERT 5D TIE
2<. Ansible DIL—F XAF—M AV (with_items) ZFERALT. E8OA V7 —T7 21 A ULTRALUY RV Z#EDRULE
TUET, BEOVLAN A VI —T 1M1 RAZNZFNICIPVA PRLRAEZRELET.

6. ZEVLAN A V5 —T 24 XD IPv4 7 KL RERTE

nxosvi
deviast

Weab VLAN App VLAN DB Mian
ian 10 Van 20 Vian 30
10.1.1.1/24 20.1.1.1/24 30.1.1.1/24

8 s -3
1. ansible RX ~® Putty # —3+JLT 3.1.loops T4 LY NUICHIDEZE T,

[ansible@Ransible ~]$ cd ~/dc-automation-bootcamp/nxos/lab3/3.1.loops

2. ST T 7AILEREZEL, TEHEDLSICERSNTLEHIBRBELTLLESWL, XROOAYYREAALT, VIZTF4
I THHER 7 7ML EREET,

[ansible@ansible 3.1.loops]$ vi external vars.yml

vlan_interfaces:
- { name: VlanlO, desc: Web VLAN, ipv4: 10.1.1.1, mask: 24 }
- { name: Vlan20, desc: App VLAN, ipv4: 20.1.1.1, mask: 24 }
- { name: Vlan30, desc: DB VLAN, ipv4: 30.1.1.1, mask: 24 }

3DDVLAN [CHTBERET—IDNIRTEHT 71 IILICERFESINTWVE T, vian_interfaces ZHICIE 3 DDIEENE X
nTHh. BIEHIC. name, desc, ipvd. mask TEHAEES N TVET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 26/73



Cisco dCloud

3. ansible ® Putty ¥ —IFILTROARX Y KZEAHNL. VIZTF 15 Tansible 7 LA T v I aRRIRELET,

[ansible@ansible 3.1.loops]$ vi config vlan intf.yml

LAy IVRADIAAV NI BRI VaVOABRZHALTWEY, LA 7 v 7 2642#RBL TZOERZEBRL T K

é l'\O

* : 9 % Ansible EV 2 —JL

nxos_interface - http://docs.ansible.com/ansible/latest/nxos _interface _module.html [#255

nxos_ip_interface - http:/docs.ansible.com/ansible/latest/nxos _ip_interface _module.html| [525E

- name: VLAN Interface Configuration Playbook
hosts: all
gather facts: no
varsilees:

- external vars.yml

tasks:

- name: Admin up the VLAN interfaces # The task will execute for
vlan interfaces variable

nxos_interface:
interface: "{{ item.name }}"
description: "{{ item.desc }}"
admin_state: up
transport: nxapi

with items:

"{{ vlan_interfaces }}"

- name: IPv4 Address configuration for the VLAN
interfaces nxos_ip_ interface:
interface: "{{ item.name }}"
version: v4
addr: "{{ item.ipv4 }}"
mask: "{{ item.mask }}"
transport:
nxapi with_ items:

"{{ vlan_interfaces }}"

4. TLATvIZVEEBDHERLES, VIZT 4592 TLEY,

each item defined under

5 Putty ¥ —3FILTUTOIATYYKZANLT. ansible 7LA 7 v I 2RTLZET,

[ansible@ansible 3.1.loops]$ ansible-playbook config vlan intf.yml -i inventory

RITR. WRICIFIRDELS ICRRENET,
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HOHER

[ansible@ansible 3.1.loops]$ ansible-playbook config vlan_intf.yml -i inventory

PLAY [VLAN Interface Configuration Playbook] Ak kA kA A Ak kA Ak kA A Ak kA Ak kA Ak kA A Ak kA Ak kA Ak hk kA rhkhkhkrkkhkhkkkhxkk*k*

TASK [Admin up the VLAN interfaces] R R i R R R R R R R R i R i S S S

TASK [IPv4 Address configuration for the VLAN interfaces] *xxHx kst ko dtdod koo koo ok ook ook ook ook ook ook koot ook

PLAY RECAP AR R RS S S S S S SRS S SRS S S S EEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRR R R R R R R R R R R SRR R R R R R R R R R RS RS E S

: ok=2 unreachable=0 failed=0
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3.2 X

COIREETIE. RUEXDERTEEERELET. RUENEFERATSEIET. TLAT VI TORITHARER DY RV &,
LOHMNHIEHT B ENTEXT, B, KUNZIL—TEGLEBTERT B LEFNTY.

ZITR WMBAYY—T A RCEER TSN TVS VLAN ICEDWT, YBA VY —T 2/ ADBRERELET.
4 v % —7 x4 R Ethernet1-5 & Web VLAN (10) . Ethernet6-10 |& App VLAN (20) . Ethernet11-15 (3 DB VLAN (30)
I, ZhZhBEERITFShTnEY,

®7. YRS VS —T 24 ADHRE

mxosy]
davtast

App VLAN DB Man
Wian 20 Vian 30
20.1.1.1/24 30.1.1.1/24

Web VLAN
Vian 10

10.1.1.1/24

E1N1-6 E1/6-10 E1/11-15

1. ansible 7R X k@ Putty ¥ — X 4 JL T 3.2.conditionals ¥4 LY b UICHIDEZ T

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/nxos/lab3/3.2.conditionals

2. SEEHT FAIEERL. THEHAEDLSICEESINTVWAIHIEBRLTLESL, ROOAYYREAALT. VIZTT14%
THHEH I 7L eRHEZET,

[ansible@ansible 3.2.conditionals]$ vi external vars.yml

physical interfaces:
- { name: Ethernetl/1 , vlan: 10
{ name: Ethernetl/2 , vlan: 10
{ name: Ethernetl/3 , vlan: 10
{ name: Ethernetl/4 , vlan: 10
{ name: Ethernetl/5 , wvlan: 10
{ name: Ethernetl/6 , vlan: 20
{ name: Ethernetl/7 , vlan: 20
- { name: Ethernetl/8 , vlan: 20
{
{
{
{
{
{
{

o S s = e & S

name: Ethernetl/9 , vlan: 20
name: Ethernetl/10 , vlan: 20
name: Ethernetl/11 , vlan: 30
name: Ethernetl/12 , vlan: 30
name: Ethernetl/13 , vlan: 30
name: Ethernetl/14 , vlan: 30
name: Ethernetl/15 , vlan: 30

N I R i
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nhs, BRI 7AILRNTA VI —T A4 RTEES N TS VLAN [CET VT Web VLAN, App VLAN, DB VLAN 00
TNNNCA VI —T A ARBBRERET BRIV %. TLATVIICEZTAATVWEET, fc&zlE, Web 1 v5—T7 x4
2AERETDIRIDGE. SYBAVI—T A AD vianZEH 10 THZIHILESHIFzvILET,

3. ansible ® Putty ¥ —XFILTROARXY RZAAL. VITF4F Tansible 7 LA 7y I ERRBELET.

[ansible@ansible 3.2.conditionals]$ vi set interface descr.yml

TLAT7YyIADIAYME, &BEIVaVvORBZFHALTVET, LA T v I2BZHRBL TZOERZERL TS,

¥ : AT 3 Ansible EV 21—

nxos_interface - http://docs.ansible.com/ansible/latest/nxos _interface _module.html [2£55

- name: Playbook for setting interface descriptions
hosts: all
gather facts: no
vars_lees:

- external vars.yml

tasks:
- name: Set the physical ports descriptions for Web
interfaces nxos interface:
interface: "{{ item.name }}"
description: Web Vlan
transport: nxapi

with_items: # ZOH AT pyhsical interfaces ETOBERINTICHULTRITESNET.
"{{ physical interfaces }}" # vian DfEN 10 OBREFHEBINED,

when:
- item.vlan == 10

- name: Set the physical ports descriptions for App
interfaces nxos_interface:
interface: "{{ item.name }}"
description: App Vlan
transport:
nxapi with items:
"{{ physical interfaces }}
when:

- item.vlan == 20

- name: Set the physical ports descriptions for DB
interfaces nxos_interface:
interface: "{{ item.name }}"
description: DB Vlan
transport:
nxapi with_ items:
"{{ physical interfaces }}

when:
- item.vlan == 30

4. TLATvIZVEEBDHERLES, VIZT 4592 TLEY,

5 Putty ¥—ZFILTUTOATYY RKZANLT. ansible 7LA 7 v I 2RTLET,
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[ansible@ansible 3.2.conditionals]$ ansible-playbook set interface descr.yml -i inventory

KT, WRICIIRDLSICRRENET,

Web interfa

for DB interfac

HOHER

[ansible@ansible 3.2.conditionals]$ ansible-playbook set interface descr.yml -i inventory
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PLAY [Playbook for setting interface descriptions]

TASK [Set the physical ports descriptions
10
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unreachable=0
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337v7L—h

CDZREETIE. Ansible 7L A7y I DHANBEREEE. RE. BETBNEZFVEY. 9. TLATv I ICERZE
JFIBHAELE. COHNBERETA RV LEDT7AIIICEZADHEZRERLET.

JSON O A

BYIOEE T, FILWEEGTL A7 v & Ansible NXOS EV 12— )L2FHALT. ZEOERY. THORNBZ 7 71ILIC
AE—UZET, nxosvl 7/ AT show OAY Y R%EZEITL. FIFATTRELHLEE. BahakkeE. EMREZY AMELET,

ZORDFEZ TIE. nxos_command EY 21—/l DFMEHEZELET. COEZFTE. YRIVDOHNEZFTIAEE,. BEEhic
Av 7Y% local_action] £W5F XY TAE—F3HEISTEALTLLEZ L,
1. ansible 7RA ;D Putty # —X# )L T 3.3templates T« L7 M UICHIDEZ XY,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/nxos/lab3/3.3.templates

2. ansible ® Putty ¥ —IFILTRODANYY REANL, VIZTF 45 Tansible 7LA T v aRTIRELET,

[ansible@ansible 3.3.templates]$ vi interface json.yml

TLA7yIADIAXY ME &LV aVvOABRZHALTVWET., TLAT7 v/ 2BZHEL TZDERZERL TS,

* : fEF9 % Ansible EV a2 —JL

nxos_command - http:/docs.ansible.com/ansible/latest/nxos _command module.html [3£5&

local_action- ¥ 27 %45 —4'y b TINA ATRITIT DD TIEHL. ansible 7LA 7y oD TTHSO—HIL IV Y TE
T30, BHLEY VY v RXTT, local_action DEEMAICDOWNTIE, KDY Yo ESBLTLLEE,
http://docs.ansible.com/ansible/latest/playbooks_delegation.html#delegation [£55

- name: Playbook for getting the V1anlO interface details in the JSON format
hosts: all
gather facts: no

tasks:

- name: Get interface details # Fetch VlanlO interface details and store it in interface facts
variable

nxos_command:
commands: "show ip interface VlanlO"
transport: nxapi

register: interface facts

# Copy the contents of the interface facts variable into a json file
- local_action: copy content={{ interface_facts }} dest:./intf—{{inventory_hostname}}.json

3. TLAT7v0%z0EeBENERLIES, VITT49ZR8TLETY,

4., Putty ¥—IFITUTOIAYY REAALT, ansible LA T7v I %RTLET,

[ansible@ansible 3.3.templates]$ ansible-playbook interface json.yml -i inventory
RITR. HRICIIRDELS ICRRENET,
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interface_json.yml -i inve
tails in the JSON format]

interface details]

[ansible@ansible 3 templates]$ .

HOHER

[ansible@ansible 3.3.templates]$ ansible-playbook interface_json.yml -i inventory

PLAY [Playbook for getting the V1anlO interface details in the JSON format] ***Hxkdxkdrhdrdhdkxhdxkdxkdxkd

TASK [Get interface details] R R R R R R R S S

ok: [nxosvl]

TASK [Copy] R R T e e

PLAY RECAP AR RS S S SRR S SRR RS S S S SR RS E SRR SRS SRS SRR RS E SR SRR E R R R R R R R R R R R R R R R R R R R R R R

ok=2 unreachable=0 failed=0

JSON O A7 71

RDARXY RZANLT, TNAZADSBBFENcT -9 Z2E@TCHNT7 7M1 ILERRLET,

[ansible@ansible 3.3.templates]$ cat intf-nxosvl.json

{"failed": false, "changed": false, "stdout": [{"TABLE vrf": {"ROW vrf": {"vrf-name-out": "default"}},
"TABLE intf": {"ROW_intf": {"upkt-orig": 0, "num-maddr": 0, "lbyte-recv": 0, "mpkt-consumed": 0, "proxy-
arp": "disabled", "stats-last-reset": "never", "upkt-recv": 0, "proto-state": "down", "upkt-consumed":

0, "bpkt-recv": 0, "prefix": "10.1.1.1", "tag": 0, "mpkt-fwd": 0, "num-addr": 1, "bbyte-consumed": O,
"ip-disabled": "FALSE", "admin-state": "up", "upkt-fwd": 0, "subnet": "10.1.1.0", "lbyte-fwd": O,

"bbyte-fwd": 0, "mbyte-sent": 0, "pref": 0, "bbyte-sent": 0, "bpkt-consumed": 0, "intf-name": "VlanlOQO",
"ubyte-fwd": 0, "lbyte-sent": 0, "upkt-sent": 0, "mpkt-recv": 0, "mbyte-orig": 0, "ubyte-consumed": O,
"mrouting": "disabled", "bbyte-recv": 0, "port-unreach": "enabled", "ubyte-orig": 0, "link-state":
"down", "lcl-proxy-arp": "disabled", "mbyte-consumed": 0, "lpkt-sent": 0, "urpf-mode": "none", "bbyte-
orig": 0, "masklen": 24, "ip-ls-type": "none", "lbyte-consumed": 0, "ubyte-sent": 0, "bpkt-orig": 0,
"bpkt-fwd": 0, "mbyte-recv": 0, "iod": 72, "lpkt-consumed": 0, "lpkt-fwd": 0, "dir-bcast": "disabled",
"ubyte-recv": 0, "lpkt-orig": 0, "lpkt-recv": 0, "mpkt-orig": 0, "mpkt-sent": 0, "mtu": 1500, "bpkt-
sent": 0, "icmp-redirect": "enabled", "lbyte-orig": 0, "ip-unreach": 0, "mbyte-fwd": 0, "bcast-addr":
"255.255.255.255"}}}], "stdout lines": [{"TABLE vrf": {"ROW vrf": {"vrf-name-out": "default"}},

"TABLE intf": {"ROW intf": {"upkt-orig": 0, "num-maddr": 0, "lbyte-recv": 0, "mpkt-consumed": 0, "proxy-
arp": "disabled", "stats-last-reset": "never", "upkt-recv": 0, "proto-state": "down", "upkt-consumed":
0, "bpkt-recv": 0, "prefix": "10.1.1.1", "tag": 0, "mpkt-fwd": 0, "num-addr": 1, "bbyte-consumed": O,
"ip-disabled": "FALSE", "admin-state": "up", "upkt-fwd": 0, "subnet": "10.1.1.0", "lbyte-fwd": O,
"bbyte-fwd": 0, "mbyte-sent": 0, "pref": 0, "bbyte-sent": 0, "bpkt-consumed": 0, "intf-name": "V1anlO",
"ubyte-fwd": 0, "lbyte-sent": 0, "upkt-sent": 0, "mpkt-recv": 0, "mbyte-orig": 0, "ubyte-consumed": O,
"mrouting": "disabled", "bbyte-recv": 0, "port-unreach": "enabled", "ubyte-orig": 0, "link-state":
"down", "lcl-proxy-arp": "disabled", "mbyte-consumed": 0, "lpkt-sent": 0, "urpf-mode": "none", "bbyte-
orig": 0, "masklen": 24, "ip-ls-type": "none", "lbyte-consumed": 0, "ubyte-sent": 0, "bpkt-orig": 0,
"bpkt-fwd": 0, "mbyte-recv": 0, "iod": 72, "lpkt-consumed": 0, "lpkt-fwd": 0, "dir-bcast": "disabled",

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 34/73



Cisco dCloud

"ubyte-recv": 0, "lpkt-orig": 0, "lpkt-recv": 0, "mpkt-orig": 0, "mpkt-sent": 0, "mtu": 1500, "bpkt-
sent": 0, "icmp-redirect": "enabled", "lbyte-orig": 0, "ip-unreach": 0, "mbyte-fwd": 0, "bcast-addr":
"255.255.255.255"} 111}

I:FF

 FRHNBEROF THRARTINTNSERZ. ROTNEESLUVY RV THEALEY.

FVTL—h R=—ZDHAH

Ansible 7V 7L —hrZERALT. JlOEXEZFALED. TLAT7vIDHAEZZTELEDTZIENTEZET, Ansible Tl
Jina2 7V 7L—b&EFERALEYT, Jinja2 OFFMICD LTI, http://jinja.pocoo.org/docs/dev/ [E8] #SB L TL ZE LY,

1. FERICEANA Jnja2 T 7L— M EERALT. BIOTLA Ty I DHNEREZHRELEY. TV TL—b 771V EHEEL T,
EDLSICEESNTVBHNERRLTLEZL, XOOAY Y REAANLVLT VIZTF49TTFV7L—N 7714 Z2HEET,

[ansible@ansible 3.3.templates]$ vi intf template.j2
Interface Details:

| {{ interface }} | {{ fmt_int.prefix }} | {{ fmt_int.subnet }} | {{ fmt_int.masklen }}

2. ansible ® Putty ¥ —IFILTROAIYY REANAL. VIZTF 47 Tansible 7LAT v I 2R RRELET,

[ansible@ansible 3.3.templates]$ vi interface template.yml

TLA7 Yy IADIAXY NI &LV aVvORBTZHALTVWET., LA 7y /26 ZHEL TZDERZEBL T L,

* : A9 % Ansible EV 2 —JL

nxos_command - http://docs.ansible.com/ansible/latest/nxos_command module.html [325&

set_fact - http://docs.ansible.com/ansible/latest/set_fact module.html [225E]

template - http://docs.ansible.com/ansible/latest/template _module.html [525&

- name: Interface Configuration Playbook
hosts: all
gather facts: no
vars: a

interface: V1anlO

tasks:

- name: Get interface details # Fetch VlanlO interface details and store it in interface_ facts
variable

nxos_command:
commands: "show ip interface {{ interface }}"
transport: nxapi

register: interface facts

# Parse through the JSON and store only the interface related information in fmt int
variable - set_fact: fmt int="{{ interface facts.stdout[0].TABLE intf.ROW_intf }}"
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# Create a new file using the intf template.j2 template and substituting the variable values
- template: src:./intf_template.j2 dest:./intf—{{inventory_hostname}}.txt

3. TLAT7vVz0eeBnERLLES. VIZTT49Z8TLEY,

4. Putty ¥—IFILTUTOOAYY RZEANLT. ansible LA Ty I %RTLET,

[ansible@ansible 3.3.templates]$ ansible-playbook interface template.yml -i inventory

EITE. IWRICIFROLSICERREINET,
# ansible@ansible:~/dc-automation-bootcamp/nxos/lab3,

TASK [Get inter face details]

[ansiblef@ansible

HAOHER
[ansible@ansible 3.3.templates]$ ansible-playbook interface_template.yml -i inventory
PLAY [Interface Conflguratlon Playbook] khkhkkhkhkkhkhkhkhkhkhkhkkhhkhkhhkhkhkhhkhkhhkhhhhkhkhkhkhhkhkhkkhhhkhkhkhkhkkhhkkhkhhk kb hk bk hk kA kb hkhkhkhkk

TASK [Get interface details] *x % &k sk xokk kok ok kk ok kok ok & ok ok & ok ok & ok ok & ok ok & ok ok & ok ok & ok ok & ok ok & ok ok & ok ok X ok ok X ok o X ok ok X ok ok X ok ok X ok ok X ok ok X ok kX kK

ok: [nxosvl]

TASK [Set fact] AR R R RS S S S S S S S S S S SRS S S SRS SRS EEEEEEEEEEEEEE SRR RS R R R EEEEEEE R R R R R R R R R R R R R R R RS

ok: [nxosvl]

TASK [template] R RS S S S SRR S SR SRR R SRR R RS EE RS S SRR R R SRR R SRR R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRR S

ok: [nxosvl]

PLAY RECAP R R R R R R R R R R R R R R R I

ok=3 changed=0 unreachable=0 failed=0

HHO774IL

ROARY R ZANLT, TNRNAADSEBUIT -5 2@CHANT 7M1 ILERRLET. TV 7L —bOERAEICER
LTLEEWL., HAOZ7 71U DEBNCHEAPIKBDET,

[ansible@ansible 3.3.templates]$ cat intf-nxosvl.txt
Interface Details:

ThTYFUA 1 OSKRIRRTTY.
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SR 4. Ansible DEELAE

F—5 VI —ATE, ELDTNA RICHEETEBEEN N DI HDET, FOoH. BYILREME (MEE, HEBEMOT—
vavikE) TUN—FTB2LT. BEMEA L DREBNICHERILIN., BFERFRKBDET, |RIDEI 3V TlE, KRR
N IWN—T%2EETZIETHERNLBT LA Ty VDB RICHI DL EBRLTVWEET, 2FBBDEI Y3V Tld. Ansible
BT 20-ILOBSEEBRBLET, RAN JIL—700-I2EETDE. TLAT7yv o2 LDmEBHICERLTE. 205
R, HERABBICHEDET,

A1 7)W=

1. ansible KX M®D Putty # —3FJ)LT4.1.groups T« LU MUICEIDEZ T,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/nxos/lab4/4.1.groups

2. AYURVEKEY TJ7AILEHERL, RANETIL—THEDESICERINTLWRHIERLEYT, XOOATYVYREAALT.
VIZF4 9 THBER 7 71 ILEZHAEET,

[ansible@ansible 4.1.groups]$ vi inventory

nxosvl
nxosv2

[devtest]
nxosvl

[production]
nxosv2

[all:vars]
ansible connection = local

ansible_ ssh_user ansible

ansible ssh_pass = ansible

devtest & production £ WD 2 DDT I —THEERESNELRE. ZRZENDTINL—TIE1 DORAMTEREINTWET,
Ansible THRZA M JI—TZ2EFEITZE. TIL—T LRILOEE (2FD. B—VI—TICBTZITRTOT/INA RICHE
TERERH) OERIC/UBLET, oo —EDRAMIFUTEDTY RV EZRITIZMNMIOVWTH, JIL—T2ERT 2
ZET, KON WEIEAAIREICED Y,

3. ansible ® Putty ¥ —XFILTROIARXY REAAL. VIZTF 45 Tansible 7 LA 7y I ERRBEELET.

[ansible@ansible 4.1.groups]$ vi main.yml

TLAT7 Yy IADIAY ME BV a3 VvORBTZHALTWET ., LA 7Y 7B ZlREL TZOERZERL T L,

¥ : AT Ansible EY 21—

nxos_system - http:/docs.ansible.com/ansible/latest/nxos system module.html [325E

nxos_feature - http:/docs.ansible.com/ansible/latest/nxos_feature_module.html [325E]

- name: Configuration Playbook using Groups
hosts: all
gather facts: no
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# Ansible TF. BEEBICMEN A VYR—FENBIEFHDERBA, ROSNIETA LI MY LICT 7LD ERSNRICITIEETA
YR—KEINET,
# HU. host_vars & group_vars CRUENFIFAESNTWSIES. host vars TERSWIELFIAEIhFT,

tasks:
- name: configure hostname # The variable is imported from the host vars directory
nxos_system:
hostname: "{{ hostname }}"
transport: nxapi

- name: Enable features # The variable is imported from the group vars directory
nxos_feature:
feature: "{{ item }}"
state: enabled
transport: nxapi
with items:

"{{ features }}"
4. TLATvI20EEEDERLES VIZT4928TLET,

5. RICCVIZT«47%FEBRALT. group vars TA LTI MNUDTICHZTIN—TER 7 71 IL=RELET,

[ansible@ansible 4.1.groups]$ vi group vars/devtest.yml

features:
- interface-vlan

[ansible@ansible 4.1.groups]$ vi group vars/production.yml

features:
- interface-vlan

- private-vlan

6. SEF. VITT45%ZERALT. host vars TA LV MUDTICHBRAMNERT 7 ILEHELET,

[ansible@ansible 4.1.groups]$ vi host vars/nxosvl.yml

hostname: nxosvl

[ansible@ansible 4.1.groups]$ vi host vars/nxosv2.yml

hostname: nxosv2

7. Putty ¥ —3IF)ITUTOAYY RKEASNLT, ansible 7LA 7Y I &RITLET,

[ansible@ansible 4.1.groups]$ ansible-playbook main.yml -i inventory
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KITR., WRICIIRDELSICRRENET,

YOSt

ansible 4.1.groups]$ l

+
HOHER
[ansible@ansible 4.1.groups]$ ansible-playbook main.yml -i inventory
PLAY [Configuration Playbook Using GrOUpS] KA A A A A A A A A A A A A A A A A A A A A A A A A A Ak kA Ak Ak Ak Ak Ak Ak kA Ak kA kA Ak k ok ok ok kK%

TASK [configure hostname] R R R R R R R R R R

[nxosvl]

TASK [Enable features] R R R R R R R R R R R R R R R R I S S S

ok: [nxosvl] => (item=interface-vlan)

PLAY RECAP KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak Ak Ak ok ok ok k ok k ok ok k%%
nxosvl : ok=2 changed=0 unreachable=0 failed=0

ok=2 unreachable=0 failed=0

42 0—)L
RANTEITEND ansible 7 AVDPKEICH DB, ThEERELITZICIFO-IILEFRATZEELIVTLLED, KRR (5
BOT—RATERAALYF) ICIE. RANDOEEEERTEEGHICEDNT, BEOO—/ILZ2REBENICEID Y TR ENTEET,

O-ILDOKRBLEELZARE. tasks & vars TF, 1 2DTLA Ty I ICEROHOO—ILEA YR—hTEXT, O—ILZETY
MR—=hT2E ZOO-LICHUTERSNICINTOY RV EEHD. BENICTRMATNE T, o O—)LElCaVT
YVETIN—=TTBIEICEL>T, O-ILZDI—FERMBEICHFEISZIELEDHBTEET,

BIOEZETHEALA YRV MY Z74J)LICIE, production 7 )IL—7 & devtest FIL—THREShTWB76. ZOEXFEH
LY,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 39/73



Cisco dCloud

& s. devtest /N1 X DERTE

App VLAN DB Vian
Wian 20 ‘Vian 30
10.1.1.1724 20.1.1.9/24 30.1.1.1/24
E1/1-56 E1/6-10 E1/11-15

Nexus A uF
syl
devtast

= = ‘g

= 9. production 7 /X1 X D&%

Ei/48

‘Van 20

‘ian 10
10.1.1.1/24

20.1.1.1/24
WEB VRF

APP VRF

182.168.1.1/24 182.168.2.1/24

192.168.3.1/24 192.168.4.1/24
E1f18 E1/17

E1/18 E1/19

Nexus A »F
nxosv2

production

E1/1-6 \\/ E1/6-10 E111-15
182.168.1.2/24 182.168.2.2/24 192.168.3.2/24 192.168.4.2/24
L ]
[ 3 L ]
L ]
PVLAN PVLAN PYLAM
10:101 20 :201 30:30

1. ansible KA M®D Putty # —XFJ)LT4.2r0les T4 LI NJICHIDEZET,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/nxos/lab4/4.2.roles

production, devtest. common @ 3 DOO—)LEERLET, ERRLAZO—ILICREBRT A LI NI ET 71 ILOEFEHNT

Efes, O-LZTLATvIICAYR—bLET, EORI JIL—TICEDO-ILZEIDLHTEHMIOVWTIF. 7L
A7V TEBTEEY, devtest 7L Ty IV ZHERL T, EEFEZEBL T LS,

[ansible@ansible 4.2.roles]$ vi devtest.yml
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- name: Config playbook for devtest environment
hosts: devtest# Run the playbook for only the devtest devices
connection: local
gather facts: no
roles:

- devtest

3. common LA 7w ICId. RBRIBERAT—IYVIRIEBEOMADKRAMIBRATESRENEETNTLET., common
TLAT7yvouERE. 1 (orBEF) #EFAT 5T & T devtest 7/NA X & production T/N4Af ADOEAMN DT L A
TyvIDRFELTEETNTWR I EEERELET,

[ansible@ansible 4.2.roles]$ vi common.yml

- name: Config playbook for both production and devtest environment
hosts: devtest:production # devtest & production OMAICHULTTLAT v I %EEITTS
connection: local
gather facts: no
roles:

— common

4. Troles] T4 LY VICEO—ILADT ALY MUNHDEY., BO—LDTA LI MIDRIC, YRU. R N\VES
RBOTF4 LI hUNHDEY., ldevtest] O—/LDtasks T4 LI KU & vars T4 LT hUD yaml 77 1)L 2R L TH
FL &3,

[ansible@ansible 4.2.roles]$ vi roles/devtest/tasks/main.yml

- name: Set the switchport trunk allowed vlan on all physical
interfaces nxos_switchport:
interface: "{{ item.name }}"
mode: trunk
trunk allowed vlans: "1-4094"
transport:
nxapi with items:
"{{ physical interfaces }}"

- name: Set the switchport access vlan
nxos_switchport:
interface: "{{ item.name }}"
mode: access
access _vlan: "{{ item.vlan }}"
transport:
nxapi with items:

"{{ physical interfaces }}"

- name: IPv4 Address configuration for the VLAN interfaces
nxos_ip_ interface:
interface: "{{ item.name }}"
version: vi4
addr: "{{ item.ipv4 }}"
mask: 24
transport:
nxapi with items:
"{{ vlan interfaces }}"

[ansible@ansible 4.2.roles]$ vi roles/devtest/vars/main.yml
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vlan_interfaces:
- { name: VlanlO, ipv4: 10.1.1.1, mask: 24 }
- { name: Vlan20, ipv4: 20.1.1.1, mask: 24 }
- { name: Vlan30, ipv4: 30.1.1.1, mask: 24 }

F B ZIVAD mainyml 77 A I)V%E, SSITINSBTLATYIICHREIT R ENTEET, production ¥ X D main.yml

TLA47ylE BUT4 LY NURICHFEET 5 private_vianyml EWVDES 1 D2OFL AT v %4V R—MLET,

private_vlan.yml 7L 4 7 Z(Cl&. 774 X—K VLAN RREICEET 2 IXRTDYRIDNEENTWET, private_vlan D
NXOS EYV a—ILIEFHAFEF T, AR D Ansible U U —XTIFFATER WS, T ZTIHNEAD nxos_config € 21— )L %

AL T private_vlan Z88FELE 7.

5. ansible ® Putty # —XFJILTRODIAYY KEAHNL, VIZTF 49 Tansible ®main 7LA Ty I 2RTRARELET,

[ansible@ansible 4.2.roles]$ vi main.yml

- name: Config playbook for both production and devtest environment

hosts: devtest:production
connection: local

gather facts: no

- import_playbook: common.yml
- import playbook: production.yml
- import playbook: devtest.yml

6. Putty ¥ —IFITUTHOIAYYRKEZAALT. ansible 7L Ty I %ERTLET,

[ansible@ansible 4.2.roles]$ ansible-playbook main.yml -i inventory

E1TR. BRICIFRDLSICRRINET,
#* ansible@ansible:~/dc-automation-bootcamp/nxos/lab4/

[ansible@ansible 4.2Z.roles]$ ansible-playbook main.yml -i inventory

PLAY [Config playbook for both production and devtest environment]

PLAY [Config playbook for both production and devtest environment]

ASK [coumon Enable features]
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VLAN interfs

HOHER

[ansible@ansible 4.2.roles]$ ansible-playbook main.yml -i inventory

PLAY [Config playbook for both production and devtest environment] *xx &k k ok xokdokdok ok xokkokodok ok oxokokokdokxx
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PLAY [Config playbook for both production and devtest environment]

TASK [common

ok: [nxosv2]

ok: [nxosvl]

TASK [common

ok: [nxosvl] => (item={u'id': 10, u'name':

ok: [nxosvl] => (item={u'id': 20, u'name':

ok: [nxosvl] => (item={u'id': 30, u'name':
[WARNING] :

[WARNING] :

TASK [common

ok: [nxosvl] => (item={u'name': u'vlanlO',
ok: [nxosvl] => (item={u'name': u'Vlan20',
ok: [nxosvl] => (item={u'name': u'Vlian30',

TASK [common

ok: [nxosvl] => (item={u'vlan': 10, u'name':
ok: [nxosvl] => (item={u'vlan': 10, u'name':
ok: [nxosvl] => (item={u'vlan': 10, u'name':
ok: [nxosvl] => (item={u'vlan': 10, u'name':

ok: [nxosvl] => (item={u'vlan': 10, u'name':
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:

skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:

[nxosvl]
nxosvl
nxosvl
nxosvl

nxosvl

[ ]
[ ]
[ ]
[ ]
[nxosvl]
[nxosvl]
[nxosvl]
[nxosvl]
[ 1

nxosvl

nxosvz2
nxosv?2
nxosv?2

nxosv?2

nxosv?2
nxosvz2

nxosv2

[ ]
[ 1
[ 1
[ 1
[nxosv2]
[ 1
[ ]
[ ]

Enable features]

Set the physical

item={u'vlan':
item={u'vlan':
item={u'vlan':

item={u'vlan':

(
(
(
(
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(

item={u'vlan':

item={u'vlan':
item={u'vlan':
item={u'vlan':

item={u'vlan':

item={u'vlan':

(

(

(

(
(item={u'vlan':
(
(item={u'vlan':
(

item={u'vlan':

Ensure VLAN 10, 20, 30 exist]

Admin up the VLAN interfaces]

20,
20,
20,
20,
30,

0
oV,

30,
30,

30,

20,
20,
20,
20,
20,
30,
30,

30,

u'web'})

u'app'})

u'db'})
argument include defaults is no longer supported,

argument save is no longer supported,

u'desc':

ignoring value

u'Web VLAN'})

u'desc': u'App VLAN'})

u'desc': u'DB VLAN'})

ports descriptions]
u'Ethernetl/1'})

u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':

u'name':

u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':

u'name':

u'Ethernetl/2'})
u'Ethernetl/3'})

u'Ethernetl/4'})
u'Ethernetl/5'})

u'Ethernetl/6'}
u'Ethernetl/7'}
u'Ethernetl/8'}
u'Ethernetl/9'}
u'Ethernetl/10'})
u'Ethernetl/11'})
u'Ethernetl/12'})
u'Ethernetl/13'})

)

)

)
)
)
)

u'Ethernetl/14"'}
u'Ethernetl/15'}

u'Ethernetl/6'})
u'Ethernetl/7'})
u'Ethernetl/8'})
u'Ethernetl/9'})
u'Ethernetl/10'})
u'Ethernetl/11'})
u'Ethernetl/12'})
u'Ethernetl/13'})
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skipping:
skipping:

TASK [common

skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
ok: [nxosvl] => (item={u'vlan': 20,

ok: [nxosvl] => (item={u'vlan': 20,

changed: [nxosv2] => (item={u'vlan':
ok: [nxosvl] => (item={u'vlan': 20,

changed: [nxosv2] => (item={u'vlan':
ok: [nxosvl] => (item={u'vlan': 20,

ok: [nxosvl] => (item={u'vlan': 20,

skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
skipping: [nxosvl] => (item={u'vlan':
changed: [nxosv2] => (item={u'vlan':
changed: [nxosv2] => (item={u'vlan':
changed: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan

skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':
skipping: [nxosv2] => (item={u'vlan':

TASK [common
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:
skipping:

[nxosv2] =>
[nxosv2] =>

[nxosvl] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosv2] =>
[nxosvl] =>
[nxosvl] =>
[nxosv2] =>
[nxosvl] =>
[nxosv2] =>
[nxosv2] =>

Set the

(item={u'vlan':

(item={u'vlan':

(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':
(item={u'vlan':

(item={u'vlan':

30,
30,

10,
10,
10,
10,
10,
10,
10,
10,
10,
10,

u'name':

u'name':

20,

u'name':

20,

u'name':

u'name':

30,
30,
30,
30,
30,

20,

20,

20,
30,
30,
30,
30,
30,

10,
10,
10,
10,
10,
10,
10,
10,
10,
20,
10,
20,
20,
20,
20,
20,
20,
20,
20,
20,

u'name':

u'name':

Set the physical ports descriptions]

u'name':
u'name':
u'name':
u'name':
u'name’':
u'name':
u'name':
u'name':
u'name':

u'name':

u'name':

u'name':

u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':

u'name':

physical ports descriptions]

u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':
u'name':

u'name':

u'Ethernetl/14'})
u'Ethernetl/15'})

u'Ethernetl/1'})
u'Ethernetl/2"'})
u'Ethernetl/1"'})
u'Ethernetl/2'})
u'Ethernetl/3'})
u'Ethernetl/3'})
u'Ethernetl/4"'})
u'Ethernetl/4"'})
u'Ethernetl/5"'})
u'Ethernetl/5"'})

u'Ethernetl/6'})
u'Ethernetl/7'})

A

u'Ethernetl/6'})

u'Ethernetl/8'})

u'Ethernetl/7'})

u'Ethernetl/9'})
u'Ethernetl/10'})

u'Ethernetl/11'})
u'Ethernetl/12'})
u'Ethernetl/13'})
u'Ethernetl/14'})
u'Ethernetl/15'})
u'Ethernetl/8'}
u'Ethernetl/9'})
'
u'Ethernetl/11'})
u'Ethernetl/12'})
u'Ethernetl/13'})
)
)

u'Ethernetl/10

u'Ethernetl/14"'}
u'Ethernetl/15"'}

u'Ethernetl/1"'}
u'Ethernetl/2"'}
u'Ethernetl/1'}
u'Ethernetl/3"'}
u'Ethernetl/2'}
u'Ethernetl/4'}
u'Ethernetl/3"'}
u'Ethernetl/5"}
u'Ethernetl/4'}
u'Ethernetl/6"'}
u'Ethernetl/5"}
u'Ethernetl/7"}
u'Ethernetl/6'}
u'Ethernetl/7'}
u'Ethernetl/8'}
u'Ethernetl/9'}
u'Ethernetl/8'})

u'Ethernetl1/10'})
u'Ethernetl/9'})

u'Ethernetl/10'})

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
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ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/11'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/12'})
changed: [nxosv2] > (item={u'vlan': 30, u'name': u'Ethernetl/11'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/13'}
changed: [nxosv2] > (item={u'vlan': 30, u'name': u'Ethernetl/12'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/14'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/15'})
changed: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/13'})
changed: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/14'})
changed: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/15'})

TASK [common : Set the physical interfaces ethl-15 as L2 pOrts] * & xH &kttt koo koo koo koot ook kokodokokok

ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/1'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/1'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/2'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/2'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/3'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/3'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/4'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/4'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/5'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/5'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/7'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/7'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/8'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/8'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/9'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/9'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/10'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/10'})
ok: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/11'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/11'})
ok: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/12'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/12'})
ok: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/13'})
ok: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/14'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/13'})
ok: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/15'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/14'})
ok: [nxosvl] => (item={u'vlan': 30, u'name': u'Ethernetl/15'})
TASK [CommOl’l 3 Admll’l up the physical interfaces] dAhhkhkhkkhhkkhkhkhkhkhkhkhkkhkhhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhrkhkhkkhkhkhkhkhhkhkhkhhkhhkhkhkkhkxk
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/1'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/1'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/2'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/2'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/3'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/3'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/4'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/4'})
ok: [nxosvl] => (item={u'vlan': 10, u'name': u'Ethernetl/5'})
ok: [nxosv2] => (item={u'vlan': 10, u'name': u'Ethernetl/5'})
ok: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
ok: [nxosvl] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
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ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosv2] =>
ok: [nxosvl] =>
ok: [nxosvl] =>
ok: [nxosv2] =>

PLAY [Config playbook for

TASK [production
ok: [nxosv2]

TASK [production

TASK [production

TASK [production

TASK [production

TASK [production

(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 20, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':
(item={u'vlan': 30, u'name':

Enable feature private-vlan]

production environment]

u'Ethernetl/7'})
u'Ethernetl/7"'})
u'Ethernetl/8'})
u'Ethernetl/8'})
u'Ethernetl/9'})
u'Ethernetl/9'})
u'Ethernetl/10'})
u'Ethernetl/10'})
u'Ethernetl/11'})
u'Ethernetl/11'})
u'Ethernetl/12'})
u'Ethernetl/12'})
u'Ethernetl/13'})
u'Ethernetl/13'})
u'Ethernetl1/14'})
u'Ethernetl/14"'})
u'Ethernetl/15"'})
u'Ethernetl/15'})

Cisco dCloud

KA KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Kk

R R R R I R R R R R R I e

Create VRFS] ER R R R R R R R R R R R R R R I I S

Create private Vlans] R R R R R R R R I I S S

Associate private vlans with vlans]

Private vlan mapping with Vlan interfaces]

Associate private vlans with Physical interfaces]
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changed: [nx => (item={u'vlan' 10, u'name': u'Ethernetl/5'})
skipping: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
skipping: [nxosv2] => (item={u'vlan' 20, u'name': u'Ethernetl/7'})
skipping: [nxosv2] => (item={u'vlan' 20, u'name': u'Ethernetl/8'})
skipping: [nxosv2] => (item={u'vlan' 20, u'name': u'Ethernetl1/9'})
skipping: [nxosv2] => (item={u'vlan' 20, u'name': u'Ethernetl/10'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/11'})
skipping: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/12'})
skipping: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/13'})
skipping: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/14'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/15'})
TASK [production Associlate private vlans with Physical interfaces] *H &k kkktkdtdodk koot ok kokodokdkok kokodok ook xokok
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/1'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/2'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/3'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/4'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/5'})
changed: => (item={u'vlan': 20, u'name' u'Ethernetl/6'}
changed: => (item={u'vlan' 20, u' u'Ethernetl/7'})
changed: => (item={u'vlan' 20, u' u'Ethernetl/8'})
=> (item={u'vlan' 20, u' t1/9'})
=> (item={u'vlan' 20, u' t1/10'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/11'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/12'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/13'})
skipping: [nxosv2] => (item={u'vlan' 30, u'name': u'Ethernetl/14'})
skipping: [nxosv2] => (item={u'vlan': 30, u'name': u'Ethernetl/15'})
TASK [production Associlate private vlans with Physical interfaces] *Hxxaxkdrkdrhdk otk hodxkdoxkodxkodoxkodxkok
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/1'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/2'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/3'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/4'})
skipping: [nxosv2] => (item={u'vlan' 10, u'name': u'Ethernetl/5'})
skipping: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/6'})
skipping: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/7'})
skipping: [nxosv2] => (item={u'vlan': 20, u'name': u'Ethernetl/8'})
skipping: [nxosv2] => (item={u'vlan' 20, u'name': u'Ethernetl/9'})
skipping: [nxosv2} => (item={u'vlan' 20, u'name': u'Ethernetl/10'})
changed: => (item={u'vlan' 30, u'name' 'Ethernetl/11'})
changed: => (item={u'vlan' 30, u'name': 'Ethernetl/12'})
changed: => (item={u'vlan' 30, u'name' u'Ethernetl/13'})
changed: => (item={u'vlan' 30, u'name': 'Ethernetl/ 14'})
nged: => (item={u'vlan' 30, u'name' u'Ethernet 5'}1)
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TASK [production Create static routes associated with the VRES] * %% &k ks kkhok ok dok &okokodookkok ok kok dokokokokkokokokokok
changed: [nxosv2] => 1'dest’ u'l92.168.2.2', u'vrf': u'App'})
changed: 2] => 'dest': 192.168.3.2', u'vrf': u'App'})
changed: ] => u'dest'’

changed: ] => tdest '

changed: 1 => 'dest'

TASK [production Create IP Access List] *Hkkkxkkokokkkkkokokkk k& ok okokk k& Kok ok ok ok k% ok ok ok ok & K ok ok ok ok % % o ok ok ok ok & K ok ok ok ok k% K ok ok
changed: [nxosv2]
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TASK [production 9 Apply ACL on Web VLAN] hhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkkkkkkkkkk
TASK [production : Ensure respective VRFs exist on Vlan interfaces] *xHxkarkdrdhd st tdod otk kododoxodkodoxokodkoxokodoxokok
TASK [production : IPv4 Address configuration for the VLAN interfacesg] **HFxxaxkhdaddahdrhdrhdxhdrhdrhdxrd
TASK [production . Set the physical ports descriptions] KA A A A A A A A A A A A A A A A A A A A A A A A AR A AR AR A AR AR A AR AR AR KKKk

TASK [production : Ensure interfaces are Layer 3 ports before configuring VRE] ***xkkkdkxxkdhokdkdxxkhkhtxx

TASK [production : Ensure respective vrf exists on Physical interfaces] *Hxxaxkdkhdthdthdthdkxhdkthdhxhdhxrd
[WARNING]: The VRF is not present/active 1 th evice se nxos vrf to fix this.
TASK [production : IPv4 Address configuration for the physical interfaces] ****xkkkxxkkdkdxxrkkik
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TASK [production . Admin up the physical interfaceS] AR RS S S S S S SRR SRR R R R R SRR R SRR R EEEEEEEEEEE R R R R RS

ok: [nxosv2] => (item={u'ipv4': u'l192.168.1.1', u'mask': 24, u'vrf': u'web', u'name': u'Ethernetl/16"',
u'de sc': u'Web-Vrf-Connected to FW-Outside'})

ok: [nxosv2] => (item={u'ipv4': u'l92.168.2.1', u'mask': 24, u'vrf': u'app', u'name': u'Ethernetl/17"',
u'de sc': u'App-Vrf-Connected to FW-Inside'})

ok: [nxosv2] => (item={u'ipv4': u'l192.168.3.1', u'mask': 24, u'vrf': u'app', u'name': u'Ethernetl/18"',
u'de sc': u'App-Vrf-Connected to LB-Outside'})

ok: [nxosv2] => (item={u'ipv4': u'l192.168.4.1', u'mask': 24, u'vrf': u'db', u'name': u'Ethernetl/19',
u'des c': u'DB-Vrf-Connected to LB-Inside'})

ok: [nxosv2] => (item={u'ipv4': u'50.1.1.1', u'mask': 24, u'vrf': u'web', u'name': u'Ethernetl/48"',
u'desc' : u'Connected to Internet'})

PLAY [Conflg playbook for devtest enVlronment] KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR A AR AR AR A KKk kK

TASK [devtest : Set the switchport trunk allowed vlan on all physical interfaces] *x**xkdxkdxkdxkdkxkhhxkk

TASK [devtest : Set the Switchport access Vlan] BRI R R R R

TASK [devtest : IPv4 Address configuration for the VLAN interfaces] ** &k &k &k ko ko ko ko ko ko ko kokkkokkokhok sk
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ok: [nxosvl] => (item={u'mask': 24, u'name': u'VlanlO', u'ipv4': u'l0.1.1.1'})
ok: [nxosvl] => (item={u'mask': 24, u'name': u'vVlan20', u'ipv4': u'20.1.1.1'})
ok: [nxosvl] => (item={u'mask': 24, u'name': u'vlan30', u'ipv4': u'30.1.1.1'})

PLAY RECAP Ak Ak kA Ak hhhhhhhkhkhkhkhhhhhhhhkhkhk bk dh bk bk hhkhk kA hkdkhkh bk bk hhk ko kA dkdkhkhhhkhkhkhk kA hkhhkhhhhhkhkhkhkdkdhkhhhkhkkhkkhkhkhkdhhhhkhkhkhkkkx*x*
: ok=11 unreachable=0 failed=0
: 0k=26 unreachable=0 failed=0

NTYFIA1DIRARBTETTY.
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UF YA 2. ACl DBEEL

{H{EIRE : ACI IC(F. BIMLICERTEZEMEEDAN VY —T A ADBDET, DI FUATIE. ACI D REST API LT
Ansible ZERA U TS FIERBEI RV 2B T2 HE2FEULET, 4 DOTREZ%ZEL. Ansible DI XTI E£LFE%E
FMALT—RIBREI RV EERLET,

ACIICld. BRMEICHERATE 2HEBEDA VI —T 21 ANHNET.
REST API: HTTP

ACIY—)LF v |k : Python EYV a—)l (FEFHR)
Cobra SDK : Python EY 12— )L (5E£hR)
Arya : XML ¥7z(x JSON % Python J— RICE#T 5V —)L

Ansible : Cisco Ansible €Y 2—)L

LD ZREB T, £9'. Python 22 ) FhZF|AL ACI BEMEICDWTHEREL. Z£0D%&. Ansible [CLKZBEEICDONT
HRELEY.

1. dCloud Z/RICIE. CTho5DIREBZEET ZHIFERATESAPIC Y IaL—IHEFTNTWVET., ACI D GUI [,
DE—b T—URF—=3 VDT I TT7IERATEET, APICYI 2L —4D GUI &, hitps://198.18.133.200
(chrome IC7 v IR—0U 2N TWVWETY) 57V ERTELXYT, 1—H AL admin, /XA 7 — K& C1sco12345 TT,

10. APIC OJ 4 YEE

Y. . ARG * \'\‘x \

< COan

=1 oapps b VIRL Serverf| i
9

ot secure | ke /190, 16.133,200

Application Centric Infrastructure - ACI

Please sign in to connect to APIC

User ID: |
Password:

Made: Advanced -

LOGIN

]
Cisco
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Python

Dty avTiE, Python RV U7 hZ2@EHELR ACI 0OBEBNLZBNLET . Python DEENIL RV U 7~ REST APl %
FAUTACIHICCLI AR Y R%EEATZHEEERLEY,

Z7R 1 : Python OEARM IV 7+

CLIoBE#k

2. UE—FT7—HURF—avDTFRYI My 7T, Tansible] RAXNCIEHT S Putty v a—bhy hEEBILET,

il

ansible

3. ZOFREETIE. Python ZFEALUTACIHICCLI O Y REBALEYT. CDAEEFE> T ACILab_clitest EVWSTFTF YV b
ZERUE T, ansible D Putty ¥ —IFILTRDIAYY REANL. VIZT 47 TPython RV ) TR 2RRBRBELE T,

[ansible@ansible ~]$ vi ~/dc-automation-bootcamp/aci/python/labl/create tenant cli.py

AVVUZTRADIXY M, AV FOABRZHAL TVEY. RV VT h2FZ2#RBL TZOERZERL TS,

import paramiko

import time

# a list of the hosts we wish to access
hosts = ["apic"]

# NXOS login details
username = "admin"
password = "Clscol2345"

# Create a new Paramiko SSH connection

object conn = paramiko.SSHClient ()

# Automatically add SSH hosts keys

conn.set missing host key policy(paramiko.AutoAddPolicy())

# ERERORAETICHUTEITT S

for host in hosts:

# BEOAYY REERTTBLHIC shell Dy avaEERT S

conn.connect (host, 22, username, password, look for keys=False, allow agent=False)
remote shell = conn.invoke shell()

t VE—b RRbOYzILOHAERE

# output = remote shell.recv(65535)

# display the output

print output

# send the command "configure terminal"
remote shell.send("configure terminal\n")
time.sleep(.5)

output = remote shell.recv(65535)
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print output

# Create a tenant

remote shell.send("tenant ACILab clitest\n")
time.sleep(.5)

output = remote shell.recv(65535)

print output

# set description for the tenant

remote shell.send("description 'A sample tenant'\n")
time.sleep(.5)

output = remote shell.recv(65535)

print output

# exit the configuration
mode remote shell.send("end\n")
time.sleep(.5)
output = remote shell.recv(65535)
print output
time.sleep(.5)

# close the SSH session to this host we can re-use the object for the
# next host
conn.close ()

4. RVVThZVEEBDHER LS. VIZT4 5928 TLET,

5 Putty ¥ —IFIITUTOATYY REANLT. SREBERITLEY,

[ansible@ansible ~]$ python ~/dc-automation-bootcamp/aci/python/labl/create tenant cli.py

KITR. HRICIIRDEL S ICRRENET,

6. ICT. VE—MTRIVMYT YRTLDWeb 75 VHZFEALT, APICAY MO—FD Web Ul L7V ERTEXTY,
[7F> b (Tenants) 157 7ICBEIL. RIORY U T hORITHRZERLET.
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[all=l&8] 8 |

/@ 158.10.10.000000mt  x { &4 Lve ViuskzationErgine X ) = APIC(190.18.130.200) % |
« C ) | A Notsecure | ktes://198,18,133,200/ #bTenants: AlTenant fr
57 Apps &L VIRLServer s APIC [7 196.18.133.1:12012

Advanced [
L4-LT e = . Mode
Services Admin  Operations S welcome,

admin -

st
cisco

System  Tenants Fabric

ALL TENANTS | Add Tenant | Search: [l I el

All Tenants

< i ACTIONS -
~ Name Alias Description Bridge Domains VRFs EPGa Health Score

Asample tenant 0 0 0 [ 100 |

common 1 2 m

infra 1 1 1 m

mgmt 1 2 0 [ 100 |

COITETIR. MRICEMETEZIN, FREERHEVELHDE A, LEXFLEREDRI Y T MTR. FRERAIENE
RIVTEHRBI B L ZDEIBIS—DREABZTIEHDEEA.

REST APl ® &1t

ACI # 2V =BE#1L 9 %ICId. RESTAPI ZERAT%IF5HBEL TWET, REST API (&, Postman %> Curl IR &, {EE®D
HTTP 9S4 7Y hHSEITTEEY, BEMLT BICIE. Python O requests 54 75 Y #EAL T RESTAPI 2X{TLE T,
RESTAPI AL TTF+ Y b2 ERT 270D R IV T &, UTICRLET,

1. ansible @ Putty # —X FI)ILTXRDAYY KEANL. VIZT 449 TPython RV T E=RTHRELET,

[ansible@ansible ~]$ vi ~/dc-automation-bootcamp/aci/python/labl/create tenant rest.py

ZVUT7RADIXAY ME, EAX Y ROABRZHAL TWEY., RV VT h2EZHEBLTZOERZERL TEEL,

import requests

import urllib3
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

# a list of the hosts we wish to access
hosts = ["apic"]

# For each host we wish to connect to
for host in hosts:
print "\nAuthenticating with the device . . .\n"
# Get an authentication token for the device
url = "https://" + host + "/api/aaalogin.json"
# Login data
data = """
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"aaaUser": {
"attributes": {
"name": "admin",

"pwd": "Clscol2345"

}

response = requests.post (url, data=data, headers={'Content-Type': 'application/json'},
verify=False)
# print json.dumps (response.json(), indent=2)

if response.status code == requests.codes.ok:
print "Authentication successful!\n"
else:
print "Authentication failed! Please verify login credentials!\n"

exit (0)
token = response.json() ['imdata'][0] ['aaaLlogin']['attributes']['token']
print "Authentication Token: " + token + "\n"

# Create tenant
url = "https://" + host + "/api/mo/uni.json"
# Tenant configuration
data data = """
{
"fvTenant":
{ "attributes":
{
"name": "ACILab_apitest",
"descr": "A test tenant"

cookie = {'APIC-Cookie': token}
response = requests.post (url, cookies=cookie, data=data, headers={'Content-Type':
'application/json'}, verify=False)

if response.status _code == requests.codes.ok:
print "Tenant created successfully!\n"
else:
print "Tenant creation failed!\n"
exit (0)

2. RVVTPEVEEEDHERLLES, VIZTT 4528 TULEY.

3. Putty ¥ —IFITUTODIRYKEAALT, SREBERITLEY,

[ansible@ansible ~]$ python ~/dc-automation-bootcamp/aci/python/labl/create tenant rest.py

4. RITER. WRICIIRDELSICRRENET,
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5. TCT.VE—PMTFRIMYT VRFTLADWeb 750 %EFERALT, APICOYMO—5D Web Ul [CF7 VX TE
*9, [TFY b (Tenants) | ¥ 7ICIEEL., BIORY U T NOERITHRBEEIELET.

1. FHULLERHEnTFH Vb

allel®
= LM :: Login x we. APIC (198,18.133.200) »

€ C { A Notsecure | keges!//198.18.133.200 o

i Apps &k VIRL Server i APIC

atlranfne VM La-L/ ; 5 =
cisco Systen  Tenants Fabric Networking  Services Admin  Operations Apps

ALLTENANTS | Add Tenant | Search: SRRl | common | ACILab_apitest | ACILab_cliest | inffa | mamt

All Tenants
O i ACTIONS -
~ Name Alias Description Bridge Domains VRFs EPGs Health Score

Atestienant 0 0 0 | 100 |
ACILab_ciitest Asample tenant 0 0 0 | 100 |

common 1 2 0 m

infra 1 1 1 100 |

mgmt 1 2 0 | 100 |

ChTYFVA207KRK1BEETTY,
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Z/K2:Python TOOAV74Fal—ay 7714 ILDER

BIDZNEBTERLCESMLR I VT bTR. REBHIRI VT MIEEEMTWELI, RLRVZ Y TR ZRIDT /N1 R
VEREETERT ZEE. RAVYTNERZEEIDIVENELDDT, BEXELWOHALRBEZAF A, REBZEET DR
SR TRIVTMBEBLTUESAIREMD' B N5 TT . Thef<idlc. R VT M SEZROELT, o7 7
TIICRET B ENTEET,

CDOIREETIE. VRF ZEBLET, VRF DRET—YIF. HAB7 7M1 IICERESNhET,

CLI o B&t

1. ansible RAR®D Putty # —XF+J)LTlab2 T« LY MUICHYIDEZ T,

[ansible@Ransible ~]$ cd ~/dc-automation-bootcamp/aci/python/lab2

2. BRE[ER. BAELRIYTHFEFTREB A7 7MLIERESNTVEYT, ROIAXY RZEANLT. HEBEHT 71
IWEHRBLTHEL &S,
[ansible@ansible lab2]$ vi python_cli host data

apic,22,admin,Clscol2345,ACILab clitest,ACILab VRF,A sample VRF

3. RIS, MTOOYYRZAALT. VIZTT 49 TPython RZU T N2BEET,

[ansible@ansible lab2]$ vi create vrf cli.py

AIDZROBEEME CLI ROV T M EHBRULT, I—RICHEBRITHAEMEIN TSI LZ2BRELET. Chid. ZHT 7
AIHSREBZRET 5/HDI—RTY,
#!/usr/bin/env python2

import paramiko

import time

# create an empty host dictionary

# we store the hosts in here and then SSH to each one in turn with the
# associated values used for configuration

host dict = {}

# first, read in the external host data fields
with open("python cli_ host_data") as f:
for line in f:
split_line = line.split(',')
key = split line[0]
val = split_line[l:]
host dict[key] = val

# now we have a dictionary of hosts and configuration values, we can proceed to
# SSH to the hosts and make the configuration changes

# Create a new Paramiko SSH connection object

conn = paramiko.SSHClient ()

# Automatically add SSH hosts keys

conn.set missing host key policy(paramiko.AutoAddPolicy())
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for host in host dict.keys():

(port,username, password, tenant, vrf name, vrf description) = host dict[host]

PriRE YToccoooooomoocooooos T ek, Vommmmeemseseesssssas o

# create a shell session for multiple commands

conn.connect (host, int(port), username, password, look for keys=False, allow agent=False)
remote_shell = conn.invoke_shell ()

# receive remote host shell output

output = remote shell.recv(65535)

# display the output

print output

# send the command "configure terminal”
remote shell.send("configure terminal\n")
time.sleep(.5)

output = remote shell.recv(65535)

print output

# Select tenant

remote shell.send("tenant "+ tenant+"\n")
time.sleep(.5)

output = remote shell.recv(65535)

print output

# Create VRF

remote shell.send("vrf context " + vrf name +"\n")
time.sleep(.5)

output = remote shell.recv(65535)

print output

# set description for VRF

remote shell.send("description '" + vrf description + AV L)
time.sleep(.5)

output = remote shell.recv(65535)
print output

# exit the configuration mode
remote shell.send("end\n")
time.sleep(.5)

output = remote shell.recv (65535)
print output

time.sleep(.5)

# close the SSH session to this host we can re-use the object for the

# next host

conn.close ()

4. ROV ThzVEEBVERLLS VIZTT4 528 TLEY.

5 Putty ¥ —IFITUTODIRYKEAALT, SREBERITLEY,

[ansible@ansible lab2]$ python create vrf cli.py

6. RIT&. WHRICIIRDLSICRRENET.
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i ansible@ansibl -automation-bootcamp/aci/python/lab2

7. ZZT.VE—MNTRIMNYT IRTAD Web 7505 %FEALT, APICOY FO—ZD Web Ul ICF7IERLET,
[+ >k (Tenants) 17 7IC#& L. T[ACILab_clitest] T+ Y cEFTINIVYIULET, TFY DU 4 Y RIHEN
e, [®y b T— £ (Networking) 1> [VRFs] DIBIC7 # L5 =RBRAL. L <{ERE L [ACILab_VRF] ZR KL
¥, AClLab_VRF A®D7JL /XX |F. ACILab_clitest/Networking/VRFs/AVILab_VRF T79,

==
(© 198.18.133.1:8000/start X | o4 Live Visuslization Engine X APIC (198.18.133.200) X RIS
< C 1t A Notsecure | https://198.18.133.200/ #bTer A C]Lat it b_cit be-A vr
ST oApps i VIRL Server APIC [ 198.18.133.1:12012
Advanced
'.Cll's.éloh System [ Fahinc Neh::ndng 5:41\:1':;5 Admin  Operations  Apps welc:g::.
. admin -
" . LES) \RF - AciLab VRF i
il ,. " [ p
o 2 ACTIONS -

Properties

MName: ACILab_VRF
Alias:

Description; A sample VRF

Global Alias:

Segment 2621441

Policy Control Enforcement Preference Enforced Unenforced

Paolicy Control Enforcement Direction Egress Ingress

Policie BGP Timers: select a value

BGP Context Per Address Family:

~ BGP Address Family BGP Address Family
Type Context

REST APl ® BEi{t,

1. BREMEER. BEMELRI VT FEHRTEEBL, HEB7 7MILICRESNRTVEYT., ROIYY RZANLT, SHEEH
774N EERELTHEL & D,

[ansible@ansible lab2]$ vi python rest host data
apic,22,admin,Clscol2345,ACILab apitest,ACILab VRF,A sample VRF
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2. KRIC, MTFTOOAYYRZEANLT, VIZTTF 45 TPython RZVU T NE2BEET,

[ansible@ansible lab2]$ vi create vrf rest.py

RIDZROBEE CLI RV U TN EHBRU T, I— RICHBITHBMENTVWE I LZRALET, Chid. E¥T 7
I SREMBERFI 5/cHDI—KTY,
import requests

import urllib3
from ansible.plugins.callback import json

urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

# a list of the hosts we wish to access

# create an empty host dictionary

# we store the hosts in here and then SSH to each one in turn with the
# associated values used for configuration

host dict = {}

# first, read in the external host data fields
with open ("python_rest_host_data") as f:
for line in f:
split_line = line.split(',')
key = split line[0]
val = split line[l:]
host dict[key] = val

# For each host we wish to connect to
for host in host dict.keys():
(port, username, password, tenant, vrf name, vrf description) = host dict[host]
print "\nAuthenticating with the devicg .. .\n“i B
# Get an authentication token for the device url
= "https://" + host + "/api/aaalogin.json"
# Login data

data = """
{
"aaaUser": {
"attributes": {
"name": "%s",
"pwd": "%s"

}

"nn % (username, password)

response = requests.post (url, data=data, headers={'Content-Type': 'application/json'}, verify=False)
# print json.dumps (response.json(), indent=2)
if response.status code == requests.codes.ok:

print "Authentication successful!\n"
else:
print "Authentication failed! Please verify login credentials!\n"

exit (0)
token = response.json() ['imdata'][0] ['aaaLlogin']['attributes']['token']
print "Authentication Token: " + token + "\n"
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# Create VRF

url = "https://" + host + "/api/mo/uni/tn-%s.json"™ % tenant
# VRF configuration
data data = """
{
"fvCtx":
{ "attributes":
{
"name": "%s",
"descr": "&s"

""" & (vrf name, vrf description.strip('\n'))
cookie = {'APIC-Cookie': token}

response = requests.post (url, cookies=cookie, data=data, headers={'Content-Type':
'application/json'}, verify=False)

if response.status code == requests.codes.ok:
print "VRF created successfully!\n"

else:
print "VRF creation failed!\n"
exit (0)

3. RUVTMEVELEBDHERLIES. VIZTT 92 TLET,

4. Putty ¥—IFILTUTOIARYRZAALT. IREBEZRITLET,

[ansible@ansible lab2]$ python create vrf rest.py

5 R{T#. mKRICIIXRDLSICRRENET,

# ansible@ansible:~/dc-automation-bootcamp /aci/)

6. ZZT. YE—MNTFTRIMNYT IRTAD Web 7505 ZFEALT, APICOY FO—5D Web Ul [CFPIERTE
Y. [TF b (Tenants) 17 7ICBEIL. [ACILab_apitest/ T+ h&FTNI Vv I LET, X—IJDERIT
[®y b T—F>% (Networking) 1>[VRFs] 7 AL T DIBICHEE T, [VRFS] 7AIWFEFTTILI VY ITBE, BE
Sz VRF AR REINZET,
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B12. #FHULLEB S hiz VRF

e LM 2: Login x\,/:--

. APIC (196.18.133.200) x \\\\

<« C {y | A Notsecure | bitps://198.18.133.200/#t

i Apps & VIRL Server % APIC

.éllis‘(':!oh 2l Fabric N q S 2 erations

Application Profiles
4 I nietworking o i m ACTIONS -
» BB Bridge Domains Propel‘ties
4 B RFs Marne: ACILab_VRF =
|' | o M B
Deployed VRF s (Simple Description: A sample VRF

I putticast

® EPG Collection for VRF R
» I External Bridged Networks
» I External Routed Networks Sealc SMSeA
» M Frotocol Policies L Policy Control Enforcement Preference: =GR
» B gotig-tunneis Policy Control Enforcernent Direction: w .
| R e

CNTYFIA2DFR2ETTTY.
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Ansible

Ansible 37 BV a21—/JLICIE. ACI EIFTOHDHA 30 U EHDET, COEIIa3VTIE. W<DHD ACI EVa—IL%EFE-> T,
Ansible ZERA L7 ACI BREBILDAEEZZRVET., FINEETHERRELEAT Iz b2, ZOROEETHHLZXT,

IRTOINEBEZLHES D DIRF TRITT D L2 HRBLET,

SR 3: T+ NDER

COIRNEEBTE. YVTINRBTLAT v I ZERALTT Y M EERLET,

1. ansible 7R X k@ Putty ¥ — X # )L T aci/ansible/labl T4 L7 N UICYIDEZ XY,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/aci/ansible/labl

2. ansible @ Putty ¥ —XFILTROARYY RZANL, VIZTT 45 Tansible 7LA 7Ty I 2RTMREELET,

[ansible@ansible labl]$ vi create tenant.yml

TLATvI2EEzBAELTZOERLZERLTLEE W, Ansible TEATZY Y v I ZICDOWTIE. NXOS OFEZE%EL

T. HITTICHEWMVENRIECELEBWVWET,

X : 9 % Ansible EV a2 —JL

aci_tenant - https://docs.ansible.com/ansible/latest/modules/aci_tenant_module.html [#&

- name: playbook for testing tenants
hosts: apic
connection: local

gather facts: no
tasks:

- name: Add a new
tenant aci_tenant:

hostname: apic
username: admin
password: Clscol2345
tenant: ACILab
description: Test tenant
state: present
validate certs: false

¥ : validate_certs: false Z{EF L T, ansible #* SSL EIAAZEZMRIA LB VL SICHRELTVWEYT, COREL. BCERG
BAEEFERAUTEANICERELTVWS YA MO TIREARALBZVWTLEE L,

3. TLAT7vI%z0EeBENERLIES VITT49ZR8TLETY,

4, Putty ¥—IFHILTUTOOAYYRZANLT, ansible 7L A7y 7 2EITLUET,

[ansible@ansible labl]$ ansible-playbook create tenant.yml -i inventory

RITR. HRICIIRDELS ICRRENET,
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5. TCT. VE—PFTFTFRIMYT IVRTLADWeb 750 %ERALT, APICOY M O—5D Web Ul [T 7R TEXET,
[T+ b (Tenants) 17 7ICBBEIL. RIORV ) T NOEITHEEZREZELET,

&llo|E] £
(® 198.18.133.1:8000)start X - Live Visuaization Engine X . APIC(198.18.133.200) X
<« C 1 | A Notsecure | bigs://198,18,133.200/#bTena want o
S Apps &L VIRL Server i APIC [1 196.18.133.1:12012

] (1] s M L4-Lt -
cisco Svetem [TEMRES Fabic i sences AT

All Tenants
o 4
~ Name Aligs Description Bridge Domains VRFs EPGs Health Score

Testtenant o 0 o

ACILab_apitest Atesttenant 1] 1 1]

ACILab_clitest Asample tenant 1] 1 ]

common 1 2 o

infra 1 1 1

mgmt 1 2 1]

NTYFUA2DFRIBRETTY.
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ZIR4: VRFE LUV TV Y RAALVDYER

BIDEE T, SREMEIE Ansible 7L 7y VRICERESNTWVWE L, SEFIEREANIS. CThIFEBEULWAEEFSZAE
Bh,. REEEZZFITINENHZIBEIC. BBo>TTLAT7yIDA—REZEBLTCLES Y RIHLEICHESIHSTY, BEN
LOI—REREBEDPBELTELIEDNRZAN TFI9F74RTY, COTIREBTIE. ZOHEEZRRELET.

REMEIE. ARV EY T7AIVFLENBOBET 7 INIRETEET., 1RV K) 774 ILICRFEShTWSER
Ansible [ICK > TEBIHICA YR—bEINETH, HEHBERT 7 1 IILIZATRHICA YR— b T 20EBHAHZDT, FELTLKE
é ll\o

1. ansible 7R X k@ Putty ¥ — =X F )L T acilansible/lab2 T« L7 N UICYIDEZ XY,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/aci/ansible/lab2

2. WKODDREEMBH. A YRV MY T74IILADOEHRELTRESINTVEY., ChS5DMEI. Ansible [CX > TEEIRIC
AYR—FENET, ROIAIYRZAALT, A YRV MY T7A4ILEHELET,

[ansible@ansible lab2]$ vi inventory

apic user=admin pass=Clscol2345

3. WK DOHDEREMEH. NEPEHT7 7 ILADOEHE L TRESNTVWET., Th5DfEIL, Ansible TERRIIIC A > R—
FNTZUELAHDET, XOAIX VY REZANLT, AEPEH 7 71 IL2HERELUET,

[ansible@ansible lab2]$ vi external vars.yml

vrf:
name: ACILab VRF
description: A sample VRF used for ACILab
tenant: ACILab

bd:
name: ACILab BDI1
vrf: ACILab_VRF
tenant: ACILab

4. ansible ® Putty # —XFJILTROIARY REZAAL, VIZF 45 Tansible 7LA 7 v I 2RRNREELET.

[ansible@ansible lab2]$ vi create vrf bd.yml

TLAT7 v 2fzERL TZDERZEBRL TS W, TLA Ty I THEERT 7 1 ILZATNICA VIR—bTF B
FEEREREL TS,

X : 9% Ansible EV a2 —JL

aci_vrf - https://docs.ansible.com/ansible/2.5/modules/aci_vrf_module.html [3£55

aci_bd - https://docs.ansible.com/ansible/2.5/modules/aci_bd_module.html [Z£5E

- name: playbook for creating bd
hosts: apic
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connection: local
gather facts: no
vars_files:

- external vars.yml

tasks:

- name: Ensure VRF for tenant
exists aci vrf:

vrf: "{{ vrf.name }}"
description: "{{ vrf.description }}"
tenant: "{{ vrf.tenant }}"

state: present

host: "{{ inventory hostname }}"
username: "{{ user }}"
password: "{{ pass }}"

validate certs: false

- name: Ensure Bridge Domain 1
exists aci bd:
bd: "{{ bd.name }}"
vrf: "{{ bd.vrf }}"
tenant: "{{ bd.tenant }}"
state: present

host: "{{ inventory hostname }}"
username: "{{ user }}"
password: "{{ pass }}"

validate certs: false

5. TLAT7v0%0eeBENERLIES. VITT459ZR8TLET,

6. Putty y—IFIJILTUTOIATYREANLT, ansible 7LA 7 v I &2R{TLZET,

[ansible@ansible lab2]$ ansible-playbook create vrf bd.yml -i inventory

KITR., WRICIIRDELSICRRENET,

7. UE—MNTRIMYT VRFTLADWeb 7505 %FERALT, APICOY FO—5D Web Ul TP ERAULET., [TFV

(Tenants) 14 7IC#81L. TACILabl TF+V bEFTILIVYIULET, R—IDERIT[RY NT—FV T
(Networking) 1 7 /L5 %B&. BD & VRFABESNh TSI E&2EELET,
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13, HULEREShIETUvY RAqY

_/thmm.1wm x\(_emww- :y RPIC(198.18.133.200) "\D

<« C () | & Notsecure | ktps://198.18.133,200/#bTenan Lab |uri

I Apps &k VIRLServer mn APIC [ 198.18.133.1:12012

wilaln,
CISCo

ant AC
I appiication Profiles
4 M etworking
4 M Gridge Don o

» M vRFs
+ B Exernal Bridged Netwarks

+ I Bxdemal Routed Networks

» I Protocol Palicles

» I dotig-tunnels

W 417 Service Parameters
» I Socurity Policies k
I Troubleshoot Policies

M wionitoring Policies
» Bl 417 Senices
v I anaivics

Properties

L3 Unknown Multicast Flooding: g Optimized Flood

ACILab_BD1 e :

i/tn-ACILab

Operations

+ 0o scrons

Name: ACILab_BD1
Alias:

Description: | optional

T
e | 1
Global Alias:

Legaty Mode: No
VRF: ACILab/ACILab_VRF  « (@

Resolved VRF: ACILab/ACILab_VRF

L2 Unknown Unicast: | Flood

Multi Destination Flooding: Flood in Encapsulation
Pi: []
18MP Policy: select an option -

ARP Flooding: [ ]

Endnnint Natanlana | saminn (A

SHOW LISAGE SUBMIT I RESET |

14.  FULLEREN7c VRF

/@ 198.18.133.1:8000/start x\(a Live Visuslization Engine. X
&« C Y A Notsecure | hitps://198.18,133.200/#

Apps &% VIRLServer an APIC [ 1988330012012

mim
cisco

Tenant ACILab

B Quick Start

4 |2 TenantACILaD

» I Appiication Profiies 0
4 I networking

L Te T Tu)

ged Networks
+ B Externsl Routed Networks
* M Protocal Paiicies |
» I dotig-tunnels
I L4-L7 Service Parameters L
» B Security Policies
» I Troubleshoot Policies
» M wonitoring Policies
» B 417 Services
» I snaiics

persfional  Stals  Heallh  Faulte

i 100 ACTIONS -

4 M Brigge Domains Properties

Name: ACILab_VRF
Alias:

Description: | A sample VRF used for ACILaD

Global Alias:
Segment 3014657

Palicy Control reference: m—l
Policy Control Enforcement Diraction: ﬂm

BAP Timers: select a value -

BGP Context Per Address Family: X. 4

~ BGP Address Family Type BGP Addresa Family Context

Na iems have been found.
Select Actions to create a new kem

BGP Route Targel Profiles: B +

Address Family Route Tangets -

SHOW USAGE “ suBMIT I RESET |

ChTYFIVA2DIRA4ETETTY,
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ZAR5: AV NTT MDER

COINEETIE. IL—TZFEALT. ALI—FORDELZRSIAEZHELET. X E BHOIV IS MZE
Y 2UENHIIEEIC. ThZThOIV NI I MSERLTLAT v 927 %9 K0 D I(C with_items )L — 7 ZERAY
B2EHNTEEY, Twith_items] ZFEAL TREVLEITZ 71 TLDY AT E, BT LEXFINDVRAMTHZIUERFHD X
The \v2Va2DJRAD (F—LEDRTELVZOMOT—51EE) Z2RELET S LEHARETY.

COIREZBTIE. TLA4T v &EHRALT. web, app. db D3 DDAV ESY hEERLET,

1. ansible ;R X bk @ putty ¥ — = FJL T acilansible/lab3 T« LY b UICHYIDEZ T,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/aci/ansible/lab3

2. ansible ® Putty # —3FI)LTROAYY REANL. VIZTT 45 Tansible 7LA Ty I 2R NRELET,

[ansible@ansible lab3]$ vi create contracts.yml

TLAT7y 0 2BF%2BREUTZOERZEBRL TS, ansible ¥ RVATAV IV MDY AN EDLSICERS
NTWLWBHIERLTIEEL,

X : 9% Ansible EV a2 —JL

aci_contract - https://docs.ansible.com/ansible/2.5/modules/aci_contract_module.html 3255

- name: playbook for creating contracts
hosts: apic
connection: local

gather facts: no
tasks:

- name: ensure contracts exist
aci contract:

name: "{{ item }}"

tenant: ACILab

host: "{{ inventory hostname }}"
username: "{{ user }}"

password: "{{ pass }}"

validate certs: false
withiitems?

- Web_ Con

- App_Con

- DB_Con

3. TLAT7vo%z0eBENERLIES VITT45ZR8TLET,

4, Putty #—IFILTUTOOAYY RZANLT, ansible 7L A7y 7 2EITLUET,

[ansible@ansible lab3]$ ansible-playbook create contracts.yml -i inventory

KITR. HRICIIRDEL S ICRRENET,
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5, ZZT. VE—MTFTRIMNYT VRTAD Web 750 HZFERALT, APICOY O—7D Web Ul IV EALE
9, [TFV b (Tenants) 17 7IC#EL. TACILabl TF+Y hEFTNIVYIULET, R—JDOEM[IT[EFa Y
F 4 7RY & — (Security Policies) 1>[a¥Y h5% k (Contracts) | DIBICT7 A5 E@E. AV RST MHBBESNATL
52 EEHERLET,

15. #HULEBEh/icaY bSOk

allco|E
@ 198.18.133.1:8000/start X o4 Live Visuskzation Enging x APIC (198.18.133,200) X
&« C ) | A Notsecure | hetps://196.18.133.200/4 had
T Apps &k VIRL Server APIC [Y 198.18.133.1:12012

alialn Systern
cisco _

EPG - Web_EPG i

C‘ i ' \CTIONS

SIRRRR:

B Coopact Properties
Name: Web_EPG
Alias:

Description

Taps: -

Global Alias:

uSeg EPG: false
peTag(sclass): 49153
QoS class: Unspecified

Custom QoS: “ -

Intra EPG Isolation’ Enforced
Preferred Group Member. m Include

Configuration Status: applied
Configutation Issues
Label Match Criteria: AtleastOne

Bridge Domain: ACILabfACILab_BD1 - (& >

SHOW USAGE

CNTYFIA2DFREERTTY,.
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57K 6 : ANP & EPG D{ERL

CDOISREETIH. TVR R4V bk FIL—F (EPG) &7 7V —vay xy 77— 7O0774)L (ANP) ZEBLET,
HMOSKREE TR LT F Y MET YUY Y RASVEFRALETD,
N>

NEETI, L7y %FERALT. web, app, db D320V FFYU MEEHRLET,

i

1. ansible 7R X k@ Putty ¥ — =X F )L T acilansible/labd ¥« L7 N UICHIDEZ XY,

[ansible@ansible ~]$ cd ~/dc-automation-bootcamp/aci/ansible/lab4

2. REMEBTLATYIBETERBL HEBT77MILICRESNRTVEY., ROIARY RZANLT, SEERT 7 1 L 2R
LTHEL &S,

[ansible@ansible lab4]$ vi external vars.yml

epg: Web EPG

bd: ACILab BD1
ap: 3Tier App
tenant: ACILab

3. ansible ® Putty ¥ —IFJILTROIARY REANL. VITF 45 Tansible 7 LA 7y I &RRHRELET,

[ansible@ansible lab4]$ vi create epg.yml

TLAT7 v 026z #ERL TZOERZERL TS,

* : A9 % Ansible EV 2 —JL

aci_ap - https://docs.ansible.com/ansible/2.5/modules/aci_ap module.html [2£5E]

aci_epg - https://docs.ansible.com/ansible/2.5/modules/aci_epg module.html [35E]

- name: playbook for creating bd
hosts: apic
connection: local
gather facts: no
varsilees:
- external vars.yml

tasks:
- name: create app network
profile aci ap:
ap: "{{ ap }}"
tenant: "{{ tenant }}"

state: present

hostname: "{{ inventory hostname }}"
username: "{{ user }}"
password: "{{ pass }}"

validate certs: false

- name: ensure web epg
exists aci epg:
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epg: "{{ epg }}"

bd: "{{ bd }}"

ap: "{{ ap }}I"

tenant: "{{ tenant }}"
state: present

hostname: "{{ inventory hostname }}"
username: "{{ user }}"
password: "{{ pass }}"

validate certs: false

4. TLATvIZVEEBDERLILS, VIZT 45928 TLETY,

5. Putty ¥ —3FILTUTOOAVYY KEANLT, ansible 7L A7 v U &2KITLET,

[ansible@ansible lab4]$ ansible-playbook create epg.yml -i inventory

KITR. HRICIIRDEL S ICRRENET,

i ansible@ansible:~/dc-automation-bootcamp/aci/ansible, N
ansibleBansible lab4]$ ansible-playbook create epg.yml

1Dl

6. ZIT. UE—MTRIMYT YRTAD Web 75U ZERALT, APICOY MO—5D Web Ul ICFP IV ERXTEET,
[7F> bk (Tenants) 14 7ICB&EIL. /ACILabs TF Y hEFTNI Vv ILET, R—JOERT. [7TVT—>3
v 707 74 JL (Application Profiles) ]> [3Tier_App] > [7 7Y 4o —< 3> EPG (Application EPGs) ] > [Web_EPG] D&
IC7 AT ZEE, EPGHRESNTNDIEEZRRELET.
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B16. FULKERENIT TV -3y 707 71)LE EPG

lall=l®] & ]
/® 199101330000 x | £ UveVusostionBngne ) < APIC(19.10.133200) x|
<« C ) | A Notsecure | hees://198.18.133.200/#bTenants ACILab|uni/n-ACILab/ap-3Tier_App/epg-Web_EPG g

11 Apps &5 VIRL Server :n APIC [ 198.18.133.1:12012

N Tenants VM N ing Admin Operations Apps i :
cisco

st | ACILab_clitest | common | infra

EPG - Web_EPG
I Cuick Stant =
4 & TenantACILsb Jperational Stats Healtr Faulls Histary
4 M pppiication Profiles
o m ACTIONS -
‘ B Dormains (VMs and Bare-Metals) Properties
» M Static Ports hams; Weh (PG a
Alias:
W Ststic Leafs S
» I Fiore Channel (Paths) Description: optional
M Convacts
M Siatic EndPoint Tags: =
» I Subnets A o
M 47 vidual IPs Global Alias:
M 217 1P Address Pool uSeq EPG: faise
B L4-L7 Service Parameters peTag(sclass): 49153
» M uSeq EPGs QoS class: Unspecified
B 417 Senvice Parameters Custom QoS: selectavele v
* B petworking Intra EPG Isolation: w
B Li-L7 Service Parameters -
» BB Security Policies Preferred Group Member. m@
» I Troubleshaot Palicies Configuration Status® applied
» I ponitoring Policies Configuration Issues:
» BB L4-L7 Services Label Match Cﬁeemtu
» I Anamics Bridge Domain: ACILab/ACILab_BD1 « -
,WI SUBMIT | RESET |

ChTYFIVA2DIR6FTETTY.
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