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Display name Application ID

= S 9cb701e7-7ad4-4855-acef-48fa01d8713e
Application type Object ID
Web app / API b2614265-4643-49da-864f-a3a4103106c6
Home page Managed application in local directory

https://www.cisco.com/sign-on
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Cisco Email Security Application Office 365 Threat Analyzer

Detalls Servers Resources © 03:25:01
Session Details ©)
VPN Available: true
Virtual Center: 15
VLAN-PRIMARY
AnyConnect Credentials
~. Connect up to 16 devices to the session via Cisco (-]
¥ AnyConnect.
« Email Security a Workst
Appliance
Host dcloud-rtp-anyconnect.cisco.com ()
-* User vi10 =
Password e0 -
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e [0Z747>FID (ClientID) ]: (7 U7 1 THS)

e [FF¥hID (TenantID) ]: (7 UF4 1 THUS)

O e R e R B r ] Y B U VKT G VB2 N8B R we= (% 218) B



https://dcloud-cms.cisco.com/help/install_anyconnect_pc_mac

fra X b B4 i),

CISCO.

TEYARL—=Y3Yy HAFR

EF I B2OZy by Ao — LT WKSTLICER W T 25515, HEIC/ARDE T, Notepad BEDTHFR b T7 4 ZEFEHALT
IDZRELTHEET, WKSTLA®D Azure R—RILZFRWVWTERE L72HE L. <Clri>+<Alt>+<Shift> Z A L TID Z 3 — L Ti5Y
fFlF£9, AppleMac Z—HFDFHE, A—HIL oAb dCloudD 7T —7 RT—2a|la—337-H0F —DiEAEhEL

<CTRL>+<OPTION>+<SHIFT> TJ, ZHNICL>TUE—F TR by T 7V vy TR—FIRERREN, T—RAEXBETEET,

EERE. VAT YUY RET RS by 7D [Client and TenantIDs.rtf] & WS 77 A LA BbEFEIC—FT528HTEET,

7. [FERAEMWEH (Certificate Private Key) | #%E 3 57-0I2, [5]R (Browse) | 227U v 7 L,

e [77A4LD7 v 7BA—F (File Upload) 17 1 >~ F7 T, C\Users\Administrator\Downloads\Supporting Info 7 /L X% 5
demo.pem ZFER L £ 7,

i ECELTBEEEMBRIE. X¥ vy XRITOHEMDLDICERICERINTVWES, IO EFERATEILICOVWTER
RICBRDH2HE. TV 7L IROFEOFIEZFER L T, HEHIAZE. keyCredentials, LT UV F2ERTEE T,

[EERAZE : UNIX/Linux (openssh Z{EF) | &L U [EEAAE : Windows (Windows PowerShell #{EF) | #8BL T &0,

NRe b F =3, AV TLIADAVRE VR RE L THERTZEE2Y IR NTEIEHTEET, FMICOVWTIF, A7

LI 23 0365 FHF Fhreat Analyzer K= %5

8. [#&if (validate) 1227 YU v 27 LET, APl DIBIEIN TV S, ELERX vE—YARRINET,
9. RIANTTT 2L, UTOWTNHOZHERL TRF v ZHATEET,
e LDAP 7 /L—7 (LDAP Groups)
o RDX—JRy o X (Following Mailboxes)
o RDA—IRyyR%ERS (Following Mailboxes are not)
o FTARTDA—LRy X (Al Mailboxes)
M RAFYVBICBERLEL, RF Y VICEDA =Ry JREEDDED, HBDEWVIEHRATEINERE L THLTLEEI L, X

Fr UL TEBFA—NERMI 77 ALDPBEEINE F, 0365 [T Cisco ThreatAnalyzer V —ILIZL B RAF ¥ IZTRTEE

FELAERF v o TlER BEDX =Ry 7 ADOZEBIIBITI2BEE A —IL AyvtEt—VOBELREROAZENLTVWET,

10. [R¥ ¥ > DB (Start Scan) 27Uy o LET,
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EI[AF v 0FE (Start Scan) | RE>Z T U v I LTH L, APl BETX =Ry 7 ZAAEBINZ £TITAHLERALSD DY

EFd. A—WEYy I RADBBEIND EL Yy aR—FARRSN, AF ¥ VORTINTETHTHZZ DD Y ET,

Email Scan Report
Himim
cisco

Mailboxes Skipped: 225

Spam Messages
3.88%
Threat Messages
4%
% 1%
95%
Threat Attachments
File Name

Satéfn alma emri.zip

Energy-5,6 March 18-1.pdf

19479 Remittance. 7z

Analyzing Data with Power Bl for Desktop..

NO018897654.zip

Mailbox Scan Progress: 60%  Mailboxes Scanned: 376/999

[ Total Messages 128706
M Spam Messages 4990

M Phishing & Scams 2247

W Malware & Virus 1

M Malicious URLs 86
1M Malicious Utls 20
in Attachment

Threat Names

W32 8D903EAECA-95.SBX.TG

PDF Auto:d16a8ef110.in05.Talos

W32.96204D5726-100.SBX.VIOC

PDF Auto:9654a40a4a.in05 Talos

Auto.917C965D68.212466.in07. Talos

[ : Cisco Threat Analyzer X' v > 2 7K— K]

March 13th 2019, 10:12:16 am

Elapsed Scan Time: 21:17:40
Next Update In: 24

Graymail Messages

N\

[ Total Messages 128706
18.93%
M Graymail Messages 24370
Threat Campaigns
48

& &

29

e Y
1 |

&

* oo
.*?&; fb ;S‘F b@* @Q & @f &

;& & &
Qg‘é;? & @ &

Malicious Attachment Types

File Type
application/zip
application/pdf
texplain
application/zip

application/pdt

Messages
1
2

1

Ry ah—F2EBRLTEHRETITAETAEZERLTLEI N, Ky ¥ aR—FEEICIE. X =Ry 7 XDXF v T

RRDEE, AF¥ VERDX—ILRY T ADE, AFy TENTA IRy J ADEIPERENE T, XFY THFEALDA—IL

Fo s ZORIC [H] A BBBEE. [ 27Uy T BEA—LFy I ABRF vy ANAN - BREERATEE T,

FASHDEBETRF v 2F LT 2581k [RF¥v DL (Stop Scan) 1227V v L, &y yaR—FABEHINIOE[HD

EQ:
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FEVZRL—ay HAR CISCO.

>+ U A3 Threat Analyzer L 7R— k DAERL

flif&$RZ : Office 365 NDZfS b L A THRHEINEA > 7-BEZ AR L £ I, Office 365 DX —ILRy 7 RIZFEET D EF 2 74
DESEEZEE L £9, F7-. Office 365 DEF X

—ICBBODHS URL, YT T, RINLDHBZNEIDZEHIML £,

1. AF¥vUpRTLis, [T7RKR—F (Export) | 27U v 27 LTHEHKAITDO PDF 24E/L T,

emailScanReport.pdf &L\ ZFID PDF A4ERL S 71, C:\Users\Administrator\Downloads ICfRFE S 1L E F
[Box —CiscoLogin]® 7y 7/ ~—2%EAL T BoxICAZ AL, LKR—F%Z Box 7

Ay M7y 7R—-FLET,

alin
Cc1sCO

il
Cc1sCO

365
Cisco Threat Analyzer for Office

Threﬂ Namos
File Name 3

o FBA vnr Phish.Talos
GOMPENSATION FUND vmm NT | A77C306

APPROVED NOTIFICATION 2017.p0t

pdf

[#) : Office 365 M1lF Cisco ThreatAnalyzer L 7R — }]

4. LKR—+FofERIE, VESA B o—ELINET, dCloud v a3 VAEIEHFEERT Y 2 —ILEN TV THAR FELRH
GoogleChrome 7 7 7H#® [CiscoVESA] 7v o ~x—20% 27Uy 27 LT VESAICAZA VL, EREEESTEIAF v LiKR—F
ZHRIATEET, dCloud £y a v ETT20HRYINICAS &, VESA &B9ET % Threat Analyzer L

LAR—FEMATER
KBEVES, By avdRTI20HRUNICAEZE, TRTOT—XIERT T 73NT dCloud hHHIBREINE S
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>+ UZF 4 Threat Analyzer L 7R— h DIEfZ

fEERZE : LAR— FDFERIZ. 2DV PT VI IT7 4y vRREATT,

LR—bO#ERIE. VESA BiELS—BtEdNFd, dCloud £y > arhBlEHmE XY a—LanTW THABREEARRIC. Google
Chrome 77 7% ® [CiscoVvESA| 7v o ~—0%27 1) v 2 LT VESAICAZA YL, HREEETEIRAF¥ v LKR—FEKRRTE
FY, HDWE, B—HILDT = RF—=>avIZ7y 7 by 75 AnyConnect BB TVESA IC7 72X L ET GERICOWTIE,

ZORFaxvbo [FFEOY] & TIELHIC] 25RB LTI,

(M VESA 2—H% A > 2 —T7 2 A A FEWENTWAWESIL, dCloud A HFIBAEEA Cisco EX—=N X2 VT4 41 VRZV b
TEEIELZE L,

13 _X—¥

N
CISCO

Cisco Threat Analyzer for Office 365

The Cisco Threat Analyzer for Office 365 is a free assessment 1R=YHIE, BEEATLR-FDAN— R—ITT,
that quickly detects security gaps in Office 365 email inboxes.

It finds security vulnerabilities and identifies whether the

threats are malware, malicious URLS, spam or graymail. ZZITIE. RAF v ENAXA =Ry RO RF¥y T&

This report identifies how many and type of threats found NF=X— IRy 7 20, BEE (X FvLDETIIA
during the scan of selected mailboxes. = N

Do) B EDRF v VIEROMEABERSLHINET,
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213 R—

2R=JTIE, ANL, TLAX—Ib, BLOBEX Y -

ST DEIEHNEEHINE T,
cisco
Spam Messages VESA @ [#E (Overview) > [BfEX —/LOEE (Incoming
Spam Messages Mail Summary) ] ® [Spam Detected (#&H XN 7=X/¥4) ] I
Result of
. 0 o Lo 216752 BETDRNL Ayt—Y, INHLDA Y-V OFMEZER
- T BI2ik. [E=%& (Monitor) ]> [&fS 4 —/ (Incoming
Graymail Messages Ma”) ] %F?"ﬂg\ [%1%)( _}l/o)éiﬁ?ﬁi (Incoming Mail Details) ]
o varvaEIZELZI N,
18.82% M Total Messages 216759 _
' B Groymas essges 40750 VESA O [#IZ (Overview) ]> [BE X —/LDOHFE
(Incoming Mail Summary) | O~Y—o 74>, V=%
Threat Messages L X\\ v l‘ ,7__7\ /\\\}[/7 )( yt—?(:&ﬁﬁ?’é?b{

A= Aytw—2, TNOLDA Y-V DHEMAERERT S
M phishing & Scamst,123
it rs 1o IZIE. [E=% (Monitor) 1> [&{& X —/L (Incoming

B Malicious Urls 23
in Attachment

Mail) | 2B &, [BEAXA— /L DM (Incoming Mail

Details) | 7> a> %2 TBLEEL,

BEAYvE—VIE TIMTLA0 T4LRICEBRF Y
Y DFERTY, EIGOFMEHRT 2101, [E=X

(Monitor) 1>[77 b 7L 42 7 41% (Outbreak

Filters) 1%BI&. [ 1 7BIDZE (Threats by Type) ]
[BEEDOHE (Threat Summary) |, [BE DM (Threat

Details) | % B 7Z& Ly,
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TEYARL—=Y3Yy HAFR

3/3 —

il
CISCO

Threat Campaigns

Threat Campaigns =

ftr

Malicious Attachment Types

File Type Messages
text/plain

application/zip

application/pdf

application/zip

1
1
2
1
application/zip 1
application/zip 1
application/zip 1
application/pdf 1

2

application/pdf
Threat Attachments

File Name Threat Names
19479 Remittance.7z W32.96204D5725-100.SBX.VIOC
7-128Ikip W32 Auto:f8497a21b#.in05 Talos
Energy-5,6 March 19-1.pdf PDF Auto:d16a6ef110.in05 Talos
Satfl alma emri.zip W32.8DO03EAECA-95 SBX.TG
6-OBIkip W32 Auto:f8497a21bf.in05. Talos

NO018897654 zip Auto.917C965D68.212466.in07 Talo

s
7-10BIkip W32 Auto:f8497a21bf.in05.Talos
©X NOV-18 PROGRAM. pdf

Analyzing Data with Power Bl for PDF Auto:9654a40a4a.in05 Talos
Desktop-2 days-Shabenah. pdf

PDFAUuto:41296b964b.in05 Talos

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

CISCO.

BR=VBEWETILTLAT TANLRDFEROEE TY,
[E=% (Monitor) 1>[77 7L A2 7 4% (Outbreak
Filters) | T&RREND [BEF v > ~<_—> (Threat
Campaigns) ] &, [BEOHZE (Threat Summary) ] ®

LEa—AEHINET,

[E=% (Monitor) |>[&E%4~ /LY = 7B (Advanced
Malware Protection) (D [BE~XL T TEE 7 71 L
(Incoming Malware ThreatFiles) | D&, H, BEOH S

BRAT77ANDRATHREINES,

B2, [E=% (Monitor) 1> [&ER /L7 = 7HE
(Advanced Malware Protection) (D [BIEX/IL TV TEE 7 7
4 JL (Incoming Malware Threat Files) D&, b, BE B D
MI77ANbERHEINEST (VESA D [BERTILT = TEHE
(Advanced Malware Protection) JL7K— bk R—2 L EHE#ET 2
RERRTHIET, INLDT7 7AILDTLR% SHA ZHER

TEEY) .
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VESA L 7 R— b

Mail Policies

4 -

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

My Dashboard

Incoming Mail
Sender Groups
Geo Distribution
Outgoing Destinations
Outgoing Senders
Delivery Status
Internal Users
Message Filters
High Volume Mail
Content Filters
Macro Detection
DMARC Verification
Outbreak Filters

Virus Types

URL Filtering

Web Interaction Tracking
Forged Email Detection
Advanced Malware Protection
AMP File Analysis

AMP Verdict Updates

Mailbox Auto Remediation

TLS Connections
Inbound SMTP Authentication
Rate Limits

System Capacity
System Status
Scheduled Reports
Archived Reports

Spam Quarantine

Policy, Virus and Outbreak Quarantines

p Message Tracking

VESA UI]

SIr
CISCO.

VESA @ Ul i, [E=% (Monitor) 1> <&E1> OFIFAERL K- FORFEAFETE

9,

BYNCEBINAWLR—F3LHY 9, INiE. Microsoft Azure/Microsoft0365 7o
Cisco ThreatAnalyzer Y —/LIZ APl DN BEEIC, §RXTDA—ILAH VESA TL1DDE
EERBPLPYRFT—IINY FLENEZHTT, [E= X (Monitor) | > [BEX—/I] D
[BEE X — /LD (Incoming Mail Details) ] D& T, [F XA »I1E®%A L (No Domain

Information) [ &REETEA—IL FT 74 v IDEIEN LITLABRVDIEZD/ZHTY,

Cisco Threat Analyzer (3. BITFED 0365 X —ILKYy V RDZERLADXA Yy = h b,
CiSCOEX— L £ F* a2 VU T 4 CHREFAERLDERRTEIILEDAZER L TWE Z &I(C

FRLTLET N,

CiSCOE X —JL £F 1 U T 4 OBYILRMIEDEI (PoV) ICBITTED L5112, V—ILTH|

ArlgEh Y —EXBERZEFAL TLEZS W, Z 0k, BERIEIERL L, £F2 T4
RAFvr A= FFT74 v DORECEREHRL. MBD CiscoE X—J/L £F 1Y
T4 (CES) BiEN 5, Cisco E X—JL &% 1) 5 4 & Cisco Security Manager #'24t ¥

e LR— MERTRRL TEERETE 7,
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MEFA NS TN a—FTq

Ev b :dCloud 1 > R Z >V ZDOBBEHIFELELTHE. dCloud Yy > arab¥R—F F—XERWVTLIEE L,

UFOMZ 70> a—F74>v2 /— b, MicrosoftOffice 365 A1+ Cisco ThreatAnalyzer D X— 2 (CERHINTWVWB HDTT,

https://docs.ces.cisco.com/docs/troubleshooting

FIARTOIFYAS, dCloud hHo X7 Y 2 —AEBELVERITEND Threat Analyzer Y —J/L 4 VY A Z > RAITHEAI NS DT Tl
HYEEA,

Threat Analyzer Y —/L~DAOZ A VD APl =5 —

1. VESA DAY &Z—7 x4 RFKET, AsyncOS APl (E=% U > ) H AsyncOSAPI HTTP (6080) (XL THICER > TWL

5 %HERLET, AsyncOS API HTTPS (6443) #BMICT 2B H Y £ A,

2. FybT7—0BEWELEET77AT I+ =L EHERL, RELE IP7RLRIZHLTHE—-F 6080 AEFRIENTWVWSE I L%
RLET, 2y b7—2 7RLRZTH (NAT) 2#FEBEALTVWEEEIFE. AVEA—T7cAXP@EYNII v EYZFEhTW3
ZEEERLETS,

Threat Analyzer * —/L.® Ul ([CE 2 A >

e [BFA v (LoggingIn.) |ORy 77y 7HEERT S

o R=TUHPHO—-FIhiaL

1. startofflinescan #E{T73 52 ¢ TCCLI MO RAF v U A2BB LI EZ2ERLET,
2. WUHAVE—TzARD IP 7RLATAF v o 2BBLAZEE2HERLET,

3. Threat Analyzer vV —/LDEITICBIT 28 RE2HRL T,

JL TV v ILIREEFR O APl T 7 —

1. 2747 ID (77U —=>a>v D), 7>+ IDEERLES, 77UV — a3 v OEROFIET. Microsoft Azure 7
SLEFNSEFREICOE— LS EZ2ERLET,

2. ELWHLTYYbE, 77U 5= avOEOFIBETCERLZHEOERL pemilAEEZFERAL TWAZ LR L ET,

3. offlinescan_logs Z# AL, HEDL 7 =70 EI DL ZRERL 7, .
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4 = BEDBE MicrosoftAzure D7 7 U —> a v hABIBEN, TTUr—> ymfﬁﬁmﬂmarg%ﬁm@gﬁIJ!MJ I
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offlinescan_logs ICU{ FAERREND,

e "Errorwhilerequesting token AADSTS90002: Tenant'a2745a99-9999-999a-b999-cf78f467999a’ notfound. This may
happen ifthere are no active subscriptions for the tenant. Check with your subscription administrator."

T7Vr—=av IDETFY R IDAFEICLE>TOELWHNEI D ZEERLET,

offlinescan_logs ICU{ FAERREND,

e "Errorinrequesting token: AADSTS70002: Errorvalidating credentials. AADSTS50012: Clientassertion is notwithin its
valid time range."

Fo &SI, settime I FZEAL T, vESA O CLI TFEICREZAEL £,
analyzer.lab> settime
WARNING: Changes to system time will take place immediately and do not require the user to run the
commit command.
Current time Thu Jan 17 15:27:06 2019 GMT.
Please enter the time in MM/DD/YYYY HH:MM:SS format.
[1> 01/18/2019 15:27:36
Time set to Fri Jan 18 15:27:36 2019 GMT.
BEIE, K%z 1AESTRETDIETII—ABESNE S, NTP H—%ZHRELTWLWBHEAE. NTP OF— b (123) A

VESA D3y b T =077 AT 7+ =L LTHWTWA WAIBRELRH Y £ 7,

offlinescan_logs ICTFHERREIND,

e "Failed to connectto <name> mailbox with error Group not Exists"

[BFX—/ILZXF v E (Email Scan Setup) | R—VICAT SNz LDAP JI— 7L %R LET, AD JIL—THEET S
L ATERTINENDHY £9, Exchange BBt 4 —c0s (v L TERTRELEHERLET,

offlinescan_logs ICU{TAERRI N5,

e "Tue Jan 15 19:25:58 2019 Info: Unable to read attachments(s) from therecipient's (sam@myexamplebank.com) mailbox"

e "Tue Jan 15 19:29:26 2019 Info: Skipping one message fromthe recipient's (sam@myexamplebank.com) mailbox since
error ((552, 'size limitexceeded', u'tess@trainingcenterexample.com’)) has occured"

INGIFERLTAEFVETA, RTT77ALDBIEL TVWEA, RETETCRF YU TEAVLA, AF v AP R—FShTW

FtH A, [sizelimitexceeded] DFEIF. BICA v - DY A4 XD VESA DY R— b TE3X—ILDY A XTHD 25MB %8R
TWAZEexEHRLET,
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kA 24T o],
FEVRIL =3y HA4FK ClSCO.,,

offlinescan_logs ICU{ FAERREND,

e "Failed to connectto %20joe@example.com mailbox with error User Not Exist"
AF¥ v FEA-NRYy VRO VIR OEEZAN LTGE. A—XPB-o>TaA—nE L7, [%20] IE. ASCI

O—FTRR—Z%XLEFT, aVIRXYYDYURI A ZRR—IEZEFHAVEDIICE7+—< v FLTLEE L,

5] : bob@example.com,joe@example.com

Ky vakh— FICERMRTI NG W

o XXy UAETHTETRAARTINTULEZLDD, R/XL, FLAA—LEEDRBRNEL vah—FIZRTINGE L,

il Email Scan Report January 30th 2019, 10:33:53 am
alaln
CISCO  Mailbox Scan Progress: 50%  Mailboxes Scanned: 3/6 Elapsed Scan Time: 11:00
Mailboxes Skipped: 0 Next Update In: 58
Logout
Spam Messages Graymail Messages
M Total Messages M Total Messages
M Spam Messages M Graymail Messages

FTIE. P2 YF-oTLAEEW, Threat Analyzer |& VESA ITIRKFEL CLR— b EX v =Y DT —REFERAL, & v ak—
FORREERLA—PZBELEYS, CNICERETDL LEE»DY £7,

ZFNTH 0% DIEREIECBE. BEIE 7747 7+— B L APl FE— b+ (6080) NEETY, VESA Dx v b T—2oHB LN
TT7AT T+ —IILEBREEERL TLLEEIL, R—FrPRVWTWE ZEAERL LTI, K- 2 BBITDZ 774 v I TLR—
b F—ZABEDICHAESNTUERWEE, 774774+ —LDU vy FHARELRIFEELNHY £7,

EE ! dCloud 1 Y REZ V ZDOBEIFEELT=HE. dCloud £y ¥ avabHiR—F F—XEFRWVTLIEE L,
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(4% B. & < HFEH>NZERM (FAQ)

FAQ IZZ D RF x> MIRHHL TWEEA, Threat Analyzer ¥ —I/LICBET 2RHD FAQ ([CD WL TIL,

Microsoft Office 365 11+ Cisco Threat Analyzer D R—2 %S L T30,

https://docs.ces.cisco.com/docs/frequently-asked-questions-faq-threat-analyzer-tool

RDAT T

e CisCOEX—IL t¥ 1T DBEETEAEFLET 5I21E. hitps://order.ces.cisco.com/eval/ & ZEBEL 72& L,

e CisCOE X—JL £F* 2T 4 DI,
http ://mwww.cisco.com/web/JP/product/hs/security/emailsecurity/Products Sub_Category Home.html # Z& < 72 & Ly,

©2020 Cisco Systems, Inc. All rights reserved.
Cisco. Cisco Systems, # &U'Cisco Systemsm T1&. Cisco Systems, Inc. & 7213 Z D EFE LM DX ES LU Z D fthd —E OE I2H |7 2 BEREHE 72 13HIETT,
REHE/ET 2794 MIBE SN TV 2% Db ORFIRIE TN TN OERIE DM ETT,
[/8— kF—] F72id Tpartner] & W5 FREDEMILCisco Ltbite DEID/S—k F— v 7EIRE B T2 DO TEHY £ A, (1502R)
ZDER DO ZEHANR 32020568 REDL DT,
ZOBERHCEHSINIMARIFELRLKERES 255DV ET,

BEWEE%E

NI
c I sco L2V 2T LARXERER

T107 - 6227 WRAAXHKIRI71 I v Fawy - 27—
http://www.cisco.com/jp
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