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Recycle Bin

FTD
migration

£ Application Tools  FTD migration

Home Share View Manage

qa > FTD migration >

Name Date modified Type Size
# Quick access

lo 12/10/2018 3
q B Desktop 9 A
u resources 2/10/201¢

¥ Downloads

Google | app_config 12/10/2018 1 KB
SR & Documents asaconfig 1/18/2 KB
&= Pictures *EFirepower_Migration_Toul_ﬂ.1.3-2194 12/10
FTD migration | ftd_migration.sqlite 12/10

2. BITY-IDEELET, BWRIC, 77V IT—2aveR<AEZBRT 5L 5KRD5NET, Chrome ZBRLFT (¥
TY—ILiE. O—AIRA S, /R—h 8888 THRITEhTWBHO—AILWeb 7TUT—23VTY) ,

How do you want to open this?

Default Host Application
New
F ok Firefox

Google Chrome

New

Internet Explorer

Always use this a
Y PP
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3. TLAMNY F—H%EZFEETZLOBRINET, [BTITD (Vlldolater) | ZBIRL X T,

&& Firepower Migration Tool x  +

< C @ localhosta!

This ks an agreement between You and Cisco Systems, Inc. of ils al liates (“Cisco™) and governs your
Use of Cisco Software. “You* and “Your" means the individual o legal entity licensing the Software
under this EULA. “Use” or “Using” means 1o downioad, install, activate, access or otherwise use the
Software. “Software” means the Cisco computer programs and any Upgrades made available to You by
an Approved Source and licensed to You by Cisco. “Documentation” is the Cisco user or technical
manuals training materials, specications or other documentation applicable 1o the Software and made
available to You by an Approved Source. “Approved Source” means (1) Cisco or (if) the Cisco authorized
reseller, distributor or sysiems integrator from whom you acquired the Software. “Entitlement” means
the license detail; including license metric, duration, and quantity provided in a product ID (PID)
published on Cisco's price list, claim certicate or right 1o use notication. “Upgrades’ means all updates,
upgrades, bug xes, eror comections, enhancements and other modications 1o the Software and backup
coples thereof. This agreement. any supplemental license terms and any specic product terms at
WWW.Cisco.comigoisoftwaretemms (collectively, the “EULA") govem Your Use of the Software.

1. Acceptance of Terms. By Using the Software, You agree 10 be bound by the terms of the EULA. If you
are entering into this EULA on behalf of an entity, you represent that you have authority to bind that
entity. If you do not have such authority or you do not agree to the terms of the EULA, neither you nor
the entity may Use the Software and it may be returned to the Approved Source for a refund within thirty
(30) days of the dale you acquired the Software or Cisco prﬂﬂucl Your th[ to return and refund applies
only if you are the original end user licensee of the Software
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Username admin
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NRAT—RDEMS DEGZR/ILILHIC. BEFOLSBEBRXFZEDILENHDEY. HLWLWAXT—-REETY
BICRDEIDT., ThBLELSICLTLEEL,

Reset Password ¢

Old Password: sessesss
New Password sssssessess

Confirm Password sssssssssss

6. FLWILTFY v aERALTOYAYTRE, [BITRIF v Y Y X~ (Pre-migration Checklist) ] h&RRESNET,
Fzv I YURXANEGHH. FHLUWEIT (New Migration) 127Uy I LET,

i Firepower Migration Tool x [

€ C @ localhost:888

alraln

cisco  Firepower Migration Tool

Pre-Migration Checklist

Before you begin your Adaptive Security Appliance (ASA) to Firepower Threat Defense migration, you must have the following items:

1. Stable IP Gonnection: Make sure that the Firepower Migration Tool has a stable connection to
the Firepower Management Center throughout the migration process. Do not perform any
changes on the Firepower Migration Center during the course of this migration

Firepower Management Center Version: Make sure that the Firepower Management Center

o

that manages the Firepower Threat Defense device is version 6.2.3 or above
Firepower Management Center Account: Create a dedicated user account with administrative

@

privileges for the Firepower Migration Tool and use those credentials during the migration

IS

Firepower Threat Defense Device (Optional): Add the target Firepower Threat Defense device
10 Firepower Management Center.

ASA Configuration Requirements: Export a Configuration file from a supported Adaptive
Security Appliance (ASA) device for one or more contexts in .cfg or .txt format / Connect to a live
ASA to export Configuration file for one or more contexts.

6. Interface Requirements: If your source ASA has Port Channel interfaces, you must create Port

o

Channel Interfaces on the Firepower Management Center; sub interfaces will be automatically
created

7. Windows Power Options: On this Windows machine, configure the Plan Settings in Power
Options to Never Put the Computer to Sleep, so the system doesn't go to sleep during a large
migration push

8 Default Browser: Configure the system default browser as Google Chrome
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Verify Migration Tool Version
Click the link to ensure that you are using the most current version of

the Migration Tool posted on

software cisco.com

8. INTBITZHMITEET., ASARETFAN 774 E2T7y7TO—-RTZh. T47DASAICEELUTHREZRET 5L
HBERTE X9, T Tld. Desktop\FTD Migration\asaconfig.txt [C3> % ASARE%E 7Y 7O—R 35 ¢ &BIRLEY,

a e,

c1Sco Firepower Migration Tool @ 9

Extract ASA Information

Extract ASA Information @

Extraction Methods

Manual Upload Connect to ASA
st be from the ASA and not hand coded. Please ensure « Single-context : Enter the management IP address and connect using admin credentials
@ Open b4
« v > ThisPC > Desktop > FTD migration > v O Search FTD migration po
Organize » New folder = M @
N T A Name Size
{ Ty \ o Quick access
- upoad )
& ,. [ Desktop 4
resources
¥ Downloads # | app_config 1K8
3 | ] asaconfig 82KB
~
FTD migration
I This PC
[ Desktop
%] Documents
& Downloads
D Music
= NGFW-Attack-6
v
File name: u;m? S 74 Custom Files ~
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vl Firepower Migration Tool 00

Extract ASA Information @

74 169 106
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10. RIC. BITEZEEIZINELAHDET., ChiFP XD FMC (198.18.133.10) TY, [k (Connect) 120 U w4
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00

i . -
cisco  Firepower Migration Tool

Select Target @

FMC LOGIN

IPAddress/Hostname: 198.18.133

Username admin

1. BIEIC, FMC ICEBICESE SN ENREN, 1 DD FID FNA A’ BREBESNhTWET, [T (Done) 127U v

JULTROEHICEHE Y.

00

m(“c" Firepower Migration Tool

Select Target @

lostname 198.18.133.1

1 FTD(s) Found

=
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Il repower Miaration Too
cisco Firepower Migration Tool 0 9

Map FTD Interface @
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15. RIC. ASARREDA VI —T A REFMC V=V éA VI —TzA R TIWN—=TIIIVEVTTZLO5KDENET., C
gAYy —7 24 ABNTFHTETTEZT, Tl V—ILEZFERALT. FMCICHLWY =Y EqM V9 —T 1214 R
TI—TEBIAICERT B EHTEET, [BEER (Auto-Create) |27 U v LT, FILWFMC V—y&A V5 —
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Wl :
cisco.  Firepower Migration Tool (o]

Map Security Zones and Interface Groups @

Auto-Create
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16. V=ILTHLWY =2 EA V=T 24 R JIL—THEBNICERS NS, [RN (Next) |20 )Y I ULET.

I Firepower Migration Tool [oX 5]

Map Security Zones and Interface Groups @

<
17. £39<CRETTY, FMCICEEZ TV V19 BRIICREZRIATES L DICBRD I L, 77 Rl NAT. &

URYRNT—T ATV RDRY Y —%FARBZEHNTELT, HI1TT DH0IC. R (Validate) 122V vo LT
EITLEY,

v
cisco  Firepower Migration Tool e @

Review and Validate Configuration @

twork Objects  Port Objects -

SOURCE DE STINATION
Name Zone Network Port Zone Network Port Siate Action

(] v
a oM o L \,
(] N v
(] v
o A_INLIN R &
m} 0 v
(] DMZ v B
] v
a LAB v

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 13/18 R—Y



Cisco dCloud

18. CZTld. FHAMRHENTVET, ASARETREENARXRY NT—Y ATI Tk Tclients] (&, FMCICHHD XY
(ILFELERBS IPY TRy MEZER) . COV—ILIE. BREABELBY 74 v I RZASAAT I MTEMULTHSA
YIR—hTFBHIET. COBREBZEMRLET ., [HEDHER (Resolve Conflict) 122U v I LETY.

Validation Status

A\ Conflicts Detected

The following object conflicts need to be resolved

1

19. BREDFR (Resolve Conflict) 12H5—FEI YUY I 2L, AVR—NShicATI 7 MNRITEBMEhZH 74
VAEREVTEETEET, R (Resolve) |27 Vv I LET,

i . 2 ;
cisco  Firepower Migration Tool e e

Review and Validate Configuration @

Resolve Conflicts

=
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20. MEEBERELHR. T5—RBRELERA. [TyYa

gijo

aluilis

cisco  Firepower Migration Tool

(1

Review and Validate Configuration @
Selected FTD - No FTD

Network Objects b Port Objects.

e

Validation Status

Validation Summary (Pre-push)

74 94

Access Control NAT
o P Neme Validation State Type
=B chants-FTD_MG Network Obiact

10+ |perpage

a7

—

21. BEDT Y D a 3B I 2EENHDET,

alia]n
Cisco

~,
3\

Firepower Migration Tool

%7 (Push Configuration) |22 Uy 4o LT. FMCICTvYy>aT

Vi
ol
e

Extract ASA Information

Migration Status @

Push progress

Network Objects s

Port Objects

Network Address Translation
Access Control Policies

L I Push in progress for Network Objects
\ 7 \ J AT \ Ji

b =

Select Target Map FTD Interface

Please download the Post-Push migration report for a detailed summary.
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22. LIES<K9%E. BIILIECENRESNET., ATVavyTTLR—bEYOVAO—RTEZEY,
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|
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clsco Post-Migration Report 19 Jenuary 2019 1125 AM

1. Migration Summary

23. Chrome %ZfEF LT FMC (https:/198.18.133.10) (C1—* 4 admin &/XZX7— R C1sco12345 TOY A1V LE T,
ICHTR2EEZRTANDUENHDET,
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24. FMC GUI T, [/RYJ ¥ — (Policy) 1-> [7 7t Z&If#l (Access Control) | DIBICEIRLET., CDV—ILTERLE=F LW
FOEARYVY—HBRERINET, RYUI—RZIEFTD Mig THRED XS, ShE7/av2 o Uy oI LT. 79X RY
V—ERELET,

- C A Notsecure | hitps//198.18.133.10/ddd/#FirewallPolicyList * 6 :

Overview Analysis [EBIIISEES Devices Objects AMP Intelligence Deploy &, System Help v admin v

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

Object Management Intrusion Network Analysis Policy DNS Import/Export

& New Policy
||| Accmss comtro raicy | st | st et I
Targeting 1 devices 201%-01-08 17:49:08 .
ol -Aooem-Policy Up-to-date on all targeted devices Modified by “admin® bl @

FTD-Mig-1547897119 tina 0 = 2019-01-19 11:25:26
Palicy created from ASA with hostname loke TSR0 Ao es Modified by “admin® « d

25. PUOEBRARIVY—ZFARET, 74 BADIL—ILH ASABRENSEFEN. BITY—ILICL>TERENE LI, Th5D
RUD—F, FETNARICEDYHTOENRTVLEREWIEITERELTLEZ WL (RYY—DEIH YT (Policy Assignment) ]
iF0) o V=YIEXYEYITEINZAVT—T x4 RX%RD FID TN ADKERBR W=D, EENRELTNSRZLICDH
ARLTLEZW, Ty EDL—NICH IPSEE T 7AIL R I—HEMEINTOENW EICHFEREIDETT, &
nid, BITSNERENLAVILAVART—RIILA VAR IY T7A4T7 74—l (ASA) h5DHDTH BT
HTT, IL—ILZHREL T, NGFW DRREL REZERL X7,

ZDi5EBH. Cisco NGFW BITY—IL T, ZIVEXA RV IY—ADIRTDIL—ILERBRRY NT—0 ATV bz
BFRICER L TE DEEREES IENTEET,

Overview Analysis [EITEEEE Devices Objects AMP Intelligence System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
FTD-Mig-1547897119 , Show Warnings © cance!
Policy created from ASA with hostname loke
Prefilter Policy: Default Prefiter Policy SSL Policy: Nons Identity Palicy: None

Tz Inheritance Settings | [B] Policy Assignments (0)
Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device Show Rule Canflicts & () Add Category | &) Add Rule  Search Rules
I

T

tion. Add Rule or Add Category

w Default - FTD-Mig-1547897119 (1-74)

1 \, DMZ_access_in_s .5 DMZ 2 any = any o Allow o &8
2 [~ Waming: This rule contains a zone with no defined interfaces, Jf ve5-xpress 2 ntp-extemal-se o UDP (17):123 o Allow 0 a8
3 = ves-express & external-dns-st o UDP (17):53 o Allow o S8
4 58 vos-express 58 ves-control VE-service o Allow 0 &

DMZ_access_in_& & DMZ any % DM_INLINE_NE 3 Block o &8
5 DMZ_acces: 2 DMZ & voexpress  Fany o Allow o #8

DMZ_acces: =any % any K Biock o S8
8 LABI_access_mn_s L LAB & expwy-c = any o Allow ] @
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26. [F/\A A (Devices) ]-> [NAT] DIBICEIRLET., V—ILT. FILWNATRY Y—HDEREhTWET (FINA RICIEZE
EEIDYTOSNTVERA) . HEFZAIVEBRICYZYYILT. L—ILERRETEET.

Overview Analysis Policies JESUEEE Objects AMP Intelligence
Device Management ~ NAT ~ VPNwv QoS  Platform Settings ~ FlexConfig  Certificates
3 New Policy
NAT Palicy Device Type

547597094
ed from ASA with hast

name loke

27. [#7<xV b (Objects) 1->[RY hT—2U Xy kT—% (Network Objects) | DIRICERL £, ASAFRENS FMC 3%
EICEMENTEWLD2DDFHLWAT I I MHARTREINET,

€« C A Notsecure | hepsy/198.18.133.10 * O

B AMP Intelligence

B OX X M MM XXX XXX X XX XXX

Lo

ZN T, Cisco NGFW BITZ/RIFET TT, FLHBELEXDELNH T,

e Cisco NGFW BTV —ILZ2ERT 2 L. ASARENS FMCICRY RT—2 ATV b, ACL. BLU NAT ZE5H (I
TTEEY,

o ZODY—ILT, AVFVYYHLERBIRAULAT VIV MEREDHEEERHEL. BEERRTEEY,

o ZDY—IICL>TELDEENBHTEITSN, ATFEDRYNT—T ATV, ZUVEARYY— L=,
NAT L—ILEFHTEEIT 2FHEES IEHNTEZT,
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