
Note: Screens in the presentation may vary slightly from the actual tools 

Cisco Software:User Groups
Quick Guide for Partners & Customers
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Manage User Groups
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Manage Smart Accounts – User Groups
User Groups

Partner Organizations can efficiently manage large volumes of Customers and their assets by creating 
User Groups within a Smart Account. User Groups will make it easier for you to manage access for 
multiple Users, instead of managing Users individually.  

User Group owners can add any number of Users to a group and define Smart Account and Virtual 
Account access for these users at the Group level. 

This option is especially recommended 
for Partners and Service Providers with 

broad sets of Customers. 
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Manage Smart Accounts – User Groups
Create User Group

To create a new User Group, go to the Users tab and then      go to the User Groups sub-tab.

Click on Create User Group.

1

Only Smart Account Administrators can 
create a New User Group
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Manage Smart Accounts – User Groups
Create User Group

In Step 1, Select Name and Users, enter the User Group Name (mandatory) and a Description (optional).

You can either Add Users Manually or      Import Users from CSV File.
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Manage Smart Accounts – User Groups
Create User Group
When adding Users Manually, enter the Users’ Cisco User IDs or email addresses. Optionally, you can 
make the User a Group owner by ticking the Make Owner checkbox. 

Click on Add. 

The User details will be automatically populated below, including User, Email Address, Organization. 

Select Next to proceed.
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Manage Smart Accounts – User Groups
Create User Group

You are redirected to Step 2: Assign Accounts. This step is optional: you can assign the User Group to 
Accounts (optionally). 

Click on Assign Account Access. 

1
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Manage Smart Accounts – User Groups
Create User Group

Select a User Role: Virtual Account Administrator or Virtual Account User.2

2
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Manage Smart Accounts – User Groups
Create User Group
After selecting a User Role (Virtual Account Administrator or Virtual Account User), you need to select one 
or more Virtual Accounts from the list of Available Virtual Accounts.  

You can search by Name or Tag and tick the checkboxes to select Virtual Accounts. 

You can either assign access to Virtual Account Only, or assign access to Virtual Account and its Children*

The Assigned Virtual Accounts will be shown on the right-hand side of the page.

To confirm, click Ok. 
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*Assign access to Virtual Account and 
Children: this option is applicable if you 
have multiple levels of Virtual Accounts 

(Nested Virtual Accounts). 
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Manage Smart Accounts – User Groups
Create User Group

The assigned Account Access for the New User Group will be displayed in Step 2. You can view the 
Virtual Account Name, Scope of access and Role (Virtual Account Administrator or User). 

Click on Next to proceed
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Manage Smart Accounts – User Groups
Create User Group

In Step 3, Review, the User Group information is displayed for a final review: you can check Group Name 
and Description, list of Users and Account Access (proposed role assignment).

If the information listed is correct, click on Create User Group to complete the process. 
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Manage Smart Accounts – User Groups
Create User Group

The newly created User Group will appear in the Users tab, in the User Groups sub-tab. You can view the 
User Group name, Smart Account, Account Access, Role, Users, Group Owners and Actions. 

1
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Manage Smart Accounts – User Groups
User Group - Actions

Under Actions, you can Edit the Users in the Group, Send a Message to the Group Members, Edit the 
Accounts the Group can Access, Request Access to Another Smart Account or Delete the Group. 

1

1



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public 14

Manage Smart Accounts – User Groups
Actions – Edit the Users in the Group

To edit Users, click on Actions → Edit the Users in the Group.1

1



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public 15

Manage Smart Accounts – User Groups
Actions – Edit the Users in the Group

In the General sub-tab, you can Add Users. 1

1
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Manage Smart Accounts – User Groups
Actions – Edit the Users in the Group – Add Users

You can add Users Manually (or      Import from CSV file). 

To Add Users Manually, enter the Users’ Cisco User IDs or email addresses. Optionally, you can make the 
User a Group owner by ticking the Make Owner checkbox. 

Click on Add. 

The User details will be automatically populated below, including User, Email Address, Organization. 

Select Ok to proceed and add the User(s) to the User Group. 
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Manage Smart Accounts – User Groups
Actions – Edit the Users in the Group – Remove Users

To remove a User from the User Group, click on Remove under Actions. 

To confirm, click Ok
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Manage Smart Accounts – User Groups
Actions – Send Message to User Group Members

To send a message to the Group, click on Actions → Send a Message to the Group Members. 1

1
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Manage Smart Accounts – User Groups
Actions – Send Message to User Group Members

You can send a message to All Users within the User 
Group, to User Group Owners or to User Group 
Members. 

Type a message in the Message field.

Click on Send. 
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Manage Smart Accounts – User Groups
Actions – Edit the Accounts the Group can Access

You can edit the Virtual Accuonts the Group can access:

Click on Actions → Edit the Accounts the Group can Access. 
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Manage Smart Accounts – User Groups
Actions – Edit the Accounts the Group can Access

Edit the Accounts the Group can Access: you are redirected to the Assigned Accounts sub-tab, where 
you can:

• Assign Account Access

• Request Access to Another Smart Account
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Manage Smart Accounts – User Groups
Actions – Edit the Accounts the Group can Access

After clicking on Assign Account Access you are redirected to Assign Accounts to the User Group. 

Select a User Role: Virtual Account Administrator or Virtual Account User.

2a
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Manage Smart Accounts – User Groups
Actions – Edit the Accounts the Group can Access

After selecting a User Role (Virtual Account Administrator or Virtual Account User), you need to select one or 
more Virtual Accounts from the list of Available Virtual Accounts.  

You can search by Name or Tag and tick the checkboxes to select Virtual Accounts. 

You can either assign access to Virtual Account Only, or assign access to Virtual Account and its Children*

The Assigned Virtual Accounts will be shown on the right-hand side of the page.

To confirm, click Ok. 

3a

4a

5a

6a

7a

3a

4a

5a

6a

7a

*Assign access to Virtual Account and 
Children: this option is applicable if you 
have multiple levels of Virtual Accounts 

(Nested Virtual Accounts). 
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Manage Smart Accounts – User Groups
Actions – Request Access to Another Smart Account

You can request access to an existing Smart Account for the User Group. 

Click on Actions → Request Access to Another Smart Account. 
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Manage Smart Accounts – User Groups
Actions – Request Access to Another Smart Account 

Enter the email address of the known contact from the End Customer organization. 

Add a note/message for the Request Approver. 

Click on Send. 

The End Customer contact could be the Administrator 
within the End Customer’s Smart Account or can forward 

the request to the Administrator for approving the 
request. 

1

2

3

1

2
3



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public 26

Manage Smart Accounts – User Groups
Actions – Request Access to Another Smart Account 

A confirmation message will be displayed informing you that the request has been successfully sent. 

The Request Code for the request is also displayed. 

You can also resend the request if required by clicking on Resend. 

Click on Close. 

4

5

6

7

4

5 6

7



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public 27

Manage Smart Accounts – User Groups
Delete User Group

To delete the User Group, click on Actions → Delete the Group. 

Confirm by clicking on Delete User Group. 
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Manage Smart Accounts – User Groups
Assign Group from Another Smart Account

The Smart Account Administrator can Assign Group from Another Smart Account. 

Select a User Group by ticking the checkbox on the left-hand side.

Click on Assign Group from Another Smart Account. 
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Manage Smart Accounts – User Groups
Assign Group from Another Smart Account

The Smart Account Administrator can approve Smart Account Access to External User Group. 

If you received an email requesting you to allow users from another Smart Account to have access to your 
Smart Account, follow these steps:

• Enter the Request Lookup ID

• Confirm that the User Group should be given access to your Smart Account 

• Select the role the Usets should have, and the Virtual Accounts they should have access to
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Manage Smart Accounts – User Groups
Export User Groups

To Export multiple Users Groups to a .csv/.xls file, select all User Groups by ticking the checkbox next to 
User Group, or tick the checkboxes next to selected User Groups.  

Click on Export Selected.

You will download a .csv/.xls file, containing the list of selected User Groups (including User Group, User 
Group Description, Smart Account, Account Access, Role, User, CCOID, Email Address, Group Owner). 
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Manage Smart Accounts – User Groups
Delete User Groups

To remove multiple Users Groups , select all User Groups by ticking the checkbox next to User Group,  or 
tick the checkboxes next to selected User Groups. 

Click on Delete Selected.

Confirm by clicking on Delete User Group. 
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Note: 
Users Groups can be deleted only by a 

Smart Account Administrator. 
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