Step by Step Configuring ShrewVPN with RV042/RV042G/RV082/RV016

Hardware version : V3
Firmware version : 4.2.3.03

Link to download latest RVOxx Firmware :
https://software.cisco.com/download/release.htmI?mdfid=282414010&softwareid=282465789
&release=4.2.3.03&relind=AVAILABLE&rellifecycle=&reltype=latest

Link to download latest ShrewSoft : https://www.shrew.net/download/vpn

Topology :
e '
4]
ISP RVD42 PC(A)
RV042 PC(A)

IP address 192.168.2.1 192.168.2.100
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.2.1

NB: all the configuration steps is based on topology above when the Public WAN IP is
configured on RV042, if you have on the WAN interface a private IP and you have the Rv042
connected to another Gateway, please ensure that you have Port 500,4500 (UDP) redirected to
RV042.
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https://software.cisco.com/download/release.html?mdfid=282414010&softwareid=282465789&release=4.2.3.03&relind=AVAILABLE&rellifecycle=&reltype=latest
https://software.cisco.com/download/release.html?mdfid=282414010&softwareid=282465789&release=4.2.3.03&relind=AVAILABLE&rellifecycle=&reltype=latest
https://www.shrew.net/download/vpn

RV042 Configuration --> Under VPN --> Client to Gateway

Client To Gateway

Add a Hew Group VPH

Group Mo

Tunnel Name :
Intetface :

Enahle :

Local Group Setup

Local Security Group Type ©
IF Address :

Subnet Mask :

Remote Client Setup

Remoate Client :

Domain Mame :

IPSec Setup

Keyving Mode :

Phase 1 DH Group :
Fhase 1 Encryption ;
Phase 1 Authentication :

Phase 1 SA Life Time :

IPSec Setup

Keying Mode :

Fhase 1 DH Group :
Fhase 1 Encryption :
Phase 1 Authentication :
Phase 1 SA Life Time :
Perfect Forward Secrecy :
Fhase 2 DH Group :
Phase 2 Encryption :
Phase 2 Authentication :
Phase 2 SA Life Time :

Freshared Key :
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Advanced

Agaressive Mode
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Keep-Alive

AH Hash Algarithm  MD5 ¥
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| Save || Cancel |

Cisco RVOxx with Shrew-soft VPN

NB : You can follow all the configuration in
the screenshot, only need to change the
Local Group Setup with your Local Subnet
Address

NB : By Clicking in “Advanced+” another
menu will appear “Advanced”

All the VPN client should be in Aggressive
mode that’s why is gray out and we cannot
uncheck the option Aggressive mode

NAT Traversal should be enable because
the remote client can be with Public IP or
behind a NAT
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ShrewVPN Configuration

EE =

Genersl | Client | Mame Resalution | Authentiostic 4 | |

i~ Remote Host
Hast Mame or [P Address Puoit

Public IP or Dyndns 500
disabled =

Autg Configuration

i~ Local Host
Adapter Mode
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Address
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¥PN Site Configuration

General Client | Name Resolution | Authenticatic 4 | »

[ em
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i~ Firewall Options

MAT Trawersal

NAT Trawersal Port
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IKE Fragmentation
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i~ Other Options

[¥ Enable Dead Pesi Detection
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¥PN Site Configuration
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¥PN Site Configuration

Save Cancel
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Client | Name Resolution Autheniization | Phass 4 | »

Authentication Method | Mutual PSK =
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Identification Type

2 Careel

¥PN Site Configuration
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Cancel

¥PN Site Configuration

Client | Name Resclution Authentication | Phase 4 |
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¥PN Site Configuration
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WPN Site Configuration
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¥ Maintain Persistent Security Associations

Configuration
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Topology Entry.
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| Save | Cancel
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NB : You can follow all the screenshots for
ShrewSoft configuration

NB : (1) Hostname or IP address is the Public
IP address or Dyndns configured in WAN
interface of RV042, if WAN of RV042 is with
private IP so should be the Public IP where is
configured in the Gateway

Adapter Mode : Usually

is using existing

adapter , we can use Virtual adapter if the
remote client and the local network have the

same network , in this c
virtual IP

ase we can configure a

Cisco RVOxx with Shrew-soft VPN

NB :(11) 192.168.2.0 should be the local of
RV042 where we need to have access to.
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Connecting Shrew VPN to RV042

& ¥PN Connect - 92.247.177.22 o ] 4

Correct | Netwark |

Connect | Metwork |

:: ¥PN Conneck - 92.247.177.22

=101 ]

" Connect  Network |

config loaded for site '92, 247,177,222

attached to key daemon ...
peer configured

iskamp proposal configured
ezp propozal configured
client configured

local id configured

remote id configured
pre-zhared key configured
bringing up tunnel ...
network, device configured
turnel enabled

Exit Disconnect I

config loaded for site 92,247 177, 222"

Cance |

.Z ¥PN Connect - 92.247.177.22

r~ Security Azsociations

Expired - O
Failed - 0O

? Established - 1

~ Tunnel

Statuz -

Remate Host -
Tranzport Uzad -
IKE Fragmentation -

Diead Peer Detection -

Conhected
92.247.177.221

MAT-T RFC /IKE | ESP
Disabled

Dizabled

Verification From RV042 under VPN --> Summary

Summary

B birrs: //192.168.2.1/group_list1 hitm

Group ¥PM Connection List:

Group Mame IF address Connection Time {seconds)
Should be public ip of
ShrewSOFT the remote client 23

Group YPH Status

Connected

Phase2

265.265.255.0

Group Name ———. EnciAuthiGra Local Group Remaote Client Remaote Client Status | Tunnel Test Config.
ShrewSOFT 1 sEmEde SRl temaote.com Detail List 2 &
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