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Configuration on RV130

il || - |I 1 Small Business

cisco RV130W Wireless-N VPN Firewall

Getling Started

* Status

* Metworking

F Wireless

P Firewall

» Site-to-Site IPSec VPN
v IPSec VPN Server
Setup
User
PPTP Server
VPN Passthrough

* Qo3

* Administration

Server Enable:

MAT Traversal:

Phase 1 Configuration

Fre-Shared Key:

Exchange Mode:

Encryption Algaorithm:

Authentication Algarithm:

DH Group:

IKE SA Life Time:

Phase 2 Configuration

Laocal IP:

IP Address:

Subnet Mask:

IPSec SA Lifetime:

Encryption Algaorithm:

Authentication Algarithm:

PF3 Key Group:

DH Group:

[

||::i5c:ote st |

Aggressive ¥ |
AES-256 ¥ |
SHA-1 v

| Group2 (1024 bit) ¥ |

13600 | Seconds (Range: 30 - 86400, Default: 3600)

Subnet v |

1192.168.1.0 | (Hint1.23.4)
255.255.265.0 | (Hint 255.255 255.0)
|28800 | Seconds (Range: 30 - 86400, Default: 28800)

AES-256 ¥ |
SHA-1 \

|1 Enanle

| Group (768 bity ¥ |
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cisco RV130W Wireless-N VPN Firewall

Getting Started

k Status

User

F Metworking

User Account Table

[ | Llsertlame | Passward

k \Wireless

* Firewall

I Cisco-user AREARARE

| AddRew ||  Edit || Delete || Import

» Site-to-Site IPSec VPN

» IPSecVPM Server
Setup

PPTF Server

WPM Passthrough

| Save || Cancel |

Shrew-VPN configuration example

N vensite Configuration ﬁ

VPN Site Canfiguratio | VPN site Configuratio

General |Elient I Name Resolution | Authenticatic] * | * | General| Clignt |Name Resolution I Authenticatic * | * Generall Cliert | Mame Resclution | Autherticatic * | *
Remote Host Firewall Optiong DMS | wiNS
Hoszt Mame or IP Address Part MAT Traversal |:|
Enable DNS Obtain Autormatically

92.247177.219 500

MAT Traversal Port 4300 - ol 1

) . - erver Address
Auto Configuration digabled Keep-alive packet st 15 Secs
Server Address #2
-

Lacal Hast IKE Fragmentation Izable Semver Address H3

Adapter Mode

b axinnum packet size 540| Bytes
Usge an existing adapter and curent address V]

Server Address H4

Other Options
Enable Dead Peer D etection
Enable |SAKMP Failure Motifications

Enable Client Lagin Banner

Obtain Automatically

MTL Obtain Automatically
1380 Addresz

DNS Suffix

Metmazk

[ Save ][ Cancel ]

[ Save ] [ Cancel [ Save ] [ Cancel
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VPN Site Configuration ﬁ VPN Site Configuration &I VPN Site Configuration @
Authentication | Phage| 4 | * Client | Mame Resclution | Authentication | Phase 4 |+ Client | Mame Fesolution | Authentication | Phage * | *
Authentication Method | Mutual PSK +3auth A Authentication Method | Mutual PSK +XAuth hd Authentication Method | Mutual PSK +Xauth hd
Local [dentity |Hem0te Identityl Eredentials| Local ldentity | Fiemote Identity | Credentisle | Local Identityl Remate Identit_l,l| Credentials
|dentification Tupe |dentification Twpe Server Certificate Autority File
(1P fddress - (1P Address -
Addrezs Sting Address String Client Certifizate File
Usze a discovered local host address Usze a dizcovered remote host address Cligrt Private Key File
Pre Shared Key
LLA T 1Il] ]
Save ] [ Cancel ] Save ] [ Cancel ] Save ] [ Cancel ]
— —
VPN Site Configuration @ VPN Site Configuration @ VPN Site Configuration @
Mame Rezolution I Authentication| Phase 1 | FPha: * | " | Authentication I Fhasze 1 | Phase 2 | Folicy | 5 [ | Authentication I Phaze 1 I Fhase 2| Policy | Lk

Fropozal Parameters

Propozal Parameters

Trangform Algarithm

esp-aes

IPSEL Policy Configuration

Policy Generation Level

auto hd

DH Exchangs Transform Key Length | 256 - | Bits [] Maintain Persistent 5 ecurity Azsociations
. . . [ Obtain Topology Automatically or Tunnel Al
Cipher Algorithm aes - HALC Algorithm
Cipher Key Length Bits PFS Exchange disabled - femclellehoiiesoucs
+ 192168.1.0 / 255.2585.255.0
Haszh Algorithm Compress lgorithm disabled -
K.ey Life Time limit 28800 Secs Key Life Time limit 3600 Secs
Key Life Data limit 0 Khytes K.ey Life Data limit 0 Khytes
[ Enable Check. Point Compatible Vendar (D Add b oodify Delete
Save ] [ Cancel Save ] [ Cancel [ Save ] [ Cancel ]
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