
Setup L2TP over IPSec Server on RV340 

Series 

 

Objective 

When RV340 acts as L2TP/PPTP server, we can use external radius server or local 

database to authenticate the users. The local database authentication only support PAP. 

This example describes how to setup the RV340 L2TP over IPSec server and 

Windows/MACOS clients. 

Devices 

• RV340 

• WINDOWS 10 

This Document will guide you how to use RV340 local database to authenticate WIN10 

client (L2TP/IPsec). 

Topo 

 

RV340 is the L2TP server. PC1 is the L2TP client. PC2 is used to manage RV340. 

 

 

 



 

 

Steps: 

Step1: configure the user&groups. Permit the L2TP service for this group. (here as 

example, just  used the default admin group) 

 

 

Step2:Create new ipsec profile ( “l2tpsec”) 

The IPSec profile is used to match the IPSec/IKE proposals from the clients. The default 

profile has PFS enabled which fail to match the Windows client. Below combinations (PFS 

disabled) can work with Windows10/MACOS/iOS at least. 



 

 

 

 

 

 

 

 

 

 

 



 

Step3: configure the l2tp server. Choose the groups and IPSec profile configured 

earlier. 

 

Step4: On Windows 10, create a new VPN connection. Control Panel>Network and 

Internet>Network and Sharing Center>Setup a new connection or network, create a VPN 

connection. 

Edit the property of this connection, choose L2TP/IPSec, maximum strength encryption or 

require encryption option. Choose PAP and disable chap/ms-chapv2. 

In the “Advanced Settings”, configure the preshared key, “cisco” as configured in step 3. 



 

 

Then the L2TP over ipsec connection can be established. 

 

 

 

 

 

 



Notes & Tips 

1.If use external radius, there are no PAP/CHAP limitations. FreeRadius, Cisco ACS, ISE, etc, 

can work well with RV340. 

2.MACOS doesn’t use PAP by default. Below changes are needed to pass pap authentication. 

#vim /etc/ppp/options (or create this file if it’s not existed) 

refuse-chap 

refuse-mschap 

refuse-mschap-v2 


