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Requirements

This White paper assumes that the reader understands the following:

1. Customer has knowledge of deploying and configuring Cisco Unified Communications Manager
directory integration.

2. Customer is responsible fordeploying, configuring, and maintaining Microsoft Active Directory
Application Mode 2003 or Microsoft Active Directory Lightweight Directory Services 2008.

3. Customer has Cisco Unified Communications Manager, Release 8.0(1), or later.

4. Numberof User Accounts to be synchronized does not exceed 60,000 accounts per Unified CM
Publisher. When more than 60,000 accounts need to be synchronized, the IP Phone Services SDK
must be used to provide a custom directory. Refer to the Cisco Developer Network for additional
details: http://developer.cisco.com/web/ipps/home

5. Customer uses Microsoft Active Directory Application Mode 2003 or Lightweight Directory
Services 2008.

Definitions

Word Definition
AD Microsoft Active Directory
AD DS Microsoft Active Directory Domain Service

AD LDS Microsoft Active Directory Lightweight
Directory Services

ADAM Microsoft Active Directory Application Mode

DirSync Cisco Unified CM Directory Integration Service

LDAP Lightweight Directory Application Protocol
Unified Cisco Unified Communications Manager
CM
SSO Single Sign On
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Preface

Microsoft Active Directory Lightweight Directory Service (AD LDS), formerly known as Active Directory
Application Mode, can be used to provide directory services for directory-enabled applications. Instead of
using your organization’s Active Directory Domain Service (AD DS) database to store the directory-
enabled application data, AD LDS can be used to store the data. AD LDS can be used in conjunction with
AD DS, so that you can have a central location for security accounts (AD DS) and another location to
support the application configuration and directory data (AD LDS). Using AD LDS, you can reduce the
overhead associated with Active Directory replication. You do not have to extend the Active Directory
schema to support the application, and you can partition the directory structure, so that the AD LDS service
is only deployed to the servers that need to support the directory-enabled application.

Many differences exist between ADAM and Active Directory. ADAM can only deliver some of the Active
Directory (AD) functions, as shown in the figure that follows.

Active Directory ADAM
Replication Kerberos KDC Replication
Dimcb[ol:}r%rpf:]ervite MAPI Support Direct;:tur%r;:]ervice
Extensible Storage Group Pelicy Extensible Storage
Enging {ESE)} -:SYE'JDLJ Enging {(ESE}

Glabal DMS SRY
LDAP Catalog Records LDAP
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Overview

This document explains the mechanisms that allow Cisco Unified Communications Manager (Unified CM),
or any other Cisco products that use DirSync, to get user information and perform authentication from
different AD forests, that can exist in different forests. To achieve this objective, we use ADAM, which can
synchronize its user database with different AD Domain Controllers or other LDAP sources.

ADAM can create a database of users and store the user detaik. Single Sign On (SSO) functionalities are
desired to avoid end users having to maintain different sets of credentials in different systens; therefore,
ADAM bind redirection will be used. ADAM bind redirection is a special function for applications that
support LDAP bind as an authentication mechanism. In some cases, the special schema, or naming context,
may force you to avoid Active Directory, making ADAM a necessary choice.

A special user proxy object in ADAM maps to a regular Active Directory user account. The user proxy
does not have an actual password stored in the ADAM object itself. When performing its normal bind
operation, the application checks the ID locally but checks the password against Active Directory under the
covers, as Figure 1 illustrates. The application does not need to be aware of this Active Directory
interaction.

L

Lser sntsrs
IDFPWD

L]
l._-pgury LOAF Bindd

Apphcation

Active Diractory Lswr
Usar Proay
Boee i Ot

Password

Veritied in
Active | otive Directory AN
Directory

Figure 1: ADAM User Proxy Password Authentication
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ADAM bind redirection should be used only in special cases where an application can performa simple

LDAP bind to ADAM; however, the application still needs to associate the user with a security principal in
Active Directory.

ADAM bind redirection occurs when a bind to ADAM s attempted using a special object called a proxy
object. A proxy object i an object in ADAM that represents a security principal in Active Directory. Each
proxy object in ADAM contains the SID of a user in Active Directory. When a user attempts to bind to a
proxy object, ADAM takes the SID that is stored in the proxy object, together with the password that is
supplied at bind time, and presents the SID and the password to Active Directory for authentication. A
proxy object in ADAM does not store a password, and users cannot change their Active Directory
passwords through ADAM proxy objects.

The password s presented in plain text to ADAM because the initial bind request is asimple LDAP bind
request. Forthis reason, an SSL connection is required by default between the directory client and ADAM.
ADAM uses Windows Security APIs to present the password to Active Directory.

You can find more information about bind redirection at the following URL.:

http://technet.microsoft.com/en-us/library/cc758386%28W S.10%29.aspX

Note

e The requirement for SSL when using bind redirection should not be disabled.
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Active Directory multiple forest support
scenario in Unified CM

For the purpose of explaining the method, we imagine a scenario where Cisco Systems (Forest 2) has
acquired two other companies: Tandberg (Forest 3) and WebEXx (Forest 1). In the migration phase, we
integrate the Active Directory structure of each company, which allows the deployment of a single Cisco
Unified Communications cluster.

Forest 1 ; Forest2 Forest3
Domain Domain
QOutbound Quthound /
Trust Trust I d A

GC/DC |
Domain

~ webex.com

GC/DC

Domain
*  Tandberg.com

Domain
Child Trust
two-way

AD LDS/
ADAM

CiscoUC
components

Figure 2: Example Multi-Forest Scenario

In our example, company Cisco (Forest 2) has two domains: Forest root domain called CISCO (dns
cisco.com), and a sub domain called EMERG (dns emerg.cisco.com). Both domains have a Domain
Controller that is also a Global Catalog, and each one is hosted in Windows 2008 Server SP2.

Company Tandberg (Forest 3) has asingle domain with a Domain Controller that is also a Global Catalog,
and it is hosted in Windows 2008 Server SP2.

Company WebEXx (Forest 1) has asingle domain with a Domain Controller that is also a Global Catalog,
and it is hosted in Windows 2003 R2 Server SP2.
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AD LDS is installed in the Domain Controller for domain CISCO; in fact, any machine anywhere in one of

the three forests can be used. The DNS infrastructure must be in place such that domains in one forest can

communicate with domains in other forests and can establish the appropriate trust relationships and
validations between the forests.

Domain trust relationship

For the authentication of the users to succeed, you need to have a trust between the domain where the
ADAM instance is hosted and the other domain(s) that host the user accounts. This trust can be a one-way
trust if required (outgoing trust from the domain that hosts the ADAM instance to the domain(s) that host
the user accounts). Thus, the ADAM instance can forward the authentication requests to DC’s in those
account domains.

Furthermore, you need a useraccount from both account domains that has access to all attributes of all user

accounts in the domain. ADAMSync uses this account to synchronize the Account Domain users to
ADAM.

Finally, the machine that runs ADAM must be able to find all domains (DNS), find domain controllers in
both domains (using DNS), and connect to these Domain Controllers.

Use the following steps to set up the inter trust relationships:

1. Open Active Directory Domains and Trusts, select the domain that hosts AD LDS, right-click on
the domain, and choose Properties.

ST
Fie Acton View Help
esnED=HE
=1, Active Directory Domains and Trusts [ 2 | Name [ Type | Actions
i co.com domainDINS

Manage
Raise Domain Functional Level...

cisco.com -

More Actions 13
View 3

Export List...

| :

Help

L — ]

[Opens the properties dislog box for the current selection.

Figure 3: Active Directory Domains and Trusts Window
Note: The domain functional level and the forest functional level should specify 2003 or higher.
Cisco Public
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2. (o to the Trusts tab, and click New Trust.

Fle Acton View Help

e =l EIEREN 7 |

R T o rroperies T |
=] jﬂ' cisco.com —‘": B cisco.com -
jﬁl emerg,cisco.com General  Trusts | Managed 5y|

Mare Actions »
Diomains trusted by this domain {outgoing truss).

Domain Name | Trust Type | Transitive | Froperties..
emeng cisco.com Child Yes
Fiemayve

Domains that trust this domain (ncoming trusts):

Domzin Name [ Trust Type | Transiive | Froperties
emerg.cisco.com Child Yes
Fiemays

NEjQTI’LIS‘( -
0K I Cancel Apply Help

Figure 4: Trusts Tab

3. Follow the wizard and provide the name of the domain with which you want to establish the trust;
then, click Next.

Mew Trust Wizard x|

Trust Name
fou can create a trust by using & NetBIOS or DNS name.

Type the name of the domain, forest, ar realm far this trust.  you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplierdl-nt
Example DMS name: supplier]1-ntemal microsoft. com

Mame:

|

< Back Neat = Cancel

Figure 5: New Trust Wizard Name Entry

In the Trust Type window, choose Forest trust; then, click Next.

Cisco Public
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Trust Type

This domain is a forest root domain.  the specified domain gualfies, you can
create a forest trust.

Select the type of trust you want to create.

" External trust
An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

¥ Forest trust E
{Aforest trust is a transitive trust between two forests that allows users in any of the |
domains in one forest to be authenticated in any of the domains in the other forest. ;

< Back et > Cancel

Figure 6: Trust Type

4. In the Direction of Trust window, choose One-way: outgoing (required); then, click Next.

2] |Actions

CiSCo.com

"General Trusts IManaged B)'I

Mare Actic
Domains trusted b this domain foutgoina trusts): |
i New Trust Wizard x|
Direction of Trust
You can create one-way or two-way trusts.
Select the direction for this trust.
T Two-way
Users in this domain can be authenticated in the specified domain, realm, or
L forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.
" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, orforest.
{* One-way: outgging
Users in the spd.fied domain, realm, or forest can be authenticated in this domain.
< Back MNext > Cancel

Figure 7: Direction of Trust

5. In the Size of Trust window, allow the wizard to configure both domains. To do so, choose Both
this domain and the specified domain; then, click Next.

Cisco Public
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6. In the User Name and Password window, provide the credentiak for the other domain; then, click

2]} | Actions

General Trusts |I'u'|ar|aged E‘yl

Domains trusted by this domain outacina trusts):
il New Trust Wizard x|

cisco.com

I More Actiol

Sides of Trust
ff you have appropriate pemissions in bath domains, you can create both sides of
the trust relationship.

I

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

€ This domain only
This option creates the trust relationship in the local domain.

* Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Mest = Cancel

Next.

Cisco Public

General Trusts |Managed Eyl

Domains trusted bw this domain {outacing trusts): I
) New Trust Wizard

Figure 8: Sides of Trust

User Name and Password
To create this trust relationship, you must supply user credentials for the specified

domain.

Specified domain: tandberg

Type the user name and password of an account in the specified domain.

User name: I € tandberg' Administrator] j

Password: Illlllllll

< Back MNext = Cancel

Figure 9: User Name and Password

Copyright © 2010 Cisco Systems, Inc. All rights reserved.
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7. In the Outgoing Trust Authentication Level—Local Forest window, choose Forest-wide

authentication; then, click Next.

20|} |/Actons

cisco.com

General  Trusts | Managed Byl

More Actio
Domains trusted b this domain (outacing trusts): |

T zl

lsers in the specified forest can be authenticated to use all of the resources in the
local forest or only those resources that you specify.

Outgoing Trust Authentication Level—Local Forest @

Select the scope of authentication for users from the tandberg forest.

% Forest-wide authertication

b Windows will automatically authenticate users from the specified forest for all resources
in the local forest. This option is preferred when both forests belong to the same
organization.

" Selective authertication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you wart to make available to users in the specified forest. This
option is preferred if the forests belong to different organizations.

< Back Iblext b Cancel |
o by

Figure 10: Outgoing Trust Authentication Level—Local Forest

8. In the Confirm Outgoing Trust window, choose “Yes, Confirm the outgoing trust” then, click

Next.
x
Confirm Outgoing Trust
You should confirm this trust only if the other side of the trust has been created.
Do you want to confirm the outgoing trust?
" No, do not confirm the outgoing trust
& Yes, corfim the outgoing trust
To confim the trust now, click Next.
< Back Next > Cancel
Figure 11: Confirm Outgoing Trust
Cisco Public
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The following displays after you run this process for both the Tandberg and WebExdomains.
The emerg domain displays by default, because it is a child domain.

General Trusts | Managed E‘yl

Domains trusted by this domain (outgoing trusts):

Domain Name

| Trust Type |T|E|n5itive | Eroperties. . |

emeng.cisco.com
tandberg com
webex.com

Domains that trust this domain ﬁncorr[::é; trusts):

Child fes

Forest fes Femove |

Forest Yes

Domain Name

&mMeng . cisco.com

| Trust Type | Transitive | Froperties... |
Child fes
Eemove |

oK

Cancel Apply Help

Figure 12: Properties Window, Trusts Tab

Cisco Public
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Install AD LDS

1. Open Server Manager, click on Roles, and select add New.

[ T—

File Acton View Help

=10 =]

L e 2 ) ] 7

=k Server Manager (AD2K3-1)

= 3 Roles
ﬁ Active Directary Domain Se
=, DNS Server

@ | Features
Fm Diagnostics

 Configuration
Storage

(] Roles Summary

* Roles: 2of 17 instaled

/& Active Directory Domain Services
/& DNS Server

“ Active Directory Domain Services

‘ ! Role Status
Messages: None

System Services: @ Running, 1 Stopped
. Events: 46 warnings, 83 informational in the last 24 hours

‘ Role Services: 1instaled

%; View the health of the rales installed an your server and add or remaove roles and features,

B

Server for Network Information Services Mot installed
Password Synchronization Mot installed
Administration Tools Mot installed

Description:

') Last Refresh: 10/22/2009 11:16:54PM  Configure refresh

|| —]

Raole Service | Status |
4  Active Directory Domain Controller Installed
Identity Managemeant for UNIX Mot installed

[ Roles summary Help

5{}'& Add Roles
i.'i Remove Roles

[ 2005 Help

Stores directory data and manages communication between users and domains, including user logon processes, authentication, and directory searches,

Go to Active Directory Domain
Services

S Add Role Services

g

Remove Role Services

Cisco Public

Figure 13: Server Manager
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2. In the Select Server Roles window, choose Active Directory Lightweight Directory Services; then,

click Next.

Select Server Roles
Before You Begin % Select one or more roles to install on this server,
ADLDS [] Active Directory Certificate Services
Confirmation A Direc 5 \
e Directory Federation Services
Progress

Active Directory Lightweight Directory Services
Results D Active Directory Rights Management Services
[ application Server

D DHCP Server

DMS 5

D Fax Server

[] File services

[] Metwork Paolicy and Access Services
D Print Services

[ Terminal Services

D UDDI Services

[] web Server (115)

[ windows Deployment Services

[ windows Server Update Services

More about server roles

Description:

Active Directory Lightweight Directory
Services [AD LDS)provides astore for
application-specificdata, for directary-
enabled applications that do not
require the infrastructure of Active
Directory Domain Services. Multiple
instances of AD LDS can exist on a
single server, each of which can have
its own schema.

< Previous | Mext > I Install Cancel

X

Figure 14: Select Server Roles

AD LDS services installation

Add Roles Wizard

ﬁ Installation Progress

Before You Begin

The following roles, role services, or features are being installed:

Server Rol
SRE R Active Directory Lightweight Directory Services
ADLDS

Confirmation

Progress

Results

glﬁ

Initializing installation. ..

= Previous Mext >

Instal Q Cancel

Figure 15: Installation Progress

Copyright © 2010 Cisco Systems, Inc. All rights reserved.
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Install the instance for multiple-forest
support

AD LDS can run different instances ofthe services with different ports, which allows for different user
directory “applications” to be run on the same machine. By default, AD LDS chooses ports 389/LDAP and
636/LDAP. If the system already has any kind of LDAP services running, however, it uses ports
50000/LDAP and 50001/LDAPS. Each instance has a pair of ports that increment based on the previous
numbers used.

In some cases, due to a Microsoft bug, the ports are already in use by Microsoft DNS serverand the
instance wizard shows an error, which i not self explanatory. To fix this error, reserve the ports in the
tep/ip stack. If you find this problem, refer to the following document:

AD LDS service start fails with error "setup could not start the service..." + error code 8007041d
http://support.microsoft.com/kb/959215

In the Server Manager, select Roles and then AD LDS.

1. Select Click here to create an AD LDS instance.

. Server Manager —(3x]
Fle Acon View Hep —‘
Lo Bl |
B Server Manager (AD2K3-1) Active Directory Lightweight Directory Services
= 5 Rales r———/— — —}— — /4 0 0
E Active Directary Domain Se | - ¢ )
Active Directory Lightweigh | ™ Provides a store for applcation-specific directory data,
£ ons server d
&l Features =
Diagnostics =
~) Summary
Hifk Configuration
3 storage (@) No AD LDS instances have been created. Click here to create an AD LDS instance.
~) Events: hone in the last 24 hours / [ Go to Event Viewsr
Filter Events
i Pause | g
[=] Propertes
~ Advanced Tools —
Create a new AD LDS instance AD LDS Setup Wizard
Query, view, and edit objects and attrbutes in the directory [ ADsIEdit
Perform LDAP operations against the directory such as connect, bind, search, modify, add, and delete [ Ldp.exe
~) Resources and Support
A) Recommended configurations, tasks, best practices, and online resources AD LDS Help =
F v |0 Last Refresh: 10/23/2008 &:47:43 P Configure refresh

Figure 16: Active Directory Lightweight Directory Services Window

Cisco Public
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2. In the Setup Options window, choose A unique instance; then, click Next.

i_'l Active Directory Lightweight Directory Services Setup Wizard ﬂ
Setup Options -
An AD LDS instance is created each time AD LDS is installed. ? "‘

),

You can create a unique instance, oryou can install a replica of an existing instance.

Select the type of instance you wart to install.

= A unique instance
This option automatically creates a new instance of AD LDS that uses the default
corfigurstion and schema partitions. The new instance will not be able to replicate
with existing instances.

" Areplica of an existing instance
Thig option creates a new instance of AD LDS that uses the corfiguration and
schema parttions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.

< Back I Ne:-.‘|,\> I Cancel Help

3

Figure 17: Setup Options Window

3. In the Instance Name window, provide the name of the instance. In our example, this is

MultiForest. Click Next.

i_'l Active Directory Lightweight Directory Services Setup Wizard
Instance Mame .
The instance name is used to differertiate this instance of AD LOS from other AD 85
LDS5 instances on this computer. “{__

x|
<

Type a name for this instance. The name should reflect the use for which this instance
of AD LDS is intended.

Instance name:
Mutti Forest

Example: Addressbook

The AD LDS service name is created when the instance name is combined with the
product name. t will be displayed in the list of Windows services.

AD LDS service display name:  MubtiForest
AD LDS service name:; ADAM_MuttiForest

< Back Mext = Cancel Help

Figure 18: Instance Name Window

Cisco Public
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4. In the Ports window, choose the ports or allow the systemto choose them for you. Click Next.

@ ! Active Directory Lightweight Directory Services Setup Wizard 5[

Ports & ﬂ
Computers will connect to this instance of AD LDS using specific ports on all of the .

IF addresses associated with this computer. -

The ports displayed below are the first available for this computer. To change these
parts, type the new port numbers in the texd boxes below.

If you plan to install Active Directory Domain Services on this computer, do not use 389
forthe LODAP port or 636 forthe S50 port because Active Directory Domain Services
uszes these port numbers. Instead, use available port numbers from the following range:
1025-65535.

LDAP port number:
EI:I:I:II

550 port number:

Ennn
iy

< Back I NJME I Cancel Help

Cisco Public

Figure 19: Ports Window
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5. In the Application Directory Partition window, provide a partition name for the instance. Do not
provide a cn such as the one provided in the example of the wizard, because most of the time that
will create an error in the Schemas. In our scenario, we choose the same partition as the Active

directory domain controller that hosts AD LDS (dc=Cisco,dc=com). Click Next.

i_'l Active Directory Lightweight Directory Services Setup . ﬂ

Application Directory Partition %
An application directory partition stores application-specific data. ?

<L

Do you want to create an application directory partition for this instance of AD LDS?

" Mo, do not create an application directony parttion

Select this option if the application that you plan to install creates an application directory
upon installation, or if you plan to create one [ater.

¥ Yes, create an application directory partition

Select this option if the application that you plan to install does not create an application
directory partition upon installation. A valid partition name is any distinguished name that does
not already exist in this instance. Example distinguished name:

CMN=Partition1, DC=Woodgrove DC=COM

Partition name:

DC=cigco, DC=com

< Back Meat = Cancel Help

Figure 20: Application Directory Partition
6. In the Service Account Selection window, provide an account to start the server.

i_'l Active Directory Lightweight Directory Services Setup Wizard 1[
Service Account Selection -
AD LDS performs operations using the pemissions associated with the account - "
you select. ( Vi

Set up AD LDS to perform operations using the permissions associated with the following
account.

" Network service account
AD LDS has the permissions of the default Windows service account.

AD LDS service has the permissions of the selected account.

User name: Iﬂ CISC0 Administratar j J Browse... I

Passwaord: Illlllllli

£ Bau':\k Meat = Cancel Help
2

Figure 21: Service Account Selection

Cisco Public
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7. Provide the name of the user that has administrative permissions.

@/ Active Directory Lightweight Directory Services Setup Wizard ﬂ

AD LDS Administrators ﬂ

.
You can specify the user or group that will have administrative privileges for this -
instance of AD LDS. |/

Assign the following user or group of users administrative pemissions for AD LDS.

% Cumertly logged on user: CISCOMAdministrator

The userthat is instaling AD LDS will have administrative pemissions for this
instance of AD LDS.

{" This account

The selected user or group will have administrative pemissions for this instance of
AD LDS. You can choose any user or group from this computer, this computer’s
domain, or any domain that is trusted by this computer's domain.

Secount name:

Browse... |
<Back [ Neq> | cancd | Hep |

3

Figure 22: AD LDS Administrators

Cisco Public
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8. Import the highlighted default LDIF files to build the schema.

i_'l Active Directory Lightweight Directory Services Setup Wizard ﬂ

Importing LDIF Fles o &
*fou can import data from Lightweight Directory Interchange Format (LDIF) files into 8 "‘
your AD LDS application directony partition. ‘( >y

To corfigure the AD L&S service in a specific way, import one ar more of the LDIF files listed
below.

LDIF file name | Description
iMS-AdamSyncMetadata LDF ADAMSync metadata schema extension. Fequired for A
M5-ADLDS-DisplaySpecifiers....  AD LDS Display specifiers schema and display specifiers
O M5-AZMan LOF AD LDS schema extensions for AzMan.
M5-InetOrgPerson . LDF AD LDS inetOraPerson, user and related classes.
M5-User LOF ADLDS user class and related classes.
O M5-UserProwy LOF ADLDS simple userProxy class.
O m5-UserProeyFull LDF AD LDS full userProxy class. Requires MS-User LOF ar [
< | 2

< Back Mext = Cancel | Help |

Figure 23: Importing LDIF Files

Note: If ADAM & being installed on a Windows 2003 server, the above screen shows only fouroptions:
MS-AZMan.LDF, MS-InetOrgPerson.LDF, MS-User.LDF, and MS-UserProxy.LDF. From these four,
select only MS-User.LDF and MS-InetOrgPerson.LDF

Cisco Public
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Copy the schema from each domain to
ADAM

The following process needs to be repeated for each domain for which you need to synchronize. This
example only shows the process against one of the domains in the scenario.

1. Open AD DS/LDS schema analyzer (ADSchemaAnalyzer.exe) in the directory c:\windows\adam.

2. Choose File > Load target schema.

B

Schema Tools
Loaﬂtﬁrget schema... Cirl+T
Loat

tiase schema,.,  Chrl+E
Create LDIF file. .. Chrl+L

Exit

Figure 24: AD DS/LDS Schema Analyzer

Cisco Public
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3. Provide the credentials of the source AD Domain Controller fromwhich you want to import.

-loix
Server[porf]  |ad2kE-1
Username I.i‘-dministlamr
Password I
Domain Icisco

Bind type ¥ Secure  Simple

Server type
¥ Auto [%
" AD DS/LDS

i~ Generic (subschemaSubentry)

Load LDIF...

Figure 25: Load target schema
4. Choose File > Load base schema.

|i., AD DS/LDS Schema Analyzer (=] ]
Schema Tools
Load target schema... Cirl+T
L
Exit
[Valdating schema... -]

|Schema s ok
Frocessing depsndencies
Loaded schema; 1226 aitrbutes, 230 classes, 15 property seis.

Figure 26: File >Load base schema
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5. Specify the AD LDS to which you want to connect and extend the schema.

L=

Serverfport]  [localhost:50000

Username

|
Password I_[:\?:

Domain |
Bind type % Secure ( Simple

Server type
' Auto

{~ AD DSILDS

{~ Generic (subschemaSubentry)

Load LDIF...

Figure 27: Load base schema

Choose Schema > Mark all non-present elements as included.

|, AD DS/LDS Schema Analyzer o ] 4|
Tools

Hide present elements
® Show present elements

Mark alyjon-present elements as induded

(A CCDCLCSWRPWPDTLOCRSDRCWDWO;;: SYNA: LCRPLORC; ;AU), base D:5: ;I
sitesContainer: default SecurityDiescriptor mismatch: target D:(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;DA)

(A CCDCLCSWRPWPDTLOCRSDRCWDWO::: 5Y)A:; LCRPLORC; ;All). base D:5:

subnet: default SecurityDescriptor mismatch: tanget D:(A;; CCDCLCSWRPWPDTLOCRSDRCWDWO:;:DA)

(A CCDCLCSWRPWPDTLOCRSDRCWDWO:::5YNA:; LCRPLORC; :AL). base D:S:

subnetContainer: default SecurityDescriptor mismatch: target D:(A; . CCDCLCSWRPWPLOCRRCWDWO:;:DA)

(A CCDCLCSWRPWPDTLOCRSDRCWDWO:;: SYNA: LCRPLORC; ;Al), base [:5:

top: default SecurityDescriptor mismatch: target D:(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;DA)
(A;;,CCDCLCSWRPWPDTLOCRSDRCWDWO;;:SY)A; LCRPLORC; ;Al), base [1:S:

user: default SecurityDescriptor mismatch: target D:(A;;CCODCLCSWRPWPDTLOCRSDRCWDWO;;DA)

(A :CCDCLCSWRPWPDTLOCRSDRCWDWO:::SY)(A: CCOCLCSWRPWPDTLOCRSDRCWDWO:; .AD)A:: LCRPLORC:::PS)
(0A;.CR:ab721a53-1e2-11d0-9815-00=a004052%:; . PSHOA; CR:ab721a54-1e X-11d0-3815-002a0040525%:: PSHDA: CR:ab72 1a56-1e 2
-11d0-3815-002a0040529b::PSHOA:: RPWP . 7/b5b886-944a-11d 1-aebd-D000FB0367c 1::PSHOA:: RPWP e 457350 2-9455-11d 1-aebd-
D000FB0367c1;;PSHOA;:RPWP 245795b 3-9455-11d1-aebd-0000FB0367c 1;; PSHO A RP ;037088 8-0ae 1-11d2-0422-00= 0c 968F939::R.S)
(OA;;RP;4c164200-20c0-11d0-a768-00aa006e0529;;R5)0OA;RP belac240-79a5-11d0-5020-00c04fc 2d4cf ;R SHA;;RC;AL)
{0A;;RP;5%a242-75a2-11d0-5020-00c 04fc 2d 3cf; ALUYDA; RP, 77b5b 886-9445-11d1-2ebd-0000F 8036 7c 1; ALNDA; RP 2457550 3-9455
-11d1-aebd-0000F 80367 1;;AUNOA; RF :e48d0154-bcf8-11d1-8702-00c 04 56050; AUNOA:.CR:ab721a53-1e #-11d0-9815-
D0aa0040525%:; WDNOA; RP 5202010-79a5-11d0-3020-00c 04fc 2d4cf; RSHOA, .RPWP bf 9675 #-Ode6-11d0-a285-002a003045%2..CA)
[0A;;RP:46a%b11d-60as-405a-b 7e8f8a58d456d2;:5-1-6-32-660)0A; :RPWP:6db65a 1c-3422-11d1-aebd-0000f 8036 7c 1;:5-1-5-32-561)
(0A::RPWP:5805bc62bdc5-4428-a5e2-856af4c185s:.5-1-5-32-56 1), base D:(0A:.CR:ab721a53-1e-11d0-9815-00=a 00405256 :PS)S:
user: systemFlags mismatch: target 16, base 0 j
Done comparing schemas.

Figure 28: Mark all non-present elementsas included
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7. Choose File > Create LDIF file. In this example, the file being created via this step is diff-
schema.ldf. To simplify the process, the file should be created in c:\windows\adam.

-inix]

Schema  Tools

Load target schema... Ctrl+T
Load base schema...  Cirl+5

Exi

{4 CCDCLCSWRPWPDTLOCRSDRCWDWO::5Y)A;;LCRPLORC;:Al), base D:S: ;I
subnet: default SecurityDescriptor mismatch: target D:(4;CCDCLCSWRPWPDTLOCRSDRCWDWO;;:DA)

{4, CCDCLCSWRPWPDTLOCRSDRCWDWO;:SY)A;;LCRPLORC; :ALl), base D:S:

subnetContainer: default SecurityDescriptor mismatch: target D:(A;;CCDCLCSWRPWPLOCRRCWDWO;;;DA)

{4, CCDCLCSWRPWPDTLOCRSDRCWDWO;;:SY)A;; LCRPLORC; :All), base D:S:

top: defautt SecurityDescriptor mismatch: target D:(A;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;: DA}

(A, CCDCLCSWRPWPDTLOCRSDRCWDWO;; SY)A;;LCRPLORC; :Al), base D:S:

user: default SecurityDescriptor mismatch: target D:{A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;DA)
(4;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;:5Y)A;;CCOCLCSWRPWPDTLOCRSDRCWDWO;;;: AOMA; LCRPLORC;;;PS)
0A;;:CR;ab721a53-1eX-11d(-5815-002a 0040525 ;;PSHOA;,CR;ab 72 1a54-1e2f-11d0-5815-002a 0040529 ; PSHOA; CR;zb721a56- 162
-11d0-9813-002a00405250;;PSNOA;; RPWP ;7 7b5b 886-5445-11d 1-2ebd-0000F 803672 1;; PSHOA;: RPWP 2 45735b2-5455-11d 1-aebd-
0000F30367c 1::PSHOA;;RPWF:e45755b3-3455-11d 1-2ebd-0000FB036 72 1;,PSNOA; :RP,037088F8 lae 1-11d2- b 422 00alc 56 87935;:RS)
{0A::RP:4c164200-20c0-11d0-a768-00aa006=20525;:RS)OA: RP belac240-7935-11d0-9020-00c 04fc 2d4cf; REYA:RC:: ALY
{OA;:RP:55%baX42-75a2-11d0-5020-00c04fc 2d3cf; AUJOA;; RP; 77h 5b 886-944a-11d1-aebd-0000f 8036 7c 1;: AUNOA;;RP ;2457350 3-5455
-11d1-2ebd-0000f80367c1; AUNOA; RP248d0154-bof8-11d1-8702-00c 0456050, AUNOA; .CR ab 72125312 2-11d0-9815-
00520040525 WD)OA;:RP;5202010-79a5-11d0-5020-00c04fc2d4cf ;RENO A RPWP bf 56 7a #-0de6-11d0-a285-00aa003049e2; ,CA)
{OA::RP:4623b11d-60ae-405a-b 7e 8482 58d456d2;:5-1-5-32-560)0 A RPWP:6db63a 1c-5422-11d1-aebd-0000F80367c 1::5-1-5-32-561)
{OA:RPWP:5805bc62-bdc3-4428-a5¢ 2-856aF4c185:;5-1-5-32-561), base D:(0A;:CR:ab721a53-1eX-11d0-5815-002a 0040525 ;P 5)5:
user: systemFlags mismatch: target 15, base 0

Done comparing schemas.

Validating schema...
|Schema is ok

Figure 29: Create LDIF file

One option to help organize organize the files that need to be generated could be to create a separate
directory. This directory will allow the files to be separated from the main c:\windows\adam directory.

8. Open acommand prompt and create a log directory in the c:\windows\adam directory.

cd \windows\adam
mkdir logs

9. Import the Idif schema, created using ADSchemaAnalyzer, to AD LDS.

Idifde -i -s localhost:50000 -c CN=Configuration,DC=X #ConfigurationNamingContext -f diff-
schema.ldf -j c:\windows\adam\logs

Refer to Microsoft documentation at the following URL for additional Idifde options and command
formats:

http://support.microsoft.com/kb/237677

Cisco Public
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http://support.microsoft.com/kb/237677�

indows" system32'cmd.exe

C:sMWindows~ADAKM>1difde —-i -5 localhost:5888@ —c CM=Configuration . DC=3 IICnnl-‘iguPan
tionNamingContext —f diff-schema.ldf —3j c:“windows“adam~logs

Connecting to “localhost:50088"

Logging in as current user using SS5FI

Importing directory from file “diff-schema.ldf"

Loading entries

1163 entries modified successfully.

The command has completed successfully

C:sMWindows~ADAM>

Figure 30: Importing the Idif Schema
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Extend the AD LDS schema with the
user-proxy objects

The object forthe proxy authentication needs to be created and the object class ‘user’ is not used. The
object class being created, userProxy, allows the bind redirection. The object class detail needs to be
created in an Idif file. The file is a creation of a new file, which in this example, is MS-UserProxy-
Cisco.ldf. This new file is generated from the original MS-UserProxy.Idf and edited, using a text edit
program, so that it has the following content:

# @@UI-Description: AD LDS simple userProxy class.

#

# This file contains user extensions for default ADAM schema.

# It should be imported with the following command:

# Idifde -i -f MS-UserProxy.ldf -s server:port -b username domain password -k -j . -c
"CN=Schema,CN=Configuration,DC=X" #schemaNamingContext

dn: CN=User-Proxy,CN=Schema,CN=Configuration,DC=X
changetype: ntdsSchemaAdd

objectClass: top

objectClass: classSchema

cn: User-Proxy

subClassOf: top

governsiD: 1.2.840.113556.1.5.246

schemalDGUID:: bxjWYLbzmEiwrWU1r8B21A==
rDNAttID: cn

showlnAdvancedViewOnly: TRUE

adminDisplayName: User-Proxy

adminDescription: Sample class for bind proxy implementation.
objectClassCategory: 1

IDAPDisplayName: userProxy

systemOnly: FALSE

possSuperiors: domainDNS

possSuperiors: organizationalUnit

possSuperiors: container

possSuperiors: organization

defaultSecurityDescriptor:
D:(OA;;CR;ab721a53-1e2f-11d0-9819-00aa0040529b;; PS)S:
defaultHidingValue: TRUE

defaultObjectCategory: CN=User-Proxy,CN=Schema,CN=Configuration,DC=X
systemAuxiliaryClass: msDS-BindProxy
systemMayContain: userPrincipalName
systemMayContain: givenName

systemMayContain: middleName

systemMayContain: sn

systemMayContain: manager

systemMayContain: department

systemMayContain: telephoneNumber

system MayContain: mail

systemMayContain: title

systemMayContain: homephone

Cisco Public
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systemMayContain: mobile

systemMayContain: pager

systemMayContain: msDS-UserAccountDisabled
systemMayContain: samAccountName
systemMayContain: employeeNumber

dn:

changetype: modify
add: schemaUpdateNow
schemaUpdateNow: 1

1. Save MS-UserProxy-Cisco.ldf file in the C:\windows\adam directory.
2. Import the new object class to ad Ids:

Idifde -i -s localhost:50000 -¢ CN=Configuration,DC=X #ConfigurationNamingContext -f MS-
UserProxy-Cisco.ldf -j c:\windows\adam\logs

o | Administrator: CWindows) system32' cmd.exe

sMindows“\ADAM>1difde —-i —s localhost:58088 —¢ CH=Configuration,.DC=H HConfigura
ionMHamingContext —f MS—UserProxy—Cisco.ldf —j c:swindowssadam~logs

onnecting to "localhost:58888"

Logging in as current user using S5PI

Importing directory from file '"MS-UserProxy—Cisco.ldf"™

Loading entries...

2 entries modified successfully.

he command has completed successfully

sMindowss\ADAM>_

3. If ADAM ks being installed on a Windows 2003 server, run the following command as well :

CA\WINDOW S\adam>Idifde -i -s localhost:50000 -c CN=Configuration,DC=X #Configura
tionNamingContext -f MS-AdamSyncMetaData.ldf -j c:\windows\adam\logs

Cisco Public
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Import the users from AD DC to AD
LDS

The user from each domain now needs to be imported to AD LDS.

Note: This step needs to be repeated for each domainthat needs to synchronize. This example only
shows the process against one of the domains.

1

Starting with the original MS-AdamSyncConf.xml, create an XML file for each domain that needs
to be synchronized and modify the file with the detaik specific to each domain to have the
following content:

<?xml version="1.0"?>
<doc>
<configuration>
<description>Adam-Syncl</description>
<security-mode>object</security-mode>
<source-ad-name>ad2k8-1</source-ad-name>
<source-ad-partition>dc=cisco,dc=com</source-ad-partition>
<source-ad-account></source-ad-account>
<account-domain></account-domain>
<target-dn>dc=cisco,dc=com </target-dn>
<que|’y>
<base-dn>dc=cisco,dc=com </base-dn>
<object-filter>
(&#124;(&amp;(objectClass=user)(objectCategory=person))(&amp;(objectClass=user)(isDeleted=TRUE)))
</object-filter>
<attributes>
<include>objectSID</include>
<include>mail</include>
<include>userPrincipalName</include>
<include>middleName</include>
<include>manager</include>
<include>givenName</include>
<include>sn</include>
<include>department</include>
<include>telephoneNumber</include>
<include>title</include>
<include>homephone</include>
<include>mobile</include>
<include>pager</include>
<include>msDS-UserAccountDisabled</include>
<include>samAccountName</include>
<include>employeeNumber</include>
<exclude></exclude>
</attributes>
</query>
<user-proxy=>
<source-object-class>user</source-object-class>
<target-object-class>userProxy </target-object-class>
</user-proxy>
<schedule>
<aging>
<frequency>0</frequency>
<num-objects>0</num-objects>
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</aging>
<schtasks-cmd></schtasks-cmd>
</schedule>

</configuration>

<synchronizer-state>
<dirsync-cookie></dirsync-cookie>
<status></status>
<authoritative-adam-instance></authoritative-adam-instance>
<configuration-file-guid></configuration-file-guid>
<last-sync-attem pt-time></last-sync-attempt-time>
<last-sync-success-time></last-sync-success-time>
<last-sync-error-time></last- sync-error-time>
<last-sync-error-string></last-sync-error-string>
<consecutive-sync-failures></consecutive-sync-failures>
<user-credentials></user-credentials>
<runs-since-last-object-update></runs-since-last-object-update>
<runs-since-last-full-sync></runs-since-last-full-sync>

</synchronizer-state>

</doc>

In this file, the following tags should be replaced to match the domain

<source-ad-name> - Use the host name of the domain.

<source-ad-partition> - Use the root partition from the source AD DC that you want to import
from (for example dc=Cisco,dc=com, or dc=Tandberg, dc=com).

<base-dn> - Choose the container from which to import. For example, if all users of the domain
are required, this should be the same as <source-ad-partition>, but if users are from a specific
organizational unit (for example, Finance OU), it should be something like
OU=Finance,DC=Cisco,DC=com.
Save the newly created XML file in the C:\windows\adam directory.
Open acommand window: cd \windows\adam
Run the following command:

ADAMSync /install localhost:50000 c:\windows\ADAM\AdamSyncConfl xml /log
c:\windows\adam\logs\install.log

Notice that the file AdamSyncConfl.xmlis the newly created XML file.
Synchronize the users with the following command:
ADAMSync /sync localhost:50000 "dc=cisco,dc=com" /log c:\windows\adam\logs\sync.log

The result should be something similar to the following:

Q)
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[+ Administrator: C:\Windows \system32\cmid.exe

Frevious entry took B zeconds (31. B> to process

Updating the configuration file DirSync cookie with a new value.

Beginning processing of deferred dn references.
Finished processing of deferred dn references.

hronization run.
d via dirSync: 18
& proce d via ldap:- @
FProcezsing took @ zecon (@, 18807787523 .
Number of object additions: 18
Number of object modifications: @ k
Humber of ] i A

d / dropped: B, B

een on a single ohject:
Maximum number of values retrieved via range syntax: @
Beginning aging »un.
Aging requested every B runs. We last aged 1 »unz ago.
Saving Configuration File on DC=cisco.DC=com
Saved configuration file.

C:sHindows~ADAM>

Figure 31: User Synchronization Results

7. Toperformautomatic sync fom AD to ADAM , use Task scheduler in Windows.

8. Create a bat file with the following content:

"C:\Windows\ADAMMADAMSync" /install localhost:50000

/

Q{,‘

~f |

c:\windows\A DAM\AdamSyncConfl.xml /log c:\windows\adam\logs\install.log

"C:\Windows\ADAM\ADAM Sync" /sync localhost:50000 "dc=cisco,dc=com" /log
c:\windows\adam\logs\syn.log

9. Schedule the task to run the bat file as required. This ensures that additions,modifications, and
deletions in AD get reflected in ADAM as well.

10. We can create another bat file and schedule it to perform automatic sync from the other forest.
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Creating the user in AD LDS for Unified
CM synchronization and authentication

1. Fromthe Administratortook in the startup menu, open ADSI Edit.
2. Choose File, connection (or Action, Connect To).

3. Connectto base dn of the AD LDS tree (DC=Cisco,DC=com) and specify the host and port where
it is hosted (localhost:50000).

File Acktion ‘iew Help

Lok A\ EINERN ¢ I

27 ADSIEdit

| Welcome to ADSI Edit

Active Directory Services Interfaces Editor (ADSI Edit) is a low-level editor For Ac
Directary Domain Services § Active Direckary Lightweight Directory Services. It al
ta view, modify, create, and delete any object in Micrasoft's AD DSLDS.

Connection Settings | x| l:t To.

Mame: | Multiforest

Path: |LDAP:,l’,l’localhost:50000!dc=cisco,dc=com

[~ Connection Point
& Select or bype a Distinguished Mame or Naming Conbext:

I de=cisco,dc=cam -

" Select a well known Maming Conkexk:

IDEFauIt naming contexk -

—Compuker

% Select or bype a domain or server: (Server | Domain [:port])

=]
" Default {Domain or server that you logged in ko)
I Use 551-hased Encryption

Advanced. .. | oK I Cancel |

Figure 32: Connection Settings
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4. Right<lick on the base DN, select New, and select Object.

[Create a new cboect

Figure 33: Creating New Object

5. Selecta class of user.

x

Select a dlass:

msMOQ-Custom-Redpient :I
maMOMigratedser
msPKI-Key-Recovery-Agent
organization
organizationallinit
physicalLocation
printQueue
remoteMailRecipient
rFC822LocalPart
rpcContainer

samServer

[
LiearBro

< Back I MNext = I Cancel Help

Figure 34: Selecting New User Class
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6.

7. Provide a password to the new user, right-click on the user, and choose Reset Password.

In this example, “root” was chosen. (Any name can be chosen here.)

Create Object

Attribute: o

Syntax:

Unicode String

Description:  Common-Mame

Value:

root

< Back I Mext = I

Cancel

Help

File Action View Help

Figure 35: Naming an Object Attribute

=loix|

A

Q)

e=HEIRE = HE

[ st Edit Name [ class [ Distinguished Name Actions
ER| lfulﬁFDrest [localhost: 50000] J CN=LostandFound lostandFound  Ch=LostAndFound,DC=cisco,DC=com | pe— cisco,de=com .
B[] DC=cisco,dc=com 1 CN=NTDS Quotas meDS-Quots...  CN=NTDS Quotas DC=cisco, DC=com
—| CN=LostAndFound “I CH=Rales cantainer Cl=Rales,DC =cisco,DC=com More Actions 4
| CH=NTDS Quatas CN=root,dc=dsco,dc=com —root -
| Ch=Roles S ) =
= C=root New Connection from Here More Actions »

New

Delete
Rename
Refresh

Properties

Help

Figure 36: Resetting New User Password
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8. Enable the newuser, which is disabled by default. Right-click on the user and choose Properties.

File Action View Help

=10 %]

€= AEIRE = HE

Reset Password...
MNew

Delete
Rename

Refresh

4]

[ ADst Edit hame [ Class [ Distinguished Name Actions
B & MultForest [localhost: 50000] | (7] ch=LostAndFound lostandFound  Ch=LostAndFound DC=csco,0C=com || pe—cisco,de=com a
[ | DC=cisco,de=com 1 CN=NTDS Quotas msDS-Quota...  CN=NTDS Quotas,DC=cisco,DC=com
:J_ CN=LostAndFound | CH=Rales container CN=Roles,DC=cisco,DC=com Mare Actions 4
i E:::;[i Quotas (" Jon=root P e CN=root,dc=dsco,dc=com Ch=root &
=) CH=root Mew Connection from Here More Actions 4

|Opens the properties dialog box for the current selection.

Figure 37: Enabling New User

9. Browse to the msDS-UserAccountDisabled attribute.

Attribute Editor |

Attributes:
Attribute | Value ;I
mail <nat set>
manager <not set>
middleMName <not set>
mobile <not set

mS-D5-ConsistencyC...  «<not set>
mS-D5-ConsistencyG...  <not set>

meD5-UserDontBxpir...  <not set>
me-D5-UserEncrypte...  <not set:
me-D5-UserPassword...  <not set>

msDS-UserAccourtDi... TRUE

rame root

ntPwdHistory <not set

+] <not set>

objectCategory CM=Person CN=5chema CN=Corfiguration O 5.

o |

[

Fitter |

QK I Cancel | Apply | Help I

Figure 38: Attribute Editor for User Account

10. Select Edit and change the value to False.
Cisco Public
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2/
Attribute Editor I
Attributes:
Attribute | Values ;I
mail <not set
manager znot seti
mabile
mS-0E  Attribute: msDS-UserAccount Disabled
mSEJE;E Value: J
msD5-
msDS- " Tre

ms-05 o Falss

ms-D5 f &01 set

name I—I

rit Pwed Tt =rE |

=]

objectCategory CM=Person,CM=5Schema CM=Configuration,C
- | " _>I_I

Edit | Filter
ok | camest | ey | Hen |

Figure 39: Boolean Attribute Editor

11. The new user needs to be added to one group that has reading permission to the AD LDS. In this
example, Administrators was chosen.

12. Browse to the “CN=Roles,CN=Administrators” container, right-click on it, and choose Properties.

e =1
[Case [ e Actions
P ChaAdmratrs, CN =08, 0C 0520, | enefioles =
=t - (risResders, Celoles, OC =280, DC =21
roap CHsgers CHafisles DCeosen D aoom ore Actong -
=Administratars -
Mare Actons f
4 ({1 |

pens e properties g Do for e LrTent sekecnon, |

Figure 40: Properties of CN=Administrators
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13. Browse to the member attribute, and edit it.

14. Add the new Distinguished Name (DN) that was previously created, cn=root,dc=Cisco,dc=com, to

T —
g - raministrators properbes 21
g Attribute Editor | |
j Attributes: :
£ Atrbute I Value :I

garbageCollPeriod <not set>

groupAttributes <not set>

groupMembershipSAM  <not set:

aroupType (20000002 = { ACCOUNT_GROUP | SECU

info <not set

instance Type xd = (WRITE )

igCritical SystemObject  TRUE

isDeleted <not st

labeled URI <not set>

lastKnown Parent <not set>

legacyBExchange DN <not set>

mail <not set>

managedBy <not set>

CM=root, DC=cisco, DC=com; CN=Administrat =8
| _>l_I
Fitter
Cancel I Al I Help I

1] KX

Figure 41: Attribute Editor for member Attribute

this group.
Multi-valued Distinguished Name With Security Principal Editor 5[
Attribute: member
Values:
MName | cantainer | Distinguished Name / SID .
Administrators [{3E40F477-C577-4F 12-BESA-74B553CD0ES. ..  CN=Administrators,CN=Roles,CN. ..
Add Distinguished Name (D) x|

Cisco Public

Enter a distinguished name (DM} for an object.

I cn=root,dc=cisco, dc=com|

OK. I Cancel

Add Windows Account... | Remove
Add DM... |

oK | Cancel |

Figure 42: Add Distinguished Name
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15. Update the schema and restart AD LDS.

Cisco Public

),

¥ ADSI Edit =10( x|
Fie Acton View Help
€= [Flmla=]
Z ADslEdit [ Hame [ class [ Name Actions.
B | =cisco,de=com domainDNS de=cisco,dc=com MultiForest [localhost:500..
5] Hapoie Mare Actions »
- TR
9 New »
=
= View v
% Rename
sdda | Refiesh
Configurd_ EXPOTELEE.
Help
q | | |
[Force the schema cache to be flushed.,

Figure 43: Update Schema Now

Figure 44:

Restarting AD LDS
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Configuring Bind Redirection

By default, binding to ADAM with bind redirection requires an SSL connection. SSL requires the
installation and use of certificates on the computer that is unning ADAM and on the computer that
connects to ADAM as a client. If certificates are not installed in your ADAM test environment, you can
disable the requirement for SSL as an alternative.

Note

Disabling the requirement for SSL for bind redirection causes the password of a Windows security
principal to pass to the computer that is running ADAM without encryption. Thus, you should only disable
the SSL requirement in a test environment.

By default SSL is enabled, complete the following steps:

1.

2.

Generate the certificate for ADAM/AD LDS. Consult Microsoft documentation for information
regarding ADAM/AD LDS cettification generation.

Upload the ADAM/AD LDS certificate to Unified CM. Referto the Cisco Unified
Communications Operations System Administration Guide for additional details
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance guides_listhtml
Select the checkboxto use SSL in LDAP Directory page and LDAP Authentication page.

Give 50001(in our example) for LDAP port, which is the SSL port number given while installing
ADAM/AD LDS instance.

To disable the SSL requirement for bind redirection

=

W

B ©O©ooN®

0.

Click Start, point to Administrative Tools, and then click ADSI Edit.

On the Action menu, click Connect to.

In Select or type a domain or serwer: (Server | Domain[:port], type localhost:50000
(This is the ADAM host and port.)

Under Connection point, click Select a well-known naming context, click Configuration, and
then click OK.

In the console tree, browse to the following container object in the configuration partition:
CN=Directory Service, CN=Windows NT,CN=Services.

Right-click CN=Directory Service, and then click Properties.

In Attributes, click msDS-Other-Settings, and then click Edit.

In Values, click RequireSecureProxyBind=1, and then click Remowe.

In Value to add, type RequireSecureProxyBind=0, click Add, and then click OK.
Restart AD LDS for the changes to take effect.

You can get more information at the following URL:
http://technet.microsoft.comvVen-us/library/cc784622%28W S.10%29.aspX

Cisco Public
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Configuring Unified CM

ADAM/AD LDS synchronization and authentication is supported in Unified CM version 8.0(1) and later.

1. Choose System> LDAP > LDAP System.

To map the Cisco UserID to mail, employeeNumber, or tele phone Number:

A. Select Microsoft Active Directory Application Mode.
B. Select fromany ofthe following LDAP userid attributes: mail, employeeNumber or
telephoneNumber.

alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Swatem = Call Routing +  hedia Resources +  “oice Mail » Device =  Application «

LDAP System Configuration

— Status
@ Please Delete all LDAP Directories Before Making Changes on This Page

@ Please Disable LDAP Authentication Before Making Changes on This Page

—LDAP System Information
¥ Enable Synchronizing from LDAP Server
LOAR Server Type IMichsof‘t Active Directory Application Mode
LDAR Attribute for User ID I mail

<] L«

Figure 45: LDAP System Configuration

Cisco Public
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To map the Cisco UserID to samAccountName as the LDAP userid attribute:

A. Select Microsoft Active Directory (rather than Microsoft Active Directory Application Mode)
B. Select sAMAccountName fromthe LDAP userid attribute drop-down menu.

Systemn »  Call Routing »  Media Resources »  Woice Mail = Device =  Application = U

LDAP System Configuration

B Save

— Status

® Status: Ready

— LDAP System Information
[¥]Enable Synchronizing from LDAP Server
LDAP Server Type | Micrasoft &ctive Directory

LDAP attribute for User 1D | T T y—

- [ave)

Figure 46: LDAP System Configuration
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2. Configure LDAP synchronization with the credentiak of the user that was created in AD LDS. If

SSLis desired and the steps to use SSL have been completed, specify the appropriate port (e.g.

50001) and check *“Use SSL”

System » CallRouting ~  Media Resources »  Advanced Features »  Device -

User Management »  Bulk Administration ~  Help =

LDAP Directory

B Save

IR N B Back to LDAP Directory Find, /L

— LDAP Directory Information

LDAF Configuration Narme * |Mu|t|fnrg;t

LDAF Manager Distinguished Mame* |cn=root,dc=cisco,dc=com

LDAP Password™®

Confirm Password™® [s0s0eennced

* -
LDAP User Search Base |dc=clsc0,dc=com

LDAP Custorn Filter [ customFilter

— LDAP Directory Synchronization Schedul
Perform Sync Just Once [l

Perform a Re-sync Every ™ |? |||3'-"!Y

Mext Re-sync Time (YYr-MM-DD hh:mm)* 2010-01-20 00:00

— User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields LDAP User Fields

Cisco Unified Communications Manager User Fields LDAP User Fields

User ID mail First Name givenMame
Middle Mame middleName |+ Last Mame sn
Manager ID rmanager Departrnent department

Phone Number telephoneMumber &

Mail ID

- LDAP Server Information

Host Name or IP Address for Server*

LDAP Port® Use S5L

[172.18.36.240 |[s0000 | O
[ Add Another Redundant LDAP Server ]
Save

Figure 47: LDAP Directory

Cisco Public
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1. Configure LDAP authentication with the credential of the user that was created in AD LDS. If

SSLis desired and the steps to use SSL have been completed, specify the appropriate port (e.g.
50001) and check “Use SSL”

dlialie  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions
User Managemert = Bulk Ad

System »  Call Routing +  Medis Resources »  Woice Mail = Device = Application -
LDAP Authentication

B Save

—Status
@ Status: Ready

—LDAP Authentication for End Users

¥ Use LDAP Authentication for End Users
LDAF Manager Distinguished Name™® |cn=r00t,dc=cisco,dc=com
I............................................l

LDAF Password™®

Canfirm Passward* Ioooooooooooooooooooooooooooooooooooooooooooot

* -
LOAP User Search Base |dc=0|sco,dc=com

—LDAP Server Information
Host Name or IP Address for Server® LDAP Port® Use SSL
|s0000 r

172.18.36.240
add snother Redundant LOAP Server

— Save

Figure 48: LDAP Authentication

After the users from AD LDS hawe been synchronized into Unified CM, the users must be configured
and assigned to the ‘Standard CCM Users’ group. Any attempt with LDAP Authentication will fail if

the users are not assigned to the user group.

Cisco Public
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Creating a Custom LDAP filter in
Unified CM

The object class, User, is no longer being used; therefore, the Idap filter needs to be changed to use
userProxy instead of User.

The default filter must be changed.

Default Filter
(&(objectclass=user)(!(objectclass=Computer))(!(ms DS-UserAccountDisabled=TRUE)))

Create the Custom Filter (Required):
(&(objectclass=userProxy)(!(objectclass=Computer))(!(ms DS-UserAccountDisabled=TRUE)))

To create the custom filter on Unified CM 8.0(1):
1. Login to Cisco Unified CM Administration using a web browser
2. Selectthe LDAP Custom Filter option fromthe LDAP configuration menu.
3. Create a new filter using the example above
4. Save the filter
5. Assign the filter to each applicable Synchronization Agreement

LDAP Filter Configuration

G Save
| ]

— Status

@ Status: Ready

— LDAP Custom Filter Information
; i :
Filter Name ICustDmFllter'i

Filter |(&(0b]ectu:lass=userF‘ru:uxr_.r]|{!(Db]ec’tclass=€umputer}l)(

— Sawve I

Figure 49: LDAP Filter Configuration

This filter is used in the LDAP directory page while configuring LDAP synchronization agreement as
shown in Figure 47.
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