
 

! 

! Last configuration change at 16:15:14 EST Tue Dec 9 2014 by adminjoseph 

! NVRAM config last updated at 15:50:50 EST Tue Dec 9 2014 by adminjoseph 

! 

version 12.4 

service nagle 

no service slave-log 

no service pad 

service telnet-zeroidle 

service tcp-keepalives-in 

service tcp-keepalives-out 

service timestamps debug datetime msec 

service timestamps log datetime msec localtime show-timezone 

service password-encryption 

service linenumber 

service pt-vty-logging 

service disable-ip-fast-frag 

service sequence-numbers 

no service dhcp 

! 

hostname abc-2851-evolve-sip 

! 

boot-start-marker 

boot-end-marker 

! 

! card type command needed for slot/vwic-slot 0/0 

logging message-counter syslog 

logging buffered 10000000 



no logging rate-limit 

no logging console 

no logging monitor 

enable secret 5 $1$fOWG$d/qYtK2Kap0Uov9q5T33g1 

! 

aaa new-model 

! 

! 

aaa group server radius rad_admin 

 server 10.10.0.35 auth-port 1645 acct-port 1646 

 server 10.10.0.33 auth-port 1645 acct-port 1646 

 accounting acknowledge broadcast 

 accounting system host-config 

 ip radius source-interface GigabitEthernet0/1 

! 

aaa group server radius rad_acct 

 server 10.10.0.35 auth-port 1645 acct-port 1646 

 server 10.10.0.33 auth-port 1645 acct-port 1646 

 accounting acknowledge broadcast 

 accounting system host-config 

 ip radius source-interface GigabitEthernet0/1 

! 

aaa authentication login default group rad_admin local-case 

aaa authentication enable default group rad_admin enable 

aaa accounting exec default 

 action-type start-stop 

 group rad_acct 

! 

aaa accounting network default 



 action-type start-stop 

 group radius 

! 

aaa accounting system default 

 action-type start-stop 

 group radius 

! 

! 

! 

aaa session-id common 

memory-size iomem 10 

clock timezone EST -5 

clock summer-time EDT recurring 

! 

dot11 syslog 

no ip source-route 

ip icmp rate-limit unreachable 5 

ip icmp rate-limit unreachable DF 5 

! 

! 

ip cef 

! 

! 

no ip domain lookup 

ip domain name abcphones.fl1.worx 

ip multicast-routing  

no ipv6 cef 

! 

multilink bundle-name authenticated 



! 

voice rtp send-recv 

! 

voice service voip  

 dtmf-interworking rtp-nte 

 allow-connections h323 to h323 

 allow-connections h323 to sip 

 allow-connections sip to h323 

 allow-connections sip to sip 

 supplementary-service h450.12 

 fax protocol pass-through g711ulaw 

 h323 

  h225 start-h245 on-connect 

  h245 signal update 

 sip 

  registrar server expires max 600 min 60 

   outbound-proxy ipv4:208.73.24.82 

! 

! 

! 

voice class codec 9999 

 codec preference 1 g711ulaw 

 codec preference 2 g729r8 

! 

! 

! 

! 

voice class h323 1 

  h225 timeout tcp establish 3 



! 

! 

voice iec syslog 

! 

voice translation-rule 1 

 rule 1 /^9\(..........\)/ /\1/ 

 rule 2 /2525650209/ /2523350479/ 

 rule 3 /2523643001/ /4079389227/ 

 rule 4 /2525650204/ /5406610077/ 

 rule 6 /2525650210/ /2527921244/ 

! 

voice translation-rule 2 

 rule 1 /^91\(..........\)/ /\1/ 

 rule 2 /2525650209/ /2523350479/ 

 rule 3 /2523643001/ /4079389227/ 

 rule 4 /2525650204/ /5406610077/ 

 rule 5 /2525650219/ /4343321781/ 

 rule 6 /2525650210/ /2527921244/ 

! 

voice translation-rule 3 

 rule 1 /^9\(411\)/ /411/ 

 rule 2 /2525650209/ /2523350479/ 

 rule 3 /2523643001/ /4079389227/ 

 rule 4 /2525650204/ /5406610077/ 

 rule 5 /2525650219/ /4343321781/ 

 rule 6 /2525650210/ /2527921244/ 

! 

! 

voice translation-profile OutgoingInfo_SIP 



 translate calling 3 

 translate called 3 

! 

voice translation-profile Outgoing_LD_SIP 

 translate calling 2 

 translate called 2 

! 

voice translation-profile Outgoing_SIP 

 translate calling 1 

 translate called 1 

! 

! 

voice-card 0 

 dspfarm 

 dsp services dspfarm 

! 

! 

crypto pki trustpoint TP-self-signed-2449731328 

 enrollment selfsigned 

 subject-name cn=IOS-Self-Signed-Certificate-2449731328 

 revocation-check none 

 rsakeypair TP-self-signed-2449731328 

! 

! 

crypto pki certificate chain TP-self-signed-2449731328 

 certificate self-signed 01 

  30820260 308201C9 A0030201 02020101 300D0609 2A864886 F70D0101 04050030  

  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274  

  69666963 6174652D 32343439 37333133 3238301E 170D3132 30333038 32313039  



  35385A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649  

  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D32 34343937  

  33313332 3830819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281  

  8100B13B F39BD4D2 B0AAE5E3 A2013A5F 457DF4E3 A59013AD 97634CDF BD4AB73C  

  338EDB1A 26009961 5ECDF4B4 E9D36641 BA3F960A 9E2D4423 105CFE28 7A1B65D7  

  FBD747A6 C32F855D 951396CD 245AD2F2 E99C934E 5B9DB241 E8B9969E 5BBC319E  

  9F306766 E527DCDD F3AA876F 11256365 9F7B54AA 080A8C3B DFFCEA0D 335F2310  

  C42F0203 010001A3 81873081 84300F06 03551D13 0101FF04 05300301 01FF3031  

  0603551D 11042A30 28822661 62632D32 3835312D 65766F6C 76652D73 69702E61  

  62637068 6F6E6573 2E666C31 2E776F72 78301F06 03551D23 04183016 80144E89  

  705730E8 D2EF69A3 769149CF 30ECF7C7 9866301D 0603551D 0E041604 144E8970  

  5730E8D2 EF69A376 9149CF30 ECF7C798 66300D06 092A8648 86F70D01 01040500  

  03818100 5E083D7C C78555F7 1D6E941E D065189C 30DE5CEC D283ABA6 97839BCD  

  DCC78EA8 C5D3F044 D8956E50 C892A4E2 BD50E3AF FF560D72 1F837A2A C4B7E28A  

  9F6409B8 771C542C EB164F50 71927A82 DA39AA25 30F48296 7196CC80 5ABD1B01  

  5F2A6520 042D5565 6993CF89 9C8C318D C3D5AA99 1313B42C A61F24A2 631EB0AB 8C2C3C5A 

   quit 

! 

! 

username Administrator privilege 15 secret 5 $1$IFpM$wd55lELkXD6T3lUc7iRUi. 

archive 

 log config 

  hidekeys 

! 

! 

ip tcp path-mtu-discovery 

ip ftp username ciscosip 

ip ftp password 7 01100F175804150631 

ip ssh version 2 



! 

! 

! 

! 

interface GigabitEthernet0/0 

 description SIP Outside Address 

 ip address 173.219.99.133 255.255.255.240 

 ip flow ingress 

 ip flow egress 

 duplex auto 

 speed auto 

! 

interface GigabitEthernet0/1 

 description H323 Inside Interface 

 ip address 10.1.1.5 255.255.255.0 

 ip pim sparse-dense-mode 

 duplex auto 

 speed auto 

 ntp broadcast 

 ntp multicast 

 h323-gateway voip interface 

 h323-gateway voip bind srcaddr 10.1.1.5 

! 

router eigrp 1 

 network 10.0.0.0 

 auto-summary 

! 

ip forward-protocol nd 

ip route 0.0.0.0 0.0.0.0 173.219.99.129 



ip route 10.0.0.0 255.0.0.0 10.1.1.1 

ip route 192.168.0.0 255.255.0.0 10.1.1.1 

no ip http server 

ip http access-class 10 

ip http authentication local 

ip http secure-server 

ip http timeout-policy idle 60 life 86400 requests 10000 

! 

ip flow-export version 5 

ip flow-export destination 10.10.0.12 2055 

! 

! 

ip radius source-interface GigabitEthernet0/1  

nls resp-timeout 1 

cpd cr-id 1 

! 

! 

snmp-server community awireless RW 

snmp-server ifindex persist 

snmp-server host 10.10.0.12 version 2c awireless  

radius-server host 10.10.0.35 auth-port 1645 acct-port 1646 key 7 09080A081B06464058 

radius-server host 10.10.0.33 auth-port 1645 acct-port 1646 key 7 1453560A0E077B7977 

radius-server accounting system host-config 

! 

control-plane 

! 

voice-port 0/1/0 

 shutdown 

! 



voice-port 0/1/1 

 shutdown 

! 

voice-port 0/1/2 

 shutdown 

! 

voice-port 0/1/3 

 shutdown 

! 

voice-port 0/3/0 

 description fax 252-317-0389 

 station-id number 2523170389 

 caller-id enable 

! 

voice-port 0/3/1 

 description fax 252-317-0390 

 station-id number 2523170390 

 caller-id enable 

! 

voice-port 0/3/2 

 description fax 252-355-4156 

 station-id number 2523554156 

 caller-id enable 

! 

voice-port 0/3/3 

 description postal fax 252-558-1232 

 station-id number 2525581232 

 caller-id enable 

! 



sccp local GigabitEthernet0/1 

sccp ccm 10.1.1.11 identifier 1 priority 1 version 7.0  

sccp ccm 10.1.1.10 identifier 2 priority 2 version 7.0  

sccp 

! 

sccp ccm group 110 

 bind interface GigabitEthernet0/1 

 associate ccm 1 priority 1 

 associate ccm 2 priority 2 

 associate profile 230 register IOS-XCODE 

 associate profile 220 register IOS-MTP 

 associate profile 33 register ioscfb 

! 

dspfarm profile 230 transcode   

 codec g711ulaw 

 codec g711alaw 

 codec g729ar8 

 codec g729abr8 

 codec gsmamr-nb 

 codec g729r8 

 maximum sessions 12 

 associate application SCCP 

! 

dspfarm profile 33 conference   

 codec g711ulaw 

 codec g711alaw 

 codec g729ar8 

 codec g729abr8 

 codec g729r8 



 codec g729br8 

 maximum sessions 10 

 associate application SCCP 

! 

dspfarm profile 220 mtp   

 codec g711ulaw 

 maximum sessions software 64 

 associate application SCCP 

! 

! 

dial-peer voice 120 voip 

 description International SIP Calls 

 destination-pattern 9011T 

 session protocol sipv2 

 session target sip-server 

 dtmf-relay rtp-nte 

 codec g711ulaw 

 no vad 

! 

dial-peer voice 130 voip 

 description Information Dialing 411 

 translation-profile outgoing OutgoingInfo_SIP 

 destination-pattern 9411 

 session protocol sipv2 

 session target sip-server 

 dtmf-relay rtp-nte 

 codec g711ulaw 

 no vad 

! 



dial-peer voice 390 pots 

 description fax 252-317-0390 

 destination-pattern 2523170390 

 port 0/3/1 

! 

dial-peer voice 4156 pots 

 description fax 252-355-4156 

 destination-pattern 2523554156 

 port 0/3/2 

! 

dial-peer voice 1232 pots 

 description postal fax 252-558-1232 

 destination-pattern 2525581232 

 port 0/3/3 

! 

dial-peer voice 911 voip 

 description 911 SIP Calls 

 translation-profile outgoing Outgoing_SIP 

 destination-pattern 911 

 voice-class codec 9999 

 session protocol sipv2 

 session target sip-server 

 dtmf-relay h245-alphanumeric rtp-nte h245-signal 

 no vad 

! 

dial-peer voice 15 voip 

 description Incoming Calls To CUCM Subscriber 

 preference 1 

 destination-pattern [2-9]......... 



 voice-class codec 9999 

 session target ipv4:10.1.1.11 

 incoming called-number . 

 dtmf-relay h245-alphanumeric 

 no vad 

! 

dial-peer voice 16 voip 

 description Incoming Calls To CUCM Publisher 

 preference 2 

 destination-pattern [2-9]......... 

 voice-class codec 9999 

 session target ipv4:10.1.1.10 

 incoming called-number . 

 dtmf-relay h245-alphanumeric 

 no vad 

! 

dial-peer voice 110 voip 

 description LD SIP Calls 

 translation-profile outgoing Outgoing_LD_SIP 

 destination-pattern 91[2-9]..[2-9]...... 

 voice-class sip early-offer forced 

 session protocol sipv2 

 session target sip-server 

 dtmf-relay h245-alphanumeric rtp-nte h245-signal 

 codec g711ulaw 

 no vad 

! 

dial-peer voice 100 voip 

 description Local SIP Calls 



 translation-profile outgoing Outgoing_SIP 

 destination-pattern 9[2-9]......... 

 voice-class codec 9999 

 session protocol sipv2 

 session target sip-server 

 incoming called-number 252....... 

 dtmf-relay h245-alphanumeric rtp-nte h245-signal 

 no vad 

! 

! 

gateway  

 timer receive-rtp 1200 

! 

sip-ua  

 credentials username 2016543878 password 7 122B301D171F241178 realm call-man 

 authentication username 2016543878 password 7 122B301D171F241178 

 no remote-party-id 

 retry invite 3 

 retry bye 3 

 retry register 5 

 retry options 1 

 timers connect 100 

 registrar dns:abcphones.fl1.worx expires 3600 

 sip-server dns:abcphones.fl1.worx 

 host-registrar 

! 

! 

! 

gatekeeper 



 shutdown 

! 

! 

telephony-service 

 max-conferences 8 gain -6 

 transfer-system full-consult 

 create cnf-files version-stamp Jan 01 2002 00:00:00 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 access-class 23 in 

 privilege level 15 

 transport input ssh 

 transport output ssh 

line vty 5 15 

 access-class 23 in 

 privilege level 15 

 transport input ssh 

 transport output ssh 

! 

scheduler allocate 20000 1000 

ntp source GigabitEthernet0/1 

ntp master 1 

ntp server 66.96.96.29 prefer 

end 


