SCG-2821#sho run
Building configuration...

Current configuration : 15617 bytes
!

I Last configuration change at 10:49:54 EDT Thu Sep 1 2022 by cfitzsit

I NVRAM config last updated at 10:49:56 EDT Thu Sep 1 2022 by cfitzsi1
I NVRAM config last updated at 10:49:56 EDT Thu Sep 1 2022 by cfitzsi1
version 15.1

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec

service timestamps log datetime msec localtime show-timezone

service password-encryption

service sequence-numbers

!

hostname SCG-2821

!

boot-start-marker

boot system flash:/c2800nm-advipservicesk9-mz.151-4.M12a.bin
boot-end-marker

!

!

security authentication failure rate 3 log
security passwords min-length 6
logging buffered 200000

logging console informational

!

aaa new-model

!

!

aaa authentication login default local

aaa authorization network default local
I

aaa session-id common

!

clock timezone EST -50

clock summer-time EDT recurring 1 Sun Apr 3:00 last Sun Oct 3:00
clock calendar-valid

no network-clock-participate slot 1



dot11 syslog

no ip source-route

!

!

ip cef

no ip dhcp use vrf connected
I

I

!

ip domain name scghg.com
ip name-server 10.8.32.9

ip name-server 8.8.8.8

ip multicast-routing

no ipv6 cef

I

multilink bundle-name authenticated

voice call send-alert
|
voice service voip
ip address trusted list
ipv4 66.241.99.181 255.255.255.255
ipv4 64.2.142.189 255.255.255.255
ipv4 10.8.32.20 255.255.255.255
Ipv4 10.8.32.30 255.255.255.255
clid network-provided
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
no supplementary-service sip refer
no supplementary-service sip handle-replaces
redirect ip2ip
fax protocol pass-through g711ulaw
no fax-relay sg3-to-g3
h323
h450 h450-2 timeout T1 1000
h450 h450-3 timeout T1 1000
h225 timeout ntf 500
h225 display-ie ccm-compatible
h225 connect-passthru



h245 passthru all
modem passthrough nse codec g711ulaw
sip
registrar server expires max 600 min 60
early-offer forced
midcall-signaling passthru
no call service stop
!
voice class codec 1
codec preference 1 g711ulaw
codec preference 2 g711alaw
codec preference 3 g729r8
!
voice class h323 1
h225 timeout tcp establish 3
!
voice class sip-profiles 1
!
!
voice register global
max-dn 100
max-pool 15
!
voice register pool 11
translation-profile outgoing PSTN_CallForwarding
id network 10.8.36.0 mask 255.255.255.0
preference 2
incoming called-number
alias 1 2412 to 8010 preference 2
no digit collect kpml
dtmf-relay rtp-nte sip-notify
codec g711ulaw
no vad
!
!
!
voice translation-rule 1
rule 1///91/
!
voice translation-rule 2
rule 1///91/
!
!
voice translation-profile PSTN_CallForwarding
translate redirect-target 4
translate redirect-called 4
!



voice translation-profile PSTN_Outgoing
translate calling 3

translate called 2

translate redirect-target 4
translate redirect-called 4

!

voice translation-profile To_CUCM
translate called 1

!

voice translation-profile add-prefix-9-to-CID
translate calling 1

!

!

voice-card 0

dspfarm

dsp services dspfarm

!

voice-card 1

dsp services dspfarm

!

!

crypto pki server srstcaserver
database level complete
issuer-name CN=hq

shutdown

database url nvram

crypto pki token default removal timeout 0
!

crypto pki trustpoint srstca
enrollment url http://10.8.32.20:80
revocation-check none

!

crypto pki trustpoint srstcaserver
revocation-check none
rsakeypair srstcaserver

!

crypto pki trustpoint 7975
enrollment terminal
revocation-check none

!

crypto pki trustpoint PEM
enroliment terminal
revocation-check none

!

crypto pki trustpoint 7965
enrollment terminal
revocation-check none



|

crypto pki trustpoint 7960
enrollment terminal
revocation-check none

I

crypto pki trustpoint 7911
enrollment terminal
revocation-check none

!

crypto pki trustpoint 7942
enrollment terminal
revocation-check none

|

crypto pki trustpoint 7945
enrollment terminal
revocation-check none

license udi pid CISC0O2821 sn FTX1219A1XM
!

shutdown vlan 6
I

redundancy

!

!

ip tcp synwait-time 10

ip ftp username carlfitzsimmons

ip ftp password 7 100A2A5F06471C055F073E7A
ip ssh time-out 90

ip ssh authentication-retries 2

ip ssh source-interface GigabitEthernet0/1.32
ip ssh version 2

!

class-map match-any WebEmail

match protocol http

match protocol secure-http

match protocol ftp

match protocol smtp

match protocol pop3

class-map match-any VolP

match protocol sip

match protocol skype

class-map match-any SDM-Transactional-1
match dscp af21



match dscp af22
match dscp af23
class-map match-any SDM-Signaling-1
match dscp cs3
match dscp af31
class-map match-any SDM-Routing-1
match dscp cs6
class-map match-any SDM-Voice-1
match dscp ef
class-map match-any SDM-Management-1
match dscp cs2
|
!
policy-map SDM-QoS-Policy-1
class SDM-Voice-1
priority percent 33
class SDM-Signaling-1
bandwidth percent 5
class SDM-Routing-1
bandwidth percent 5
class SDM-Management-1
bandwidth percent 5
class SDM-Transactional-1
bandwidth percent 5
class class-default
fair-queue
random-detect
policy-map SDM-QoS-Policy-2
class class-default
shape average 326000
service-policy SDM-QoS-Policy-1
policy-map MyQoSPolicy
class VolP
priority percent 52
set dscp ef
class WebEmail
bandwidth remaining percent 75
class class-default
fair-queue
|
|
!
crypto isakmp policy 1
authentication pre-share
lifetime 28800
crypto isakmp key cisco123 address 10.8.32.20
|



!
crypto ipsec transform-set rtpset esp-des esp-md5-hmac
!

crypto map rtp 1 ipsec-isakmp

I Incomplete

set peer 10.8.32.20

set transform-set rtpset

match address 102

interface Loopback0

no ip address

|

interface GigabitEthernet0/0
description $FW_OUTSIDE$
bandwidth 1000

no ip address

ip access-group 102 in

no ip redirects

no ip unreachables

no ip proxy-arp

ip nbar protocol-discovery

ip flow ingress

ip nat outside

ip virtual-reassembly in

ip verify unicast reverse-path
shutdown

duplex auto

speed auto

service-policy output MyQoSPolicy
|

interface GigabitEthernet0/1
no ip address

ip nat inside

ip virtual-reassembly in
duplex auto

speed auto

|

interface GigabitEthernet0/1.1
description MANAGEMENT
encapsulation dot1Q 1 native

shutdown
!



interface GigabitEthernet0/1.15
description SCG - iSecure - Development Server network
encapsulation dot1Q 15

ip address 10.2.1.254 255.255.255.0
ip helper-address 10.8.32.9

no ip unreachables

no ip proxy-arp

ip nat inside

ip virtual-reassembly in

|

interface GigabitEthernet0/1.30
description SERVERS
encapsulation dot1Q 30

ip address 10.8.30.2 255.255.255.0
ip nat inside

ip virtual-reassembly in

|

interface GigabitEthernet0/1.32
description SERVERS
encapsulation dot1Q 32

ip address 10.8.32.2 255.255.255.0
ip nat inside

ip virtual-reassembly in

|

interface GigabitEthernet0/1.34
description USERS

encapsulation dot1Q 34

ip address 10.8.34.2 255.255.255.0
ip nat inside

ip virtual-reassembly in

|
interface GigabitEthernet0/1.36
encapsulation dot1Q 36

ip address 10.8.36.2 255.255.255.0
h323-gateway voip bind srcaddr 10.8.36.2
|

interface GigabitEthernet0/1.38
description Security Cameras - Devices
encapsulation dot1Q 38

ip address 10.8.38.2 255.255.255.0
ip nat inside

ip virtual-reassembly in

|

!

router eigrp 100

network 10.1.1.0 0.0.0.255

network 10.2.1.0 0.0.0.255



network 10.8.30.0 0.0.0.255
network 10.8.31.0 0.0.0.255
network 10.8.32.0 0.0.0.255
network 10.8.34.0 0.0.0.255
network 10.8.36.0 0.0.0.255
network 10.8.38.0 0.0.0.255
network 10.14.10.0 0.0.0.255
network 192.168.1.0

network 192.168.100.0
redistribute rip
auto-summary

!

ip forward-protocol nd

ip forward-protocol udp 2424
ip forward-protocol udp 631
no ip http server

no ip http secure-server

ip http timeout-policy idle 600 life 86400 requests 10000
!

ip flow-export source GigabitEthernet0/1

|

ip route 0.0.0.0 0.0.0.0 172.16.1.1

ip route 0.0.0.0 0.0.0.0 10.8.31.2

ip route 0.0.0.0 0.0.0.0 10.8.36.1 200

ip route 10.1.1.0 255.255.255.0 10.2.1.1

ip route 10.1.1.0 255.255.255.0 10.2.1.253
ip route 10.1.2.0 255.255.255.0 10.2.1.1

ip route 10.2.1.0 255.255.255.0 10.2.1.1

ip route 10.2.1.0 255.255.255.0 10.2.1.253
ip route 10.8.31.0 255.255.255.0 10.8.31.2
ip route 10.8.42.0 255.255.255.0 10.8.31.2
ip route 10.99.99.0 255.255.255.0 10.8.36.1
|

ip radius source-interface GigabitEthernet0/1.32
ip access-list logging interval 1000
logging trap debugging

access-list 1 remark Allow who gets out
access-list 1 deny 88.150.240.220
access-list 1 permit 10.1.1.0 0.0.0.255
access-list 1 permit 10.8.30.0 0.0.0.255
access-list 1 permit 10.8.32.0 0.0.0.255
access-list 1 permit 10.8.34.0 0.0.0.255
access-list 1 permit 10.8.36.0 0.0.0.255
access-list 1 permit 10.8.38.0 0.0.0.255
access-list 1 permit 10.2.1.0 0.0.0.3
access-list 1 permit 10.99.99.0 0.0.0.255
access-list 1 permit 20.3.9.0 0.0.0.255



access-list 1 permit 30.3.9.0 0.0.0.255
access-list 1 permit 192.168.1.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.0.255
access-list 1 permit 192.168.254.0 0.0.0.255
access-list 1 permit 192.168.100.0 0.0.0.255
access-list 100 remark Logging ACL
access-list 100 permit ip any any log
access-list 100 permit udp any any log
access-list 100 permit tcp any any log
access-list 101 permit ip any any

access-list 150 permit ip host 10.8.32.20 any
access-list 150 permit ip any host 10.8.32.20
access-list 151 permit udp any any eq 5060
access-list 151 permit tcp any any eq 5060
access-list 152 permit udp any any eq 5060 log
access-list 152 permit tcp any any eq 5060 log
access-list 152 permit ip any any

|

|

|

!

snmp-server community scgconnectRO RO

|

!

radius server RASERV-1

address ipv4 10.8.32.9 auth-port 1812 acct-port 1813

key 7 I
!

!

!

control-plane

I

!

voice-port 1/0/0

no battery-reversal

timeouts call-disconnect 3

connection plar 5663

shutdown

description Works with Inbound 'dial-peer voice 102 voip'
caller-id enable

I

voice-port 1/0/1

timeouts call-disconnect 3

connection plar 2412

shutdown

description Works with Inbound 'dial-peer voice 202 voip'
caller-id enable



|
ccm-manager fallback-mgcp
ccm-manager mgcep

no ccm-manager fax protocol cisco
ccm-manager music-on-hold
ccm-manager config server 10.8.32.20

ccm-manager config
|

mgcp

mgcp call-agent 10.8.32.20 service-type mgcp version 0.1
mgcp dtmf-relay voip codec all mode out-of-band
mgcp rtp unreachable timeout 1000 action notify
mgcp modem passthrough voip mode nse

mgcp ip qos dscp ¢s3 signaling

mgcp package-capability rtp-package

mgcp package-capability sst-package

mgcp package-capability pre-package

no mgcp package-capability res-package

no mgcp package-capability fxr-package

no mgcp timer receive-ricp

mgcp sdp simple

mgcp validate domain-name

mgcp fax t38 ecm

mgcp fax t38 inhibit

mgcp rtp payload-type g726r16 static

I

mgcp profile default

|

scep local GigabitEthernet0/1.36

sccp ccm 10.8.32.20 identifier 1 version 7.0
sccp ip precedence 3

|

sccp ccm group 1

associate ccm 1 priority 1

associate profile 1 register CFBO01FCAE34CAO
keepalive retries 5

|

dspfarm profile 3 conference

codec g729br8

codec g729r8

codec g729abr8

codec g729ar8

codec g711alaw

codec g711ulaw

shutdown

|

dspfarm profile 1 conference



codec g729br8

codec g729r8

codec g729abr8

codec g729ar8

codec g711alaw

codec g711ulaw

maximum sessions 4

associate application SCCP
|
dspfarm profile 33 mtp

description ***** Media Termination Point <CUCM10.hg.scgconnect.com> *****
codec g711ulaw

codec pass-through

maximum sessions software 500
associate application SCCP

!
dial-peer voice 25 voip
destination-pattern 5855638580
fax-relay ecm disable

fax rate 14400

fax nsf 000000

fax protocol cisco

|
dial-peer voice 100 voip

description ### To SIP Provider Vitelity ###
destination-pattern .

session protocol sipv2

session target sip-server

voice-class codec 1

voice-class sip dtmf-relay force rtp-nte
voice-class sip early-offer forced
voice-class sip profiles 1

dtmf-relay rtp-nte

no vad

!

dial-peer voice 110 voip

description ### From SIP Provider Vitelity ###
session protocol sipv2

session target sip-server

incoming called-number 5856725663
voice-class sip dtmf-relay force rtp-nte
dtmf-relay rtp-nte

codec g711ulaw

no vad

|

dial-peer voice 111 voip

description ### From SIP Provider Vitelity ###



session protocol sipv2
session target sip-server
incoming called-number 5853472412
voice-class codec 1
voice-class sip dtmf-relay force rtp-nte
voice-class sip profiles 1
dtmf-relay rtp-nte
no vad
I
dial-peer voice 200 voip
description ### From CUCM ###
session protocol sipv2
session target sip-server
incoming called-number .
voice-class codec 1
dtmf-relay rtp-nte
no vad
I
dial-peer voice 210 voip
description ### To CUCM ###
destination-pattern 5853472412
session protocol sipv2
session target ipv4:10.8.32.20:5060
voice-class sip dtmf-relay force rtp-nte
voice-class sip early-offer forced
dtmf-relay rtp-nte
codec g711ulaw
no vad
!
dial-peer voice 211 voip
description ### To CUCM ###
destination-pattern 5856725663
session protocol sipv2
session target ipv4:10.8.32.20:5060
voice-class sip dtmf-relay force rtp-nte
dtmf-relay rtp-nte
codec g711ulaw
no vad
!
!
gateway
timer receive-rtp 1200
I
sip-ua
no remote-party-id
retry invite 2
retry register 2



retry options 1

timers connect 100

registrar dns:sip34.vitelity.net expires 3600
sip-server dns:sip34.vitelity.net

host-registrar
|
!
!
call-manager-fallback

secondary-dialtone 9

max-conferences 2 gain -6

transfer-system full-consult

ip source-address 10.8.36.2 port 2000
max-ephones 16

max-dn 5

system message primary CM Fallback Service Operating
system message secondary CM Fallback Service
dialplan-pattern 1 585672.... extension-length 4
transfer-pattern 9T

transfer-pattern 56..

transfer-pattern 8...

transfer-pattern .....

default-destination 8010

call-forward busy 3412

call-forward noan 3412 timeout 30

time-format 24

date-format dd-mm-yy

|

!

banner login AC

hhkkhkhkhkhkkhkhhhkhhkhkhkhhhkhkhkhkhhkkhkhkkhhkhkhkhkkhkhkhkhkhkhhkhkhkhkhhhkkkkhkhkkkkkhkkkkk

| Leave now if you are not authorized to be here!llll |

Any problems that arises from your illegal trespass will be
prosecuted to the furthest extent of the law!

KRR K A AKAKRKR R K A AAKRKR R A A AAKRKRA R AKRARA I A AR KRR A A AR hhk kA hkhkhkhkhkhkkhkhkhkhkhkxhhhhkkx



C

!

line con O

password 7 044904080C2E424B1D
transport preferred ssh

transport output ssh

line aux O

password 7 044904080C2E424B1D
transport preferred ssh

transport output ssh

line vty O

password 7 044904080C2E424B1D
login authentication SCG_Radius
transport preferred none

transport input ssh

transport output ssh

line vty 1 3

password 7 044904080C2E424B1D
transport preferred none

transport input ssh

transport output ssh

line vty 4

password 7 044904080C2E424B1D
transport input ssh

transport output ssh

!

scheduler max-task-time 5000
scheduler allocate 20000 1000

ntp logging

ntp master 1

ntp server 10.8.32.9

ntp server 129.6.15.28

ntp server 188.82.1.201

ntp server 64.242.83.100

end

SCG-2821#



