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VLAN1 interface 192.168.2.254
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Create a second VLAN, in this case, we create VLAN 2 with the name Internet
[image: ]

Assign a static IP address to the second VLAN you've created, in this case we will be using 192.168.3.254 on a /24 mask for the VLAN 2
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Assign the switch ports you wish to be a member of the VLAN you created, in this case, I have assigned port 2 to VLAN 2 untagged
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· Enable the DHCP server on the switch
[image: ]


Create a DHCP pool, in this case, we will be creating the pool to correlate to VLAN 2 on the 192.168.3.x subnet
[image: ]

Log in to your RV0XX router and enable multiple subnet
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Define your multiple subnet, in this example, 192.168.3.0 network with /24 mask
This step in on a Cisco  Router
For Pfsense firewall router see end of document
[image: ]










Create a static route to direct traffic to 192.168.3.0 subnet to the VLAN 1 gateway, on this case it is 192.168.2.254
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Remember we configured port 2 as VLAN 3 untagged. Move a connection to port 2 and verify you receive a proper DHCP address and confirm the internet works
[image: ]


Create a second subnet 192.168.10.1/24 on the same LAN2 interface (192.168.2.1)
It is call Virtual IP Alias
Pfsense -> Virtual IP

[image: ]
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Modifying the firewall rules on LAN2  Source = Any Destination = Any or add another rule specific to the VIP Alias
[image: ]
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Adding to Firewall NAT outbound

[image: ]

Testing
[bookmark: _GoBack]VLAN10 should be able to access the internet
VLAN10 should be able to see VLAN1
CAN NOT Ping Virtual IP 192.168.10.1
CAN PING Physical IP 192.168.2.1
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