Setup based initially on the instructions below (16.9.x)

@ cisco 1100 ISR configuration {2 Cisco 1100 Series Software Cor X [ - X

&« @ Q [6J 0N https://www.cisco.com/c/en/us/td/docs/routers/access/1100/software/configuration/xe-16 @ e @ 'i} Q Search In @O ® =

@ https://10.66.0.130/ Log in - VMware ESXi & Apple Proprietary SSD...

E Book Contents Q, Download * Print
i ~ Procedure ) . )
Book Title Page (Requires a Cisco Service Contract)
Overview Step 1 Ensure that the router is in the factory fresh mode. If the router is not in the factory fresh mode, use the write erase . .
Using Cisco I0S XE Software option to erase all the configuration from the router. Related Cisco Community
Installing the Software Step2 pngyre that the following basic configuration is available on the device. Discussions
Basic Router Configuration ! 2/ Cisco ISR 1100 WAP
! Last Reply 1 month ago

Default Configuration ip dhep excluded-address 192.168.1.1 192.168.1.5 in Routing
1

Console Port, Telnet, SSH
Handling, and Reset

ISR 1100 WILL SUPPORT 20 IPSEC

ip dhep pool WEBUIPool -

network 192.168.1.0 255.255.255.0 TUNNELS
Session Initiation Protocol default-router 192.168.1.1 .Last Retply 1 year ago
Triggered VPN dns-server 192.168.1.1 in Routing
1
Setting Up Factory Default . 7/ ISE and ISR 1100 compatibility

Device Using Web Ul Last Reply 3 months ago

username admin privilege 15 secret 0 admin in Identity Services Engine (ISE)

Process Health Monitoring !
interface Vlanl

Cisco Community
ip address 192.168.1.1 255.255.255.0

G.Fast and VDSL2 35b Profile

Encrypted Traffic Analytics ip nat inside

no shutdown
Smart Licensing ! Share
Configuring VDSL2 and ADSL2/22
Plus for Cisco C1100 Series ISRs Step 3 Connect the PC to any of the switch port which is the member of VLAN1. By default, all the ports will be the u m n .

member of VLAN1T and the PC recieves the IP address from the pool WEBUIPool.
Cisco Fourth-Generation LTE

Advanced on Cisco 1000 Series Step4 Afpier your PC receives the IP address, launch the browser, type https://192.168.1.1/webui/#/dayZeroRouting or
Integrated Services Router enter http://192.168.1.1/webui/#/dayZeroRouting.

Configuring Ethernet Switch Ports SteP 5 Enter the default username admin and the password as admin.

« Using Basic or Advanced Mode Setup Wizard o

s Confinuge LAN So ~
:
[
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Firefox on window 10

Router: Cisco C1111-8P - .+ - X
&« c @ @ =0 ) https://192.168.10.1/webui/#/dayZeroRouting e @ % Q search In @O ® =

@ https://10.66.0.130/ Log in - VMware ESXi & Apple Proprietary SSD...

il Configuration Setup Wizard

cisco
o O 4 /4 O
- o Q Q U

BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY

LAN Configuration
¢ © HELP AND TIPS

An admin user will be created with the below details

GigabitEthernet0/1/0,GigabitEthernet0/1/1,GigabitEthernet0/1/2,GigabitEthernet0/1/3,GigabitEthernet0
/1/4,GigabitEthernet0/1/5,GigabitEthernet0/1/6,GigabitEthernet0/1/7

Select a Site Profile

< Basic Device Settings PRIMARY WAN SETTINGS >

_ o40PM
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Lan setup cannot be modified




Router: Cisco C1111-8P - X I — X

« c @ =0 B https;//192.168.10.1/webui/#/dayZeroRouting eee | | Q search neo & =

@ https://10.66.0.130/ Login-VMware ESXi & Apple Proprietary SSD...

aliali, Configuration Setup Wizard

CIsco
BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY
WAN Configuration a
© HELP AND TIPS
WAN Type * Ethernet(Direct/PPPOE) v An admin user will be created with the below details

Interface * GigabitEthernet0/0/1 v

DNS / IP Address

v Get DNS Server info directly from ISP
v Get IP automatically from ISP
¥’ Enable NAT

Enable IPv6

Connection and Authentication

Enable PPPOE

< LAN SETTINGS BACKUP WAN SETTINGS >

e 9:41 PM
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If | try to change the interface to g0/0/0 | get the message below



(&) C @ @ w0 @, hitps//192.168.10.1/webui/#/dayZeroRouting | Q search n o ® =

@ https://10.66.0.130/ =" Login - VMware ESXi & Apple Proprietary SSD...

This is interface already selected as Lan Do you want
change?

AL Type here to search




Router: Cisco C1111-8P - X I — X

« c @ =0 B https;//192.168.10.1/webui/#/dayZeroRouting eee | | Q search neo & =

@ https://10.66.0.130/ Login-VMware ESXi & Apple Proprietary SSD...

aliali, Configuration Setup Wizard

CISCO
BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY
BACKUP WAN Configuration
© HELP AND TIPS
Enabls Backup WAN An admin user will be created with the below details

Basic Device Settings

< PRIMARY WAN SETTINGS SECURITY / APP VISIBILITY >
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Router: Cisco C1111-8P - X I - X

©@ | Q search n O ®

<« C @ @ =0 B https;//192.168.10.1/webui/#/dayZeroRouting

@ https://10.66.0.130/ Login-VMware ESXi & Apple Proprietary SSD...

aliali, Configuration Setup Wizard

cisco
o o o o o
- S Q@ Q U
BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY

Security Configuration
i ¢ © HELP AND TIPS

¥ Ensble Cisco recommended security settings An admin user will be created with the below details

This will ensure all passwords are not shown in plain text. They will be encrypted

Application Experience

v Enable Application Visibility

This will enabled Application Visibility on LAN and WAN interfaces..

< PRIMARY WAN SETTINGS Day 0 Config Summary >
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Router: Cisco C1111-8P - X I - X

©@ | Q search n O ®

<« C @ @ =0 B https;//192.168.10.1/webui/#/dayZeroRouting

@ https://10.66.0.130/ Login-VMware ESXi & Apple Proprietary SSD...
slial. Configuration Setup Wizard

cisco
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BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY SUMMARY

~
SUMMARY CLI Preview

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.

- + Router Name: 1100ISR, + Domain Name: 1100ISR.local, + Time Zone: 2, + Date & Time Mode: Automatic, + Banner Message: Doar acces autorizat!,
asic
+ NTP Server: 192.168.1.1, ®Act as NTP Master: No
+ LAN Interface: ElFEREOEEOIMNN, + IP Address: , + Subnet Mask: , + Use as DHCP Server: Yes, + Pool Name: , + Network: (), » Management Interface Configured: No
Primary WAN + WAN Interface: GigabitEthernet0/0/1, + IP Address: Automatic, + DNS: Automatic, + NAT: Enabled, » IPv6: Disabled, % PPPoE: Disabled
Backup WAN x Not Configured
Day Zero Configuration Summary

Securi App Visibility + Cisco recommended security settings: Enabled, « Application Visibility: Enabled

< SECURITY [/ APP VISIBILITY
H AL Type here to search

CLI Preview doesn’t work. Nothing happens when clicked.
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Chrome Browser on windows 10

@ Router: Cisco C1111-8P - X + - X
< C A Notsecure | htps;//192.168.10.1/webui/#/dayZeroRouting T D -
B oapps @ Login @ hitpsy/10.66.0.130 Log in - VMware ESXi Other bookmarks

-llllllll i i
clsco Configuration Setup Wizard

]
Hardware and Software details of the device.
Create New Account®

—  Platform Type: . . . .
) c1111-8p An admin user will be created with the below details
= 10S Installed: Login Narme
16.9.2, RELEASE SOFTWARE (fc4)
— . Modules: radu
— C1111-2x1GE [Front Panel 2 port Gigabitethernet Module]
Password

License Installed:
ipbase

Confirm password

< Back to Welcome Screen
CREATE & LAUNCH WIZARD
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@ Router: Cisco C1111-8P - x  + - X

& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting ¥r > e
22 Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks
(] 1] [} ; ;
sl Configuration Setup Wizard
cisco
BASIC
BASIC SETTINGS
© HELP AND TIPS
Router Name * 1100ISR
. With domain name set device can be uniquely identified as
Domain Name * 1100ISR Jocal <hostname>.<domainname>
Time Zone * (GMT+02:00) Bucharest v
Date & Time Mode Automatic v
Fri Jun 28 2019 21:49:35
Banner Message Doar acces autorizat!
Synchronize with NTP Server * 192.168.1.1

Make this router as NTP Master

<GOT Account Creation Page LAN SETTINGS >

= _ 949PM
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@ Router: Cisco C1111-8P - x  + - X

& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting Tr >

i Apps @ Login @ hitps//10.66.0.130 Log in - VMware ESXi Other bookmarks

alialn Configuration Setup Wizard

cisco
o o
= -
BASIC LAN

LAN Configuration
g © HELP AND TIPS

An admin user will be created with the below details

GigabitEthernet0/1/0,GigabitEthernet0/1/1,GigabitEthernet0/1/2,GigabitEthernet0/1/3,GigabitEthernet0/1/4,GigabitEthernet0/1/5, GigabitEtt

Select a Site Profile

< Basic Device Settings PRIMARY WAN SETTINGS >
H AL Type here to search i A - A g i ) 5

Things look more promising as | was able to modify the Lan settings. But unfortunately....
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@ Router: Cisco C1111-8P - x  + - X

&« C A Notsecure | https,//192.168.10.1/webui/#/dayZeroRouting T o e i
Apps @ Login @ https//1066.0.130  .* Login - VMware ESXi Other bookmarks

This is interface already selected as Lan Do you want
change?

AL Type here to search




@ Router: Cisco C1111-8P - x  +

- X
& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting ¥r -
i Apps @ Login @ hitps//10.66.0.130 Log in - VMware ESXi Other bookmarks
aliali

Configuration Setup Wizard

o o
- i

cisco

BASIC LAN
Webui DHCP Pool -
© HELP AND TIPS
Pool Name* webuipool . )
An admin user will be created with the below details
Network * 192.168.10.0 255.255.255.0

v Create and Associate Access Vlan

Access Vlan * 1
IP Address * 192.168.10.1
Available (0) Selected (8)
. @ GigabitEthernet0/1/0 € e
@ GigabitEthernet0/1/2 €
@ GigabitEthernet0/1/4 €

No Interfaces available

< Basic Device Settings PRIMARY WAN SETTINGS >
H yel Type here to search i 5 - N g Q)

Tired a different setup...G0O/0/0 is not among the selected interfaces. But still....
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@ Router: Cisco C1111-8P - x  + - X

&« C A Notsecure | https,//192.168.10.1/webui/#/dayZeroRouting T o e i
Apps @ Login @ https//1066.0.130  .* Login - VMware ESXi Other bookmarks

This is interface already selected as Lan Do you want
change?

AL Type here to search




@ Router: Cisco C1111-8P - x  + - X

& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting ¥r > 8-
£ Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks
sl Configuration Setup Wizard
cisco
BASIC LAN PRIMARY WAN BACKUP WAN
BACKUP WAN Configuration o

© HELP AND TIPS

Enable Backup WAN
An admin user will be created with the below details

< PRIMARY WAN SETTINGS SECURITY / APP VISIBILITY >
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@ Router: Cisco C1111-8P - x  + - X

& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting ¥r > e
£ Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks
sl Configuration Setup Wizard
Cisco
BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY
Security Configuration
el g © HELP AND TIPS
) Enable Cisco recommended security settings An admin user will be created with the below details

+” This will ensure all passwords are not shown in plain text. They will be encrypted

Application Experience

¥4 Enable Application Visibility

+” This will enabled Application Visibility on LAN and WAN interfaces.

< PRIMARY WAN SETTINGS Day 0 Config Summary >
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@ Router: Cisco C1111-8P - X +
€« C A Notsecure | htps://192.168.10.1/webui/#/dayZeroRouting W D -
# Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks

alialn Configuration Setup Wizard

cisco
O @ & O O o
— Y Q Q U 7

BASIC LAN PRIMARY WAN BACKUP WAN SECURITY / APP VISIBILITY SUMMARY

SUMMARY CLI Preview

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.

+ Router Name: 1100ISR, ¥ Domain Name: 1100ISR.local, ¥ Time Zone: 2, « Date & Time Mode: Automatic, ¥ Banner Message: Doar acces autorizat!,

v NTP Server: 192.168.1.1, *Act as NTP Master: No

+ LAN Interface: EREMNSUENEIIOILE, v [P Address: 192.168.10.1, v Subnet Mask: , % Use as DHCP Server: No, % Management Interface Configured: No
Primary WAN v WAN Interface: GigabitEthernet0/0/1, v IP Address: Automatic, v DNS: Automatic, v+ NAT: Enabled, » IPv6: Disabled, » PPPoE: Disabled
Backup WAN v WAN Interface: GigabitEthernet0/0/0, v IP Address: Automatic, v NAT: Enabled, » IPv6: Disabled, » PPPoE: Disabled
Security / App Visibility v Cisco recommended security settings: Enabled, v Application Visibility: Enabled

< SECURITY / APP VISIBILITY

9:59 PM
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| have GO/0/0 as LAN??? And also, as WAN Backup

CLI Preview does not work



@ Router: Cisco C1111-8P - x  + - X

&« C A Notsecure | https,//192.168.10.1/webui/#/dayZeroRouting T o e i
B Apps @ Login @ hitpsi//1086.0.130  «* Log in - VMware ESXi Other bookmarks

Success

Configuration successful. Please access WebUI using
the configured Management IP Address.

10:13 PM
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@ Router: Cisco C1111-8P -

& C A Not secure | https://192.168.10.1/webui/#/dayZeroRouting

B oApps @ Login @ hitps//1066.0.130

Log in - VMware ESXi

alialn Configuration Setup Wizard

cisco

Test WAN Connection

DNS Server

PC/Laptop ISR Router ISP Internet

GigabitEthernet0/o/ 1 =] I @
E E

10.10.10.4

x |P Address not assgined

> Checking DNS Information x

> Pinging DNS Servers Connection to WAN Failed

> Pinging a Public Domain from your router

Try Again Go to Dashboard

Other bookmarks

10:13 PM
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@ Router: Cisco C1111-8P - Dashb: X 4 - X

& C A Notsecure | htps//192.168.10.1/webui/#/dashboard Q e

B Apps @ Login @ hitps//10.66.0.120 Log in - VMware ESXi Other bookmarks

Dashboard

CPU & Memory Pressure Graph x
Last Uj 6/28/2018, 10:15:05 PM
Slot: RPO
CPU Utilization Memory Utilization
CPU (%) vs Device Time Memory Used (%) vs Device Time
CPU:| O v 100% 4 . 100%
90% Memory Details Size (KB)
80% 75%
Process CPU (%) 70% A Total 4020904
60% o
User 213 50% - Used 2291792 50%
- . 40% 1
% Troubleshooting e 201 30% | Free 1729112 -
) 20%
Idle 93.14 10% Committed 2154724
0% + 0%
. 19:14 ) A W 19:14
: W User W System M Idie Healthy W Critical (>93%)
0
. ’ ® L1 System Information %
-
Free m Used Device Type:
P, c1111-8P
Boot Image:
bootflash:c1100-universalk9_ias. 16.09.02.5PA bin
Last Reload Reason
Reload Command
Last Configuration Change:
18:40:12 UTC Fri Jun 28 2019
. Redundancy Mode:
N— | 78.65% Non-redundant
Primary WAN:
Free : 2.13(GB)
Backup WAN!

AL Type here to search




@ Router: Cisco C1111-8P - Config X + - X

& C A Not secure | https://192.168.10.1/webui/#/physicalinterface Q ¥ :
22 Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks
Ethernet
Primary WAN:Not Configured Backup WAN:Not Configured
E Dashboard
Admin ~ Operational v Sub Interfaces v
3 3 Name ~ Status Status IP Address ~ Layer ~ Count Description v
Monitoring
GigabitEthernet0/0/0 (V] o unassigned L3 0
@:\ Configuration GigabitEthernet0/0/1 (4] (4] unassigned L3 0
>
GigabitEthernet0/1/0 [+) (4] unassigned L2 N/A
GigabitEthernet0/1/1 Q (4] unassigned L2 N/A
GigabitEthernet0/ [+] (4] unassigned L2 N/A
c GigabitEthernet0/1/3 d L2 N/A
Troubleshooting igabitEthernet0/ [+] (v] unassigne:
GigabitEthernet0/1/4 O 0 unassigned L2 N/A
GigabitEthernet0/1/5 [+] (4] unassigned L2 N/A
GigabitEthernet0/1/6 O 0 unassigned L2 NfA
GigabitEthernet0/1/7 [+] (4] unassigned L2 N/A
1 10 »

AL Type here to search




@ Router: Cisco C1111-8P - Monit: X 4
&« C' A Notsecure | hitps://192.168.10.1/webui/#/dhcpClients Q

i Apps @ login @ httpsi//10.66.0.130 Log in - VMware ESXi Other bookmarks

Q Search Menu Items DHCP Clients

IP Address v Client ID v Lease Expiration ~  Type v State v Interface v

Dashboard 5 e

Monitoring
@% Configuration

N S n
{O3 Administration

3¢ Troubleshooting

10:20 PM
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L Type here to search

No DHCP Clients!

The laptop | used to capture the screens is a dhcp client



@ Router: Cisco C1111-8P - Confic X 4
<« C A Notsecure | hips://192.168.10.1/webui/#/vian aQ % - :
B Apps @ login @ httpsi//10.66.0.130 Log in - VMware ESXi Other bookmarks
VLAN
Svi VLAN VLAN Group

Dashboard —

Monitoring m
- Name ~  Admin Status v Operational Status v IP Address v IPv6 Address ~  Description v
Configuration
Vlan1 (4] (4] 192.168.10.1 unassigned

~\ R n
{O3 Administration = 0 v

Troubleshooting

21PM
N & - D) NG 6/28/2019

L Type here to search



@ Router: Cisco C1111-8P - Config X + - X

& C A Notsecure | httpsy//192.168.10.1/webui/#/vlan Q # o e

Apps @ Login @ https://10.66.0.130 Log in - VMware ESXi Other bookmarks

i VLAN Group
&S Dashboard e Ees
7 B Ethernet
@ Monitoring ]
Layer2 ~  Admin Status ~  Operational Status ~ IP Address ~  IPvB Address ~  Description ~

@:\) Configuration

VLAN () [+ 192.168.10.1 unassigned

Administration Routing Protocols

EIGRP
OSPF

Troubleshooting

Static Routing
Security
AAA

ACL
NAT

| Services

(e}3

NetFlow

Python Sandbox
QoS
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&« C A Notsecure | hitps://192.168.10.1/webui/#/dhcp 2Xyr) o e
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Edit DHCP Pool: webuipool
DHOP
General Advanced
Pools DHCP Persistence ——
Dashboard Enable DNS Proxy
itori Default Router(s) YOOK JOOK XK XK + DNS XXX XK XK XKK +
Monitoring Server(s) CHK
@\ Configuration IP Address v Remove IP Address v Remove
B Pool Name v
192.168.10.1 x - 192.168.10.1 x B

@ Administration ] webuipool
\% ] 1 10 v ki E
2 Troubleshooting
¢ NetBios Name YOO XX XXX XXX + Domain

Server(s)

IP Address v Remove

No items to display

DHCP Options List

DHCP Options v Options Value v

( 'O Cancel } pdate & Apply to Device

10:23 PM
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input none
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| do understand bad software... but | do not understand bad software that comes with an expensive appliance and it cannot be updated without
a service contract.






