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srity Date Time Syslog I Source IP Source Destination IP Destina Description

3 Sep 24 2015 21:38:39 305012 170.180.1.10 52747 46.223.140.113 52747 Teardown dynamic UDP translation from inside: 170, 180, 1, 10/52747 to outside: 46,223, 140, 113/52747 duration 0:00:30

3 Sep 24 2015 21:3&:37 302014 23.37.43.27 a0 170.180.1.11 53829 Teardown TCP connection 3854 for outside: 23, 37.43. 27/80 to inside: 170. 180. 1. 11/53829 duration 0:00:57 bytes 7240 TCP FINs

3 Sep 24 2015 21:383:26 713120 Group = g1, Username =all, IP = 80,137, 104.81, PHASE 2 COMPLETED (msgid=75a2a534)

H Sep 24 2015 21:3&:26 802303 IPSEC: Aninbound remote access 54 (SPI= 0xED624477) between 46,223,140, 113 and 80, 187, 104,81 (user= a1l) has been created,
3 Sep 242015 21:38&:26 602303 IPSEC: An outbound remote access SA (SPI= 0x0359A04E) between 46.223.140.113 and 80.187. 104.81 (user= a11) has been created.
3 Sep 24 2015 21:38:26 713049 Group = gl, Username = a11, IP = 80, 137.104.81, Security negotiation complete for User (a11) Responder, Inbound SPI = 0xed&2a477, Outbound SPI = 0x035...
3 Sep 242015 21:38:26 302021 170.180.1.14 41115 170.130.1.1 0 Teardown ICMP connection for faddr 170, 180. 1. 14/41115 gaddr 170.180.1.1/0 laddr 170. 180, 1. 1/0

3 Sep 24 2015 21:38:26 7130768 Group = g1, Username = al1l, IP = 80.137.104.81, Overriding Initiator's IPSec rekeying duration from 0 to 4603000 Kbs

3 Sep 242015 21:383:26 713119 Group = g1, Username = ali, IP = 80.187.104.51, PHASE 1 COMPLETED

3 Sep 242015 21:33:26 302020 170.180.1.14 41115 170.180.1.1 i} Built inbound ICMP connection for faddr 170. 180. 1. 14/41115 gaddr 170.180.1.1/0 laddr 170.130.1.1/0

H Sep 24 2015 21:3&:26 302021 170,180.1.5 0 170,180.1.1 [u} Teardown ICMP connection for faddr 170, 180, 1. 5/0 gaddr 170,180, 1. 1/0 laddr 170,180, 1, 1/0

3 Sep 242015 21:33:26 302020 170.180.1.5 1] 170.180.1.1 i} Built inbound ICMP connection for faddr 170. 180. 1.5/0 gaddr 170.180. 1. 1/0 laddr 170.180.1.1/0

3 Sep 24 2015 21:33:26 713904 Group = g1, Username = all, IP = 80, 137,104,281, Forcing iPhone to host mask,

3 Sep 242015 21:38:26 713225 Group = g1, Username = al1, IP = 80.137.104.81, Assigned private IP address 10.10.10.1 to remote user

3 Sep 24 2015 21:38:26 737006 IPAA: Local pool request succeeded for tunnel-group ‘gl

5 Sep 24 2015 21:3&:26 F37026 IPAA: Client assigned 10.10.10.1 from local pool

3 Sep 24 2015 21:38:26 737003 IPAA: DHCP configured, no viable servers found for tunnel-group 'g?'

3 Sep 24 2015 21:38:26 713184 Group = g1, Username = all, IP = 80,187, 104,81, Client Type: iPhone Q5 Client Application Version: 2.0, 1

3 Sep 24 2015 21:3&:26 713130 Group = g1, Username = all, IP = 80,187.104.81, Received unsupported transaction mode attribute: 5

3 Sep 24 2015 21:38:26 734001 DAP: User all, Addr 80, 137.104.81, Connection IPSec: The following DAP records were selected for this connection: DfitAccessPalicy
3 Sep 242015 21:38:26 113003 AAA transaction status ACCEPT : user = all

3 Sep 24 2015 21:38:26 113009 AAA retrieved default group policy (g1) for user = a1l

H Sep 24 2015 21:3&:26 113011 Aap retrieved user specific group policy (g1) for user =all

3 Sep 242015 21:38&:26 113003 AAA group policy for user a1l is being set to g1

3 Sep 24 2015 21:38:26 113012 AAM uzer authentication Successful @ local database @ user = all

3 Sep 24 2015 21:3&320 305012 170.180.1.11 53837 46.223.140.113 53837 Teardown dynamic TCP translation from inside: 170, 180, 1. 11/53837 to outside: 46,223,140, 113/53837 duration 0:00:40

3 Sep 24 2015 21:38:20 305012 170.180.1.11 53853 46.223.140.113 53853 Teardown dynamic TCP translation from inside: 170, 130,1. 11/53853 to outside: 46,223,140, 11353853 duration 0:00:31

3 Sep 24 2015 21:3&:1% 305012 170.180.1.11 53343 46.223.140.113 53348 Teardown dynamic TCP translation from inside: 170, 180. 1. 11/53843 to outside: 46,223,140, 11353848 duration 0:00: 34

3 Sep 24 2015 21:38:19 305012 170.180.1.11 53846 46.223.140.113 53846 Teardown dynamic TCP translation from inside: 170, 130.1. 11/53845 to outside: 46,223, 140. 113/53846 duration 0:00:35

H Sep 24 2015 21L:3&116 305012 170.180.1.11 53843 46,223.140.113 53843 Teardown dynamic TCP translation from inside: 170, 180, 1, 11/53843 to outside: 46,223,140, 113/53843 duration 0:00:33

3 Sep 242015 21:38:16 305012 170.180.1.11 53842 46.223.140.113 53842 Teardown dynamic TCP translation from inside: 170. 180. 1. 11/53842 to outside:46.223.140. 113/53842 duration 0:00:33



