Cert Based Authentication (Multiple Certs)

09 June 2017 17:05

Applies to ASA 9.7 and 9.8 - Provided 'As-Is' with no warranty or liability.

Setup Tunnel group as normal, select method as multiple certs:

Bt s ect Connection Profile: Cert-Auth-Test
m Name: Cert-Auth-Test
+-Advanced
Aliases: Cert_Auth
Authentication
Method: Multiple certificates
AAA Server Group: LOCAL v
Use LOCAL if Server Group fails
SAML Identity Provider
SAML Server : —None — ~
Chent Address Assignment
DHCP Servers:
Client Address Pools: T5-LAB-YPN-Pool-1
Client IPv6 Address Pools:
Default Group Policy
Group Policy: GP-TS-LAB ~
(Following fields are inked to attribute of the group policy selected above.)
[ Enable SSL VPN clent protocol
[[] Enable IPsec{IEYZ) dient protocol
DNS Servers: 10.73.40.18
WINS Servers:
Domain Mame:  corplab.private
[ Fnd: @ text (@ Previous

i

Set Advanced > Authentication to "use the entire DN as the username"

-]
Basc Interface-Spedhc Aufhenbicaton Server Grous
Avarced
2| [ Delete
. | |
Cent Mdireszhng Irserface Server Groum Falbatk to LOCAL
Secondary Autheribcat
Authorization:
Group Alas Group LRL
Lisernarme Magging rom Certificate:
[ Pre- Liserruame from Cartificate
e usermame £om end user
{7 Spvecy e cartiicate ek 1o be used as he Lesmane
Frimary Feid:
Secondary Fieid:
(@) e the entre [N .2 e username é_/
() Uk sesipt o select usermame
-« Nene: * add| i bt [ Delete
< >
ot @t @ Frevous
o | cnal || e

Set Authorization to the ISE Server Group and to use the entire DN as the username:
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|| —pasc puthcrizaton Server Group
) Adhvarced
Server Group: |LAB-SE
Geneal
|~ Clent Addressng [+ Users must exist in the authorization database to conrect

Lisernarse Mapping from Certificate
() Spedfy the ceraficase fekds bo be used 26 the Lsamame:

Primary Fiekt:

-lerlwaisemow R

) (ol ([

Set accounting to the ISE Server Group:
T Edit AnyConnect Connection Profile Cert-Auth- Test o4

Ean Server Group: | LABISE w|| Marage... |

Fnds | @rext @ Frevos

&) o [ o

If desired set a group alias / URL to make life easier, or you can setup certificate to group matching rules - | prefer the
URL setting (at this time!)

Add a DAP policy:
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[} Edit Dynamic Access Policy

Policy Name: Multi-Cert|

Desaription:  Multiple Certificate Authentication ACL Priority: 20

| Selection Criteria
Deﬁmmewmmuwtumusedmsdedhsmssmky A policy is used when a user's authorization attributes match the AAA attribute riteria
below and every end has been d. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values...

Advanced ¥

Access/Auth Policy b
Configure access/authorization atiributes for this policy. Attribute values spedified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those

that are not spedfied in DAP).
Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Atfributes
Action Network ACL Filters (client) Webtype ACL Filters (cientless) Functions

Action: (@) Continue () Quarantine () Terminate @&

Spedify the message that will be displayed when this record is selected.

User Message:

[ Edit Endpoint Attribute ¥ E

this pbtained
herl  Eroipgint Attribute Type: Multiple Certificate Authentication 219 SreL
ok . N An
At Certificate : @ Cert2 lentess)
Subject :
O Issuer: v
Subject Alternate Name @
e
Certificate Store : () None @z ) User

£ oK Cancel E

Certl for machine and then add Cert2 for user to force the lookup of the stores.

Create an AnyConnect Profile Policy that allows access to the machine certificate store, this is done with the Certificate
Store Override selection, but ensure that the store is set to "all" to ensure that we can retrieve both the user and the
machine certificates, else Certificate Auth will fail. Import this to your client with the normal settings. I've added an
entry to the server list to account for my peer details.
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[ AnyConnect Profile Editor - VPN
File Help

PN » Preferences (Part 1)

{% :mg::g Profile: D:\preferences.xml
7

Backup Servers
A Certificate Matching [[] Use start Before Logon [ User Controliable

Certificate Enroliment
[E3 Mobile Poicy 7] Show Pre-Connect Message

ol server List

All

[ Certificate Store Override

] Auto Connect On Start [ User Controllable
[] Minimize On Connect [7] User Controliable
[ tocal Lan Access [] user Controliable
[[] Disable Captive Portal Detection [ user Controliable
£ Auto Reconnect [[] user Controliable
Auto Reconnect Behavior [J user Controliable
ReconnectAfterResume v
[ Auto Update [[] user Controliable
RSA Secure ID Integration [[] user Controliable
Automatic v
Windows Logon Enforcement
SingleLocalLogon v
Windows VPN Establishment
AllowRemotelsers v
] Clear SmartCard PIN [] User Controliable

AAA Services are only used for Authorization, so ensure that you're able to receive the CRL lists for the CA (they may
need configuring). You will need to import the Root CA from your AD CA to the ASA if you have not already done so, this
becomes a trust-point on the ASA to allow validation of the presented certificates.

Device Management > Certificate Management > Trusted Root from your AD

Revocation Chedk  CRL Retrieval Poicy  CRL Retrieval Method  OCSPRuks  Advanced

() Do it check: certificates for revocation
- certificates for revocation
Revacation Methods
Spedfy the methods used for revocation cheddng and thesr order. 1 both methods are selected, the secand

method wil be used orly If the first one returns error. E

Add>> [CRL Maove Up
oCse
<<Remave Move Down

@nﬁsmumnmmmammmm
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T Edit Options for CA Certificate

OCSP Rules  Advanced

htip:/jisepoc cal.isepoc.local/Cer tEnvol fsepoc 1SEPOC-CA 1-CA.al

Mawve Up

Mowe Down

[ Edit Options for CA Centificate

Revocation Check  CRL Retrieval Policy
Specfy the refrieval methads ta be used t retriave CerSficate Revocation List.
@ ble: Lightweight Directory Access Pratocol (LDAP)
LDAP Parameters
Name.

Confirm P

Default Port: @9

[5 Edit Options for CA Certificate

Revocation Chedk  CRL Refrieval Policy  CRL Reftrieval Method  OCSP Rules |#

CRL options
Spedfy the o

Specfy the Orilne Certificate Status Protocol (DCSP) parameters,
[ interface
Interface Name:
Server URL: hitp://
Server URL:  hittp:)|
[[] busable nonce extensian

kg valdated by this CA.

[ Psec clent. ([ 5L chent [ 55

Other Optians
[ Accept certficates issued by this CA

[&#] Accept cersficates issued by the subordinate CAs of this CA

IR

Configure an appropriate policy on ISE to Authenticate and Authorize the user. We're not authenticating the machine.
The Multi-Auth takes care of that aspect, the two certificates (Machine and User) need to be present to allow this to
occur. The CRL's account for the Certificate's being accepted and that the laptop isn't lost / stolen.

The ISE Policy can be used to authorize and return ACL's based on the AD group of the user, but also - critically check if

the account is valid within AD - so it's not disabled / expired.

Authentication options:

Firstly create a Certificate Profile for Active Directory:
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External Identity Sources Certificate Authentication Profiles List > AD_Cert_Auth

e - o Certificate Authentication Profile

* | Cerificate Authentication Profile
_; AD_Gert Auth * Name | AD_Cert_Auth

> BYOD_Cert_Profile

+ B3 Active Directory Description | Cert Auth Profile for AD
=

b | Lab-AD

-

[ LDAP
=
. ODBC

-

. RADIUS Token

]

» | RSA SecurlD

Identity Store

[ SAML Id Providers

=)

Use Identity From () Certificate Attribute Subject - Common Name v o
*) AnWNSubject or Alternative Name Attributes in the Certificate (for Active Directory Only) i
Match Client Certificate Against
Certificate In Identity Store i (O Never
(®) Only to resolve identity ambiguity

(O Always perform binary comparison

Save Reset
Screen clipping taken: 12/06/2017 14:12
Then create a sequence for it:

Identity Source Sequences List > AD_Cert_Auth_Seq
Identity Source Sequence
w Identity Source Sequence

* Name | AD_Cert_Auth_Seq

Description

= Certificate Based Authentication

Selegt Certificate Authentication Profile |AD_Cert_Auth v

+ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds.

Available @ed\

Internal Endpoints Lab-AD
Internal Users
Guest Users
All_AD_Join_Points
RSA SecurlD
>
«

» Advanced Search List Settings
If & selected identity store cannot be accessed for authentication

(®) Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

() Treat as if the user was not found and proceed to the next store in the sequence

Screen clipping taken: 12/06/2017 14:12

Setup a new policy set (if you use them, and if not - you should think about it, because it not only makes things so much
easier to read, and also because it significantly limited the scope of human error. If | make a mistake in this policy, then
it only breaks this one, not the whole system).

Here | match on Tunnel Group name.
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iy g g v o e g e

e ey e+ e
Status Name Description Conditions
Cert_Auth_Test Cert-Auth AnyConnect Policy DEVICE:Device Type EQUALS Device Type#All Device Edit
-Firewalls AND
ASA/PIX7x-Tunnel-Group-Name
CONTAINS Cert-Auth-Test
v Authentication Policy
Cert-Auth If Radius:NAS-Port-Type EQUALS Allow Protocols © Default Network Access and Edit| v
Virtual
Default use AD_Cert_Auth_Seq
Default Rule (If no match) Allow Protocols : Default Network Access and use . DenyAccess Edit| v
¥ Authorization Policy
» Exceptions (1)
Screen clipping taken: 12/06/2017 14:09
v Authentication Policy
7F - ! | Radius:NAS-P... : Allow Protocols - [pefaylt N k Access O ad o
v | Default Use | AD_Cert_Auth_Seq /_\
Identity Sefirce{AD_Cert_Auth_Seq
Options
If authentical
If user
If process failed|
Note: For authentications u: - -FAST, EAP-TLS or MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
Default Rule (If no match ¢ N ¢ o &
Uit Rue { ) If continue option is selected in these cases, requests will be rejected.
¥ Authorization Policy
Screen clipping taken: 12/06/2017 14:11
Next we add AuthZ options:
Authorization Options:
+ Authorization Policy
» Exceptions (1)
Standard
Status Rule Name Conditiops {ide d pnditions) Permissions
Drop Invalid AD ab-AD:IdentityAccessRestricted EQUALS DenyAccess Edit | *
True
Screen clipping taken: 12/06/2017 14:15
Here we've added a check for the AD if IdentityAccessRestricted = True (basically is the account disabled / expired). If it
is, then Deny Access. That allows us to disable an account in AD and instantly deny VPN access while we wait for the
CRL's to catch up.
Then write your policy based on what you want:
VPN Posture Compliant Lab-AD:ExternalGroups VPN_Corporate_Posture_Compliant Edit | =
isepoc.local/Use
Default Edit | »

Screen clipping taken: 12/06/2017 14:17

In this one we're basically saying if you are in domain users, then give VPN access. But if you want to do different levels
of access based on user group, you can do this above and apply different ACL results on this attribute.

What does this look like in ISE logs:

#ACSACLE-IP-VPN_ACL_PERMIT_CORP-5797

cn=admin backup cn=Users, dc=isepoc,dc=local

Cert_Auth_T...

VPN_Corporate_Posture_Compl...

Cert_Auth_Test >> VPN Posture Compliant

Screen clipping taken: 12/06/2017 14:20

g

Here we see that my user (admin backup - | know, | know, it was a convenient test account - "Bad Kev!") has triggered

the right policy elements and above it, the ACL has been sent to the ASA

ASA Log:

# 5 Jun 122017 13:46:27 111008
L6 Jun 122017  13:46:27 734001
i 6 Jun 122017 13:46:27 113008
i 6 Jun 122017 13:46:27 113009
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User 'aaa-ad' executed the ‘access-ist #ACSACL#-IP-VPN_ACL_PERMIT_CORP-5797273f remark permit ISE' command.

DAP: User cn=admin backup,cn=Users,dc=isepoc, de=local, Addr

Connection AnyConnect: The following DAP records were selected for this connection: Multi-Cert

AAA transaction status ACCEPT : user = cn=admin backup. cn=Users.dc=isepoc.dc=local

AAA retrieved default group policy (GP-TS-LAE) for user = cn=admin backup,cn=Users,dc=isepoc,dc=local



Jun 122017 13:46:27 111008 User ‘aaa-ad' executed the ‘access-ist ZACSACL#-IP-VPN_ACL_PERMIT_CORP-5797279f remark permit ISE' command‘K

@5
i 6 Jun 122017 13:46:27 734001 DAP: User cn=admin backup,cn=Users,dc=isepoc,dc=local, Addr Connection AnyConnect: The following DAP records were selected for this connection: Multi-Cert
6 Jun 122017 13:46:27 113008 AAA transaction status ACCEPT : user = cn=admin backup.cn=Users.dc=isenoc.dc=local
i 6 Jun 122017 13:46:27 113009 AAA retrieved default group policy (GP-TS-LAB) for user = en=admin backup, cn=Users,dc=isepoc,de=local
6 Jun 12 2017 113004 AAA user authorization Successful : server = 10.222.34.17 : user = cn=admin backup,m=Users,dc=isepoc,dc=local 4’_‘
i6 Jun 12 2017 717028 Certificate chain was successfully validated with revocation status check.
L6 Jun 12 2017 717022 Certificate was successfully validated. serial number: 22E7238600000000003D, subject name: tn=admin backup,cn=Users, dc=isepoc,dc=local. k—‘
L6 Jun 122017 13:46:27 725002 61606 Device completed SSL handshake with dient outside: ‘61606 to 1443 for TLSv 1.2 session
i 6 Jun 122017 13:46:27 717028 Certificate chain was successfully validated with revocation status check.
i 6 Jun 122017 13:46:27 717022 Certificate was successfully validated. serial number: 22D91FA100000000003C, subject name: cn=DOMAIN-PC,an=Computers,dc=isepoc,dc=local. é‘
L6 Jun 122017 13:46:27 725016 Device selects trust-point ASDM_TrustPaint87 for dient outside:
6 Jun 122017 13:46:27 725001 61606 Starting SSL handshake with dient outside: 443 for TLS session
6 Jun 122017 13:46:27 302013 61606 443 Built inbound TCP connection 268913 for outside:8 43 (80.2.139.10/443)
i 6 Jun 122017 13:46:27 302014 61605 4“3 Teardown TCP connection 268910 for outside: 43 duration 0:00:00 bytes 6305 TCP Reset-I
L6 Jun 122017 13:46:27 725007 61605 SSL session with dient outside 443 terminated
E)
6 Jun 122017 13:46:26 725002 61605 Device completed 551 handshake with dient outside 443 for TLSv1.2 session
i 6 Jun 122017 13:46:26 717028 Certificate chain was successfully validated with revocation status check, €——
&6 Jun 122017 13:46:26 717022 Certificate was successfully validated. serial number: 22D91FA100000000003C, subject name: cn=DOMAIN-PC,cn=Computers,dc=isepoc,dc=local. é"
L6 Jun 122017 13:46:26 725002 61605 Device completed SSL handshake with dient outside: for TLSv 1.2 session
6 Jun 122017 13:46:26 717028 Certificate chain was successfully validated with revocation status check. é_
6 Jun 122017 13:46:26 717022 Certificate was successfully validated. serial number: 22D91FA 100000000003C, subject name: m=DOMAINPC,m=Compubers.dc=\sepoc.dc=\ocal.<—"
i 6 Jun 122017 13:46:26 717056 Attempting CRL revocation check from inside: {27483 to ‘80 using HTTP.
i 6 Jun 122017 13:46:26 725015 Device selects trust-point ASDM_TrustPoint87 for dient outside 1443
i 6 Jun 122017 13:46:26 725001 61605 Starting 55L handshake with dient outside:t ‘443 for TLS session

Tweaks to the CA:

These are tweaks I've made, keeping in mind that my domain isn't production and your millage may vary:
User Certificate Template:

ser Properties Tx
General I Fiequest Handling

Superseded Templates | Extensions I Security | Server

Cryptography Subject Mame | lzsuance Requirements

" Supph i the request

r IUze subject information fram existing certificates for autoenrallment
renewal requests.

% Build fram this Active Directory information

Select thiz option to enfarce consistency among subject names and to
zimplify certificate administration.

Subject name farmat:

Include this infarmation in alternate subject narme:
[~ E-mail name

S name

rinicipal name (LIPN]

emvice principal name [SPM)

Ok | Cancel I Apply Help

Screen clipping taken: 12/06/2017 14:25

Setting to Fully Distinguished Name for the user cert. Note | don't have email address, because my lab setup has no
requirement.

Superseded Templates I Estensions I Security Server
General | Fiequest Handling
Cryptography Subject Mame | lzzuance Requirements

" Supply in the request

ze subject infarmation from existing certificates for autaenrallment
renewal reguests.

& Build from this Active Directory information

Select thiz aption to enfarce consistency amaong subject names and to
zimplify certificate administiation.

Subjedt name format:

=

IFuII_I,I distinguizhed nam
ii@me in subject name

Include this information in alternate subject name:

%ﬂaﬁ-ﬁﬁj
v DNS name
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“hUnelude emaikiEme in subject name

Include thiz information in alternate subject name:
-

v DNS name
iricipal name [UPM]
[~ Service principal name [SPM)

QK | Cancel I Apply Help

Screen clipping taken: 12/06/2017 14:26

Similar setup for the machine certificate.

Reference Information:

Setting up a MS CA:

User Side Certificates - https://technet.microsoft.com/en-us/library/cc770857(v=ws.10).aspx

Machine Side Certificates - https://technet.microsoft.com/en-us/library/cc731242(v=ws.10).aspx

CRL Server - https://blogs.technet.microsoft.com/nexthop/2012/12/17/updated-creating-a-certificate-revocation-list-
distribution-point-for-your-internal-certification-authority/

Great Cisco Live guides: BRKSEC-3053 (Cisco Live Berlin 2016 - Ned Zaldivar (Practical PKI for Remote Access VPN with
ISE).
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