When IPSEC is working correctly
router#  ping 192.168.24.20

Type escape sequence to abort.
[bookmark: _GoBack]Sending 5, 100-byte ICMP Echos to 192.168.24.20, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/92/164 ms
GWzhez897#
Jun 17 10:05:19: ISAKMP: (0):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP: (0):SA request profile is (NULL)
Jun 17 10:05:20: ISAKMP: (0):Created a peer struct for 87.247.40.151, peer port 500
Jun 17 10:05:20: ISAKMP: (0):New peer created peer = 0x229502A8 peer_handle = 0x80000014
Jun 17 10:05:20: ISAKMP: (0):Locking peer struct 0x229502A8, refcount 1 for isakmp_initiator
Jun 17 10:05:20: ISAKMP: (0):local port 500, remote port 500
Jun 17 10:05:20: ISAKMP: (0):set new node 0 to QM_IDLE      
Jun 17 10:05:20: ISAKMP: (0):insert sa successfully sa = 22659180
Jun 17 10:05:20: ISAKMP: (0):Can not start Aggressive mode, trying Main mode.
Jun 17 10:05:20: ISAKMP: (0):found peer pre-shared key matching 87.247.40.151
Jun 17 10:05:20: ISAKMP: (0):constructed NAT-T vendor-rfc3947 ID
Jun 17 10:05:20: ISAKMP: (0):constructed NAT-T vendor-07 ID
Jun 17 10:05:20: ISAKMP: (0):constructed NAT-T vendor-03 ID
Jun 17 10:05:20: ISAKMP: (0):constructed NAT-T vendor-02 ID
Jun 17 10:05:20: ISAKMP: (0):Input = IKE_MESG_FROM_IPSEC, IKE_SA_REQ_MM
Jun 17 10:05:20: ISAKMP: (0):Old State = IKE_READY  New State = IKE_I_MM1 

Jun 17 10:05:20: ISAKMP: (0):beginning Main Mode exchange
Jun 17 10:05:20: ISAKMP-PAK: (0):sending packet to 87.247.40.151 my_port 500 peer_port 500 (I) MM_NO_STATE
Jun 17 10:05:20: ISAKMP: (0):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP-PAK: (0):received packet from 87.247.40.151 dport 500 sport 500 Global (I) MM_NO_STATE
Jun 17 10:05:20: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Jun 17 10:05:20: ISAKMP: (0):Old State = IKE_I_MM1  New State = IKE_I_MM2 

Jun 17 10:05:20: ISAKMP: (0):processing SA payload. message ID = 0
Jun 17 10:05:20: ISAKMP: (0):processing vendor id payload
Jun 17 10:05:20: ISAKMP: (0):vendor ID seems Unity/DPD but major 69 mismatch
Jun 17 10:05:20: ISAKMP: (0):vendor ID is NAT-T RFC 3947
Jun 17 10:05:20: ISAKMP: (0):found peer pre-shared key matching 87.247.40.151
Jun 17 10:05:20: ISAKMP: (0):local preshared key found
Jun 17 10:05:20: ISAKMP: (0):Scanning profiles for xauth ...
Jun 17 10:05:20: ISAKMP: (0):Checking ISAKMP transform 1 against priority 1 policy
Jun 17 10:05:20: ISAKMP: (0):      encryption AES-CBC
Jun 17 10:05:20: ISAKMP: (0):      keylength of 128
Jun 17 10:05:20: ISAKMP: (0):      hash SHA
Jun 17 10:05:20: ISAKMP: (0):      default group 2
Jun 17 10:05:20: ISAKMP: (0):      auth pre-share
Jun 17 10:05:20: ISAKMP: (0):      life type in seconds
Jun 17 10:05:20: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
Jun 17 10:05:20: ISAKMP: (0):atts are acceptable. Next payload is 0
Jun 17 10:05:20: ISAKMP: (0):Acceptable atts:actual life: 0
Jun 17 10:05:20: ISAKMP: (0):Acceptable atts:life: 0
Jun 17 10:05:20: ISAKMP: (0):Fill atts in sa vpi_length:4
Jun 17 10:05:20: ISAKMP: (0):Fill atts in sa life_in_seconds:86400
Jun 17 10:05:20: ISAKMP: (0):Returning Actual lifetime: 86400
Jun 17 10:05:20: ISAKMP: (0):Started lifetime timer: 86400.

Jun 17 10:05:20: ISAKMP: (0):processing vendor id payload
Jun 17 10:05:20: ISAKMP: (0):vendor ID seems Unity/DPD but major 69 mismatch
Jun 17 10:05:20: ISAKMP: (0):vendor ID is NAT-T RFC 3947
Jun 17 10:05:20: ISAKMP: (0):Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Jun 17 10:05:20: ISAKMP: (0):Old State = IKE_I_MM2  New State = IKE_I_MM2 

Jun 17 10:05:20: ISAKMP-PAK: (0):sending packet to 87.247.40.151 my_port 500 peer_port 500 (I) MM_SA_SETUP
Jun 17 10:05:20: ISAKMP: (0):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP: (0):Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Jun 17 10:05:20: ISAKMP: (0):Old State = IKE_I_MM2  New State = IKE_I_MM3 

Jun 17 10:05:20: ISAKMP-PAK: (0):received packet from 87.247.40.151 dport 500 sport 500 Global (I) MM_SA_SETUP
Jun 17 10:05:20: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Jun 17 10:05:20: ISAKMP: (0):Old State = IKE_I_MM3  New State = IKE_I_MM4 

Jun 17 10:05:20: ISAKMP: (0):processing KE payload. message ID = 0
Jun 17 10:05:20: ISAKMP: (0):processing NONCE payload. message ID = 0
Jun 17 10:05:20: ISAKMP: (0):found peer pre-shared key matching 87.247.40.151
Jun 17 10:05:20: ISAKMP: (2011):processing vendor id payload
Jun 17 10:05:20: ISAKMP: (2011):vendor ID is Unity
Jun 17 10:05:20: ISAKMP: (2011):processing vendor id payload
Jun 17 10:05:20: ISAKMP: (2011):vendor ID is DPD
Jun 17 10:05:20: ISAKMP: (2011):processing vendor id payload
Jun 17 10:05:20: ISAKMP: (2011):speaking to another IOS box!
Jun 17 10:05:20: ISAKMP: (2011):received payload type 20
Jun 17 10:05:20: ISAKMP: (2011):NAT found, both nodes inside NAT
Jun 17 10:05:20: ISAKMP: (2011):received payload type 20
Jun 17 10:05:20: ISAKMP: (2011):My hash no match -  this node inside NAT
Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_I_MM4  New State = IKE_I_MM4 

Jun 17 10:05:20: ISAKMP: (2011):Send initial contact
Jun 17 10:05:20: ISAKMP: (2011):SA is doing 
Jun 17 10:05:20: ISAKMP: (2011):pre-shared key authentication using id type ID_IPV4_ADDR
Jun 17 10:05:20: ISAKMP: (2011):ID payload 
        next-payload : 8
        type         : 1
Jun 17 10:05:20: ISAKMP: (2011):        address      : 10.126.100.190
Jun 17 10:05:20: ISAKMP: (2011):        protocol     : 17 
        port         : 0 
        length       : 12
Jun 17 10:05:20: ISAKMP: (2011):Total payload length: 12
Jun 17 10:05:20: ISAKMP-PAK: (2011):sending packet to 87.247.40.151 my_port 4500 peer_port 4500 (I) MM_KEY_EXCH
Jun 17 10:05:20: ISAKMP: (2011):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_I_MM4  New State = IKE_I_MM5 

Jun 17 10:05:20: ISAKMP-PAK: (2011):received packet from 87.247.40.151 dport 4500 sport 4500 Global (I) MM_KEY_EXCH
Jun 17 10:05:20: ISAKMP: (2011):processing ID payload. message ID = 0
Jun 17 10:05:20: ISAKMP: (2011):ID payload 
        next-payload : 8
        type         : 1
Jun 17 10:05:20: ISAKMP: (2011):        address      : 87.247.40.151
Jun 17 10:05:20: ISAKMP: (2011):        protocol     : 17 
        port         : 0 
        length       : 12
Jun 17 10:05:20: ISAKMP: (0):peer matches *none* of the profiles
Jun 17 10:05:20: ISping 192.168.24.112AKMP: (2011):processing HASH payload. message ID = 0
Jun 17 10:05:20: ISAKMP: (2011):SA authentication status:
        authenticated
Jun 17 10:05:20: ISAKMP: (2011):SA has been authenticated with 87.247.40.151
Jun 17 10:05:20: ISAKMP: (2011):Setting UDP ENC peer struct 0x19D7ED4 sa= 0x22659180
Jun 17 10:05:20: ISAKMP: (0):Trying to insert a peer 10.126.100.190/87.247.40.151/4500/, 
Jun 17 10:05:20: ISAKMP: (0): and inserted successfully 229502A8.
Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_I_MM5  New State = IKE_I_MM6 
Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_I_MM6  New State = IKE_I_MM6 

Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_I_MM6  New State = IKE_P1_COMPLETE 
     ----====The operation was completed successfully (main mode), the phase 1 SA is created - Phase 1 SA (also called IKE SA) and the process goes to Phase 2  ====------

Jun 17 10:05:20: ISAKMP: (2011):IKE_DPD is enabled, initializing timers
Jun 17 10:05:20: ISAKMP: (2011):beginning Quick Mode exchange, M-ID of 3042520478
Jun 17 10:05:20: ISAKMP: (2011):QM Initiator gets spi
Jun 17 10:05:20: ISAKMP-PAK: (2011):sending packet to 87.247.40.151 my_port 4500 peer_port 4500 (I) QM_IDLE      
Jun 17 10:05:20: ISAKMP: (2011):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP: (2011):Node 3042520478, Input = IKE_MESG_INTERNAL, IKE_INIT_QM
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_QM_READY  New State = IKE_QM_I_QM1
Jun 17 10:05:20: ISAKMP: (2011):Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_P1_COMPLETE  New State = IKE_P1_COMPLETE 

Jun 17 10:05:20: ISAKMP-PAK: (2011):received packet from 87.247.40.151 dport 4500 sport 4500 Global (I) QM_IDLE      
Jun 17 10:05:20: ISAKMP: (2011):processing HASH payload. message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):processing SA payload. message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):processing NAT-OAi payload. addr = 89.43.20.100, message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):processing NAT-OAr payload. addr = 87.247.40.151, message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):Checking IPSec proposal 1
Jun 17 10:05:20: ISAKMP: (2011):transform 1, ESP_AES 
Jun 17 10:05:20: ISAKMP: (2011):   attributes in transform:
Jun 17 10:05:20: ISAKMP: (2011):      encaps is 4 (Transport-UDP)
Jun 17 10:05:20: ISAKMP: (2011):      SA life type in seconds
Jun 17 10:05:20: ISAKMP: (2011):      SA life duration (basic) of 3600
Jun 17 10:05:20: ISAKMP: (2011):      SA life type in kilobytes
Jun 17 10:05:20: ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0 
Jun 17 10:05:20: ISAKMP: (2011):      authenticator is HMAC-SHA
Jun 17 10:05:20: ISAKMP: (2011):      key length is 128
Jun 17 10:05:20: ISAKMP: (2011):atts are acceptable.
Jun 17 10:05:20: ISAKMP: (2011):processing NONCE payload. message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):processing ID payload. message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):processing ID payload. message ID = 3042520478
Jun 17 10:05:20: ISAKMP: (2011):received payload type 21
Jun 17 10:05:20: ISAKMP: (2011):received payload type 21
Jun 17 10:05:20: ISAKMP: (2011):Node 3042520478, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_QM_I_QM1  New State = IKE_QM_IPSEC_INSTALL_AWAIT
Jun 17 10:05:20: ISAKMP-ERROR: (0):Failed to find peer index node to update peer_info_list
Jun 17 10:05:20: ISAKMP: (2011):Received IPSec Install callback... proceeding with the negotiation
Jun 17 10:05:20: ISAKMP: (2011):Successfully installed IPSEC SA (SPI:0x5EA4840F) on Tunnel4
Jun 17 10:05:20: ISAKMP-PAK: (2011):sending packet to 87.247.40.151 my_port 4500 peer_port 4500 (I) QM_IDLE      
Jun 17 10:05:20: ISAKMP: (2011):Sending an IKE IPv4 Packet.
Jun 17 10:05:20: ISAKMP: (2011):deleting node -1252446818 error FALSE reason "No Error"
Jun 17 10:05:20: ISAKMP: (2011):Node 3042520478, Input = IKE_MESG_FROM_IPSEC, IPSEC_INSTALL_DONE
Jun 17 10:05:20: ISAKMP: (2011):Old State = IKE_QM_IPSEC_INSTALL_AWAIT  New State = IKE_QM_PHASE2_COMPLETE
    -----=== Proper completion of the phase 2 (quick mode) leads to the appearance of Phase 2 SA or IPSec SA, and on this the tunnel installation is considered complete correctly.=============----------
+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

router# sh crypto isakmp sa     
IPv4 Crypto ISAKMP SA
dst                        src                           state                   conn-id status
195.88.197.12   10.126.100.190     QM_IDLE           2010 ACTIVE
87.247.40.151   10.126.100.190     QM_IDLE           2011 ACTIVE

________________________________________________________________________________________________

