
ASA Version 9.12(4)  
! 
hostname fw-gk 
domain-name <removed>.loc 
enable password <removed> encrypted 
service-module 0 keepalive-timeout 4 
service-module 0 keepalive-counter 6 
service-module ips keepalive-timeout 4 
service-module ips keepalive-counter 6 
service-module cxsc keepalive-timeout 4 
service-module cxsc keepalive-counter 6 
service-module sfr keepalive-timeout 4 
service-module sfr keepalive-counter 6 
xlate per-session deny tcp any4 any4 
xlate per-session deny tcp any4 any6 
xlate per-session deny tcp any6 any4 
xlate per-session deny tcp any6 any6 
xlate per-session deny udp any4 any4 eq domain 
xlate per-session deny udp any4 any6 eq domain 
xlate per-session deny udp any6 any4 eq domain 
xlate per-session deny udp any6 any6 eq domain 
passwd <removed> 
no names 
name 192.168.100.12 MF-01-DMZ1 
name 192.168.100.13 MF-02-DMZ1 
name 192.168.100.11 DB-01-DMZ1 
name 192.168.100.10 FS-02-DMZ1 
name 192.168.100.1 FS-01-DMZ1 
name 192.168.100.20 TrendMicro-DMZ1 
name 192.168.0.0 LAN-Kropfmuehl 
name 192.168.1.0 LAN-Pocking 
name 192.168.2.0 LAN-Bonn 
name 192.168.3.0 LAN-Wedel 
name 192.168.100.0 LAN-DMZ1 
name 192.168.0.13 Graphit-K-MF-02 
name 192.168.0.12 Graphit-K-MF-01 
name 192.168.0.11 Graphit-K-DB-01 
name 213.164.69.237 www.personal-office.de 
name 213.164.69.236 office-online.redmark.de 
name 192.168.173.0 LAN-Moziva 
name 192.168.251.1 SWS-VPN-Fernwartung 
name 192.168.100.30 Trendmicro2-DMZ1 
name 192.168.253.64 POOL-mozivasupport 
name 192.168.252.32 POOL-sec4as 
name 192.168.253.32 POOL-sec4client 
name 192.168.0.10 graphit-k-sv-01 
name 192.168.100.22 graphit-k-gw-01 
name 192.168.100.21 graphit-k-proxy-01 
name 192.168.0.9 Graphit-K-EX-01 
name 192.168.100.23 Graphit-k-rproxy 
name 192.168.100.24 Graphit-k-rproxy-secIP 
name 192.168.0.14 Graphit-K-SP-01 
name 192.168.250.0 POOL-sec4globalcitrix 
name 192.168.250.64 POOL-sec4sps 
name 192.168.1.12 Graphit-Po-DC1 
name 192.168.1.10 Graphit-Po-DC2 
name 192.168.0.6 Graphit-K-DC01 
name 192.168.0.8 Graphit-K-FP01 
name 192.168.0.7 Graphit-K-DC02 
name 192.168.253.160 VPN-Pool01 
name 192.168.0.21 GRAPHIT-K-TS-02 
name 192.168.0.26 GRAPHIT-K-TS-03 
name 192.168.0.27 GRAPHIT-K-TS-04 
name 192.168.253.168 POOL-sec4moz 



name <removed> LAN-OUTSIDE 
dns-guard 
no mac-address auto 
ip local pool sec4client 192.168.253.32-192.168.253.63 
ip local pool sec4as 192.168.252.32-192.168.252.63 
ip local pool pool4mozivasupport 192.168.253.64-192.168.253.71 mask 255.255.255.0 
ip local pool sec-4globalcitrix 1.1.1.1-1.1.1.2 
ip local pool sec4globalcitrix 192.168.250.1-192.168.250.63 mask 255.255.255.0 
ip local pool sec4branwell 10.1.1.1-10.1.1.6 mask 255.255.255.248 
ip local pool sec4homeoffice 192.168.253.97-192.168.253.126 mask 255.255.255.224 
ip local pool sec4prisma 192.168.253.225-192.168.253.230 mask 255.255.255.248 
ip local pool VPN-Pool01 192.168.253.160-192.168.253.163 mask 255.255.255.252 
ip local pool sec4mobileZV 192.168.253.16-192.168.253.31 
ip local pool sec4sws 192.168.251.1-192.168.251.7 mask 255.255.255.0 
ip local pool sec4fibu 192.168.253.164-192.168.253.167 mask 255.255.255.252 
ip local pool sec4moz 192.168.253.168-192.168.253.171 mask 255.255.255.252 
ip local pool sec4elektro 192.168.253.129-192.168.253.135 mask 255.255.255.248 
ip local pool POOL-AnyGK-EDV 192.168.252.64-192.168.252.71 mask 255.255.255.248 
ip local pool POOL-AnyGK-Fibu 192.168.252.80-192.168.252.95 mask 255.255.255.240 
ip local pool POOL-AnyGK-Elektro 192.168.252.72-192.168.252.79 mask 255.255.255.248 
ip local pool POOL-AnyGK-Verwaltung 192.168.252.96-192.168.252.111 mask 255.255.255.240 
ip local pool POOL-AnyGK-Standard 192.168.252.128-192.168.252.159 mask 255.255.255.224 
ip local pool POOL-AnyGK-HomeOffice 192.168.252.120-192.168.252.127 mask 255.255.255.248 
ip local pool POOL-AnyMOZ-Fibu 192.168.252.160-192.168.252.167 mask 255.255.255.248 
ip local pool POOL-AnyRW-Fibu 192.168.252.168-192.168.252.175 mask 255.255.255.248 
ip local pool POOL-AnyTYN-GL 192.168.252.176-192.168.252.183 mask 255.255.255.248 
ip local pool POOL-AnyRW-EDV 192.168.252.184-192.168.252.191 mask 255.255.255.248 
ip local pool POOL-AnyGK-Geo 192.168.252.192-192.168.252.199 mask 255.255.255.248 
ip local pool POOL-AnyBogala 192.168.252.112-192.168.252.119 mask 255.255.255.248 
ip local pool POOL-AnyRW-Vorstand 192.168.252.200-192.168.252.207 mask 255.255.255.248 
 
! 
interface GigabitEthernet0/0 
 nameif outside 
 security-level 0 
 ip address A.B.138.62 255.255.255.248  
! 
interface GigabitEthernet0/1 
 nameif inside 
 security-level 100 
 ip address 192.168.0.253 255.255.255.0  
! 
interface GigabitEthernet0/2 
 nameif dmz1 
 security-level 50 
 ip address 192.168.100.254 255.255.255.0  
! 
interface GigabitEthernet0/3 
 no nameif 
 no security-level 
 no ip address 
! 
interface GigabitEthernet0/3.255 
 description Internetzugang fuer Gaeste und Smartphones ueber WLAN 
 vlan 255 
 nameif guest 
 security-level 10 
 ip address 192.168.9.1 255.255.255.0  
! 
interface GigabitEthernet0/4 
 duplex full 
 no nameif 
 security-level 0 
 no ip address 



! 
interface GigabitEthernet0/5 
 shutdown 
 no nameif 
 no security-level 
 no ip address 
! 
interface Management0/0 
 management-only 
 shutdown 
 no nameif 
 no security-level 
 no ip address 
! 
boot system disk0:/asa9-12-4-smp-k8.bin 
boot system disk0:/asa964-25-smp-k8.bin 
ftp mode passive 
clock timezone CEST 1 
clock summer-time CEDT recurring last Sun Mar 2:00 last Sun Oct 3:00 
dns domain-lookup inside 
dns server-group DefaultDNS 
 name-server 192.168.0.6  
 name-server 192.168.20.100 inside 
 name-server 192.168.20.101 inside 
 domain-name kropfmuehl.loc 
same-security-traffic permit intra-interface 
object network nw-192.168.0.0-24 
 subnet 192.168.0.0 255.255.255.0 
object network nw-192.168.1.0-24 
 subnet 192.168.1.0 255.255.255.0 
 description Standort Pocking - Client/Drucker VLAN 
object network 192.168.3.0 
 subnet 192.168.3.0 255.255.255.0 
object network 192.168.2.0 
 subnet 192.168.2.0 255.255.255.0 
object network 192.168.173.0 
 subnet 192.168.173.0 255.255.255.0 
object network obj-192.168.5.0 
 subnet 192.168.5.0 255.255.255.0 
object network 192.168.250.0 
 subnet 192.168.250.0 255.255.255.0 
object network obj-192.168.251.0 
 subnet 192.168.251.0 255.255.255.0 
object network obj-192.168.252.0 
 subnet 192.168.252.0 255.255.255.0 
object network obj-192.168.253.0 
 subnet 192.168.253.0 255.255.255.0 
object network 192.168.0.13 
 host 192.168.0.13 
object network pool-sec4globalcitrix 
 subnet 192.168.250.0 255.255.255.192 
object network obj-192.168.0.15 
 host 192.168.0.15 
object network obj-10.1.1.0 
 subnet 10.1.1.0 255.255.255.248 
object network h-graphit-k-ts-02 
 host 192.168.0.21 
object network h-192.168.0.46-nat-tcp873 
 host 192.168.0.46 
object network obj-192.168.1.29 
 host 192.168.1.29 
object network obj-192.168.2.155 
 host 192.168.2.155 
object network obj-192.168.173.155 



 host 192.168.173.155 
object network h-192.168.0.44-nat-tcp80 
 host 192.168.0.44 
object network h-192.168.0.46-nat-tcp21 
 host 192.168.0.46 
object network nw-172.16.0.0-24-nat-vpn 
 subnet 172.16.0.0 255.255.255.0 
object network obj-172.17.0.0 
 subnet 172.17.0.0 255.255.255.0 
object network 192.168.100.0 
 subnet 192.168.100.0 255.255.255.0 
object network h-192.168.100.13-nat-tcp443 
 host 192.168.100.13 
object network h-192.168.100.22 
 host 192.168.100.22 
object service obj-tcp-source-eq-25 
 service tcp source eq smtp  
object network h-192.168.100.23-nat 
 host 192.168.100.23 
object service obj-tcp-eq-25 
 service tcp destination eq smtp  
object network h-graphit-k-ex-01 
 host 192.168.0.9 
object network h-graphit-k-sp-01 
 host 192.168.0.14 
 description SharePoint 
object network h-graphit-k-proxy-01 
 host 192.168.100.21 
object network h-graphit-k-fp01 
 host 192.168.0.8 
object network h-graphit-k-sv-01 
 host 192.168.0.10 
object network TrendMicro-DMZ1 
 host 192.168.100.20 
 description Created during name migration 
object network h-graphit-k-ts-03 
 host 192.168.0.26 
object network h-graphit-po-dc1 
 host 192.168.1.12 
object network h-graphit-po-dc2 
 host 192.168.1.10 
object network h-graphit-k-ts-04 
 host 192.168.0.27 
object network nw-192.168.253.160-30 
 subnet 192.168.253.160 255.255.255.252 
object network nw-192.168.0.0-16 
 subnet 192.168.0.0 255.255.0.0 
object network h-graphit-k-dc01 
 host 192.168.0.6 
object network h-graphit-k-dc02 
 host 192.168.0.7 
object network h-graphit-k-mf-01 
 host 192.168.0.12 
object network POOL-sec4moz 
 subnet 192.168.253.168 255.255.255.252 
 description Created during name migration 
object network SWS-VPN-Fernwartung 
 host 192.168.251.1 
object network POOL-sec4as 
 subnet 192.168.252.32 255.255.255.224 
 description Created during name migration 
object network POOL-sec4client 
 subnet 192.168.253.32 255.255.255.224 
 description Created during name migration 



object network POOL-mozivasupport 
 subnet 192.168.253.64 255.255.255.248 
 description Created during name migration 
object network h-192.168.0.1 
 host 192.168.0.1 
object network h-192.168.0.10 
 host 192.168.0.10 
object network h-192.168.0.11 
 host 192.168.0.11 
object network h-192.168.0.12 
 host 192.168.0.12 
object network h-graphit-k-mf-02 
 host 192.168.0.13 
object network h-192.168.0.149 
 host 192.168.0.149 
object network h-192.168.0.153 
 host 192.168.0.153 
object network h-192.168.0.154 
 host 192.168.0.154 
object network h-192.168.0.18 
 host 192.168.0.18 
object network h-192.168.0.199 
 host 192.168.0.199 
object network h-192.168.0.45 
 host 192.168.0.45 
object network h-192.168.0.6 
 host 192.168.0.6 
object network h-192.168.0.64 
 host 192.168.0.64 
object network h-192.168.0.7 
 host 192.168.0.7 
object network h-192.168.0.8 
 host 192.168.0.8 
object network h-192.168.0.9 
 host 192.168.0.9 
object network h-192.168.1.10 
 host 192.168.1.10 
object network h-192.168.1.12 
 host 192.168.1.12 
object network h-192.168.100.20 
 host 192.168.100.20 
object network h-192.168.100.21 
 host 192.168.100.21 
object network h-192.168.100.22-nat-tcp25 
 host 192.168.100.22 
object network h-192.168.100.23 
 host 192.168.100.23 
object network h-192.168.100.24 
 host 192.168.100.24 
object network h-192.168.100.30 
 host 192.168.100.30 
object network h-10.99.0.200 
 host 10.99.0.200 
object network h-10.99.0.25 
 host 10.99.0.25 
object network nw-172.17.0.0-24 
 subnet 172.17.0.0 255.255.255.0 
 description standort srilanka 
object network nw-192.168.173.0-24 
 subnet 192.168.173.0 255.255.255.0 
 description Standort Moziva 
object network nw-192.168.2.0-24 
 subnet 192.168.2.0 255.255.255.0 
 description Standort Bonn 



object network nw-192.168.3.0-24 
 subnet 192.168.3.0 255.255.255.0 
 description Standort Wedel 
object network h-192.168.0.61 
 host 192.168.0.61 
object network h-192.168.0.65 
 host 192.168.0.65 
object network nw-192.168.100.0-24 
 subnet 192.168.100.0 255.255.255.0 
 description netzwerk dmz 
object network pool-192.168.253.96-27 
 subnet 192.168.253.96 255.255.255.224 
 description vpn pool sec4homeoffice 
object network nw-192.168.100.0-24-pat 
 subnet 192.168.100.0 255.255.255.0 
object network nw-192.168.0.0-24-pat 
 subnet 192.168.0.0 255.255.255.0 
object network h-192.168.0.15 
 host 192.168.0.15 
object network h-192.168.0.46 
 host 192.168.0.46 
object network h-192.168.0.16 
 host 192.168.0.16 
object network h-graphit-k-sv-08 
 host 192.168.0.28 
object network h-192.168.1.11 
 host 192.168.1.11 
object network h-192.168.1.33 
 host 192.168.1.33 
object network pool-sec4elektro 
 subnet 192.168.253.128 255.255.255.248 
object network pool-sec4prisma 
 subnet 192.168.253.224 255.255.255.248 
object network pool-mobileZV 
 subnet 192.168.253.16 255.255.255.240 
object network pool-sec4fibu 
 subnet 192.168.253.164 255.255.255.252 
object network nw-10.0.0.0-8 
 subnet 10.0.0.0 255.0.0.0 
object network nw-172.16.0.0-12 
 subnet 172.16.0.0 255.240.0.0 
object network pool-sec4sws 
 range 192.168.251.1 192.168.251.7 
object network 70-89 
 range 192.168.0.70 192.168.0.89 
object network obj-host-192.168.173.240 
 host 192.168.173.240 
object network h-192.168.100.25 
 host 192.168.100.25 
object network h-192.168.100.25-nat 
 host 192.168.100.25 
 description Ironport Mail 
object network h-192.168.100.25-nat-tcp25 
 host 192.168.100.25 
object network h-192.168.100.25-nat-tcp83 
 host 192.168.100.25 
object network Interne-Netze 
 range 192.168.0.0 192.168.99.255 
object network h-192.168.0.231 
 host 192.168.0.231 
 description Graphit-k-sv-09 
object network h-192.168.0.137 
 host 192.168.0.137 
object network h-192.168.0.162 



 host 192.168.0.162 
object network 192.168.0.158 
 host 192.168.0.158 
object network h-192.168.0.46-nat-tcp22 
 host 192.168.0.46 
 description Standort China evtl. Dynamisch 
object network h-192.168.100.50-nat-tcp873 
 host 192.168.100.50 
object network h-192.168.100.50-nat-tcp22 
 host 192.168.100.50 
 description NAS 
object network nw-192.168.20.0-24 
 subnet 192.168.20.0 255.255.255.0 
object network h-192.168.20.100 
 host 192.168.20.100 
 description DC1-neu 
object network h-192.168.20.101 
 host 192.168.20.101 
 description DC2-neu 
object network nw-192.168.20.0-24-pat 
 subnet 192.168.20.0 255.255.255.0 
object network h-192.168.100.10 
 host 192.168.100.10 
 description Netscaler NSIP dmz1 
object network h-192.168.100.11 
 host 192.168.100.11 
 description Netscaler SNIP dmz1 
object network h-192.168.100.14 
 host 192.168.100.14 
 description Cisco WSA 
object network h-192.168.20.104 
 host 192.168.20.104 
 description Exchange Server 
object network h-192.168.0.14 
 host 192.168.0.14 
 description Sharepoint portal.gk-graphite.com 
object network h-192.168.20.106 
 host 192.168.20.106 
 description Netscaler VIP TD20 ldaps 
object network h-192.168.100.12_443 
 host 192.168.100.12 
object network h-192.168.20.104_443 
 host 192.168.20.104 
object network h-192.168.20.107 
 host 192.168.20.107 
 description VIP fuer LDAP Pocking 
object network 192.168.0.177 
 host 192.168.0.177 
object network nw-172.16.1.0-24 
 subnet 172.16.1.0 255.255.255.0 
object network nw-192.168.120.0-24 
 subnet 192.168.120.0 255.255.255.0 
 description Standort Pocking - Server VLAN 
object network nw-192.168.130.0-24 
 subnet 192.168.130.0 255.255.255.0 
 description Standort Pocking - Management VLAN 
object network nw-192.168.140.0-24 
 subnet 192.168.140.0 255.255.255.0 
 description Standort Pocking - VoIP VLAN 
object network GK315 
 host 192.168.0.145 
 description GK315 (ReiserF) 
object network GK314 
 host 192.168.0.63 



 description GK314 (KruegerN) 
object network GRAPHIT-K-DC-04 
 host 192.168.20.100 
 description DomainController 
object network PROXY-01 
 host 192.168.100.14 
 description Proxy 
object network GRAPHIT-K-DC-05 
 host 192.168.20.101 
 description DomainController 
object network GRAPHIT-K-EX-02 
 host 192.168.20.104 
 description Exchange 
object network GRAPHIT-K-TS-04 
 host 192.168.0.27 
 description Navision (DE) Terminal Server 
object network GRAPHIT-K-FP-01 
 host 192.168.20.103 
 description File & Print 
object network GRAPHIT-K-SV-21 
 host 192.168.20.128 
 description Qlikview 
object network 192.168.1.17 
 host 192.168.1.17 
 description SILICIUM-P-SV02 IT-Server 
object network POOL-AnyGK-EDV 
 range 192.168.252.64 192.168.252.71 
 description AnyConnect Address Pool GK EDV 
object network GRAPHIT-K-SV-12 
 host 192.168.20.109 
 description HVB UC eBanking Prime 
object network POOL-AnyGK-Elektro 
 range 192.168.252.72 192.168.252.79 
 description AnyConnect Address Pool GK Elektro 
object network GRAPHIT-K-SP-01 
 host 192.168.0.14 
 description SharePoint 
object network GRAPHIT-K-TS-02 
 host 192.168.0.21 
 description Office, WEKA, Hyperion, JetReports 
object network GK259 
 host 192.168.0.86 
 description SPS Monitoring PC 
object network POOL-AnyGK-Fibu 
 range 192.168.252.80 192.168.252.95 
 description AnyConnect Address Pool GK Fibu 
object network GRAPHIT-NAS-01 
 host 192.168.0.45 
 description NAS Kropfmuehl 
object network POOL-AnyGK-Verwaltung 
 range 192.168.252.96 192.168.252.111 
 description AnyConnect Address Pool GK Verwaltung 
object network GRAPHIT-K-SV-08 
 host 192.168.0.28 
 description Hyperion 
object network POOL-AnyGK-Standard 
 range 192.168.252.128 192.168.252.159 
 description AnyConnect Address Pool GK Standard 
object network POOL-AnyGK-HomeOffice 
 range 192.168.252.120 192.168.252.127 
 description AnyConnect Address Pool GK HomeOffice 
object network POOL-AnyMOZ-Fibu 
 range 192.168.252.160 192.168.252.167 
 description AnyConnect Address Pool MOZ Fibu 



object network POOL-AnyRW-Fibu 
 range 192.168.252.168 192.168.252.175 
 description AnyConnect Address Pool RW Fibu 
object network POOL-AnyTYN-GL 
 range 192.168.252.176 192.168.252.183 
 description AnyConnect Address Pool TYN GL 
object network GRAPHIT-K-TS-03 
 host 192.168.0.26 
 description Navision (CZ) Terminal Server 
object network GRAPHIT-K-SV-14 
 host 192.168.20.111 
 description Norman, WSUS 
object network POOL-AnyRW-EDV 
 range 192.168.252.184 192.168.252.191 
 description AnyConnect Address Pool RW EDV 
object network POOL-AnyGK-Geo 
 range 192.168.252.192 192.168.252.199 
 description AnyConnect Address Pool GK Geo 
object network GRAPHIT-K-IT-02 
 host 192.168.20.112 
 description IT Server 
object network GRAPHIT-K-MON-01 
 host 192.168.20.113 
 description azeti Sonarplex Monitoring 
object network h-192.168.100.14-80-443 
 host 192.168.100.14 
 description 192.168.0-24; 192.168.20.0-24; 192.168.100.0-24 
object network h-192.168.120.100 
 host 192.168.120.100 
 description RW-P-DC-01 
object network h-192.168.120.101 
 host 192.168.120.101 
 description RW-P-BK-01 
object network nw-192.168.9.0_24_NAT 
 subnet 192.168.9.0 255.255.255.0 
 description NAT fuer Gaeste und Smartphones 
object network nw-192.168.9.0_24 
 subnet 192.168.9.0 255.255.255.0 
 description WLAN Inside 
object service obj-tcp-eq-443 
 service tcp destination eq https  
object network h-A.B.138.62 
 host A.B.138.62 
object network h-192.168.9.101 
 host 192.168.9.101 
object service obj-tcp-eq-81 
 service tcp destination eq 81  
object service obj-tcp-eq-80 
 service tcp destination eq www  
object network h-192.168.9.1 
 host 192.168.9.1 
object network h-192.168.100.13 
 host 192.168.100.13 
object network h-192.168.100.12 
 host 192.168.100.12 
object network POOL-AnyBogala 
 range 192.168.252.112 192.168.252.119 
 description AnyConnect Address Pool Bogala 
object service SIP 
 service udp destination eq sip  
object network GRAPHIT-K-WK-01 
 host 192.168.20.126 
object network GRAPHIT-K-WK-02 
 host 192.168.20.127 



object network h-192.168.100.9-nat-tcp83 
 host 192.168.100.9 
object network h-192.168.100.26 
 host 192.168.100.26 
object service obj-tcp-eq-60024 
 service tcp destination eq 60024  
 description EC-Karten Terminal 
object service obj-tcp-eq-1280 
 service tcp destination eq 1280  
object network Swyx-Server_192.168.40.1 
 host 192.168.40.1 
object service Swyx-Port_TCP_9101 
 service tcp destination eq 9101  
object service Swyx-Port_UDP_9101 
 service udp destination eq 9101  
object service Swyx-Port_TCP_16203 
 service tcp destination eq 16203  
object service Swyx-Port_UDP_16203 
 service udp destination eq 16203  
object network Swyx_TCP_9101 
 host 192.168.40.1 
object network Swyx_UDP_9101 
 host 192.168.40.1 
object network Swyx_TCP_16203 
 host 192.168.40.1 
object network Swyx_UDP_16203 
 host 192.168.40.1 
object network Swyx_TCP_443 
 host 192.168.40.1 
object network h-192.168.40.1 
 host 192.168.40.1 
object network nw-192.168.180.0-24 
 subnet 192.168.180.0 255.255.255.0 
 description Standort Pocking - Video VLAN 
object network Graphit-k-sv-17 
 host 192.168.20.120 
 description Elektriker Server 
object network GRAPHIT-K-VCSA-01 
 host 192.168.20.249 
 description vCenter Server Appliance 
object network 192.168.0.246 
 host 192.168.0.246 
object network NASMosambik 
 host 196.28.229.18 
object network NASMosambik2 
 host 196.28.229.20 
object network GK402 
 host 192.168.0.148 
 description Cisco Webex Board 
object network POOL-AnyRW-Vorstand 
 range 192.168.252.200 192.168.252.207 
 description AnyConnect Address Pool RW Vorstand 
object network h-192.168.120.115 
 host 192.168.120.115 
 description RW-P-DC-02 
object network h-192.168.0.236 
 host 192.168.0.236 
 description Graphit-k-sv-07 
object service NavisionRTC_7046 
 service tcp destination eq 7046  
object service KasperskyKSC_13000 
 service tcp destination eq 13000  
object service NavisionClassic_1433 
 service tcp destination eq 1433  



object network GRAPHIT-K-DB-06 
 host 192.168.20.114 
object network GRAPHIT-K-SV-20 
 host 192.168.20.123 
 description JetReports "Server" 
object network Prisma_Informatik-NW 
 subnet 10.87.27.0 255.255.255.0 
object network GRAPHIT-K-DB-07 
 host 192.168.20.130 
object network GRAPHIT-K-SV-23 
 host 192.168.20.131 
object network GRAPHIT-K-SV-24 
 host 192.168.20.132 
object service TCP-3389 
 service tcp destination eq 3389  
object service UDP-3389 
 service udp destination eq 3389  
object-group service DM_INLINE_TCP_2 tcp 
 port-object eq www 
 port-object eq https 
object-group service Netbios-TCP tcp 
 port-object eq netbios-ssn 
 port-object eq 137 
object-group service Netbios-UDP udp 
 port-object eq netbios-ns 
 port-object eq netbios-dgm 
object-group service Mail-Proxy-Ports tcp 
 port-object eq 8080 
 port-object eq pop3 
 port-object eq smtp 
 port-object eq imap4 
object-group network Graphit-K-Server 
 network-object object h-192.168.0.1 
 network-object object h-192.168.0.10 
 network-object object h-192.168.0.11 
 network-object object h-192.168.0.12 
 network-object object h-graphit-k-mf-02 
object-group network SWS-VPN-HOSTS 
 network-object object h-10.99.0.200 
 network-object object h-10.99.0.25 
object-group network POP3-Hosts 
 network-object object h-192.168.0.64 
object-group network Office-Online 
 network-object object h-213.164.69.236 
 network-object object h-213.164.69.237 
object-group network Office-Online-LAN-Host 
 network-object object h-192.168.0.10 
 network-object object h-192.168.0.149 
 network-object object h-192.168.0.153 
 network-object object h-192.168.0.154 
 network-object object h-192.168.0.45 
 network-object object h-192.168.0.64 
object-group network VPN-Remote-Offices 
 network-object object nw-172.17.0.0-24 
 network-object object nw-192.168.173.0-24 
 network-object object nw-192.168.2.0-24 
 network-object object nw-192.168.3.0-24 
object-group network DMZ-Hosts 
 network-object object h-192.168.100.20 
 network-object object h-192.168.100.21 
 network-object object h-192.168.100.23 
 network-object object h-192.168.100.24 
 network-object object h-192.168.100.30 
 network-object object h-192.168.100.22 



 network-object object h-192.168.100.22-nat-tcp25 
 network-object object h-192.168.100.25 
 network-object object h-192.168.100.14 
object-group network IN-LAN-DMZ 
 network-object 192.168.0.0 255.255.255.0 
 network-object object nw-192.168.100.0-24 
object-group service INET-Ports-TCP tcp 
 port-object eq ftp 
 port-object eq ftp-data 
 port-object eq www 
 port-object eq https 
 port-object eq smtp 
 port-object eq ssh 
 port-object eq pop3 
 port-object eq rtsp 
 port-object eq 995 
object-group service INET-Ports-UDP udp 
 port-object eq domain 
 port-object eq ntp 
 port-object eq 554 
object-group service ADS-Ports-TCP tcp 
 port-object eq 445 
 port-object eq netbios-ssn 
 port-object eq ldap 
 port-object eq 135 
 port-object eq 1025 
 port-object eq 88 
object-group network Domaincontroller 
 network-object object h-192.168.0.6 
 network-object object h-192.168.0.7 
 network-object object h-192.168.0.8 
 network-object object h-192.168.0.9 
 network-object object h-192.168.1.12 
 network-object object h-192.168.20.100 
 network-object object h-192.168.20.101 
 network-object object h-192.168.120.100 
 network-object object h-192.168.120.101 
object-group service ADS-Ports-UDP udp 
 port-object eq 389 
 port-object eq 88 
 port-object eq netbios-ns 
 port-object eq domain 
object-group service ADS-LDAP tcp 
 port-object eq ldap 
 port-object eq 3268 
 port-object eq ldaps 
object-group service Webcast-Ports-TCP tcp 
 port-object eq 1090 
 port-object eq rtsp 
object-group network IN-SPS-Hosts 
 network-object object h-192.168.0.64 
 network-object object h-192.168.0.61 
 network-object object h-192.168.0.65 
object-group service Citrix-Ports-TCP tcp 
 port-object eq citrix-ica 
 port-object eq https 
 port-object eq www 
 port-object eq 2598 
object-group service Citrix-Ports-UDP udp 
 port-object eq 1604 
object-group network IN-Citrix-Server 
 network-object object h-192.168.0.12 
 network-object object h-graphit-k-mf-02 
object-group network AMG-Hyperion-Hosts 



 network-object object h-192.168.0.154 
 network-object object h-192.168.0.18 
 network-object object h-192.168.0.199 
object-group service EXT-Webcam tcp-udp 
 port-object range 4321 4322 
 port-object eq www 
object-group network EXT-Webcam-IPs 
 network-object object h-124.43.24.125 
 network-object object h-124.43.24.154 
object-group network Graphit-K-DCs 
 network-object object h-192.168.0.6 
 network-object object h-192.168.0.7 
 network-object object h-192.168.0.9 
object-group network Graphit-Po-DCs 
 network-object object h-192.168.1.10 
 network-object object h-192.168.1.12 
 network-object object h-192.168.120.100 
 network-object object h-192.168.120.101 
object-group service DM_INLINE_TCP_4 tcp 
 port-object eq 8080 
 port-object eq 9090 
object-group service DM_INLINE_TCP_8 tcp 
 port-object eq 8080 
 port-object eq 9080 
object-group service DM_INLINE_SERVICE_1 
 service-object icmp  
 service-object tcp destination eq 3389  
object-group service DM_INLINE_SERVICE_2 
 service-object icmp  
 service-object tcp destination eq 3389  
object-group network INSIDE-GEOSOFT 
 network-object object GK314 
 network-object object GK315 
object-group service OUT-GEOSOFT-SERVICES 
 service-object tcp destination eq www  
 service-object tcp destination eq https  
object-group service AMG-Cloud tcp 
 port-object range 9350 9355 
 port-object eq www 
 port-object eq https 
object-group network grp-vpn-standorte2kropmuehl 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.100.0-24 
 network-object object nw-192.168.20.0-24 
object-group network grp-private-addresses 
 network-object object nw-10.0.0.0-8 
 network-object object nw-172.16.0.0-12 
 network-object object nw-192.168.0.0-16 
object-group service http-https tcp 
 port-object eq www 
 port-object eq https 
object-group network grp-amg-mining-netze 
 network-object object nw-172.17.0.0-24 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.1.0-24 
 network-object object nw-192.168.100.0-24 
 network-object object nw-192.168.173.0-24 
 network-object object nw-192.168.2.0-24 
 network-object object nw-192.168.3.0-24 
 network-object object nw-192.168.20.0-24 
object-group service obj-srv-NAS-Moziva tcp 
 port-object eq 873 
 port-object eq www 
object-group network sec4elektrofreigabe 



 network-object object 70-89 
object-group network DM_INLINE_NETWORK_1 
 network-object object h-192.168.0.137 
object-group protocol DM_INLINE_PROTOCOL_4 
 protocol-object ip 
 protocol-object udp 
 protocol-object tcp 
object-group network DM_INLINE_NETWORK_2 
 network-object host 192.168.0.76 
 network-object object Graphit-k-sv-17 
object-group protocol DM_INLINE_PROTOCOL_5 
 protocol-object udp 
 protocol-object tcp 
object-group network DM_INLINE_NETWORK_9 
 network-object host 192.168.0.130 
 network-object host 192.168.0.86 
 network-object host 192.168.0.145 
object-group service PROXY-Ports-TCP tcp 
 port-object eq 8080 
 port-object eq 8443 
 port-object eq ftp 
 port-object eq 9021 
 port-object eq www 
object-group network DM_INLINE_NETWORK_6 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.20.0-24 
object-group network DM_INLINE_NETWORK_7 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.20.0-24 
 network-object host 192.168.40.21 
 network-object object Swyx-Server_192.168.40.1 
object-group network DM_INLINE_NETWORK_8 
 network-object object h-192.168.20.106 
 network-object object h-192.168.20.107 
object-group service DM_INLINE_TCP_3 tcp 
 port-object eq ldap 
 port-object eq ldaps 
object-group network grp-vpn-gk-po-src 
 network-object object nw-192.168.253.160-30 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.100.0-24 
 network-object object nw-192.168.20.0-24 
 network-object object POOL-AnyGK-EDV 
 network-object object POOL-AnyRW-Fibu 
 network-object object POOL-AnyRW-EDV 
 network-object object POOL-AnyRW-Vorstand 
object-group network grp-vpn-gk-po-dst 
 network-object object nw-192.168.1.0-24 
 network-object object nw-192.168.120.0-24 
 network-object object nw-192.168.130.0-24 
 network-object object nw-192.168.140.0-24 
 network-object object nw-192.168.180.0-24 
object-group network GRP-AnyGK-Server 
 description AnyConnect Standardservergruppe GK 
 network-object object GRAPHIT-K-DC-04 
 network-object object GRAPHIT-K-DC-05 
 network-object object GRAPHIT-K-EX-02 
 network-object object GRAPHIT-K-FP-01 
 network-object object PROXY-01 
 network-object object GRAPHIT-K-SV-14 
object-group network GRP-AnyGK-EDV2kropfmuehl 
 description AnyConnect Verbindungen GK EDV 
 group-object GRP-AnyGK-Server 
 network-object object GRAPHIT-K-IT-02 



 network-object host 192.168.0.10 
 network-object object GRAPHIT-K-TS-04 
 network-object host 192.168.100.51 
 network-object object h-192.168.0.236 
 network-object object Swyx-Server_192.168.40.1 
 network-object object GRAPHIT-K-DB-06 
object-group network NAS-CHINA 
 description NAS Systeme in China 
 network-object object NASQKGOffice 
 network-object object NASTonghe 
 network-object object NASMosambik 
 network-object object NASMosambik2 
object-group network GRP-AnyGK-Elektro2kropfmuehl 
 description AnyConnect Verbindungen GK Elektro 
 network-object object GRAPHIT-K-TS-04 
 network-object object GRAPHIT-K-SP-01 
 network-object object GK259 
 group-object GRP-AnyGK-Server 
 network-object host 172.16.0.9 
 network-object host 192.168.0.76 
 network-object object Swyx-Server_192.168.40.1 
 network-object object Graphit-k-sv-17 
object-group service DM_INLINE_TCP_5 tcp 
 port-object eq 81 
 port-object eq www 
object-group network GRP-AnyGK-Fibu2kropfmuehl 
 description AnyConnect Verbindungen GK Fibu 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-K-SV-12 
 network-object object GRAPHIT-K-TS-02 
 network-object object GRAPHIT-K-TS-04 
 network-object object GRAPHIT-NAS-01 
 group-object GRP-AnyGK-Server 
 network-object object Swyx-Server_192.168.40.1 
object-group service DM_INLINE_TCP_6 tcp 
 port-object eq 81 
 port-object eq www 
object-group network GRP-AnyGK-Verwaltung2kropfmuehl 
 description AnyConnect Verbindungen GK Verwaltung 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-K-SV-08 
 network-object object GRAPHIT-K-SV-12 
 network-object object GRAPHIT-K-TS-02 
 network-object object GRAPHIT-K-TS-04 
 network-object object GRAPHIT-NAS-01 
 group-object GRP-AnyGK-Server 
 network-object object GRAPHIT-K-SV-21 
 network-object object h-192.168.0.236 
 network-object object Swyx-Server_192.168.40.1 
 network-object object GRAPHIT-K-SV-20 
object-group service DM_INLINE_TCP_7 tcp 
 port-object eq 81 
 port-object eq www 
object-group network GRP-AnyBONN2kropfmuehl 
 description AnyConnect Verbindungen BONN 
 network-object object GRAPHIT-K-DC-04 
 network-object object GRAPHIT-K-DC-05 
 network-object object GRAPHIT-K-EX-02 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-K-TS-04 
 network-object object GRAPHIT-K-TS-02 
object-group network DM_INLINE_NETWORK_10 
 network-object host 192.168.0.130 
 network-object host 192.168.0.86 



 network-object host 192.168.0.209 
object-group network GRP-AnyGK-Standard2kropfmuehl 
 description AnyConnect Verbindungen GK Standard 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-K-TS-02 
 network-object object GRAPHIT-K-TS-04 
 group-object GRP-AnyGK-Server 
 network-object object GRAPHIT-K-TS-03 
 network-object object Swyx-Server_192.168.40.1 
 network-object object GRAPHIT-K-SV-21 
object-group service DM_INLINE_TCP_9 tcp 
 port-object eq 81 
 port-object eq www 
object-group network GRP-AnyGK-HomeOffice2kropfmuehl 
 description AnyConnect Verbindungen GK HomeOffice 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-K-TS-02 
 network-object object GRAPHIT-K-TS-04 
 group-object GRP-AnyGK-Server 
 network-object object GRAPHIT-K-SV-14 
 network-object object GRAPHIT-K-SV-21 
 network-object object GRAPHIT-K-SV-12 
 network-object object Swyx-Server_192.168.40.1 
object-group service DM_INLINE_TCP_10 tcp 
 port-object eq 81 
 port-object eq www 
object-group network GRP-AnyMOZ-Fibu2kropfmuehl 
 description AnyConnect Verbindungen MOZ Fibu 
 network-object object GRAPHIT-K-TS-04 
object-group network GRP-AnyRW-Fibu2Kropfmuehl 
 description AnyConnect Verbindungen RW Fibu 
 network-object object GRAPHIT-K-DC-04 
 network-object object GRAPHIT-K-DC-05 
 network-object object GRAPHIT-K-SV-12 
 network-object object GRAPHIT-K-TS-04 
 network-object object GRAPHIT-K-EX-02 
 network-object object h-192.168.120.100 
 network-object host 192.168.120.105 
 network-object host 192.168.120.107 
 network-object object h-192.168.120.115 
 network-object host 192.168.0.235 
object-group network GRP-AnyTYN-GL2kropfmuehl 
 description AnyConnect Verbindungen TYN GL 
 network-object host 192.168.173.2 
 network-object object GRAPHIT-K-DC-04 
 network-object object GRAPHIT-K-DC-05 
 network-object object GRAPHIT-K-TS-03 
 network-object object h-192.168.20.104 
object-group service DM_INLINE_TCP_12 tcp 
 port-object eq 8080 
 port-object eq 9080 
object-group network GRP-AnyRW-Vorstand2Kropfmuehl 
 description AnyConnect Verbindung RW Vorstand 
 network-object host 192.168.120.105 
 network-object host 192.168.120.107 
 network-object object GRAPHIT-K-DC-04 
 network-object object GRAPHIT-K-DC-05 
 network-object object GRAPHIT-K-EX-02 
 network-object object GRAPHIT-K-SV-12 
 network-object object GRAPHIT-K-TS-04 
 network-object object h-192.168.120.100 
 network-object object h-192.168.120.115 
object-group network GRP-AnyRW-EDV2Kropfmuehl 
 description AnyConnect Verbindungen RW EDV 



 network-object object nw-192.168.1.0-24 
 network-object object nw-192.168.120.0-24 
 network-object object nw-192.168.130.0-24 
 network-object object nw-192.168.140.0-24 
 network-object object GRAPHIT-K-EX-02 
 network-object object GRAPHIT-K-TS-04 
 network-object object nw-192.168.180.0-24 
object-group network GRP-AnyGK-Geo2kropfmuehl 
 description AnyConnect Verbindungen GK Geo 
 network-object object GRAPHIT-K-SP-01 
 network-object object GRAPHIT-NAS-01 
 group-object GRP-AnyGK-Server 
 network-object object GK316 
 network-object host 192.168.0.164 
 network-object object Swyx-Server_192.168.40.1 
object-group service DM_INLINE_TCP_11 tcp 
 port-object eq 81 
 port-object eq www 
object-group network DM_INLINE_NETWORK_11 
 network-object host 192.168.0.156 
 network-object host 192.168.0.86 
object-group network DM_INLINE_NETWORK_12 
 network-object host 192.168.0.25 
 network-object host 192.168.20.121 
object-group network DM_INLINE_NETWORK_13 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.20.0-24 
object-group network DM_INLINE_NETWORK_14 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.20.0-24 
object-group protocol DM_INLINE_PROTOCOL_1 
 protocol-object ip 
 protocol-object icmp 
object-group network DM_INLINE_NETWORK_15 
 network-object object nw-192.168.0.0-24 
 network-object object nw-192.168.20.0-24 
object-group network GRP-AnyBogala2Kropfmuehl 
 description AnyConnect Verbindungen Bogala 
 network-object host 192.168.100.51 
object-group network DM_INLINE_NETWORK_16 
 network-object object NASQKGOffice 
 network-object object NASTonghe 
object-group service DM_INLINE_SERVICE_5 
object-group network Zeitterminals 
 description Zeiterfassungsterminals Kropfmühl 
 network-object host 192.168.0.247 
 network-object host 192.168.0.248 
 network-object host 192.168.0.249 
 network-object object 192.168.0.246 
object-group protocol DM_INLINE_PROTOCOL_2 
 protocol-object ip 
 protocol-object icmp 
object-group service DM_INLINE_TCP_1 tcp 
 port-object eq ssh 
 port-object eq telnet 
object-group service DM_INLINE_SERVICE_6 
 service-object object obj-tcp-eq-1280  
 service-object object obj-tcp-eq-60024  
object-group service Swyx-Ports 
 service-object object Swyx-Port_TCP_9101  
 service-object object Swyx-Port_UDP_9101  
 service-object object Swyx-Port_TCP_16203  
 service-object object Swyx-Port_UDP_16203  
object-group network APIs 



 network-object object Apple_API 
 network-object object Google_API 
object-group protocol DM_INLINE_PROTOCOL_3 
 protocol-object udp 
 protocol-object tcp 
object-group protocol TCPUDP 
 protocol-object udp 
 protocol-object tcp 
object-group network Hosts4Prisma_Informatik 
 network-object object GRAPHIT-K-DB-07 
 network-object object GRAPHIT-K-SV-21 
 network-object object GRAPHIT-K-SV-23 
 network-object object GRAPHIT-K-SV-24 
object-group service RDP 
 service-object object TCP-3389  
 service-object object UDP-3389  
object-group service DM_INLINE_SERVICE_3 
 service-object icmp  
 group-object RDP 
object-group service DM_INLINE_SERVICE_4 
 service-object icmp  
 group-object RDP 
object-group service DM_INLINE_SERVICE_7 
 service-object icmp  
 group-object RDP 
object-group service DM_INLINE_SERVICE_8 
 service-object icmp  
 group-object RDP 
access-list in-dmz1 extended permit udp host 192.168.100.11 host 192.168.20.101 eq domain  
access-list in-dmz1 extended permit icmp host 192.168.100.10 host 192.168.0.14 echo inactive  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object-group Domaincontroller  
access-list in-dmz1 extended permit tcp object-group DMZ-Hosts object-group Domaincontroller object-group ADS-Ports-TCP 
inactive  
access-list in-dmz1 extended permit udp object-group DMZ-Hosts object-group Domaincontroller object-group ADS-Ports-UDP 
inactive  
access-list in-dmz1 extended permit tcp object-group DMZ-Hosts object h-192.168.20.104 eq smtp  
access-list in-dmz1 extended permit tcp object-group DMZ-Hosts object h-graphit-k-ex-01 object-group http-https inactive  
access-list in-dmz1 extended permit tcp object-group DMZ-Hosts object h-graphit-k-sp-01 object-group http-https  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object h-graphit-k-sp-01 inactive  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object nw-192.168.1.0-24  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object nw-192.168.2.0-24 inactive  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object nw-192.168.3.0-24  
access-list in-dmz1 extended permit ip object-group DMZ-Hosts object nw-192.168.173.0-24  
access-list in-dmz1 extended permit ip object h-graphit-k-proxy-01 object pool-192.168.253.96-27 inactive  
access-list in-dmz1 extended deny ip object-group DMZ-Hosts object-group grp-private-addresses  
access-list in-dmz1 extended deny tcp object-group DMZ-Hosts any4 object-group Netbios-TCP  
access-list in-dmz1 extended deny udp object-group DMZ-Hosts any4 object-group Netbios-UDP  
access-list in-dmz1 extended permit tcp object-group DMZ-Hosts any4 object-group INET-Ports-TCP  
access-list in-dmz1 extended permit udp object-group DMZ-Hosts any4 object-group INET-Ports-UDP  
access-list in-dmz1 extended permit icmp object-group DMZ-Hosts any4  
access-list in-dmz1 extended permit tcp object h-192.168.100.22 host 203.189.191.34 eq 8080 log disable inactive  
access-list in-dmz1 remark OWA Zugriff 
access-list in-dmz1 remark OWA Zugriff 
access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 extended permit tcp object h-192.168.100.11 object h-192.168.20.104 eq https  
access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 extended permit tcp object h-192.168.100.11 object h-192.168.0.14 eq 82  
access-list in-dmz1 remark Netscaler Check 
access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 remark Netscaler LDAPS zum internen VIP 
access-list in-dmz1 extended permit tcp object h-192.168.100.11 object h-192.168.0.14 eq 81 inactive  
access-list in-dmz1 remark Zugriff Navision WebClient Bogala 



access-list in-dmz1 remark Portal Zugriff 
access-list in-dmz1 extended permit icmp object h-192.168.100.11 object h-192.168.0.14  
access-list in-dmz1 remark Netscaler Check 
access-list in-dmz1 remark Netscaler Check 
access-list in-dmz1 extended permit icmp object h-192.168.100.11 object-group Domaincontroller  
access-list in-dmz1 remark Netscaler LDAPS zum internen VIP 
access-list in-dmz1 extended permit tcp object h-192.168.100.10 object-group DM_INLINE_NETWORK_8 object-group 
DM_INLINE_TCP_3  
access-list in-dmz1 remark Zugriff Navision WebClient Bogala 
access-list in-dmz1 extended permit tcp object h-192.168.100.14 host 220.247.201.237 eq 8080 log disable  
access-list in-dmz1 remark Zugriff Navision WebClient Bogala 
access-list in-dmz1 extended permit object obj-tcp-eq-25 host 192.168.100.50 object h-192.168.20.104  
access-list in-dmz1 extended permit ip object h-192.168.100.14 object-group DM_INLINE_NETWORK_16  
access-list in-dmz1 extended permit tcp object h-192.168.100.14 any4 eq 8080  
access-list in-dmz1 remark Proxy2outside2 
access-list in-inside extended permit object-group DM_INLINE_SERVICE_8 object-group Hosts4Prisma_Informatik object 
Prisma_Informatik-NW  
access-list in-inside extended permit tcp host 192.168.20.100 host 192.168.100.13 eq https inactive  
access-list in-inside extended permit icmp any any  
access-list in-inside extended permit ip object-group Graphit-K-DCs object-group Graphit-Po-DCs inactive  
access-list in-inside extended permit ip object h-graphit-k-fp01 object nw-192.168.1.0-24 inactive  
access-list in-inside extended permit ip object h-graphit-k-sp-01 object-group Graphit-Po-DCs  
access-list in-inside extended permit icmp object nw-192.168.0.0-24 object nw-192.168.1.0-24 echo  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object nw-192.168.1.0-24 eq 3389  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object nw-192.168.1.0-24 eq 5900  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object nw-192.168.1.0-24 eq telnet  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object nw-192.168.1.0-24 eq ssh  
access-list in-inside remark ASDM Zugriff Pocking 
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object nw-192.168.1.0-24 eq 8443  
access-list in-inside extended permit ip object nw-192.168.0.0-24 object nw-192.168.120.0-24  
access-list in-inside extended permit ip object nw-192.168.20.0-24 object nw-192.168.1.0-24  
access-list in-inside extended permit ip object nw-192.168.20.0-24 object nw-192.168.120.0-24  
access-list in-inside extended permit udp object-group Domaincontroller any4 eq domain  
access-list in-inside extended permit udp object-group Domaincontroller any4 eq ntp  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object-group DMZ-Hosts eq 3389  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object h-192.168.100.22 eq 9240 inactive  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 gt 1023 object-group DMZ-Hosts object-group Mail-Proxy-Ports  
access-list in-inside extended permit tcp object nw-192.168.20.0-24 gt 1023 object-group DMZ-Hosts object-group Mail-Proxy-Ports  
access-list in-inside extended permit icmp object nw-192.168.0.0-24 object-group DMZ-Hosts  
access-list in-inside extended permit icmp object nw-192.168.20.0-24 object-group DMZ-Hosts  
access-list in-inside extended permit icmp object-group DM_INLINE_NETWORK_6 object h-192.168.100.14  
access-list in-inside extended permit tcp object-group DM_INLINE_NETWORK_7 object h-192.168.100.14 object-group PROXY-Ports-
TCP  
access-list in-inside extended permit tcp object-group POP3-Hosts gt 1023 any4 eq pop3 inactive  
access-list in-inside extended permit ip object nw-192.168.0.0-24 object-group VPN-Remote-Offices  
access-list in-inside extended permit ip object nw-192.168.20.0-24 object-group VPN-Remote-Offices  
access-list in-inside extended permit ip object nw-192.168.0.0-24 object 192.168.250.0 inactive  
access-list in-inside extended permit ip object nw-192.168.0.0-24 192.168.251.0 255.255.255.0  
access-list in-inside extended permit ip object nw-192.168.0.0-24 192.168.252.0 255.255.255.0  
access-list in-inside extended permit ip object nw-192.168.0.0-24 192.168.253.0 255.255.255.0  
access-list in-inside extended permit tcp object 192.168.0.13 eq citrix-ica object pool-sec4globalcitrix inactive  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 any4 eq 8000 inactive  
access-list in-inside extended permit tcp object-group Office-Online-LAN-Host object-group Office-Online inactive  
access-list in-inside extended permit tcp object h-192.168.0.64 host 81.169.145.70 inactive  
access-list in-inside remark Nagios Host 
access-list in-inside remark Nagios Host 
access-list in-inside extended permit ip object h-192.168.0.18 any4 inactive  
access-list in-inside extended permit udp host 192.168.0.35 object-group DMZ-Hosts eq 3052 inactive  
access-list in-inside extended permit ip host 192.168.0.35 object-group DMZ-Hosts inactive  
access-list in-inside extended permit udp host 192.168.0.34 object-group DMZ-Hosts eq 3052 inactive  
access-list in-inside extended permit ip object h-graphit-k-sv-01 object TrendMicro-DMZ1 inactive  
access-list in-inside extended permit ip object h-192.168.0.45 object TrendMicro-DMZ1 inactive  
access-list in-inside extended permit ip object h-192.168.0.64 object TrendMicro-DMZ1 inactive  



access-list in-inside extended permit tcp object nw-192.168.0.0-24 object-group EXT-Webcam-IPs object-group EXT-Webcam 
inactive  
access-list in-inside extended permit udp object nw-192.168.0.0-24 object-group EXT-Webcam-IPs object-group EXT-Webcam 
inactive  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 any4 object-group Webcast-Ports-TCP  
access-list in-inside extended permit tcp object nw-192.168.0.0-24 any4 eq https  
access-list in-inside extended permit ip object h-graphit-k-ts-03 object h-graphit-po-dc1 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-03 object h-graphit-po-dc2 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-02 object h-graphit-po-dc1 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-02 object h-graphit-po-dc2 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-02 object-group Graphit-Po-DCs inactive  
access-list in-inside remark xid.geosoft.com 
access-list in-inside extended permit ip object h-graphit-k-ts-04 object h-graphit-po-dc2 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-04 object h-graphit-po-dc1 inactive  
access-list in-inside extended permit ip object h-graphit-k-ts-04 object-group Graphit-Po-DCs inactive  
access-list in-inside remark xid.geosoft.com 
access-list in-inside remark xid.geosoft.com 
access-list in-inside extended permit object-group OUT-GEOSOFT-SERVICES object-group INSIDE-GEOSOFT object-group OUTSIDE-
GEOSOFT inactive  
access-list in-inside remark amg-mining.globalconcepts-cloud.de 
access-list in-inside extended permit tcp object h-192.168.0.46 host 192.168.1.29 eq 873 inactive  
access-list in-inside extended permit tcp object h-192.168.0.46 host 192.168.2.155 eq 873 inactive  
access-list in-inside remark NAS-Access Moziva 
access-list in-inside extended permit tcp object h-192.168.0.46 host 192.168.173.155 eq 873 inactive  
access-list in-inside remark EDI-FACT 
access-list in-inside remark amg-mining.globalconcepts-cloud.de 
access-list in-inside remark SFTP 
access-list in-inside extended permit tcp host 192.168.0.25 object-group AMG-Cloud-Server object-group AMG-Cloud inactive  
access-list in-inside remark NAS-Access Moziva 
access-list in-inside extended permit tcp object nw-192.168.0.0-24 object obj-host-192.168.173.240 object-group obj-srv-NAS-
Moziva log disable inactive  
access-list in-inside remark EDI-FACT 
access-list in-inside extended permit tcp 192.168.0.0 255.255.255.0 host 195.242.66.245 eq ssh inactive  
access-list in-inside remark SFTP 
access-list in-inside extended permit ip any object h-192.168.100.25  
access-list in-inside extended permit ip object nw-192.168.0.0-24 host 192.168.1.24 inactive  
access-list in-inside extended permit udp object GRAPHIT-K-MON-01 host 192.168.100.50 eq snmp  
access-list in-inside remark OpenVPN Deltalogic für Moz und Lugerstollen 
access-list in-inside remark tmp. für Manuela 
access-list in-inside extended permit ip host 192.168.0.50 object nw-192.168.1.0-24 inactive  
access-list in-inside remark tmp. Scribe Server Aktivierung 
access-list in-inside extended permit tcp object-group DM_INLINE_NETWORK_12 any object-group http-https inactive  
access-list in-inside extended permit tcp host 192.168.20.116 any object-group http-https  
access-list in-inside extended permit object-group DM_INLINE_PROTOCOL_1 object-group DM_INLINE_NETWORK_14 object nw-
194.115.198.0-24  
access-list in-inside extended permit ip object nw-192.168.0.0-24 host 192.168.3.105 inactive  
access-list in-inside extended permit tcp object GRAPHIT-K-IT-02 object h-192.168.100.10 eq https  
access-list in-inside extended permit tcp object GRAPHIT-K-IT-02 host 192.168.100.14 object-group DM_INLINE_TCP_1  
access-list in-inside remark Zahlungsverkehr EC-Kartenterminal BBW 
access-list in-inside extended permit object-group DM_INLINE_SERVICE_6 object 192.168.0.13 object-group 
DM_INLINE_NETWORK_18  
access-list in-inside extended permit ip object GRAPHIT-K-VCSA-01 any inactive  
access-list in-inside extended permit tcp object Swyx-Server_192.168.40.1 object-group APIs eq https  
access-list in-inside extended permit ip object GK402 any  
access-list in-inside extended permit tcp object GRAPHIT-K-SV-14 any object-group DM_INLINE_TCP_2  
access-list in-inside extended permit ip host 192.168.20.129 any  
access-list in-inside remark OpenVPN MOZ 
access-list nonat-dmz1 extended permit ip object 192.168.100.0 object nw-192.168.1.0-24  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 object 192.168.3.0  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 object 192.168.2.0  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 object 192.168.173.0  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 192.168.5.0 255.255.255.0  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 192.168.251.0 255.255.255.0  
access-list nonat-dmz1 extended permit ip object 192.168.100.0 192.168.252.0 255.255.255.0  



access-list nonat-dmz1 extended permit ip object 192.168.100.0 192.168.253.0 255.255.255.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 object nw-192.168.1.0-24  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 object 192.168.3.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 object 192.168.2.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 object 192.168.173.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 192.168.5.0 255.255.255.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 object 192.168.250.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 192.168.251.0 255.255.255.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 192.168.252.0 255.255.255.0  
access-list nonat-inside extended permit ip object nw-192.168.0.0-24 192.168.253.0 255.255.255.0  
access-list nonat-inside extended permit ip object 192.168.0.13 object pool-sec4globalcitrix  
access-list nonat-inside extended permit ip object h-192.168.0.15 10.1.1.0 255.255.255.248  
access-list nonat-inside extended permit ip object h-graphit-k-ts-02 10.1.1.0 255.255.255.248  
access-list nonat-inside extended permit ip object h-192.168.0.46 host 192.168.1.29  
access-list nonat-inside extended permit ip object h-192.168.0.46 host 192.168.2.155  
access-list nonat-inside extended permit ip object h-192.168.0.46 host 192.168.173.155  
access-list vpn2gkpo-inside extended permit ip object-group grp-vpn-gk-po-src object-group grp-vpn-gk-po-dst  
access-list outside_cryptomap_20 extended permit ip object-group grp-vpn-gk-po-src object-group grp-vpn-gk-po-dst  
access-list sec4client extended permit ip object-group Graphit-K-Server 192.168.253.0 255.255.255.0  
access-list sec4as extended permit ip object-group Graphit-K-Server 192.168.252.0 255.255.255.0  
access-list ST-vpn4moziva standard permit 192.168.0.0 255.255.0.0  
access-list ST-vpn4sws standard permit 192.168.0.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.1.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.2.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.3.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.173.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.100.0 255.255.255.0  
access-list ST-vpn4sws standard permit 192.168.20.0 255.255.255.0  
access-list ST-mozivasupport standard permit 192.168.173.0 255.255.255.0  
access-list ST-sec4globalcitrix standard permit host 192.168.0.12  
access-list ST-sec4globalcitrix standard permit host 192.168.0.13  
access-list sec4branwell_splitTunnelAcl standard permit host 192.168.0.15  
access-list sec4branwell_splitTunnelAcl standard permit host 192.168.0.21  
access-list ST-vpn4moziva2 extended permit ip object 192.168.173.0 object nw-192.168.0.0-16  
access-list outside_cryptomap extended permit ip 172.16.0.0 255.255.255.0 object nw-172.17.0.0-24  
access-list inside_nat_static extended permit ip object nw-192.168.0.0-24 object nw-172.17.0.0-24  
access-list ST-sec4homeoffice standard permit host 192.168.0.6  
access-list ST-sec4homeoffice standard permit host 192.168.0.7  
access-list ST-sec4homeoffice standard permit host 192.168.0.8  
access-list ST-sec4homeoffice standard permit host 192.168.0.9  
access-list ST-sec4homeoffice standard permit host 192.168.0.10  
access-list ST-sec4homeoffice standard permit host 192.168.0.12  
access-list ST-sec4homeoffice standard permit host 192.168.0.13  
access-list ST-sec4homeoffice standard permit host 192.168.0.14  
access-list ST-sec4homeoffice standard permit host 192.168.0.21  
access-list ST-sec4homeoffice standard permit host 192.168.0.26  
access-list ST-sec4homeoffice standard permit host 192.168.0.27  
access-list ST-sec4homeoffice standard permit host 192.168.100.21  
access-list ST-sec4homeoffice standard permit host 192.168.0.45  
access-list ST-sec4homeoffice standard permit 192.168.20.0 255.255.255.0  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-dc01  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-dc02  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-fp01  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-ex-01  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-sv-01  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-mf-01  
access-list FILTER_sec4client extended permit ip any4 object 192.168.0.13  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-sp-01  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-ts-02  
access-list FILTER_sec4client extended permit ip any4 object h-graphit-k-proxy-01  
access-list FILTER_sec4client extended permit tcp any4 object h-graphit-k-ts-03 eq 3389  
access-list FILTER_sec4client extended permit tcp any4 object h-graphit-k-ts-04 eq 3389  
access-list FILTER_sec4client extended permit ip any4 object h-192.168.0.231  
access-list FILTER_sec4client extended permit ip any4 object h-192.168.0.45  



access-list FILTER_sec4client extended permit ip any object nw-192.168.20.0-24  
access-list FILTER_sec4client extended permit ip any4 host 192.168.0.232  
access-list FILTER_sec4client extended permit ip any4 host 192.168.100.14  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-dc01  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-dc02  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-fp01  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-ex-01  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-sv-01  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-mf-01  
access-list FILTER_sec4moziva extended permit ip any4 object 192.168.0.13  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-sp-01  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-ts-02  
access-list FILTER_sec4moziva extended permit ip any4 object h-graphit-k-proxy-01  
access-list FILTER_sec4moziva extended permit ip any object nw-192.168.20.0-24  
access-list FILTER_sec4moziva extended permit ip host 192.168.173.245 object nw-192.168.0.0-16  
access-list FILTER_sec4moziva extended permit icmp host 192.168.173.245 object nw-192.168.0.0-16  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-dc01  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-dc02  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-fp01  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-ex-01  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-sv-01  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-mf-01  
access-list FILTER_sec4elektro extended permit ip any4 object 192.168.0.13  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-sp-01  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-ts-02  
access-list FILTER_sec4elektro extended permit ip any4 object h-graphit-k-proxy-01  
access-list FILTER_sec4elektro extended permit ip any4 object-group sec4elektrofreigabe  
access-list FILTER_sec4elektro extended permit ip any object h-192.168.0.231  
access-list FILTER_sec4elektro extended permit ip any object nw-192.168.20.0-24  
access-list dmz1_nat_outbound extended permit tcp object h-192.168.100.22 any4 eq smtp  
access-list FILTER_sec4prisma extended permit ip any4 object h-graphit-k-ts-04  
access-list FILTER_sec4prisma extended permit icmp any4 object h-graphit-k-ts-04  
access-list FILTER_sec4prisma extended permit ip any object nw-192.168.20.0-24  
access-list ST-sec4prisma standard permit host 192.168.0.27  
access-list splitprisma extended permit ip any4 any4  
access-list split-sec4pocking standard permit 192.168.100.0 255.255.255.0  
access-list split-sec4pocking standard permit host 192.168.0.6  
access-list split-sec4pocking standard permit host 192.168.0.7  
access-list split-sec4pocking standard permit host 192.168.0.8  
access-list split-sec4pocking standard permit host 192.168.0.9  
access-list split-sec4pocking standard permit host 192.168.0.10  
access-list split-sec4pocking standard permit host 192.168.0.12  
access-list split-sec4pocking standard permit host 192.168.0.13  
access-list split-sec4pocking standard permit host 192.168.0.14  
access-list split-sec4pocking standard permit host 192.168.0.16  
access-list split-sec4pocking standard permit host 192.168.0.21  
access-list split-sec4pocking standard permit host 192.168.1.12  
access-list split-sec4pocking standard permit host 192.168.1.10  
access-list split-sec4pocking standard permit host 192.168.1.11  
access-list split-sec4pocking standard permit host 192.168.1.33  
access-list split-sec4pocking standard permit host 192.168.0.27  
access-list split-sec4pocking standard permit host 192.168.0.26  
access-list split-sec4pocking standard permit 192.168.20.0 255.255.255.0  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-dc01  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-dc02  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-fp01  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-ex-01  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-sv-01  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-mf-01  
access-list FILTER_sec4mobileZV extended permit ip any4 object 192.168.0.13  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-sp-01  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-192.168.0.16  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-ts-02  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-graphit-k-proxy-01  



access-list FILTER_sec4mobileZV extended permit ip any4 object h-192.168.0.231  
access-list FILTER_sec4mobileZV extended permit ip any4 object h-192.168.0.45  
access-list FILTER_sec4mobileZV extended permit ip any object nw-192.168.20.0-24  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-dc01  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-dc02  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-fp01  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-ex-01  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-sv-01  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-mf-01  
access-list FILTER_sec4fibu extended permit ip any4 object 192.168.0.13  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-sp-01  
access-list FILTER_sec4fibu extended permit ip any4 object h-192.168.0.16  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-ts-02  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-ts-03  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-ts-04  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-proxy-01  
access-list FILTER_sec4fibu extended permit ip any4 object h-graphit-k-sv-08  
access-list FILTER_sec4fibu extended permit ip any4 object h-192.168.0.231  
access-list FILTER_sec4fibu extended permit ip any4 object h-192.168.0.45  
access-list FILTER_sec4fibu extended permit ip any object nw-192.168.20.0-24  
access-list FILTER_sec4fibu extended permit ip any4 host 192.168.0.232  
access-list FILTER_sec4moz extended permit ip object POOL-sec4moz object h-graphit-k-ts-02  
access-list FILTER_sec4moz extended permit ip object POOL-sec4moz object h-graphit-k-ts-03  
access-list FILTER_sec4moz extended permit ip object POOL-sec4moz object h-graphit-k-ts-04  
access-list FILTER_sec4moz extended permit ip object h-graphit-k-ts-04 object POOL-sec4moz  
access-list FILTER_sec4moz extended permit ip object h-graphit-k-ts-02 object POOL-sec4moz  
access-list FILTER_sec4moz extended permit ip object h-graphit-k-ts-03 object POOL-sec4moz  
access-list FILTER_sec4moz extended permit ip any object nw-192.168.20.0-24  
access-list ST-vpn4moz standard permit 192.168.0.0 255.255.255.0  
access-list in-outside extended permit object-group DM_INLINE_SERVICE_7 object Prisma_Informatik-NW object-group 
Hosts4Prisma_Informatik  
access-list in-outside extended permit ip object nw-192.168.1.0-24 object-group grp-vpn-standorte2kropmuehl  
access-list in-outside extended permit ip object nw-192.168.120.0-24 object-group grp-vpn-standorte2kropmuehl  
access-list in-outside extended permit ip object nw-192.168.2.0-24 object-group grp-vpn-standorte2kropmuehl inactive  
access-list in-outside extended permit ip object nw-192.168.3.0-24 object-group grp-vpn-standorte2kropmuehl inactive  
access-list in-outside extended permit ip object pool-sec4sws object-group grp-amg-mining-netze  
access-list in-outside extended permit ip object POOL-sec4as object-group grp-vpn-standorte2kropmuehl inactive  
access-list in-outside extended permit ip object POOL-sec4client object-group grp-vpn-standorte2kropmuehl inactive  
access-list in-outside extended permit ip object POOL-mozivasupport object nw-192.168.173.0-24 inactive  
access-list in-outside extended permit tcp any4 gt 1024 object h-192.168.100.22-nat-tcp25 eq smtp inactive  
access-list in-outside extended permit tcp any4 gt 1024 object h-192.168.100.25-nat-tcp25 eq smtp  
access-list in-outside extended permit tcp any object h-192.168.100.9-nat-tcp83 eq 83  
access-list in-outside extended permit tcp any4 gt 1024 object h-192.168.100.23-nat eq https inactive  
access-list in-outside extended permit tcp any4 gt 1024 object h-192.168.100.13-nat-tcp443 eq https  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-192.168.0.15 eq 3389 inactive  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-192.168.0.15 eq www inactive  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-192.168.0.15 eq https inactive  
access-list in-outside extended permit icmp 10.1.1.0 255.255.255.248 object h-192.168.0.15 inactive  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-graphit-k-ts-02 eq 3389 inactive  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-graphit-k-ts-02 eq www inactive  
access-list in-outside extended permit tcp 10.1.1.0 255.255.255.248 object h-graphit-k-ts-02 eq https inactive  
access-list in-outside extended permit icmp 10.1.1.0 255.255.255.248 object h-graphit-k-ts-02 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-dc01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-dc02 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-fp01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-ex-01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-sv-01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-mf-01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-mf-02 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-sp-01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-ts-02 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-proxy-01 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-ts-03 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-graphit-k-ts-04 inactive  



access-list in-outside extended permit ip object pool-192.168.253.96-27 object h-192.168.0.45 inactive  
access-list in-outside extended permit ip object pool-192.168.253.96-27 object nw-192.168.20.0-24 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-dc01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-dc02 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-fp01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-ex-01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-sv-01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-mf-01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-mf-02 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-sp-01 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-ts-02  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object h-graphit-k-proxy-01 inactive  
access-list in-outside extended permit object-group DM_INLINE_SERVICE_1 object nw-192.168.173.0-24 object h-graphit-k-ts-03  
access-list in-outside extended permit object-group DM_INLINE_SERVICE_2 object nw-192.168.173.0-24 object h-graphit-k-ts-04  
access-list in-outside extended permit tcp object nw-192.168.173.0-24 object h-192.168.0.46 eq 873 inactive  
access-list in-outside extended permit ip object nw-192.168.173.0-24 object nw-192.168.20.0-24  
access-list in-outside extended permit tcp object nw-192.168.173.0-24 host 192.168.0.232 eq www inactive  
access-list in-outside extended permit ip object pool-sec4elektro object nw-192.168.0.0-16 inactive  
access-list in-outside extended permit ip object pool-sec4prisma object h-graphit-k-ts-04 inactive  
access-list in-outside extended permit icmp object pool-sec4prisma object h-graphit-k-ts-04 inactive  
access-list in-outside extended permit ip object pool-sec4prisma object nw-192.168.20.0-24 inactive  
access-list in-outside extended permit tcp host 192.168.1.29 object h-192.168.0.46-nat-tcp873 eq 873 inactive  
access-list in-outside extended permit tcp host 192.168.2.155 object h-192.168.0.46-nat-tcp873 eq 873 inactive  
access-list in-outside extended permit tcp host 192.168.173.155 object h-192.168.0.46-nat-tcp873 eq 873 inactive  
access-list in-outside extended permit tcp host 124.43.25.193 object h-192.168.0.46-nat-tcp21 eq ftp inactive  
access-list in-outside extended permit tcp host 124.43.25.253 object h-192.168.0.46-nat-tcp21 eq ftp inactive  
access-list in-outside remark Zugriff China auf QNAP Rsync 
access-list in-outside remark Zugriff China auf QNAP Rsync 
access-list in-outside remark für sicheres rsync 
access-list in-outside extended permit tcp object-group NAS-CHINA object h-192.168.100.50-nat-tcp873 eq 873  
access-list in-outside remark für sicheres rsync 
access-list in-outside extended permit tcp object-group NAS-CHINA object h-192.168.100.50-nat-tcp22 eq ssh  
access-list in-outside remark für sicheres rsync 
access-list in-outside remark für sicheres rsync 
access-list in-outside remark für sicheres rsync 
access-list in-outside extended permit ip object nw-192.168.253.160-30 object nw-192.168.100.0-24 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-dc01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-dc02 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-fp01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-ex-01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-sv-01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-mf-01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-mf-02 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-sp-01 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-192.168.0.16 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-ts-02 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-po-dc1 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-po-dc2 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-192.168.1.11 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-192.168.1.33 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-ts-03 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object h-graphit-k-ts-04 inactive  
access-list in-outside extended permit ip object nw-192.168.253.160-30 object nw-192.168.20.0-24 inactive  
access-list in-outside extended permit ip object pool-mobileZV object-group grp-vpn-standorte2kropmuehl inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-dc01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-dc02 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-fp01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-ex-01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-sv-01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-mf-01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-mf-02 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-sp-01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-192.168.0.16 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-ts-02 inactive  



access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-ts-03 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-ts-04 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-sv-08 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-graphit-k-proxy-01 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object h-192.168.0.45 inactive  
access-list in-outside extended permit ip object pool-sec4fibu object nw-192.168.20.0-24 inactive  
access-list in-outside extended permit ip object pool-sec4fibu host 192.168.0.232 inactive  
access-list in-outside extended permit ip object POOL-sec4moz object h-graphit-k-ts-02 inactive  
access-list in-outside extended permit ip object POOL-sec4moz object h-graphit-k-ts-03 inactive  
access-list in-outside extended permit ip object POOL-sec4moz object h-graphit-k-ts-04 inactive  
access-list in-outside extended permit tcp any object h-192.168.100.12_443 eq https  
access-list in-outside extended permit tcp any object h-192.168.20.104_443 eq https  
access-list in-outside extended permit ip object POOL-AnyBogala object-group GRP-AnyBogala2Kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-Fibu object-group GRP-AnyGK-Fibu2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-Elektro object-group GRP-AnyGK-Elektro2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-EDV object-group GRP-AnyGK-EDV2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-Verwaltung object-group GRP-AnyGK-Verwaltung2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-Standard object-group GRP-AnyGK-Standard2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-Geo object-group GRP-AnyGK-Geo2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyGK-HomeOffice object-group GRP-AnyGK-HomeOffice2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyMOZ-Fibu object-group GRP-AnyMOZ-Fibu2kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyRW-EDV object-group GRP-AnyRW-EDV2Kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyRW-Fibu object-group GRP-AnyRW-Fibu2Kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyRW-Vorstand object-group GRP-AnyRW-Vorstand2Kropfmuehl  
access-list in-outside extended permit ip object POOL-AnyTYN-GL object-group GRP-AnyTYN-GL2kropfmuehl inactive  
access-list in-outside extended permit object-group DM_INLINE_PROTOCOL_4 object nw-192.168.3.0-24 192.168.40.0 
255.255.255.0 inactive  
access-list in-outside extended permit object-group DM_INLINE_PROTOCOL_2 object PrimeWebZeiterfassungServer object-group 
Zeitterminals  
access-list in-outside extended permit object-group Swyx-Ports any object Swyx-Server_192.168.40.1 log  
access-list acl-conn-param-tcp-01 extended permit tcp object h-192.168.0.46 any4  
access-list acl-conn-param-tcp-02 extended permit tcp object h-192.168.100.13-nat-tcp443 any4  
access-list acl-conn-param-tcp-02 extended permit tcp object h-192.168.100.22 any4 inactive  
access-list acl-conn-param-tcp-02 extended permit tcp object h-192.168.100.23-nat any4  
access-list acl-conn-param-udp-01 extended permit udp object h-192.168.100.13-nat-tcp443 any4  
access-list acl-conn-param-udp-01 extended permit udp object h-192.168.100.22 any4 inactive  
access-list acl-conn-param-udp-01 extended permit udp object h-192.168.100.23-nat any4  
access-list outside_cryptomap_200.200 extended permit ip any4 any4  
access-list FILTER_deny_any extended deny ip any any  
access-list FILTER-AnyGK-EDV extended permit ip object POOL-AnyGK-EDV object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-EDV extended permit tcp object POOL-AnyGK-EDV object GRAPHIT-K-IT-02 eq 3389  
access-list FILTER-AnyGK-EDV extended permit tcp object POOL-AnyGK-EDV host 192.168.0.235 eq 3389  
access-list FILTER-AnyGK-EDV extended permit tcp object POOL-AnyGK-EDV object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-EDV extended permit tcp object POOL-AnyGK-EDV host 192.168.0.10 eq 3389  
access-list FILTER-AnyGK-EDV extended permit ip object POOL-AnyGK-EDV host 192.168.100.51  
access-list FILTER-AnyGK-EDV extended permit object NavisionRTC_7046 object POOL-AnyGK-EDV object h-192.168.0.236  
access-list FILTER-AnyGK-EDV extended permit object KasperskyKSC_13000 object POOL-AnyGK-EDV object GRAPHIT-K-SV-14  
access-list FILTER-AnyGK-EDV extended permit object NavisionClassic_1433 object POOL-AnyGK-EDV host 192.168.0.235  
access-list FILTER-AnyGK-EDV extended permit ip object POOL-AnyGK-EDV object Swyx-Server_192.168.40.1  
access-list FILTER-AnyGK-EDV extended permit ip object POOL-AnyGK-EDV object GRAPHIT-K-DB-06  
access-list AnyConnect_Client_Local_Print remark IPP: Internet Printing Protocol 
access-list AnyConnect_Client_Local_Print extended permit tcp any4 any4 eq 631  
access-list AnyConnect_Client_Local_Print remark Windows' printing port 
access-list AnyConnect_Client_Local_Print extended permit tcp any4 any4 eq 9100  
access-list AnyConnect_Client_Local_Print remark TCP/NetBIOS protocol 
access-list AnyConnect_Client_Local_Print extended permit tcp any4 any4 eq 137  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu object GRAPHIT-K-DC-04  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu object GRAPHIT-K-DC-05  
access-list FILTER-AnyRW-Fibu extended permit tcp object POOL-AnyRW-Fibu object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyRW-Fibu extended permit tcp object POOL-AnyRW-Fibu object GRAPHIT-K-SV-12 object-group 
DM_INLINE_TCP_12  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu object GRAPHIT-K-EX-02  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu host 192.168.120.105  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu host 192.168.120.100  



access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu host 192.168.120.115  
access-list FILTER-AnyRW-Fibu extended permit ip object POOL-AnyRW-Fibu host 192.168.120.107  
access-list FILTER-AnyRW-Fibu extended permit object NavisionClassic_1433 object POOL-AnyRW-Fibu host 192.168.0.235  
access-list FILTER-AnyGK-Elektro extended permit tcp object POOL-AnyGK-Elektro object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_5  
access-list FILTER-AnyGK-Elektro extended permit tcp object POOL-AnyGK-Elektro object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro object GK259  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro host 172.16.0.9  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro host 192.168.0.76  
access-list FILTER-AnyGK-Elektro extended permit object KasperskyKSC_13000 object POOL-AnyGK-Elektro object GRAPHIT-K-SV-14  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro object Swyx-Server_192.168.40.1  
access-list FILTER-AnyGK-Elektro extended permit ip object POOL-AnyGK-Elektro object Graphit-k-sv-17  
access-list FILTER-AnyGK-Fibu extended permit ip object POOL-AnyGK-Fibu object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-Fibu extended permit tcp object POOL-AnyGK-Fibu object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_6  
access-list FILTER-AnyGK-Fibu extended permit tcp object POOL-AnyGK-Fibu object GRAPHIT-K-TS-02 eq 3389  
access-list FILTER-AnyGK-Fibu extended permit tcp object POOL-AnyGK-Fibu object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-Fibu extended permit tcp object POOL-AnyGK-Fibu object GRAPHIT-K-SV-12 eq 8080  
access-list FILTER-AnyGK-Fibu extended permit ip object POOL-AnyGK-Fibu object GRAPHIT-NAS-01  
access-list FILTER-AnyGK-Fibu extended permit object KasperskyKSC_13000 object POOL-AnyGK-Fibu object GRAPHIT-K-SV-14  
access-list FILTER-AnyGK-Fibu extended permit ip object POOL-AnyGK-Fibu object Swyx-Server_192.168.40.1  
access-list FILTER-AnyGK-Verwaltung extended permit ip object POOL-AnyGK-Verwaltung object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-Verwaltung extended permit tcp object POOL-AnyGK-Verwaltung object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_7  
access-list FILTER-AnyGK-Verwaltung extended permit tcp object POOL-AnyGK-Verwaltung object GRAPHIT-K-TS-02 eq 3389  
access-list FILTER-AnyGK-Verwaltung extended permit tcp object POOL-AnyGK-Verwaltung object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-Verwaltung extended permit ip object POOL-AnyGK-Verwaltung object GRAPHIT-K-SV-08  
access-list FILTER-AnyGK-Verwaltung extended permit tcp object POOL-AnyGK-Verwaltung object GRAPHIT-K-SV-21 eq www  
access-list FILTER-AnyGK-Verwaltung extended permit tcp object POOL-AnyGK-Verwaltung object GRAPHIT-K-SV-12 object-group 
DM_INLINE_TCP_4  
access-list FILTER-AnyGK-Verwaltung extended permit ip object POOL-AnyGK-Verwaltung object GRAPHIT-NAS-01  
access-list FILTER-AnyGK-Verwaltung extended permit object NavisionRTC_7046 object POOL-AnyGK-Verwaltung object h-
192.168.0.236  
access-list FILTER-AnyGK-Verwaltung extended permit object KasperskyKSC_13000 object POOL-AnyGK-Verwaltung object GRAPHIT-
K-SV-14  
access-list FILTER-AnyGK-Verwaltung extended permit ip object POOL-AnyGK-Verwaltung object Swyx-Server_192.168.40.1  
access-list FILTER-AnyGK-Verwaltung extended permit ip object POOL-AnyGK-Verwaltung object GRAPHIT-K-SV-20  
access-list FILTER-AnyGK-Standard extended permit ip object POOL-AnyGK-Standard object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-Standard extended permit tcp object POOL-AnyGK-Standard object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_9  
access-list FILTER-AnyGK-Standard extended permit tcp object POOL-AnyGK-Standard object GRAPHIT-K-TS-02 eq 3389  
access-list FILTER-AnyGK-Standard extended permit tcp object POOL-AnyGK-Standard object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-Standard extended permit tcp object POOL-AnyGK-Standard object GRAPHIT-K-TS-03 eq 3389  
access-list FILTER-AnyGK-Standard extended permit object KasperskyKSC_13000 object POOL-AnyGK-Standard object GRAPHIT-K-
SV-14  
access-list FILTER-AnyGK-Standard extended permit ip object POOL-AnyGK-Standard object Swyx-Server_192.168.40.1  
access-list FILTER-AnyGK-Standard extended permit ip object POOL-AnyGK-Standard object GRAPHIT-K-SV-21  
access-list FILTER-AnyGK-HomeOffice extended permit ip object POOL-AnyGK-HomeOffice object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_10  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-TS-02 eq 3389  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-SV-14 eq 8530  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-SV-21 eq www  
access-list FILTER-AnyGK-HomeOffice extended permit tcp object POOL-AnyGK-HomeOffice object GRAPHIT-K-SV-12 object-group 
DM_INLINE_TCP_8  
access-list FILTER-AnyGK-HomeOffice extended permit object KasperskyKSC_13000 object POOL-AnyGK-HomeOffice object 
GRAPHIT-K-SV-14  
access-list FILTER-AnyGK-HomeOffice extended permit ip object POOL-AnyGK-HomeOffice object Swyx-Server_192.168.40.1  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.100.14  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.100  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.101  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.104  



access-list ST-AnyGK-HomeOffice standard permit host 192.168.0.14  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.0.21  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.0.27  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.103  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.111  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.0.232  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.109  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.20.128  
access-list ST-AnyGK-HomeOffice standard permit host 192.168.40.1  
access-list FILTER-AnyMOZ-Fibu extended permit ip object POOL-AnyMOZ-Fibu object GRAPHIT-K-DC-04  
access-list FILTER-AnyMOZ-Fibu extended permit ip object POOL-AnyMOZ-Fibu object GRAPHIT-K-DC-05  
access-list FILTER-AnyMOZ-Fibu extended permit tcp object POOL-AnyMOZ-Fibu object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyMOZ-Fibu extended permit ip object POOL-AnyMOZ-Fibu object GRAPHIT-K-EX-02  
access-list ST-AnyMOZ-Fibu standard permit host 192.168.0.27  
access-list ST-AnyRW-Fibu standard permit host 192.168.20.100  
access-list ST-AnyRW-Fibu standard permit host 192.168.20.101  
access-list ST-AnyRW-Fibu standard permit host 192.168.20.109  
access-list ST-AnyRW-Fibu standard permit host 192.168.0.27  
access-list ST-AnyRW-Fibu standard permit host 192.168.20.104  
access-list ST-AnyRW-Fibu standard permit host 192.168.120.105  
access-list ST-AnyRW-Fibu standard permit host 192.168.120.100  
access-list ST-AnyRW-Fibu standard permit host 192.168.120.115  
access-list ST-AnyRW-Fibu standard permit host 192.168.120.107  
access-list ST-AnyRW-Fibu standard permit host 192.168.0.235  
access-list FILTER-AnyTYN-GL extended permit ip object POOL-AnyTYN-GL object GRAPHIT-K-DC-04  
access-list FILTER-AnyTYN-GL extended permit ip object POOL-AnyTYN-GL object GRAPHIT-K-DC-05  
access-list FILTER-AnyTYN-GL extended permit tcp object POOL-AnyTYN-GL object GRAPHIT-K-TS-03 eq 3389  
access-list FILTER-AnyTYN-GL extended permit ip object POOL-AnyTYN-GL host 192.168.173.2  
access-list FILTER-AnyTYN-GL extended permit ip object POOL-AnyTYN-GL object GRAPHIT-K-EX-02  
access-list ST-AnyTYN-GL standard permit host 192.168.20.100  
access-list ST-AnyTYN-GL standard permit host 192.168.20.101  
access-list ST-AnyTYN-GL standard permit host 192.168.0.26  
access-list ST-AnyTYN-GL standard permit host 192.168.173.2  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object nw-192.168.1.0-24  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object nw-192.168.120.0-24  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object nw-192.168.140.0-24  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object nw-192.168.130.0-24  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object nw-192.168.180.0-24  
access-list FILTER-AnyRW-EDV extended permit ip object POOL-AnyRW-EDV object GRAPHIT-K-EX-02  
access-list FILTER-AnyRW-EDV extended permit tcp object POOL-AnyRW-EDV object GRAPHIT-K-TS-04 eq 3389  
access-list ST-AnyRW-EDV standard permit 192.168.1.0 255.255.255.0  
access-list ST-AnyRW-EDV standard permit 192.168.120.0 255.255.255.0  
access-list ST-AnyRW-EDV standard permit 192.168.130.0 255.255.255.0  
access-list ST-AnyRW-EDV standard permit 192.168.140.0 255.255.255.0  
access-list ST-AnyRW-EDV standard permit host 192.168.20.104  
access-list ST-AnyRW-EDV standard permit host 192.168.0.27  
access-list ST-AnyRW-EDV standard permit 192.168.180.0 255.255.255.0  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo object-group GRP-AnyGK-Server  
access-list FILTER-AnyGK-Geo extended permit tcp object POOL-AnyGK-Geo object GRAPHIT-K-SP-01 object-group 
DM_INLINE_TCP_11  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo object GRAPHIT-NAS-01  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo object GK316  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo host 192.168.0.164  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo object GRAPHIT-K-SV-14  
access-list FILTER-AnyGK-Geo extended permit ip object POOL-AnyGK-Geo object Swyx-Server_192.168.40.1  
access-list guest_access_in remark Zugriff auf OWA 
access-list guest_access_in extended permit object obj-tcp-eq-443 object nw-192.168.9.0_24 object h-192.168.100.12  
access-list guest_access_in remark Zugriff auf Sharepoint 
access-list guest_access_in extended permit ip object nw-192.168.9.0_24 object h-192.168.100.13  
access-list guest_access_in remark Block-Regel nach intern 
access-list guest_access_in extended deny ip any object-group grp-private-addresses  
access-list guest_access_in extended permit ip any any  
access-list FILTER-AnyBogala extended permit ip object POOL-AnyBogala host 192.168.100.51  
access-list ST-AnyBogala standard permit host 192.168.100.51  



access-list ST-AnyRW-Vorstand standard permit host 192.168.20.100  
access-list ST-AnyRW-Vorstand standard permit host 192.168.20.101  
access-list ST-AnyRW-Vorstand standard permit host 192.168.20.109  
access-list ST-AnyRW-Vorstand standard permit host 192.168.0.27  
access-list ST-AnyRW-Vorstand standard permit host 192.168.20.104  
access-list ST-AnyRW-Vorstand standard permit host 192.168.120.105  
access-list ST-AnyRW-Vorstand standard permit host 192.168.120.100  
access-list ST-AnyRW-Vorstand standard permit host 192.168.120.115  
access-list ST-AnyRW-Vorstand standard permit host 192.168.120.107  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand object GRAPHIT-K-DC-04  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand object GRAPHIT-K-DC-05  
access-list FILTER-AnyRW-Vorstand extended permit tcp object POOL-AnyRW-Vorstand object GRAPHIT-K-TS-04 eq 3389  
access-list FILTER-AnyRW-Vorstand extended permit tcp object POOL-AnyRW-Vorstand object GRAPHIT-K-SV-12 eq 8080  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand object GRAPHIT-K-EX-02  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand host 192.168.120.105  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand host 192.168.120.100  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand host 192.168.120.115  
access-list FILTER-AnyRW-Vorstand extended permit ip object POOL-AnyRW-Vorstand host 192.168.120.107  
access-list FILTER_Prisma_Informatik extended permit object-group DM_INLINE_SERVICE_3 object-group Hosts4Prisma_Informatik 
object Prisma_Informatik-NW  
access-list outside_cryptomap_2 extended permit ip object-group Hosts4Prisma_Informatik object Prisma_Informatik-NW  
! 
tcp-map tcp-mss 
  tcp-options md5 clear 
  no ttl-evasion-protection  
  urgent-flag allow 
! 
pager lines 23 
logging enable 
logging monitor warnings 
logging buffered warnings 
logging trap informational 
logging asdm informational 
logging host inside 192.168.0.10 
mtu outside 1500 
mtu inside 1500 
mtu dmz1 1500 
mtu guest 1500 
ip verify reverse-path interface outside 
no failover 
no failover wait-disable 
no monitor-interface guest 
no monitor-interface service-module  
icmp unreachable rate-limit 1 burst-size 1 
asdm image disk0:/asdm-7141-48.bin 
asdm history enable 
arp timeout 14400 
no arp permit-nonconnected 
arp rate-limit 16384 
nat (inside,outside) source static Hosts4Prisma_Informatik Hosts4Prisma_Informatik destination static Prisma_Informatik-NW 
Prisma_Informatik-NW no-proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static nw-192.168.1.0-24 nw-192.168.1.0-24 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static nw-192.168.1.0-24 nw-192.168.1.0-24 
no-proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static nw-192.168.2.0-24 nw-192.168.2.0-24 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static nw-192.168.3.0-24 nw-192.168.3.0-24 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static nw-192.168.3.0-24 nw-192.168.3.0-24 
no-proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static nw-192.168.173.0-24 nw-192.168.173.0-
24 no-proxy-arp route-lookup 



nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static nw-192.168.173.0-24 nw-
192.168.173.0-24 no-proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static obj-192.168.5.0 obj-192.168.5.0 no-proxy-
arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static obj-192.168.251.0 obj-192.168.251.0 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static obj-192.168.252.0 obj-192.168.252.0 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-192.168.0.0-24 destination static obj-192.168.253.0 obj-192.168.253.0 no-
proxy-arp route-lookup 
nat (inside,outside) source static h-graphit-k-mf-02 h-graphit-k-mf-02 destination static pool-sec4globalcitrix pool-sec4globalcitrix 
no-proxy-arp route-lookup 
nat (inside,any) source static obj-192.168.0.15 obj-192.168.0.15 destination static obj-10.1.1.0 obj-10.1.1.0 no-proxy-arp route-
lookup 
nat (inside,any) source static h-graphit-k-ts-02 h-graphit-k-ts-02 destination static obj-10.1.1.0 obj-10.1.1.0 no-proxy-arp route-
lookup 
nat (inside,outside) source static h-192.168.0.46 h-192.168.0.46 destination static obj-192.168.1.29 obj-192.168.1.29 no-proxy-arp 
route-lookup 
nat (inside,outside) source static h-192.168.0.46 h-192.168.0.46 destination static obj-192.168.2.155 obj-192.168.2.155 no-proxy-
arp route-lookup 
nat (inside,outside) source static h-192.168.0.46 h-192.168.0.46 destination static obj-192.168.173.155 obj-192.168.173.155 no-
proxy-arp route-lookup 
nat (inside,outside) source static nw-192.168.0.0-24 nw-172.16.0.0-24-nat-vpn destination static nw-172.17.0.0-24 nw-172.17.0.0-
24 
nat (dmz1,inside) source static h-192.168.100.22 h-192.168.100.22 destination static h-192.168.0.9 h-192.168.0.9 
nat (dmz1,inside) source static h-192.168.100.25 h-192.168.100.25 destination static h-192.168.0.9 h-192.168.0.9 
nat (dmz1,inside) source static h-192.168.100.25 h-192.168.100.25 destination static h-192.168.20.104 h-192.168.20.104 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static nw-192.168.1.0-24 nw-192.168.1.0-24 no-proxy-arp 
route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static nw-192.168.2.0-24 nw-192.168.2.0-24 no-proxy-arp 
route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static nw-192.168.3.0-24 nw-192.168.3.0-24 no-proxy-arp 
route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static nw-192.168.173.0-24 nw-192.168.173.0-24 no-
proxy-arp route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static obj-192.168.5.0 obj-192.168.5.0 no-proxy-arp 
route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static obj-192.168.251.0 obj-192.168.251.0 no-proxy-arp 
route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static obj-192.168.252.0 obj-192.168.252.0 no-proxy-arp 
route-lookup 
nat (inside,outside) source static Swyx-Server_192.168.40.1 Swyx-Server_192.168.40.1 destination static obj-192.168.252.0 obj-
192.168.252.0 no-proxy-arp route-lookup 
nat (dmz1,outside) source static 192.168.100.0 192.168.100.0 destination static obj-192.168.253.0 obj-192.168.253.0 no-proxy-arp 
route-lookup 
nat (guest,dmz1) source static nw-192.168.9.0_24 nw-192.168.9.0_24 destination static h-89.28.138.59 h-192.168.100.12 service 
obj-tcp-eq-443 obj-tcp-eq-443 unidirectional 
nat (guest,dmz1) source static nw-192.168.9.0_24 nw-192.168.9.0_24 destination static h-89.28.138.60 h-192.168.100.13 service 
obj-tcp-eq-443 obj-tcp-eq-443 unidirectional 
nat (any,dmz1) source static Interne-Netze Interne-Netze 
nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static obj-192.168.251.0 obj-192.168.251.0 
no-proxy-arp 
nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static obj-192.168.252.0 obj-192.168.252.0 
no-proxy-arp 
nat (inside,outside) source static nw-192.168.20.0-24 nw-192.168.20.0-24 destination static obj-192.168.253.0 obj-192.168.253.0 
no-proxy-arp 
nat (inside,outside) source static grp-vpn-gk-po-src grp-vpn-gk-po-src destination static grp-vpn-gk-po-dst grp-vpn-gk-po-dst 
nat (dmz1,outside) source static grp-vpn-gk-po-src grp-vpn-gk-po-src destination static grp-vpn-gk-po-dst grp-vpn-gk-po-dst 
nat (dmz1,outside) source dynamic h-192.168.100.25 h-89.28.138.60 service obj-tcp-eq-25 obj-tcp-eq-25 
! 
object network nw-192.168.9.0_24_NAT 
 nat (guest,outside) dynamic interface 
object network h-192.168.100.9-nat-tcp83 
 nat (dmz1,outside) static h-89.28.138.60 service tcp 83 83  



object network Swyx_TCP_9101 
 nat (inside,outside) static h-89.28.138.58 service tcp 9101 9101  
object network Swyx_UDP_9101 
 nat (inside,outside) static h-89.28.138.58 service udp 9101 9101  
object network Swyx_TCP_16203 
 nat (inside,outside) static h-89.28.138.58 service tcp 16203 16203  
object network Swyx_UDP_16203 
 nat (inside,outside) static h-89.28.138.58 service udp 16203 16203  
object network h-192.168.40.1 
 nat (inside,outside) dynamic h-89.28.138.58 
access-group in-outside in interface outside 
access-group in-inside in interface inside 
access-group in-dmz1 in interface dmz1 
access-group guest_access_in in interface guest 
route outside 0.0.0.0 0.0.0.0 89.28.138.57 1 
route inside 172.16.0.0 255.255.255.0 192.168.0.254 1 
route inside 192.168.20.0 255.255.255.0 192.168.0.254 1 
route inside 192.168.30.0 255.255.255.0 192.168.0.254 1 
route inside 192.168.40.0 255.255.255.0 192.168.0.254 1 
route inside 192.168.210.0 255.255.255.0 192.168.0.60 1 
timeout xlate 3:00:00 
timeout pat-xlate 0:00:30 
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02 
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00 
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute 
timeout tcp-proxy-reassembly 0:01:00 
timeout floating-conn 0:00:00 
timeout conn-holddown 0:00:15 
timeout igp stale-route 0:01:10 
aaa-server TACACS+ protocol tacacs+ 
aaa-server RADIUS protocol radius 
aaa-server auth-bound protocol radius 
aaa-server auth-bound (inside) host 192.168.0.6 
 key ***** 
aaa-server auth-bound (inside) host 192.168.0.7 
 key ***** 
aaa-server W2012R2-NPS protocol radius 
aaa-server W2012R2-NPS (inside) host 192.168.20.100 
 key ***** 
aaa-server W2012R2-NPS (inside) host 192.168.20.101 
 key ***** 
user-identity default-domain LOCAL 
aaa authentication ssh console LOCAL  
aaa authentication login-history 
http server enable 8443 
http server idle-timeout 10 
http 192.168.253.64 255.255.255.255 inside 
http 192.168.251.1 255.255.255.255 inside 
http 192.168.100.20 255.255.255.255 dmz1 
http 192.168.0.0 255.255.0.0 inside 
http 192.168.251.2 255.255.255.255 inside 
http 192.168.251.3 255.255.255.255 inside 
http 192.168.251.4 255.255.255.255 inside 
http 192.168.251.7 255.255.255.255 inside 
snmp-server host inside 192.168.0.16 poll community ***** 
no snmp-server location 
no snmp-server contact 
snmp-server enable traps syslog 
no sysopt connection permit-vpn 
sysopt noproxyarp inside 
crypto ipsec ikev1 transform-set i2otherpixdes esp-des esp-sha-hmac  
crypto ipsec ikev1 transform-set i2otherpix3des esp-des esp-sha-hmac  
crypto ipsec ikev1 transform-set i2sec-clients esp-3des esp-md5-hmac  



crypto ipsec ikev1 transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-128-SHA-TRANS esp-aes esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-128-SHA-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-AES-128-MD5-TRANS esp-aes esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-128-MD5-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-AES-192-SHA-TRANS esp-aes-192 esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-192-SHA-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-AES-192-MD5-TRANS esp-aes-192 esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-192-MD5-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-AES-256-SHA-TRANS esp-aes-256 esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-AES-256-SHA-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-AES-256-MD5-TRANS esp-aes-256 esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-AES-256-MD5-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-3DES-SHA esp-3des esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-3DES-SHA-TRANS esp-3des esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-3DES-SHA-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-3DES-MD5-TRANS esp-3des esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-3DES-MD5-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-DES-SHA esp-des esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-DES-MD5 esp-des esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-DES-SHA-TRANS esp-des esp-sha-hmac  
crypto ipsec ikev1 transform-set ESP-DES-SHA-TRANS mode transport 
crypto ipsec ikev1 transform-set ESP-DES-MD5-TRANS esp-des esp-md5-hmac  
crypto ipsec ikev1 transform-set ESP-DES-MD5-TRANS mode transport 
crypto ipsec security-association pmtu-aging infinite 
crypto dynamic-map sec4client 200 set pfs  
crypto dynamic-map sec4client 200 set ikev1 transform-set i2sec-clients ESP-AES-256-SHA 
crypto dynamic-map sec4client 220 set pfs  
crypto dynamic-map sec4client 220 set ikev1 transform-set ESP-AES-256-SHA 
crypto map icryptgood 1 match address outside_cryptomap_1 
crypto map icryptgood 1 set pfs  
crypto map icryptgood 1 set peer 85.183.198.78  
crypto map icryptgood 1 set ikev1 transform-set ESP-AES-256-SHA 
crypto map icryptgood 1 set security-association lifetime seconds 900 
crypto map icryptgood 1 set security-association lifetime kilobytes unlimited 
crypto map icryptgood 1 set nat-t-disable 
crypto map icryptgood 2 match address outside_cryptomap_2 
crypto map icryptgood 2 set pfs group5 
crypto map icryptgood 2 set peer X.Y.248.34  
crypto map icryptgood 2 set ikev1 transform-set ESP-AES-256-SHA 
crypto map icryptgood 20 match address outside_cryptomap_20 
crypto map icryptgood 20 set pfs group5 
crypto map icryptgood 20 set peer 62.154.205.6  
crypto map icryptgood 20 set ikev1 transform-set ESP-AES-256-SHA 
crypto map icryptgood 20 set security-association lifetime seconds 28800 
crypto map icryptgood 40 match address outside_cryptomap 
crypto map icryptgood 40 set pfs  
crypto map icryptgood 40 set peer 124.43.25.253  
crypto map icryptgood 40 set ikev1 transform-set ESP-AES-256-SHA 
crypto map icryptgood 40 set security-association lifetime seconds 3600 
crypto map icryptgood 200 ipsec-isakmp dynamic sec4client 
crypto map icryptgood interface outside 
crypto ca trustpoint _SmartCallHome_ServerCA 
 no validation-usage 
 crl configure 
crypto ca trustpoint ASDM_Launcher_Access_TrustPoint_0 
 enrollment self 
 fqdn none 



 subject-name CN=217.89.69.190,CN=fw-gk 
 keypair ASDM_LAUNCHER 
 crl configure 
crypto ca trustpoint ASDM_TrustPoint0 
 enrollment terminal 
 subject-name CN=*.gk-graphite.com,OU=IT,O=GK Kropfmuehl,C=DE,St=Bavaria,L=Kropfmuehl 
 keypair key4cert 
 crl configure 
crypto ca trustpoint ASDM_TrustPoint4 
 keypair ASDM_TrustPoint4 
 crl configure 
crypto ca trustpoint ASDM_TrustPoint4-1 
 crl configure 
crypto ca trustpoint ASDM_TrustPoint5 
 keypair ASDM_TrustPoint5 
 no validation-usage 
 crl configure 
crypto ca trustpool policy 
 auto-import 
crypto ca certificate chain _SmartCallHome_ServerCA 
 certificate ca 6ecc7aa5a7032009b8cebcf4e952d491 
  ... 
  quit 
crypto isakmp identity address  
crypto isakmp nat-traversal 3600 
crypto ikev2 remote-access trustpoint ASDM_TrustPoint5 
crypto ikev1 enable outside 
crypto ikev1 policy 10 
 authentication pre-share 
 encryption des 
 hash sha 
 group 2 
 lifetime 86400 
crypto ikev1 policy 15 
 authentication pre-share 
 encryption aes-256 
 hash sha 
 group 5 
 lifetime 28800 
crypto ikev1 policy 20 
 authentication pre-share 
 encryption 3des 
 hash sha 
 group 2 
 lifetime 21600 
crypto ikev1 policy 30 
 authentication pre-share 
 encryption aes-256 
 hash sha 
 group 2 
 lifetime 86400 
crypto ikev1 policy 40 
 authentication pre-share 
 encryption aes-256 
 hash sha 
 group 2 
 lifetime 28000 
crypto ikev1 policy 65535 
 authentication pre-share 
 encryption 3des 
 hash sha 
 group 2 
 lifetime 86400 
telnet 192.168.253.64 255.255.255.255 inside 



telnet 192.168.251.1 255.255.255.255 inside 
telnet 192.168.0.0 255.255.0.0 inside 
telnet 192.168.100.20 255.255.255.255 dmz1 
telnet timeout 30 
ssh stricthostkeycheck 
ssh timeout 10 
ssh version 2 
ssh key-exchange group dh-group1-sha1 
ssh 89.28.138.128 255.255.255.224 outside 
ssh 81.27.171.134 255.255.255.255 outside 
ssh 81.27.171.150 255.255.255.255 outside 
ssh 192.168.0.0 255.255.0.0 inside 
ssh 192.168.100.20 255.255.255.255 dmz1 
console timeout 0 
management-access inside 
vpn-addr-assign local reuse-delay 5 
vpn-sessiondb max-other-vpn-limit 250 
vpn-sessiondb max-anyconnect-premium-or-essentials-limit 50 
dhcpd address 192.168.9.100-192.168.9.200 guest 
dhcpd dns 89.28.136.52 8.8.8.8 interface guest 
dhcpd enable guest 
! 
priority-queue outside 
threat-detection basic-threat 
threat-detection statistics host 
threat-detection statistics port 
threat-detection statistics protocol 
threat-detection statistics access-list 
no threat-detection statistics tcp-intercept 
ntp server 192.53.103.108 source outside prefer 
ssl cipher default custom "AES128-SHA:AES256-SHA:DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA" 
ssl cipher tlsv1 custom "AES128-SHA:AES256-SHA:DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA" 
ssl cipher dtlsv1 custom "AES128-SHA:AES256-SHA:DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA" 
ssl trust-point ASDM_TrustPoint5 outside 
ssl trust-point ASDM_TrustPoint5 inside 
ssl trust-point ASDM_TrustPoint5 dmz1 
ssl trust-point ASDM_TrustPoint5 guest 
ssl trust-point ASDM_Launcher_Access_TrustPoint_0 outside vpnlb-ip 
webvpn 
 enable outside 
 enable guest 
 hsts 
  enable 
  max-age 31536000 
  include-sub-domains 
  no preload 
 anyconnect image disk0:/anyconnect-win-4.8.03036-webdeploy-k9.pkg 2 
 anyconnect profiles VPN-Graphit-Kropfmuehl disk0:/VPN-Graphit-Kropfmuehl.xml 
 anyconnect profiles VPN-Graphit-Kropfmuehle disk0:/VPN-Graphit-Kropfmuehle.xml 
 anyconnect enable 
 cache 
  disable 
 error-recovery disable 
group-policy DfltGrpPolicy attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-simultaneous-logins 250 
 vpn-tunnel-protocol ikev1 ikev2 l2tp-ipsec ssl-client  
 split-tunnel-network-list value ST-sec4homeoffice 
 webvpn 
  anyconnect ask none default anyconnect 
group-policy DfltGrpPolicy4Anyconnect internal 
group-policy DfltGrpPolicy4Anyconnect attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-filter value FILTER_deny_any 



 vpn-tunnel-protocol ssl-client  
 webvpn 
  anyconnect profiles value VPN-Graphit-Kropfmuehl type user 
group-policy sws-remote internal 
group-policy sws-remote attributes 
 vpn-idle-timeout 30 
 vpn-filter none 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-vpn4sws 
group-policy sec4as internal 
group-policy sec4as attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter none 
 vpn-tunnel-protocol ikev1 l2tp-ipsec  
 default-domain value kropfmuehl.loc 
 nem enable 
group-policy sec4moziva internal 
group-policy sec4moziva attributes 
 vpn-idle-timeout 30 
 vpn-filter none 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-vpn4moziva 
 nem enable 
group-policy sec4mobileZV internal 
group-policy sec4mobileZV attributes 
 vpn-idle-timeout 30 
 vpn-filter value FILTER_sec4mobileZV 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
group-policy sec4fibu internal 
group-policy sec4fibu attributes 
 vpn-idle-timeout 30 
 vpn-filter value FILTER_sec4fibu 
 vpn-tunnel-protocol ikev1 l2tp-ipsec  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
group-policy sec4client internal 
group-policy sec4client attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER_sec4client 
 vpn-tunnel-protocol ikev1 l2tp-ipsec ssl-client  
 password-storage disable 
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 address-pools value sec4client 
group-policy sec4moz internal 
group-policy sec4moz attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-filter value FILTER_sec4moz 
 vpn-tunnel-protocol ikev1 l2tp-ipsec  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-vpn4moz 
group-policy sec4elektro internal 
group-policy sec4elektro attributes 
 vpn-filter value FILTER_sec4elektro 
 vpn-tunnel-protocol ikev1  
 default-domain value kropfmuehl.loc 
group-policy sec4branwell internal 
group-policy sec4branwell attributes 



 vpn-filter none 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value sec4branwell_splitTunnelAcl 
group-policy GP-AnyTYN-GL internal 
group-policy GP-AnyTYN-GL attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyTYN-GL 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyTYN-GL 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyTYN-GL 
group-policy GP-AnyGK-Elektro internal 
group-policy GP-AnyGK-Elektro attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-Elektro 
 vpn-tunnel-protocol ssl-client  
 password-storage disable 
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-Elektro 
group-policy GP-AnyGK-Geo internal 
group-policy GP-AnyGK-Geo attributes 
 dns-server value 192.168.20.100 192.168.20.100 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-Geo 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 address-pools value POOL-AnyGK-Geo 
group-policy GP-PAISY internal 
group-policy GP-PAISY attributes 
 vpn-tunnel-protocol ikev1  
group-policy gp-sec4globalcitrix internal 
group-policy gp-sec4globalcitrix attributes 
 vpn-filter none 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-sec4globalcitrix 
group-policy GP-Prisma_Informatik internal 
group-policy GP-Prisma_Informatik attributes 
 vpn-tunnel-protocol ikev1  
group-policy GP-AnyGK-Fibu internal 
group-policy GP-AnyGK-Fibu attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-Fibu 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-Fibu 
group-policy GP-AnyGK-HomeOffice internal 
group-policy GP-AnyGK-HomeOffice attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-HomeOffice 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 



 split-tunnel-network-list value ST-AnyGK-HomeOffice 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-HomeOffice 
group-policy GP-AnyMOZ-Fibu internal 
group-policy GP-AnyMOZ-Fibu attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyMOZ-Fibu 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyMOZ-Fibu 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyMOZ-Fibu 
group-policy GP-AnyRW-Fibu internal 
group-policy GP-AnyRW-Fibu attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyRW-Fibu 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyRW-Fibu 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyRW-Fibu 
group-policy GP-L2L-ALD-Hanau internal 
group-policy GP-L2L-ALD-Hanau attributes 
 vpn-tunnel-protocol ikev1  
group-policy gp-mozivasupport internal 
group-policy gp-mozivasupport attributes 
 vpn-filter none 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-mozivasupport 
group-policy GP-AnyGK-Standard internal 
group-policy GP-AnyGK-Standard attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-Standard 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-Standard 
group-policy GP-AnyRW-Vorstand internal 
group-policy GP-AnyRW-Vorstand attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyRW-Vorstand 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyRW-Vorstand 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyRW-Vorstand 
group-policy gp_sec4homeoffice internal 
group-policy gp_sec4homeoffice attributes 
 banner none 
 vpn-filter none 
 vpn-tunnel-protocol ikev1 l2tp-ipsec ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value split-sec4pocking 
 default-domain value kropfmuehl.loc 
 address-pools none 



group-policy gp-sec4pocking internal 
group-policy gp-sec4pocking attributes 
 vpn-filter none 
 vpn-tunnel-protocol ikev1 l2tp-ipsec  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value split-sec4pocking 
 default-domain value kropfmuehl.loc 
group-policy GP-AnyGK-Verwaltung internal 
group-policy GP-AnyGK-Verwaltung attributes 
 dns-server value 192.168.20.100 192.168.20.100 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-Verwaltung 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-Verwaltung 
group-policy GP-AnyGK-EDV internal 
group-policy GP-AnyGK-EDV attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyGK-EDV 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelall 
 default-domain value kropfmuehl.loc 
 split-tunnel-all-dns disable 
 address-pools value POOL-AnyGK-EDV 
group-policy GP-AnyRW-EDV internal 
group-policy GP-AnyRW-EDV attributes 
 wins-server value 192.168.120.100 192.168.120.101 
 dns-server value 192.168.120.100 192.168.120.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyRW-EDV 
 vpn-tunnel-protocol ssl-client  
 password-storage disable 
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyRW-EDV 
 default-domain value domain-rw.local 
 address-pools value POOL-AnyRW-EDV 
group-policy GP-L2L-SriLanka internal 
group-policy GP-L2L-SriLanka attributes 
 vpn-tunnel-protocol ikev1  
group-policy GP-AnyBogala internal 
group-policy GP-AnyBogala attributes 
 dns-server value 192.168.20.100 192.168.20.101 
 vpn-idle-timeout 30 
 vpn-filter value FILTER-AnyBogala 
 vpn-tunnel-protocol ssl-client  
 split-tunnel-policy tunnelspecified 
 split-tunnel-network-list value ST-AnyBogala 
 address-pools value POOL-AnyBogala 
group-policy gp_sec4prisma internal 
group-policy gp_sec4prisma attributes 
 vpn-filter value FILTER_sec4prisma 
 vpn-tunnel-protocol ikev1  
 split-tunnel-policy tunnelall 
 split-tunnel-network-list none 
dynamic-access-policy-record DfltAccessPolicy 
username mozivasupport password <removed> 
username login4sws password <removed> privilege 15 
username sws-admin password <removed> privilege 15 
username admin password <removed> privilege 15 
username admin attributes 
 service-type nas-prompt 



username vpn-as-wedel password <removed> 
username vpn-as-wedel attributes 
 service-type remote-access 
username vpn-as-moziva password <removed> 
username vpn-as-moziva attributes 
 service-type remote-access 
tunnel-group DefaultL2LGroup ipsec-attributes 
 isakmp keepalive threshold 180 retry 2 
tunnel-group DefaultRAGroup ipsec-attributes 
 isakmp keepalive threshold 180 retry 2 
tunnel-group DefaultWEBVPNGroup general-attributes 
 address-pool sec4client 
 authentication-server-group W2012R2-NPS 
 default-group-policy DfltGrpPolicy4Anyconnect 
tunnel-group 62.154.205.6 type ipsec-l2l 
tunnel-group 62.154.205.6 ipsec-attributes 
 ikev1 pre-shared-key ***** 
 isakmp keepalive threshold 180 retry 2 
tunnel-group sec4client type remote-access 
tunnel-group sec4client general-attributes 
 address-pool sec4client 
 authentication-server-group W2012R2-NPS 
 default-group-policy sec4client 
tunnel-group sec4client ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4as type remote-access 
tunnel-group sec4as general-attributes 
 address-pool sec4as 
 default-group-policy sec4as 
tunnel-group sec4as ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4moziva type remote-access 
tunnel-group sec4moziva general-attributes 
 address-pool sec4as 
 default-group-policy sec4moziva 
tunnel-group sec4moziva ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sws-remote type remote-access 
tunnel-group sws-remote general-attributes 
 address-pool sec4sws 
 default-group-policy sws-remote 
tunnel-group sws-remote ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group mozivasupport type remote-access 
tunnel-group mozivasupport general-attributes 
 address-pool pool4mozivasupport 
 default-group-policy sec4moziva 
tunnel-group mozivasupport ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4elektro type remote-access 
tunnel-group sec4elektro general-attributes 
 address-pool sec4elektro 
 authentication-server-group W2012R2-NPS 
 default-group-policy sec4elektro 
tunnel-group sec4elektro ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group 124.43.25.253 type ipsec-l2l 
tunnel-group 124.43.25.253 general-attributes 
 default-group-policy GP-L2L-SriLanka 
tunnel-group 124.43.25.253 ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4homeoffice type remote-access 
tunnel-group sec4homeoffice general-attributes 
 address-pool sec4homeoffice 



 authentication-server-group W2012R2-NPS LOCAL 
 default-group-policy gp_sec4homeoffice 
tunnel-group sec4homeoffice ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4prisma type remote-access 
tunnel-group sec4prisma general-attributes 
 address-pool sec4prisma 
 authentication-server-group W2012R2-NPS 
 default-group-policy gp_sec4prisma 
tunnel-group sec4prisma ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4pocking type remote-access 
tunnel-group sec4pocking general-attributes 
 address-pool VPN-Pool01 
 authentication-server-group W2012R2-NPS 
 default-group-policy gp-sec4pocking 
tunnel-group sec4pocking ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4mobileZV type remote-access 
tunnel-group sec4mobileZV general-attributes 
 address-pool sec4mobileZV 
 authentication-server-group W2012R2-NPS 
 default-group-policy sec4mobileZV 
tunnel-group sec4mobileZV ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4fibu type remote-access 
tunnel-group sec4fibu general-attributes 
 address-pool sec4fibu 
 authentication-server-group W2012R2-NPS 
 default-group-policy sec4fibu 
tunnel-group sec4fibu ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group sec4moz type remote-access 
tunnel-group sec4moz general-attributes 
 address-pool sec4moz 
 authentication-server-group W2012R2-NPS LOCAL 
 default-group-policy sec4moz 
tunnel-group sec4moz ipsec-attributes 
 ikev1 pre-shared-key ***** 
tunnel-group AnyGK-EDV type remote-access 
tunnel-group AnyGK-EDV general-attributes 
 address-pool POOL-AnyGK-EDV 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-EDV 
tunnel-group AnyGK-Elektro type remote-access 
tunnel-group AnyGK-Elektro general-attributes 
 address-pool POOL-AnyGK-Elektro 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-Elektro 
tunnel-group AnyGK-Fibu type remote-access 
tunnel-group AnyGK-Fibu general-attributes 
 address-pool POOL-AnyGK-Fibu 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-Fibu 
tunnel-group AnyGK-Verwaltung type remote-access 
tunnel-group AnyGK-Verwaltung general-attributes 
 address-pool POOL-AnyGK-Verwaltung 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-Verwaltung 
tunnel-group AnyBogala type remote-access 
tunnel-group AnyBogala general-attributes 
 address-pool POOL-AnyBogala 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyBogala 



tunnel-group AnyGK-Standard type remote-access 
tunnel-group AnyGK-Standard general-attributes 
 address-pool POOL-AnyGK-Standard 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-Standard 
tunnel-group AnyGK-HomeOffice type remote-access 
tunnel-group AnyGK-HomeOffice general-attributes 
 address-pool POOL-AnyGK-HomeOffice 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-HomeOffice 
tunnel-group AnyMOZ-Fibu type remote-access 
tunnel-group AnyMOZ-Fibu general-attributes 
 address-pool POOL-AnyMOZ-Fibu 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyMOZ-Fibu 
tunnel-group AnyRW-Fibu type remote-access 
tunnel-group AnyRW-Fibu general-attributes 
 address-pool POOL-AnyRW-Fibu 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyRW-Fibu 
tunnel-group AnyTYN-GL type remote-access 
tunnel-group AnyTYN-GL general-attributes 
 address-pool POOL-AnyTYN-GL 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyTYN-GL 
tunnel-group AnyRW-EDV type remote-access 
tunnel-group AnyRW-EDV general-attributes 
 address-pool POOL-AnyRW-EDV 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyRW-EDV 
tunnel-group AnyGK-Geo type remote-access 
tunnel-group AnyGK-Geo general-attributes 
 address-pool POOL-AnyGK-Geo 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyGK-Geo 
tunnel-group 85.183.198.78 type ipsec-l2l 
tunnel-group 85.183.198.78 general-attributes 
 default-group-policy GP-L2L-ALD-Hanau 
tunnel-group 85.183.198.78 ipsec-attributes 
 ikev1 pre-shared-key ***** 
 isakmp keepalive disable 
tunnel-group AnyRW-Vorstand type remote-access 
tunnel-group AnyRW-Vorstand general-attributes 
 address-pool POOL-AnyRW-Vorstand 
 authentication-server-group W2012R2-NPS 
 default-group-policy GP-AnyRW-Vorstand 
tunnel-group X.Y.248.34 type ipsec-l2l 
tunnel-group X.Y.248.34 general-attributes 
 default-group-policy GP-Prisma_Informatik 
tunnel-group X.Y.248.34 ipsec-attributes 
 ikev1 pre-shared-key ***** 
 isakmp keepalive disable 
! 
class-map class-conn-param-tcp-02 
 match access-list acl-conn-param-tcp-02 
class-map inspection_default 
 match default-inspection-traffic 
class-map class-conn-param-tcp-01 
 match access-list acl-conn-param-tcp-01 
class-map class-conn-param-udp-01 
 match access-list acl-conn-param-udp-01 
class-map guest-class 
 match any 
! 



! 
policy-map type inspect dns preset_dns_map 
 parameters 
  message-length maximum client auto 
  message-length maximum 512 
  no tcp-inspection 
policy-map policy-conn-param-dmz1 
 class class-conn-param-tcp-02 
  set connection per-client-max 500 per-client-embryonic-max 250  
 class class-conn-param-udp-01 
  set connection per-client-max 500  
policy-map policy-conn-param-inside 
 class class-conn-param-tcp-01 
  set connection per-client-max 500 per-client-embryonic-max 250  
policy-map global_policy 
 class inspection_default 
  inspect dns preset_dns_map  
  inspect ftp  
  inspect rsh  
  inspect sqlnet  
  inspect skinny   
  inspect sunrpc  
  inspect xdmcp  
  inspect netbios  
  inspect tftp  
  inspect ip-options  
  inspect ils  
  inspect icmp  
  inspect pptp  
  inspect h323 h225  
  inspect h323 ras  
  inspect rtsp  
  inspect sip   
 class class-default 
  user-statistics accounting 
policy-map guest-policy 
 description Qos fuer Gaeste und Smartphones 
 class guest-class 
  police input 10000000 5000 
  police output 10000000 5000 
policy-map type inspect dns migrated_dns_map_1 
 parameters 
  message-length maximum 512 
  no tcp-inspection 
! 
service-policy global_policy global 
service-policy policy-conn-param-inside interface inside 
service-policy policy-conn-param-dmz1 interface dmz1 
service-policy guest-policy interface guest 
prompt hostname context  
call-home reporting anonymous 
Cryptochecksum:e2c072d49e561b3db92441d0234ff656 
: end 


