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10/100 8-port VPN Router RV082

System System Port

summary fetup JHCP Management Management Firewall - Prote:tlinkgugEs Log Wizard  Support Logout

| Gatewayio Gateway | | |

Turnel No. |1

Tunnel Name RWVIR?-{ema?311 By estting thie page ueare

can add the new tunnel

Interface WAN1 - betweel two V2N devices.

Enable
III Tunnel Hn - The tunnel
number will be cenerated
automatically from 1~100.
Local Group Setup Local Security Gateway Tvpe [P Onily - Tunnel Namza: Enter the

Tunnel Hamz, such 3z LA

IP address (81 . - . - I'I]"'J O TTce, Branch Sile,

Corporate Site, etc.
Local Security Group Type  Subnet -

More...
IP addresz 152 . 168

i
Subnet Mask 255 255 0 25% . O

Remote Groua Setup Remote Security Gateway Type  |P Only -

IP addraee - 184 . . BEL
Hemoe Securnty Group 1ype  Subnet -

IP address 10 2 L2 .0

Suhnet Mzgk 255 . 255 . 2565 .0

IP S Selup Keying Mode |KE with Preshared key -

Phase1DH Group  Group? -

Phaze1 Fnorypton 20ES -

Mhozc1 Authcnicoton MOS -



IPSec Setup

Acvanced

Advanced -

OEOO0O0OSOO

Keving Mode  IKF with Preshared key
Phasel DIl Group  GroupZ
Phaze1 Encrypton EDES—v
Phasel Autenicaton MDS =
Phasz1 SA Lfe Tme W seconds

Pe Tec. Furwaid Szoiecy
PhaseZ DHGroup Group2
PhaseZEncrypton 3DES  +
Phasez Authentication MDS -
Phase2 SALife Time 28800  seconds

—

Aggressive Mole

Compress (Suppor IP Faylcad Comzression Protocel{lPComa))
Keep-2Alive

AHHaeh Algorthm MOS -

NelBI0s broadcast

MNAT Traversal

Dead Pzer Detection (D°D) Interval 10 zeconds

Turncl 3acwup:

Remose Backup IP Address U Lt b N
Lecalinterface WAN1 -

V2N Tunnel Backup e Tine 30 sec. (Renge 30~59595 sec)

Splt DNS :

ONS1:

ONS2:

Dcmain Mame 1 o

3 4:

Save Settings

Cancel Changes




Cisco 2811 VPN configuration (with SDM Wizard)

Site-to-Site VPN Wizard ==

w m Site-10-51me WHN

This wizard wil guide you thraugh he necessary steps to configure one end of a
Silz-Lu-s e VPR Lunnel o s rouler, The peer device roust be configured wilkridenliz gl

SEM corimguralion for e el b wwork, Pledse selecl are of lhe ollowing selup 4nd
Click urn lbee reesl ballor o Deyir.

I Quick setup
UIck Setla asks fICF minimal intarmation s0d UEes S0M delauts. This s
recommended ifyo.l are creating a V=M iunnel between two Ciscc routers Jsing S0OM

Step by step wizard allaws vou to specife either the S0OMW defzult configuration or yau”
Owhn zustom configurasion.

Suivant = lﬂmnulerl Aide \




-

Site-to-Site VPN Wizard =

. VPN Connection Information
VPN Wizard

Selart the interface for thiz VPN cannactinr- FastEthernetD/0I0 L‘ Ciatails... |

Pzer ldentity Wan Interface...
Selectthe type of peeris) used for this VPN
cohnection: |F'eerwith static IP address j
Enter the IP address of the remote peer: JEI‘I. 75
Authentication

Authentication ensures that each end ofthe ¥YPM connection uses the same secret key.

* Pre-shared Keys (" Digital Cerificates

pre-shared key:  |#essss

Re-enter Key: HhRE AR

= Precedent Suivant = 1 |ﬁ.nr|uler] Aide |




Site-to-5ite VPN Wizard

VPN Wizard

IKE Proposals

[

[lLE proposals spacify the encryplion algaorithim, authenticatior algorithr and key exchange

fmethod that is used by this routerwhen negotiating 2 YPR connection with the remaote
device. For theWPM conqection to be established with the remote device, the remote

device should be configared with at least one of the aolicies listed helow.

Click the Add... button to add more policies and the Edit... button to edit an existing policy.

Friority

Encryption

Hash

D-H Group

suthentication

Type

EZ

1

i
=

ADES
3DES

SHA T

group
groupz

FFRE _SHA=E SDM Default
_Iser Defined

FRE_SHASE

Add...

Eait..

Add IKE Pol cy

Configure IKE Policy -

Priority: Authentication:

E |PR=_SHARE

Crcryption: D-l Group:

|3DES j |grnup2

Hash: Lifetime:

[NE | f Ju Ju  HEMMSS
Ok ‘ Cancel ‘ Help |

= Precedent | Suivant= |

|ﬁ.nr|uler] Aide |




Site-to-5ite VPN Wizard

VPN Wizard

Transform Set

Atransform get specifias the ancryptiossmd cndbowlioaticn alucvitbcas 1ocdio wiotant il -
data nthe VPN tunnel. Since the e Add Transform Set 3]
communicate, the remaote device m

Name: |2811-RV082

ane selected Eelow.

Click the Add... button to add a new
transform set.

Select Transform Set:

(2811 RvDED

Details of the specified transfory

Hame ES
2811-Rv082

v Cata integrity with encryption (ESP)

Integrity Algorithm: ~ |ESF_MDS_HWMAC ~— ~]

Encryption Algorthm:  |ESF_3DES |

i == lide Advarced ;

[ Cdla and address inlegrily wilbow! encrsplion (AH)

-Select an entry J

Mode
& Tunnel (Encrypt data and IP header)
" Transport ‘Encrept data only)

[ IP Compression (COMP-LZS)

DK Cancel Help

Add... ‘ Edit... ‘

{F're::édent| Suivant= |

|ﬁ.nr|uler] Aide |




Site-to-5ite VPN Wizard

VPN Wizard

L
|
=
=

i

T

e

i)

-._1 |+ Protect all traffic between the following subnets

Traffic to protect

Enter the IP aidress and subnel mask of

IP Address:

10.20.2.0

Subnet Mask:

255 256,255 0 or[2¢4

(" Create/Select an access-list for IPSec traffic |

= Precedent

the networlk where IPSec traffic originates.

[PSacrulos defne the trsffic, such as file transfars (FTPY and e-mail (STPY that will be
protected by this WPM connection. Dther data traffic will be sentunprotected to the remaote
device. Wou can protect all traffic hetween a Jarticular source a1d destination subet, or
specif an IPSec rule tha: defines the traffic wpes to he protected.

Entarthie IP Address and Subnet Mask of
the destination Mebwark,

IP Address:

192.168.0.0

Subnet Mask:

255 255.255.0 or[24

Suivant = ' |Annu|er| Aide |




Site-to-Site VPN Wizard =

Summary of the Configuration

VPN Wizard

Click Finish to deliver the configuration to the router.

Interface:FastethernetCionm [ &
Peer Device:81. ATH
Authentication Type : Pre-shared key
pre-shared key ******

IKE “olicies:
Hash DH Group Authentication  Encrypltion =
MD5 group? PRE_SHARE JDES
SHA_1 agroup2 PRE_SHARE 3DES

Transform Sets:
Mame:2811-EvV0a2
ESP Encryption.ESFP_3DES
ESP Integrity ESP_MD5_HMAC
Mode: TUMMNEL [<

I Test VPN connectivity after configuring.

= Precedent ' Terminer | Annuler] Aide |




Site-to-Site VPN Wizard =

Summary of the Configuration

VPN Wizard

Click Finish to deliver the configuration to the router.

Interface:FastethernetCionm [ &
Peer Device:81. ATH
Authentication Type : Pre-shared key
pre-shared key ******

IKE “olicies:
Hash DH Group Authentication  Encrypltion =
MD5 group? PRE_SHARE JDES
SHA_1 agroup2 PRE_SHARE 3DES

Transform Sets:
Mame:2811-EvV0a2
ESP Encryption.ESFP_3DES
ESP Integrity ESP_MD5_HMAC
Mode: TUMMNEL [<

I Test VPN connectivity after configuring.

= Precedent ' Terminer | Annuler] Aide |
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5DM Warning

AN

5

S0 has detected MAT rulels) with route maps on this router. For WPM to
coedistwith MAT, the route map associated with the FMAT rule(s) should
bie modified so that the YPM trafiic is not subjectedto address
translation. Do you want S0OM to automatizally modify the route maps
associated tc the MAT rulels)?

Yes Mo

Commands Delrvery Status @

Command Delivery Status:

Preparing commands for delivery...
Submitting 36 commands, please wait...
~onfigurztion delivered to router.

.

Information

4 @ WPMN Troubleshooting is successful |

] e

oK |




Ping test at T = 0 minutes

Cisco 2811 side

EM Administratevr : C: \Wmdows\systerrﬂ\crrd exe - ping 19216801 + @ 1

: T¥._T68. D actets=37 temps=J81
: 192 . D actots=32 $3
: 2. . D oactets=32

» 192, . : uctets=32

] - .  actets=32
197 1468 * actets=3%
: 192,168, octets=32 temps=402
 1¥i. 168, »actets=32 temps=3/7f
: 192,168, D actots=32 temps=278
» 192_168. : uctets=32 temps=381
: 192.168. : octets=32 temps=382
: 198,168, Douslely-32 Lemps-383
» 192 _148. * arntrte=37 H]
: 192.168. : actets=32
» 19:.168. D Octets=32 temps= ﬁ
: actets—32 temps-243
: uctets=32 temps=400
octets=32 temps=381
octets=32 temps=378

bEAeLeo3? Lomeosid me TIL RV082 side

AWINDOWSvsystem 32%emd.exe - ping -t 10.20.2.1

18.26.2._1 octets =32 temps =379 TTL=2%4
i8.28.2_1 octctz 22 tcmpz-3841 TrL-254
18.20.2.1 octets=32 temps=5Z0 TIL=254
18.28.2.1 octets=32 temps=455 TIL=25%4
ia.z2a.2.1 velels—32 Lemps-377 mx TIL-254
» 1A_2A.2 A nrtetr=12 temps =379 ms TTL.=2L4
1i8.28.2 .1 octets =32 tempz=390 TIL=25%4
1a.28.2.1 octets=32 temps=30A IIL=254
168.28.2.1 octete=32 temps =382 TIL=254
i8.28.2.1 octets=32 temps=379 TIrL=254
i8.28.2.1 octets=32 temps=383 TIrL=254
ig.2@8.2_1 octets =12 temps-GHD TIL-254
18.20.2.1 octets=32 temps=457 TIL=254
18.28.2.1 octets=32 temps=394 TIL=254
La.2a.z.1 octets =32 temps =132 TIL=2541
1@3.28.2.1 octete=32 temps =453 TIL=2E4
1i8.28.2 .1 octets =32 temps=435 TIL=254
18.28.2.1 octets=32 temps =188 TIL=254
octets-12 temps-377 TTL-254

octets=32 temps=412 TTL=254

octets=32 temps=384 TTL=254

octets=32 temps=381 TTL=254

octets=32 temps=381 TTL=254

18.268.2.1 octets=32 temps=381 TTL=254




Ping test at T = 3 minutes !!!!

Cisco 2811 side !l

mﬁldrruruerdL:ur C"l.ﬂl"‘u"lrlduws\s_',rsv:r 132 ene - plrlg 19216800 -L = @

octets=37 te TTL= 6
velel=-32 Lle TTL-63
octets=]2 tem TTL=61
octets-33 ] TTL-62
netets=33 te TTI A
octets=31 te TTL=63
octets=31 te TTL=63
octets=33 te TTL=63
octets=37 te ] TTL=63
octets=37 te TTL=63
octets=]2 tem TTL=61
octets-33 ] TTL-62
netets=33 te TTI A
octets=31 te TTL=63
octets=31 te TTL=63
octets=31 te 81 mns TTL=632
octets=32 TTL=63

octets=32 temps 381 TTL=63 [
octets=37 temps=382 TTL=63 RV082 Slde

3
°J

WY INDOWS\system32hcmid. exe - ping -t 10.20.2.1

18.28.2.1 octets=32 temps=375 mz TTL=2L4
1i8.28.2.1 octets=32 temps=510@ TTL=254
1M in. 2.1 octetzs=3Z% temps=414 ms 1TTL=Yb54
18.28.2.1 octet==32 temps=379 ms TTL=254
1A.268.2.1 octocta—32 toempz—185 TTL-2541
18.28.2.1 octets=32 temps=382 ms TTL=254
18.28.2.1 octets=32 temps=426 ms TTL=254
Eponse 18.28.2.1 octets=32 temps=532 ms TTL=254
éponse 18.28.2 octets=32 temps=416 mz TTL=254
& i18.28.2 octets=J12 temps=460 ms TTL=-254
18.28.2 octets=32 temps=381 ms TTL=254
18.28.2 octets=32 temps=379 ms TTL=254
18.28.2 octets=32 temps=450 ms TTL=254
18.28_2 octet==32 temps=45Y mz TTL=254
18282 octetz=32 temps=383 ms TTL=254
18.28.2 octets=32 temps=3¢7 ms TTL=254
» 1TA_MA_2 nrtete=32 tempz=429 mz TTL=2L4
14.28.2.1 octets=32-tamps=431 ms TTL=254
18.28.2.1 octets=32 temps=378_ms TTL=254

de la demande depasse.

de la demande depasse.

de la demande dépassé.

de la demande dépassé.

i d'attente de la demande dépassé.

1
1
1
1
1
1
1
1
1




RV082 VPN Status at T = 3 minutes

LINKSYS'

A Divison of Cisco Systems, b,

Firmware Version: 2.0.0.15-tm

10100 &-port VPN Router RV)82

System 5 2m Port

Summary Setup OHCP Management  Management | rewell Protectlink WP Log Wizard Support Logout

Summary | | | |

Summary

|1 TurRels) Used |33 TuRREls) Availakle

The VPN Summary displays
the Summary, Tinnel Status
and GroupV'PN Status.

Tunnel Statue

[ AddNew Tunnel |

Summary: it shows the

Jumpte 1 * /1 pags Al = enties per page amount of Tunnzl(z) Used
Phase? Local Pemaots Remaote Tannel and Tunnel(s} Available.
. Prame StEhE | AGD | Gow Group Getewsy Test Eonho. RW082 supports 100
tunnels.
RVDEZ->C v 13218200 | 102020
iscozgqq | Conmedtsd | 3DESMDSZ e oes o850 2852852880 0

Detail: Click the Detail button
to zee the detail of VPN

1 Tunnelis) Enebled |1 Turneljs) Defined
Summary, and users zan
Stay Connected i use the toolz on the top to

=save, export or print the
detailz of VPN Summezry.

GroupVPH Status

Connected Phase2 : Remote Tunnel
Group Mams —— e Local Geoup Remaote Clien: et — Config.
VPH Clients Status
Jump to 1 = 1 page Al entries per page
No. Username Status Start Time End Time Duration Disconnect
1 Offline = o= s [l

If | want to use my VPN tunnel again, | must restart it (only from the RV082) and only for 3 minutes again !!



