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FYommand Line Interface

Frouter; oJgr
ISP1 (config-router)ffgy router-id 1.1.1.1
ISP1 (config-router) #bgp log-neighbor-changes

ISP1 (config-router) #no synchronization

ISP1 (config-router) #neighbor 12.1.1.2 remote-as 200

ISPl (config-router) #network 100.1.1.0 mask 255.255.255.0
ISP1 (config-router) #network 12.1.1.0 mask 255.255.255.252
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ISP2 (config-router) #bgp router-id 2.2.2.2
ISP2 (config-router) #bgp log-neighbor-changes
ISP2 (config-router) #no synchronization

ISP2 (config-router) #neighbor 12.1.1.1 remote-as 100
ISP2 (config-router) #network 200 1.0 mask 255.255.255.0 '
I ISP2 (config-router) #network 12.1.1.0 mask 255.255.255.252
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confiqg) #1p 7t T
Rl (config) #router ospf 110

Rl (config-router) #router-id 1.1.1.1

Rl (config-router) #network 10.1.1.0 0.0.0.3 area 0
Rl (config-router) #default-information originate
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Rl (config) #access-1list 1 permit any

Rl (config) #interface s0/0/0

Rl (config-if) #ip nat outside

Rl (config-if)#interface £0/0

Rl (config-if) #ip nat inside

| Rl (config-if) #ip nat inside source list/3i-inteiface s0/0/0 overload

- -

? Corel @ ‘ o | O S

Physical Config Attributes %
|

Corel (config-router) #roytesnid)2.2.2. 2

Corel (config-router) #nstswazX 192.168. .0.0.255 area O
Corel (config-router) #iiewerk 192.168. .0.0.255 area 0O
Corel (config-router)azmzswork 10.1.1.0 .3 area 0
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ﬂQ(conflg)#access list 1 permit 172 16. lO 0 0.0.0.255
HQ (config) #access-1list 1 permit 172.16.20.0 0.0.0.255
HQ (config) #interface s0/0/0

HQ (config-if) #ip nat outside
HQ(config-if) #interface £0/0
! HQ (config-if) #ip nat inside
HQ(config-if) #ip nat inside source list 1 interface s0/0/0 overload




¥ HQ F - . =NRe X

Physical Config Attributes
| com—

I0S Command Line Interface

); fFrouter osp
HQ (config-router) #router-id 2.2.2.2

HQ (config-router) #network 10.2.2.0 0.0.0.3 area 0
HQ (config-router) #default-information originate
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conriig) #router osp

Core2 (config-router) #router-id 1.1.1.1

Core2 (config-router) #network 172.16.10.0 0.0.0.255 area 0
Core2 (config-router) #network 172.16.20.0 0.0.0.255 area 0

Core2 (config-router) #network 172.16.100.0 0.0.0.255 area 0
Core2 (config-router) #network 10.2.2.0 0.Q{/0\8 area 0
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Command Prompt

C:\>ping 200.1.1.1
Pinging 200.1.1.1 with/ 32 &4ytes of data:

Reply from 200.1.1.4%5/ayCes=32 time=4ms TTL=251
Reply from 200.1.1.WL{ Dytes=32 time=3ms TTL=251
Reply from 200.1.1.1: bytes=32 time=3ms TTL=251
Reply from 200.1.1.1: bytes=32 time=3ms TTIL=251
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Command Prompt

C:\>ping 100.1.1.1

Pinging 100.1.1.1 with 32 bytes of data:

Reply from 100.

i | bytes=32 time=4ms TTL=251
Reply from 100.1.1.1: bytes=32 time=4ms TIL=251
Reply from 100.1.1.1: bytes=32 time=3ms TTL=251
Reply from 100.1.1 bytes=32 time=5ms TTL=251




3.l & easy vpn
ONC B Ak, A AR E H 192.168.100.0/24, A5 #{# H 192.168.200.0/24,
r ? HQ \ | @ &

Physical Config Aftributes
fa———]

I0S Command Line Interface

HQ (confiqg) # -
HQ (config) #ip local pool TECH 192.168.100.1 192.168.100.100

HQ (config) #ip local pool SALE 192.168.200.1 192.168.200.100
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-IQ(conf:.g)#cr ypto isakmp policy 10

HQ (config-isakmp) #authentication pre-share
HQ (config-isakmp) #encryption des

HQ (config-isakmp) #hash md5

HQ (config- 1sakmp)#group 2
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dQ(conflg—lsakmp group) #key &,

HQ (config-isakmp-group) #pR0/ANISCH

HQ (config-isakmp-group) #exXit

HQ (config) #crypto isakiib/Zi\ient configuration group SALEGROUP
HQ (config-isakmp-group)\tiseyf/ SALE

HQ (config-isakmp-group) #pool SALE
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10S Command Line Interface
HQ (configqg) 3

HQ (config) #crypto ipsec transform-set VPN esp-des esp-mdS-hmac
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HQ (con ynamic DY M 1

HQ (config-crypto-map) #set t*aﬂsfo*n‘ set VPN

LE@EET*/\ZBM #J crypto map, Ell DY_MAP,
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I0S Command Line Interface

map Y V client authentication H
-’Q(co“flg)#c:;pto map EASY ° ‘ PN client configuration address respo“d

HQ (config) #crypto map EASY VPN isakmp authorization list MCFG_AUTH
HQ (config) #crypto map EASY VPN 10 ipsec-isakmp dynamic DY MAP

FHEE T crypto map EAJAIE. #ZAL. Huhikfd & 77 SR 354 crypto map.
e JE EY P 1 E#E3R crypto map EASY_VPN,
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-’Q(conflg if) #crypto map EASY VPN

*Jan 3 07:16:26.785: $CRYPTO-6-ISAKMP ON|OFF:\ ISAKMP is ON
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VPN Configuration

VPN

GroupName: TECHGROUP

Group Key: TECH "
| Host IP (Server IP): 200.1.1.1

Username TECH

=55 CIS
Password oA R e
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VPN
GroupName: SALEGROUP
Group Key: SALE "

Host IP (Server IP): 200.1.1.1

Username SALE

Z83.CISCO
o &

EAE P L

® pC10-1
L
Physical  Config  Desktop i i
S

VPN Configuration

Client IP:

¥ PC20-1

Attributes

Physical Config

VPN Configuration

Client IP: 192.168.200.1
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Command Prompt

C:\>ftp 172.16.100.1

Trying to connect...172.16.100.1
Connected to 172.16.100.1

220- Welcome to PT Ftp server
Username:tech

331- Username ok, need password
Password:

230- Logged in

(passive mode On)

ftp>
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Command Prompt

C:\>ftp 172.16.100.1

Trying to connect...172.16.100.1
Connected to 172.16.100.1

220- Welcome to PT Ftp server

Username:sale

331- Username ok, need password
Password:

230- Logged in

(passive mode On)
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