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R2 (config) #zone security ZONE1l
R2 (config-sec-zone) #exit

R2 (config) #zone security ZONE2
R2 (config-sec-zone) #exit
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R2 (config) #inter f0/0

R2 (config-if) #zone-member security ZONE1l
R2 (config-if) #exit

R2 (config) #inter f0/1

R2 (config-if) #zone-member security ZONE2
R2 (config-if) #exit
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Riftelnet 10.1.1.1
Trying 10.1.1.1 ...

% Connection timed out; remote host not responding
R1#

B ] UGS ROAXEE VT 1] R3, [FIRE R3 tHANREVT 1] R1.
R3#ping 192.168.10.1|

Type escape sequence to abort.
Sending S, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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R2 (config) #ip access-1list extend R1_TO R3
R2 (config-ext-nacl) #permit tcp host 192.168.10.1 host 10.1.1.1 eqg telnet

R2 (config-ext-nacl) #exit




@NL & class map

R2 (config) #class-map type inspect match-any ZONE TO ZONE2 CLASS

R2 (config-cmap) #match access-group name R1_TO_R3
R2 (config-cmap) #exit

@M & policy-map

R2 (config) #policy-map type inspect ZONE1l_TC ZONE2 POLICY
R2 (config-pmap) #class type inspect ZONE_TO ZONE2_ CLASS
R2 (config-pmap-c) #inspect

@HLE zone-pair

R2 (config) #zone-pair security R1 TO R3 source ZONE1l destination ZONE2
R2 (config-sec-zone-pair) #service-policy type inspect ZONE1l TC ZONE2 POLICY
R2 (config-sec-zone-pair) #exit
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R2 (config) #ip access-list extend R3 TO_R1

R2 (config-ext-nacl) #permit icmp hcbg 10.1.1.1 host 192.168.10.1
R2 (config-ext-nacl) #exit

@B E class-map “ \ )

R2 (config) #class-map type inspect match-any ZONE2 TOC ZONE1_ CLASS
R2 (config-cmap) #match access-group name R3_TC Rl
RZ(config—cmap)#exiﬂ

@M & policy-map - \

R2 (config) #policy-map type inspect ZONE2_TO_ ZONE1l
R2 (config-pmap) #class type inspect ZONE2_TO_ZONE1l_CLASS
R2 (config-pmap-c) #inspect
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R2 (config) #zone-pair security ZONE2_TO ZONEl source ZCNE2 destination ZONE1l
R2 (config-sec-zone-pair) #service-policy type inspect ZONE2_TO_ZONE1

R2 (config-sec-zone-pair) #exit
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Rl#telnet 10.1.1.1

Trying 10.1.1.1 ...Open

@R1 #3d icmp Vil R3
Rifping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.l.h, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R1#




2.R3 #| R1 {J Vi
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R3#telnet 192.168.10.1
Trying 192.168.10.1

¥ Connection timed out; remote host not responding
R3%

@R3 i icmp Vi) R1
R3#ping 192.168.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
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