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Cisco Network Services
Orchestratoris a Linux
application which orchestrates
the configuration life-cycle of
physical and virtual network
devices.
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NSO

NSO Fundamentals
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® NSO gathers, parses and stores the configuration state of the hetwork devices It manages
In a configuration database (CDB). Usersand other applications can then ask NSO to
create, read. update or delete configuration in a programmatic way either ad hoc or
through customizable network services.

® NSO uses software packages called Network Element Drivers (NEDs) to facilitate telnet,
S5H, or APl interactions with the devices that it manages. The NED provides an
abstraction layer that reads In the device's running configuration and parses It Into a data-
model-validated snapshot in the CDB.

® T[he NEDs also allow for the reverse, creating network configuration from CDB data inputs
and then sending the configurations to the network devices.
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NETCONF/YANG

NSO uses YANG as the overall modeling language to manage devices and Services.
YANG models describe all NSO configuration, including -device configuration and
service configuration. This means that everything that 1s done in NSO I1s model driven,
this allows all interfaces to be automatically rendered.

YANG was originally paired with NETCOMNF, but as REST became a more popular
Interface

RESTCONF was standardized as well. Both of the protocols let you define your API
using YANG, giving you a madel driven interface; this means that the basic working of
the protocol 1s defined by the standards and the application specific details can be
derived from the loaded YANG models. The RESTCONF protocol provides a
compatible subset of the functionality of the NETCONF protocaol, but does not provide
the full transactional interface of the latter.
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The Configuration Database (CDB)

® At the core of NSO is the Configuration Database (CDB). This is a tree-
structured database that is controlled by a YANG schema. This means that all
of the information stored inside of NSO Is validated against the schema.

® Every transaction towards CDB exhibits ACID properties, which among other
things means the either the transaction as a whole ends up on all
participating devices and in the CDB master copy, or alternatively the whole
transaction is aborted and all changes are automatically rolled-back.

® The CDB always contains NSOs view of the complete network configuration.
To handle out-of-band changes operations are available to check it a device

5 In sync, write NSQOs view to the device or read the device configuration into
NSO.
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The Service Algorithm - FastMap

FASTIMIAP covers the complete service life-cycle: creating, changing and deleting the
service. The solution requires a minimum amount of code for mapping from a service
model to a device model.

FASTIVIAP 1s based on generating changes from an initial create. When the service
Instance Is created the reverse of the resulting device configuration 15 stored together
with the service instance. If an NSO user later changes the service instance, NSO first
applies (In a transaction) the reverse diff of the service, effectively undoing the
previous results of the service creation code. Then it runs the logic to create the
service again, and finally executes a diff to current configuration. This diff Is then sent

to the devices.
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The Service Algorithm - FastMap
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Accessing the Network (NEDs)

The NSO device manager is the centre of NSO. Thedevice manager maintains a
flat list of all managed devices. NSO keeps the master copy of the configuration
for each managed device in CDB. Whenever a configuration change is done to
the list of device configuration master copies, the device manager will partition
this "network configuration change into the corresponding changes for the actual
managed devices.

The device manager passes on the required changes to the NEDs, Network
Element Drivers. A NED needs to be installed for every type of device OS, like
Cisco 10S NED, Cisco XR NED, Juniper JUNOS NED etc. The NEDs communicate
through the native device protocol southbound




Installation Operating System

Cisco NSO can run on macOsS or on Linux systems.If you are a
Window's user (or if you don't wish to install it natively on your laptop),
you can install NSO on a Linux virtual machine or in a container.

For small lab networks (less than 10 devices) you'll only need a single
vCPU and 4-8 GB of RAM. NSO can be a memory intensive application,
SO If you are encountering issues, try increasing the RAM size. If you
use Vagrant or docker to manage local Linux virtual machines, there is
a NSO Vagrant file and NSO Docker file for your convenience.
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Installation Java

NSO requires Java to be installed to function. Here are some
common ways to install Java:

Centos 7
[root@localhost ~]# yum install java-1.8.0-openjdk //ZZEjavaii 48
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Installation Apache Ant

Apache Ant is a Java library and tool for building files and other
dependencies that you will also need.

Centos 7 |
[root@localhost ~]# yum install ant
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Local vs System Installation

Before you Install NSO onto your system, you need to decide whether to do a
‘System” or "Local” installation. Here's a simple breakdown of the two.

System Install 1s used when Installing NSO for a centralized, "always-on”,
production grade purpose. It is configured as a system daemon that would
start and end with the underlying operating system. The default users of
admin and oper are not included and the file structure is more distributed.
Local Install 1s used fordevelopment, lab, and evaluation purposes. It
unpacks all the application components, including docs and examples, and
can be used by the engineer to run multiple, unrelated, instances of NSO
for different labs and demos on a single workstation
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Downloaded the installer.

1. NSO 5.3 Mac

2. NSO 5.3 Linux

3. Cisco IOS{XEY NED
4. Cisco/tOS XR NED
5. Cisco NXOS NED

6. Cisco ASA NED

https://developer.cisco.com/docs/nso/#!getting-nso/requirements
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Use the sh command to run” the signed.bin towerity the certificate and
extract the installer binary and other files.

[root@docker-master —]# sh nso-5.3linux x86_64 signed bin

Unpacking...

Verifying signature...

Downloading CA certificate from.hitp://www .cisco.com/security/pki/certs/crcam?2.cer ...
Successfully downloaded and verified crcam?2 . cer.

Downloading SubCA certificate from
http://www.clsco.com/security/pkl/certs/iInnerspace.cer ...

Successfully downloaded and verified innerspace.cer.

Successfully vernfied root, subca and end-entity certificate chain.

Successfully fetched a public key from tailf.cer.
Successfully verified the signature of nso-5.3.linux.x86_64 installer bin using tailf.cer
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Performing a Local Installation

Run the installer with the argument --local-install /nso to install it into your
home directory

# A% frdownload H =12 -l 3
[root@localhost —]# cd /download/
[root@localhost download]#sh nso-5.3 linux x86.-64 installer bin - -local-install /nso

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

Using temporary directory /tmp/ncs.anstaller. 1680 to stage NCS nstallation bundle
Unpacked ncs-5.3 In /nso

Found and unpacked corresponding DOCUMENTATION_PACKAGE
Found and unpacked corresponding EXAMPLE_PACKAGE

Found and unpacked corresponding JAVA_PACKAGE

Generating default SSH hostkey (this may take some time)

SSH hostkey generated

Environment set-up generated in /nso/ncsrc

NSO Installation script finished

Found and unpacked corresponding NETSIM_PACKAGE

NCS installation complete
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NEDs or Network Element Drivers

In order to "talk to” the network, NSO uses NEDs as device drivers for different device
types. Cisco has NEDs for hundreds of different devices availlable for customers, and
several are included In the Installer In the /nso/packages/neds directory.

[root@localhost —]# cd /nso/packages/neds

[root@localhost neds]# I

SHEE0

drwxr-xr-x8 root wheel 19511 5 29 2019 al0-acos-cli-3.0
drwxr-xr-x 7 root wheel184 11 5 29 2019 alu-sr-cli-3.4
drwxr-xr-x 8 root wheel 207 11 5 29 2019 cisco-asa-cli-6.6
drwxr-xr-x 7 root wheel 184 11 A 29 2019 cisco-10s-cli-3.0
drwxr-xr-x7 root wheel 184 11 5 29 2019 cisco-1os-cli-3.8
drwxr-xr-x 8 root wheel 195 11 5 29 2019 cisco-iosxr-cli-3.0
drwxr-xr-x 8 root wheel 19511 5 29 2019 cisco-losxr-cli-3.5
drwxr-xr-x 8 root wheel 19511 3 29 2019 cisco-nx-cli-3.0
drwxr-xr-x8 root wheel 19511 3 29 2019 dell-ftos-cli-3.0
drwxr-xr-x5 root wheel 147 11 5 29 2019 juniper-junos-nc-3.0



2 = ned X 1HFneds

cd /nso/packages/neds/

tar -zxvf /download/ncs-5.3-cisco-asa-6.7/./ tar.gz
tar -zxvf /download/ncs-92.3-cisco-10s-6.42.1.tar.gz
tar -zxvf /download/ncs-5.3-cisco-1osxr-/.18.2 tar.gz
tar -zxvt /download/ncs-5.3-cisco-nx=95.13.1.1.tar.gz
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Installing New NED Versions

[root@localhost neds]# Il /& Z #2222 FINEDS

SHEE0

drwxr-xr-x8 root wheel 19511 53 292019 al0-acos-cli-3.0
drwxr-xr-x 7 root wheel 184 11 5 29 2019 alu-sr-cli-3.4
drwxr-xr-x 8 root wheel 207 11 5 29 2019;cisco-asa-cli-6.6
drwxr-xr-x 8 9001 users 207 12H 12 2019 cisco-asa-cli-6.7
drwxr-xr-x7 root wheel 184 11 /292019 cisco-10s-cli-3.0
drwxr-xr-x 7 root wheel 184 115 29 2019 cisco-10s-cli-3.8
drwxr-xr-x 8 9001 users 2071 H 5 2020 cisco-ios-cli-642
drwxr-xr-x8 root wheel 195 11 5 29 2019 cisco-1osxr-cli-3.0
drwxr-xr-x 8 rootwheel 19511 5 29 2019 cisco-losxr-cli-3.5
drwxr-xr-x 9 9001 users 218 12 H 27 2019 cisco-iosxr-cli-7.18
drwxr-xr-x 8 root wheel 19511 8 29 2019 cisco-nx-cli-3.0
drwxr-xr-x 9 9001 users 218 12H 18 2019 cisco-nx-cli-5.13
drwxr-xr-x 8 root wheel 195 11 5 29 2019 dell-ftos-cli-3.0
drwxr-xr-x5 root wheel 147 11 5 29 2019 juniper-junos-nc-3.0
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NCSRC

The last thing to note are the files ncsrc and ncsrc.isch. These are shell
scripts for bash and tsch that setup your PATH and other environment
variables for NSO. Depending on your shell, you will need source this
file before starting your NSO work.

[rooti@localhost —]# source/nso/nesrc

[rooti@localhost —]# ncs

ncs ncs_cli ncsocant tool ncs-maap| ncs-project ncs-start-python-vm
ncs-backup  ncs_cmd ncs crypto_keys  ncs-make-package ncs-setup ncs-uninstall

ncsc ncs-collect-tech-report ncs_load ncs-netsim ncs-start-java-vm
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Creating an Instance of NSO

A NSO Local Install unpacks and prepares your system to run NSO, but
doesn't actually start it up. A Local Install allows the engineer to create
an NSO “instance” tied to a project, which you have not done yet.
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Using ncs-setup to Create an NSO Instance

One of the included scripts with an NSO installation is ncs-setup,
which makes it very easy to create instances of NSO from a Local
Install. You can look at the --help for full detalls, but the two options
we need to know are:

* --dest defines the directory where you want to setup NSO (if the
directory does not exist, it will be created)

* —-package defines the NEDs you want to this NSO instance to have
installed. You can specify this option multiple times.
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Using ncs-setup to Create an NSO Instance

Go ahead and run this command to setup an NSO instance in the
current directory with the 105, NX-0S, [05-XR and ASA NEDs, you only
need one NED per platform that you want NSO to manage (even
though you may have multiple versions in your installer neds directory).

cd/

ncs-setup --package /nso/packages/neds/cisco-ios-cli-6.42 \
--package /nso/packages/neds/cisco-nx-cli-2.13 \
--package /nso/packages/neds/cisco-1osxr-cli-7.18 \
--package /nso/packages/neds/cisco-asa-cli-6.7 \
--dest nso-instance
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Checkoutthe NSO Instance

If vou checkout the nso-instance directory now, you'll find several new files and folders have been created.
This guide won't go through them all in detail now, but a couple are handy to know about.

® ncsconfisthe NSO application configuration file. Used to customize aspects of the NSO instance
(change ports, enable / disable features, etc.). The defaults are often perfect for projects like this.

® packages/ Is the directory that has symlinks to the NEDs that we referenced in the - -package
arguments at setup.

® |ogs/ 15 the directory that contains all the logs from NSO. This directory 1s useful when troubleshooting.

[root@localhost /]# cd /nso-instance/
[root@localhost nso-1nstance]# s
logs ncs-cdb nes.conf packages README.Ncs scripts state




NSO

& ZENSO Instance

[root@localhost /]# cd /nso-instance/packages/

[root@|ocalhost packages]# Is -an

BEEO

drwxr-xr-x2 00110114 302141 .

drwxr-xr-x700111 115 302141 .

Irwxrwxrwx 1 00 36 118 30 21:41 cisco-asa-cli<6.7 == /nso/packages/neds/cisco-asa-cli-6.7
Irwxrwxrwx 1 0 0 37 11 4 30 21:41 cisco-ios<ch=6.42 - = /nso/packages/neds/cisco-10s-cli-6.42
Irwxrwxrwx 1 00 3911 H 30 21:41 cisco=iosxr-cli-7.18 - = /nso/packages/neds/cisco-iosxr-cli-7.18
Irwxrwxrwx 1 00 36 11 A 30 21:41 cisco-nx-cli-5.13 - > /nso/packages/neds/cisco-nx-cli-5.13
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Start NSO Instance

Now you need to “start” your NSO instance. Navigate to the nso-
instance directory and type the command f€s. It will take a few seconds
to run, and you won't get any explicit- output unless there is a problem.

[root@localhost ~|# cd /nso-instance/

[root@localhost nso-instancel# Is

logs ncs-cdb ncs.cont packages README.Ncs scripts state
[root@localhost nso-instancel# ncs
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Verify NSO status

You can verity that NSO Is running by using the ncs --status | grep
status command, which has a large amount of information, so we use
grep to just search for the status:

[root@localhost nso-instance]# ncs --status | grep status
status: started
db=running 1d=31 priority=1 path=/ncs:devices/device/live-status-protocol/device-type
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Populating NSO Instance

Now that you have a local NSO Instance created and running, you
need a few more things before you can start automating:

1. An authgroup that enables device credential authentication.
2. Device iInformation to populate the device list.
3. Device groups are helpful, but not required.



Setting up Device Authentication

With NSO running, you now need to add your devices into its inventory. This enables
NSO to read and write data. NSO uses authgroups to set up credentials for device
access. You'll set up a simple authgroup for your network.

1. Enter your NSO instance with the ncs_cli -C -u admin command. This command
takes several options. 18

[root@localhost nso-instance]# ncs_cli -C -u admin

admin connected from 10.1.1.100 using ssh on localhost.localdomain
admin@ncs#




Setting up Device Authentication

2. Enter "config mode” with the config command.

admin@ncs# config
Entering configuration mode terminal
admin@ncs(config)#
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Setting up Device Authentication

3. You will set up a new authgroup called labadmin. This group will use
a default username/password combination of cisca / cisco for devices,
with a secondary password of cisco. Use the following commands:

admin@ncs(config)# devices authgroups group gqytadmin #gALrZH
admin@ncs(config-group-qytadmin)# default-map remote-nameadmin
admin@ncs(config-group-qytadmin)# default-map remote-password Cisc0123
admin@ncs(config-group-qytadmin)# default-map remote-secondary -password Cisc0123 #enable® 44
admin@ncs(config-group-qytadmin)}# top

admin@ncs(config)# show configuration

devices authgroups group gytadmin

default-map remote-name admin

default-map remote-password $93BPpFI9RmoU3LveUwEhaYhxa8olVeGLUypaagl719cPc=
default-map remote-secondary-password $98YM1bmKoXsakQBylgEloSI)gSL8ojndsxy1 79mxXkDKGM=
|

admin@ncs(config)# commit # 32 A 43

Commit complete.
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|IOS-XR 1000vBC &

CSR1 CSR17

Interface GigabitEthernetl Interface GigabitEthernetl

Ip address 10.1.1.253 255.255.255.0 Ip address 10.1.1.252 255.255.255.0
| |

aaa new-model - aaa new-model

| A

aaa authentication login vty local ' aaa authentication login vty local
gaa authonzation exec vty local aaa authorization exec vty local

| |
username admin privilege 15 password 0 Cisc0123 username admin privilege 15 password 0 Cisc0123
| |
line vty 0 15 line vty 0 15

authorization exec vty authorization exec vty

login authentication vty login authentication vty

configure replace flash:/preconfig-aaa.cfg



Adding devices to Cisco NSO

With your authgroup set up, let's go ahead and add your devices to the
inventory. To add a device you'll need the following information:

1.
2.

3.

The device's IP address or FQDN.

The protocol (ssh/telnet) and port (If non-standard) to connect to the
device.

The authgroup to use for the device (which must be committed before
adding devices).

The NED (device driver) you'll use to connect to the device.
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Adding devices to Cisco NSO

devices device CSR1 devices device CSR17

address 10.1.1.253 address 10.1.1.252

ssh host-key-verification none ssh host-key-verification none
authgroup gytadmin authgroup gytadmin

device-type cli ned-id cisco-ios-cli-6.42 device-type cli ned-id cisco-ios-cli-6.42
device-type cli protocol ssh device-type cli protocol ssh

state admin-state unlocked state admin-state unlocked
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Adding devices to Cisco NSO

2. Verify that you are still in the CLI context for the device. You will
know this by the (config-device-lIOSXR-1000V) prompt or by checking
with pwd:

admin@ncs(config)# devices device CSR1
admin@ncs(config-device-CSR1)# pwd
Current submode path:

devices device CSR1
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Adding devices to Cisco NSO

3. Use the connect command to determine if you'can connect to the
device with NSO.

admin@ncs(config-device-CSR1)# connect
result false
info Device IOSXR-1000V is southbound locked

Note: The outputshows that you are currently locked. NSO's default mode for devices s a
locked state that prevents NSO from manipulating a device before the network admin is ready.
This ability can also be used disable a device that is currently in maintenance to prevent NSO
from acting on It.



Adding devices to Cisco NSO

4. Unlock the device by changing its admin-state and commit the change.

admin@ncs(config)# devices device CSR1

admin@ncs(config-device-10OSXR-1000V)# state admin-state unlocked
admin@ncs(config-device-l0OSXR-1000V)# commit
Commit complete.

o. Now try to connect again.

admin@ncs(config-device-CSR1)# connect
result true

iInfo (admin) Connected to CSR1 - 10.1.1.253:22
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SEREERE

admin@ncs# show running-config devices device | de-select config
devicesdevice CSR1

address 10.1.1.253

ssh host-key-verification none
authgroup labadmin

device-type cli ned-1d cisco-10s-cli-6.42
device-type cli protocol ssh

state admin-state unlocked

|

devicesdevice CSR17

address 10.1.1.252

ssh host-key-verification none
authgroup labadmin

device-type cli ned-1d cisco-10s-cli-6.42
device-type cll protocol ssh

state admin-state unlocked
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SR RETS

'3
admin@ncs# show devices list
NAME ADDRESS DESCRIPTION NED 1D ADMIN STATE
CSR1  10.1.1.253 - cisco-10s-cli-6.47 unlocked

CSR1/7 10.1.1.257 - cisco-1os-cli-6.42 unlocked
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admin@ncs# devices connect
connect-result {
device CSR1
result true
iInfo (admin) Connected to CSR1 - 10.1.1.253:22

}

connect-result {
device CSR1/
result true
info (admin) Connected to CSR1/7 - 10.1.1.252:22

}
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BE 2 EZIREFIOS-XR 1000vAZ B

admin@ncs# show running-config devices device CSR17 config
devices device CSR17
config
No service password-encryption
no cable admission-control preempt priority -voice
no cable gos permission create
no cable gos permission update
no cable gos permission modems
Ip source-route
no ip cef
no Ip forward-protocol nd
no Ipve cef
no dotll syslog
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"Learning” Current Network State

Now NSO can successtully connect to the network, but it hasn't learned
the current network configuration deployed. tg/the devices.
The NSQO sync-from command enables the network devices to “learn” the

current configuration.

Note: Be sure you do NOT enter devices syrnc-toby mistake. NSO will attempt
to overwrite the configuration on the devices with the "blank™ configuration
that NSO currently has for the devices. This would be bad here (though there

are scenarios where you may want to do this).
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"Learning” Current Network State

admin@ncs# devices sync-from device CSR17
sync-result {

device CSR17
result true

}
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"Learning” Current Network State

admin@ncs# show running-config devices device CSR17 config
devices device CSR17
config
tallfned police crmode
version 17.1
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service call-home
login on-success log
platform console virtual
platform punt-keepalive disable-kernel-core
platform gfg utlization monitor load 80
hostname CSR17
call-home
contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1
active
reporting smart-licensing-data

R B -
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NSO CLI

admin@ncs# show running-config devices device CSR17 config interface
devicesdevice CSR17
config
Interface GigabitEthernetl
no switchport
negotiation auto
no mop enabled
no mop sysid
Ip address 10.1.1.252 255.255:255.0
no shutdown
exit
|
|
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NSO CLI

admin@ncs# show running-config devices device CSR17 config interface | display json

/FEOEE EBjgon L E TR
admin@ncs# show running-config devices device CSR17 config interface | display xml | save xmlinterface.xml

admin@ncs# show running-config devices device CSR17 config interface GigabitEthernet = ip address
devices device CSR17
conflg
Interface GigabitEthernetl
Ip address 10.1.1.252 255.255.255.0
exit
|

admin@ncs# show running-config devices device CSR17 config interface | display xpath
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#EEHSEE o EEREa T
admin@ncs# devices device CSR1 compare-config
diff
devices{

device CSR1{

config {

- hostname CSR1;
+ nostname CSR2;



Updating device configuration

admin@ncs(config)# devices device CSR1
admin@ncs(config-device-CSR1)# config
admin@ncs(config-config)# pwd
Current submode path:

devices device CSR1 \ config
admin@ncs(config-config)# interface Loopback 0
admin@ncs(config-if)# ip address 1.1.1.1 255.255.255.0
admin@ncs(config-If)# top
admin@ncs(config)#
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Updating device configuration

admin@ncs(config)# show configuration
devices device CSR1
config
interface Loopback0
ip address 1.1.1.1 255.255.255.0
no shutdown
exit
|
|
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Updating device configuration

admini@ncs(config)# show configuration | display xml
<devices xmlns="http://tail-f com/ns/ncs"=
<device=
<name=CSR1</name=
<config>
<interface xmlns="urn:os">
<lLoopback>
<name=0</name=
<ip>
<address>
<primary=
<address=1.11 1</address>
<mask>255.255.255.0</mask=
</primary=
</address>
<[ip=
</Loopback=
<finterface=
</config=
</device>
</devices=
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Updating device configuration

Before you're ready to commit this to the network, you may want to know what will
NSO actually SEND to your device. You can run the NSO dry-run option before
committing, and the native format shows you exactly what will be sent away.

admin@ncs(config)# commit dry -pun-outformat native
native {
device{
name CSR1
data interface LoopbackD
Ip redirects
ipraddress 1.1.1.1 255.255.255.0
no shutdown
exit
}
}

admin@ncs(config)# commit
Commit complete.
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Rollback

admin@ncs(config)# show configuration rollback changes 1000
Possible completions:

10001 2020-11-3021:45:11 by system via system

10002 2020-11-3021:50:21 by admin via cli

10003 2020-11-3021:58:07 by admin via cli

10004 2020-11-3021:59:55 by admin via chi

10005 2020-11-3022:01:40 by admin:via cli

10006 2020-11-3022:01:45 by-admmn via cli

10007 2020-11-3022:04:54by-admin via cli

10008 2020-11-3022:05:57 by admin wvia cli

10009 2020-11-3022:10:54 by admin via cli

<cr= latest
admin@ncs(config)# show configuration rollback changes 10009
devicesdevice CSR1
config

no interface Loopback0
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Rollback

admin@ncs(config)# rollback configuration 10009
admin@ncs(config)# show configuration
devices device CSR1
config
no interface Loopback0
|
|
admin@ncs(config)# commit
Commit complete.
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Device template

using Device Templates to configure something on many devices.

admin@ncs(configl# devices template set_dns_server //SlEEER
admin@ncs(config-template-set_dns_server)# ned-id cisco-10s-cli-6.42
admin@ncs(config-ned-id-cisco-ios-cli-6.42)# config //BECE

admin@ncs(config-config)# Ip name-server name-server-list 114.114.114.114 //B2ZDNS server
admin@ncs(config-name-server-list-114114 114 114)# top



NSO

Device template

admin@ncs(config)# show configuration
devices template set_dns_server
ned-id cisco-ios-cli-6.42
config
Ip name-server name-server-list 114114114114
I
!
!
!
admin@ncs(config)# commit //~ ABECE
Commit complete.



Device template

admin@ncs# show devices list
NAME  ADDRESS DESCRIPTION NED ID ADMIN STATE

CSR1 10.1.1.253 - cisco-ios-cli-6.42  unlocked
CSR1/7 101.1.252 - cisco-los-cli-6.42  unlocked




Device Group

admin@ncs(config)# devices device-group csr_group
admin@ncs(config-device-group-csr_group)# device-name CSR1
admin@ncs(config-device-group-csr_group)# device-name CSR1/
admin@ncs(config-device-group-csr_group)# top
admin@ncs(config)# show configuration

devices device-group csr_group

device-name [ CSR1 CSR17 ]
|

admin@ncs(config)# commit
Commit complete.
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Apply the template

admin@ncs(config)# devices device-group csr_group apply-template template-name
set dns _server
apply-template-result {

device CSR1

result ok

}
apply-template-result {

device CSR17
result ok

}

admin@ncs(config)# commit
Commit complete.
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Device template with variable

admin@ncs(config)# devices template gyt tmp_with_vars
admin@ncs(config-template-gyt_tmp_with_vars)# ned-id cisco-10s-cli-6.42
admin@ncs(config-ned-id-cisco-10s-cli-6.42)# config

admin@ncs(config-config)# Ip access-list standard std-named-acl {$gyt-acl-name}
admin@ncs(config-std-named-acl-{§qyt-acl-name}# std-access-list-rule {$qgyt-rule-1}
admin@ncs(config-std-access-list-rule-{$aqyt-rule-1})# exit
admin@ncs(config-std-named-acl-{fqyt-acl-name})# std-access-list-rule {$qgyt-rule-2}
admin@ncs(config-std-access-list-rule-{$gyt-rule-21)# exit
admin@ncs(config-std-named-acl-{§qyt-acl-name})# commit dry-run outformat xml
admin@ncs(config-std-named-acl-{§qyt-acl-name})# top

admin@ncs(config)# commit

Commit complete.
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Apply Device template with variable

admin@ncs{config)# devices device-group csr_group apply-template template-name gytutmp with_vars variable { name gyt-acl-name
value 'gyt-acl” } vanable { name gyt-rule-1 value permith 1.1.1.1" } vanable { name gyt-rule=2 value ‘permith 2.2.2.2"}
apply-template-result {

device CSR1

result ok

}

apply-template-result {
device CSR17
result ok

}

admin@ncs{config)# commut
Commit complete.
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M fTShowdp <

admin@ncs(config)# devices device CSR1 live-status exec show clock
result

*(01:35:50.014 UTC Tue Dec 1 2020

CoR1#

admin@ncs(config)# devices device CSR1 live-status exec any "show clock™
result

*(01:36:00.936 UTC Tue Dec 1 2020

CoR1#
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= Service

root@localhost ~]# source /nso/ncsrc

root@localhost ~]# cd /nso-instance/packages
root@localhost packages|# pwd
/nso-instance/packages

root@localhost packages]# ncs-make-package --service-skeleton template gyt radius --augment
/ncs:services

[root@localhost packages]# Is
clsco-asa-cli-6.7 cisco-10s-cli-6.42 cisco-i1osxr-cli-7.18 cisco-nx-ch-5.13 qyt _radius
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C & Yang

module gyt radius |

[root@localhost —]# cd /nso-instance/packages/qyt_radius/src/yang/ namespace Thtincom/example/ayt radius™
[rooti@localhost yang]# mv qyt_radius.yang qyt_radius_bak.yang prefix qyt radus;

[root@localhost yang]# wi gqyt_radius.yang ot '.erﬁr:{_'“et-t;:es {

impoirt taif-rosh]
orefs s

}

sugment Snossendices {
list qut_radius |
ogy redius DETVET NEME

uz=z nosIendios-dats
nossericspoint ot radius”;

=zt radius_ssresr_nams |
type string

}

2af radivs_server o |
type instiovd-sddrass;

}

aaf-list davice |
s leafref |
nath “Ymoodevices mendevice nozname™;
I
}

et dummy |
type instiovd-address;

}

}/7 augment Snesserdces |

I
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Make

[root@localhost —]# yum Install gcc automake autoconf libtool make

[root@localhost —]# cd /nso-instance/packages/qyt_radius/src

[root@localhost srcl# Is

Makefile yang

[root@localhost srcl# make

mkdir -p ../load-dir

/nso/bin/nesc ls qyt_radius-ann.yang > /dev/null 2=&1 && echo i-a qyt radius-ann.yang™ \

-c -0 ../load-dir/gyt_radius.ixs yang/gyt_radius.yang’. ’



NSO

& Template

[rooti@localhost —]# cd /nso-instance/packages/qyt_radius/ternplates/ qﬁ:ﬂi’:i;ﬁ:ﬁ.ﬁ"&ﬁ:ﬁﬁ?fﬁ}ﬁ:ﬂf‘“ﬁm'G'"E‘E”"‘Emi"'::"m—radi”s't’

[root@localhost templates]# cp gyt_radius-template.xml qyt_radius- <device>

LR
template_bak-xml _ _ Selectthedevicesfrom somedata structure in the service
[rooti@ocalhost templates]# vi qyt_radius-template.xml madel. In thiz skeleton the devices are spacfiied in 3 lesf-list.
Select alldevicesin thatleaf-list:
=
=name>{/devicel/name>
<config=
e
Add device-specific parameters here.
Inthis =keleton the service has alesf "dummy"; usethat
to et =omething onthedevice e.g.
<ip-address-on-device{/dummy}</ip-addres=-on-device>
—
<radius xmins="urn:ios">
<EBIVEr:
<ids{ fradius_server_name jfids
=address:
<ipud:
<host={/radius_server_ip}</host>
zauth-port=1812=/auth-port:
zacct-port=1813</acct-port:
=fipwd=
=faddress>
=fserver:
=fradius:
<fconfigr
</device>
=/devices>
=/confiz-template>



Reload package

[root@kEs-masterd] templates}# nes cli-C-u admin

admin connected from 10.1. 1. 100 using sshon kBsmasterdl
admin@ncsi packagesreload force

== System upsradeis starting.
x> Sessions inconfigure mode must exit tooperational mode.
= Mo configuration changescan be performed until upsrade has completed.
=% System upgrade has completed successfulby.
reload-result]

package cisco-asa-cli-6.7

result trug
i
reload-result{

package cisco-ins-cli-6.42

rezult true

}

reload-result]
package cisco-iosxr-cli-7. 18
result true

i

reload-result]
package cisco-nx-cli-5.13
result true

i

reload-result {
package gyt_radius
result true




F FHservice

-

admin@ncs{config# services gyt_radiusgyt_radius_server
admin@ncs{confiz-gyt_radius-gyt_radius server@ radius server_ip 10.1.1.123
admin@ncs{confiz-gyt_radius-gyt_radius_serverd device C5R1
admin@ncs{confiz-qyt_radius-gyt_radius_serverd commitdry-run
cli{
local-noded
data devices{
device CSR1{
config {
radius{
server qyt_radius server {
address{
ipvd {
host 10.1.1.123:
auth-port 1812;
acct-port1813;

T T T

I

services{

+ qgyt_radiusgyt_radius_server {
+ radius_server_ip 10.1.1.123;
+  device [C5R1];

+

g

}

i
admin@ncs{confiz-gyt_radius-gyvt_radius_serverd commit

Commit complete.
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NSO Web Interface

You can use the NSO WebUI as well as the CLI| or one of the northbound
interfaces to interact with NSO. {5V

http://10.1.1.90:8080 BIA B & adm_i,nj%*?;'ﬁig: admin

- o x
- Loge x + #S—/
Y
» x 101338020 ogin e : N




1 ENle]

NSO Web Interface
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Adding devicesto Cisco NSO -1

alvaln ication hub :
cisco App i 3 adrmn

M
Cisco

See the status of your cumment transaction Access the data models that are loaded in Find and synchionize your seraces. See
g comnt your changes NSO "t . deployment status and access the sensce
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Adding devices to Cisco NSO-2
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0wt~ of - Sync - Coment- bohawviour
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Adding devices to Cisco NSO-5

ARV
ahaln  Configuration editor woNr : o s :
cisco ' g ’ X} ! m View options admin

A TN\ >
qt_fnc:.:douco:(écwcelios-)(leuh,{: 0 \f'}\\“ // S e oy foslabic
. /

host-key-venficston

[none - Accept any host key
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stiben e, j f . _."; ]\ '
. Sonturatn e e

: Ve
(] t,Ims:dmuldawcohos-m}ldm.-wmlc&{: D > X}}\?., i 50 Y0 sl o e 60oraGaaticn odel cobicidels e hes
X, 7

CISC0-10%-CI-6 42:C15C0-103-CI-6 42




B co

Adding devicesto Cisco NSO-7
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cisco NN
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alialie  Device manager o N1 &
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Config Device

abalie  Device manager prante )
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Config Device Iinterface
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Config router
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Config Device
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