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ASA# show run aaa

aaa authentication telnet or=aie 3A LOCAL
aaa authentication enable cons:le 3A LOCAL
aaa authentication serial :onsole 3A LOCAL
aaa authorization commzind 3A LOCAL

aaa authorization exec authentication-server
ASA# show run telnet

telnet 0.0.0.0 0.0 4.0 jnside

telnet timeout 5
asa# i
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MNare: CMD_admin

Description:

& permit |
Unmatched Commands:

T Deny

|_ Permit Unmatched Args
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Add| Eommand | Remove Command
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Mame: ICMD_%é

Description: |

%ﬁut
Unmatched Commands:

er‘u_,r
exit it Unmatched Args
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Shell Command Authorization
Set

Mame: % ICMD_USEr

Description: | -
i Permit

Unmatched Commands:

exit I_ Permit Unmatched Args

logout

ping

parmit cuorprivr
parmit name1f
parmit inter face
parmit romte
permit wrersion
parmit mlmts

permit comn @v
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Access control list _@

Auto command | @
Callback line N

Callback rotary e
Idle time O%

No callback verify @r Enabled
No escape " Enabled
Nao hangup @ " Enabled

¥ Priviege level

I
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[T Timeout

[T Custom attributes
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Enable Options ﬂ

" Mo Enable Privilege
i Max Priuile@e for any AAA Client

ILEUE|D TI
el = S on a per network device group

Dievice Group Privilede

I se_device Lewvel 14

Remove Associate |
Device Graup Ise_de&.-'ice "I

Frivilege ILE"."E| 0 j
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Assign a Shell Command aAut
Metwork Device Group Basis

Device Group

se_device

Device Group  |5e_device

Command Set |CMD admin
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v Shell {exec)

ACCess cantral s

Auto command

Callback line

Callback rotary

Idle time
No callback verify ™ Enabled
No escape ™ Enabled
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No hangup ™ Enabled

¥ Privilege level

[T Timeout %
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CE
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Device Group ISE_dE'-.-'iI:E "I

Command Set ICMD_admin j
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OF L Rk
b

oo towhich the user is assigned:
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nable Control:

= iUse Group Level Setting

" Max Privilege for any AsA Client

ILEUE|D vI

Define max Privilege on a per network device group
basis

se external database password

Windows Database j
" Use separate passwaord

S

Group to which the user is assigned!

|se_user
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Username: userl
Password:
for a list of availabhle commands.

Password:

ASAR show curpri

Uzername = userl

Current privilegeplevel = 1H
Current Moders = P_PRIU

ASAl _

ASAR ping 192_168.160.254
Type escape seguence to abhort.
Sending 5. 188-hyte I[ICMP Echos to 192.168.188.25%4, timeout is 2 seconds:

‘giccess rate is 188 percent (552, round—trip minsfavgsmax = 1171 ms
ASAR config t

Command authorization failed

AsSAl _
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User Access Uerification

Username: admin

Paszswoprd: s

Type help or *?’ for a list of available comecads.
ASA> enahle

Passuword: s

ASAK show curpri

Uzername = admin

Current privilege [level :

Current Moderss = F_PHIU

ASA#

. . , |
BARELE G 15 G AN
ASAK confi t

ASACconfig)#t show w»un access—-1%:t
ASA<config>t show nameif

Interface Y NETTT Security
Ethernet® Y dieide 1P@
Ethernetl catside a
ASASconf ig)
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PR CPE ACS4.2, telnet B3xH, EBoR



Uzer Access Verification

Username: admin
Passuword s weEses
Type help or 7' for a list of available commands.

Pazsword:
Password: =
ASAH confi t
ASACconfigXlt

F & $] admin H17E A, WAUEIER . (HOUURMA G0, SEIRBOR.
XEHT ACS IG5 ANAEAERS,  ZUEUH P i 24T B A MU AL 51 R Y o
AN 15 L 7, RTLAE ACS BiFFRF, R BTE 1A 247

ASACconfig>#t zhow curpriv
Uzername : admin

Current privildgge level = 15
Current Moderss = P_PRIU P_CONF
ASACconf igdlt
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e B AR o userl, WA 50, Bl NN userl By, BeykimidiAiE,

BT LLE N | userl B2 Hulg

ASA(config)#privilege cmd level 1 %ec command exit

ASA(config)#privilege cmd level b& exec command logout //IXFZLIAN L, BN
HOAERTIEA H o
privilege show level 10 modd &v mand configuration /EEIE
privilege show level 10 pfotheNeC command curpriv  /EHEEK

ec command interface //&F IP
privilege show level 10 mode exec command nameif //22E nameif

privilege show level 10

privilege show level 10 mode exec command route BB HH

privilege show level 10 mode configure command interface
privilege show level 10 mode configure command nameif
privilege show level 10 mode configure command route
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