25: Discovery & Control Application
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2. APP Discovery & Control Best Practices

3. MEMREAMN Yy

4. Config discovery Application & Host

5. Block Application (blockfra BIRfiE E&tEA N )

1: RMBU=HIMANE

Cisco database
* 4,000+ apps i---o- -

Q00 i-
eoa—a
f(plo.—-—--

See and understand risks Enforce granular access control Prioritize traffic and limit rates | Create detectors for custom apps

Firepower R45AT LA (31 RIS IETHIAPP. AT LAIRAIMBLS S HURIFH P g AR LA . FTDAT BB CRigid)
AR DI L P . FTDTT BLSICTILFE P B il 2 AT 0 S PR F S 47 APP R UL 1 B

1 1: DLARES

Firepower i FH B AL 5 1R 5 9 2% L FITIS AT HIAPP, 4Gl 23 W ARG AGL U 85 AU i ANTRD, - 32 BEAGH I 25 7 7

e System—provided detectors: ERiAFirepower {4 H w7 — N FRIIES . (HARZRE HAS I 5% 87 AP, TR EXIVDV (iR
BIRE) #ATER . (VDBREEEFMNA, BIERGAE R FMIRL, FEF ORI, MFirepowert il #APPHY Af
PUKF APPSR IRE 2 LTI, A8 0 %) WX 48 [T 2 )

o User—created detectors: F/° W] LLJET- W42 3 IAPPRIEERIMIZE, FMCHT LA H & ARSI 2R R (it e B ds ], W LU&
/25 . J5 6 H S22 0penAPPID (X & —ANJTIR Ao B FAS AR B )

>89

Network & users

OpenApplD
L.-'i PNO

Prioritize traffic
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» What is OpenAppID?
+ Application Visibility and Control (AVC) done the right way
* An open source application-focused detection language
« Enables users to create, share and implement custom application detection
+ First for download as an extension of Snort 2.9.7 from htip://www.snort.org
+ Utilized in Firepower, starting with the 6.0 release

Key advantages
* New simple language to detect apps
* Reduces dependency on vendor release cycles

* Build custom detections for new or specific
(ex. Geo-based) app-based threats

« Application-specific detail with security events

forln
Isco

A AR P 2% rh LR AR AR P 2% (IR 5% A IS, FMICAE 25 s 00 O3 SR 00 182 P i
AILAEF], FMCHIAPP Detectorstuilll F724~ EFacebook AH I I 2% o ar il 5% (4 1 450 B B T~ VDB i A

Overview Analysis JERIISEEE Devices Objects = AMP  Intelligence Deploy , System Help v admin v

Access Control v Network Discovery Application Detectors Correlation Actions v

Import/Export Custom Product Mappings User Third-Party Mappings

Filters: NName: [facebook % | @ Create Custom Detector

4 Name (1)

¥ | facebook 5]

Bejeweled Blitz

Enter a filter Facebook version of Bejeweled 2. Tce Bejeweled Bltz @  Web Application
Custom Filter (0) ?nnd;om s B S e
Author (0) acebook professional networking.

::t:(\;)o)) g;::voﬁ:a:ed address book with sync'd up Tee Brewster @  Web Application
:::c::v(?;) ::::‘;u’:;la::urs(mq game for Facebook e Bubble Island @ Web Application
:sgk(?‘:) ?::Z:':of:?:bm bursting game. ep Bubble Saga @  Web aApplication
el Dubble Witch Saga TCcP Bubble Witch Saga @ weba
Witch-themed, bubble-bursting Facebook pplication
gi‘a‘:e::::i(s?::ogy app. Tcp Daily Horoscope @  \Web Application
Matching qla,::hfor Facebook. L Diamond Dash @  Web Application
?;:z:om’ll::;ianr:es. Tce DoubleDownCasino @ Web Application
::::ms a social networking service. b Fecebook @ Internal Detectors
::c(:bmkws a social networking service. 1" Fecebook @ web Application
::::bm‘fs a social networking service. AL Pcebook @  Intemal Detectors
::cc:bmlfs a social networking service. ce Facebook @ Intemal Detectors
::::ms a sooal networking service. e Facebook 0 Web Application
::::ms a social networking service. e Facebook @ Wweb Application
i:c(:bmk‘s a social networking service. — Racebock @ Client =D
Yacehaok Apphcations Otier TCcP Facebook Applications Other @ Web Application

Other Application cateqones in Facebook,

| oisplaying 1 - 500 72 D ing the filter <] < Page't  of2 3 3 ¢

1.2: MAKAIEITHESE

e Client & ServerZ [AJ## 3z WNiEiEFSFEH, FTDE Al RS 2GS A, 0 m] Rk s B 347 4% ) o
o FAEARAINH, FTDWAZISr T iE b ar J LA D =80, B RNR AN 52 A, FTDERAS T AP AT B FH #2 il KL
o InHPrefilter policyBRACPIIHD & & FHZERF E I E, IAFIDALfE Hnetwork discovery policyiFAdiii&E

ATUVE R, RATIE S TSRS A4 4k 8 BTAAVC ORI MG FE D) AR BR
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Application Layer
Preprocessor

(DCE/RPC, DNS,
FTP[Telnet, HTTR,
Sun RPC, SIP,

IMAP, POP, SMTR,
SSH, SSL)

Application
Discovery

Firepower
Engine
Firewall
Engine

2: Best Practices

o DRIFVDBRRAS BT, IXHE AT LALUSE RS0 A RSAS (5 SR BT R 1 e

o ZRINFMCH EBEAPP Discoveryifimg, f#FH0.0.0.0/0F0: : /0 ML hl . XNk a] DA ERF i repower £8 48 AT AT A
L2255 R R AP o ANEASBRIX AN ERIAFIN, K N Snort 5] ZE 24 H X AN rul e & I ECHE G0 SR AS I 54 62 1) IR 55 2% o 8
W5, PAEHEAT NG IR Y

o (EMCEHost/User K INHNE (1) H & SCRUUE, RO N H & 28 G TPHiE B, ANEIE$R0.0.0.0/0F1:: /0, XFEZS:
R #Ehost/user license

o RINAZ W N 4% 7 EHERRARINAT (1) TP HUBE AN F 5 3 i 9 TP LA S A Il IX R TPAT BEAR R LAN 1 2 AN 55
Hlo MLANVEERIRE LN, FID& A RKERMHE . Hikri ] DL &4 g
2P : —PCjlAlinternet, internet(RINMLLEVE#E A FLSEIEHERS:, internetiR Al B #FTD, FIDFith< &k internetfl 3
Hlo
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Data Center Network

Exclude the IP address of
the load balancer interface

Gat

Router

”~
= Internet

W

Exclude the outside IP address
of the NAT device

e/

LAN Router

Campus Network

o WRAFAT— Lk 0 FIBATHIIRSS, B4 DAFE R4 T N HERR BE — 2t 11, IR AR AT DA b 2 R R 45 & LA =R
R

o HAGIEESrule, NEZANruleHHEEN, BFiLMERELE

o {ERATREEEIT ML T BB FTD, FTDW % Hhost Z [ BkEuEk/L, FIDK IR host (I B BB, (54T

o BRINIR LG KB K BT W25 fiApplication, FT LAV Reik 75 SR T 87 FH 42 1l T 5 AN 75 LA A MAC B X 4%k L3R
g

o KUlApplicationH & kK Ihost&userff i LT, [ T BRIANKRE 2 2%k K BlApplication, HE SCHUMHALERIN 2] ik
K ILAPP

o RIUIENAREIEE, #HRG: kTN, EFHFEEIhost, BHEEFHRIMAhost. BRIA=EFFIHMhost
_____

Maximum number of sensors managed @ 50

10

2
Maximum IPS events 30 million 60 million 300 million 10 million
CPU One Intel Xeon 4110 processor Two Intel Xeon 4110 processors Two Intel Xeon 4116 @ -

processors

Event storage space 900 GB 1.8 TB 3.2 TB 250 GB
Maximum network map size 50, 000/50, 000 150, 000/150, 000 600, 000/600, 000 50, 000/50, 000
(hosts/users)

3: ECERRSEM Yy
e Firepower &4t i FiAdaptive Profiles (H@EMALE ) EWRPAT N B0 ZIET ] 34 5mFTDA I 5

Adaptive profiles S Fr il RS o Eids, 5 BIFTDI € NZFINE 55 FHL_EIZ4T APPH 58, 3—1‘9&% ﬁ
Jo XN (BRiAAdaptive profilesii )
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Access Control » Access Control Network Discovery Application Detectors Correlation Actions »

CCIE POHCV Analyze Hit Counts | € cancel
test
Prefilter Policy: Custom Bypass Traffic S5L Policy: None Identity Policy: None

T= Inheritance Settings | [F] Policy Assignments (1)

Rules  Security Intelligence  HTTP Responses  Logging ECGUELISC]

General Settings & Intelligent Application Bypass Settings o
Maximum URL characters to store in connection events 1024 i Application Bypass off
Allow an Interactive Block to bypass blocking for (seconds) 500 Total Apps and Filters Configured All applications including unidentified apphcations
Retry URL cache miss lookup Me  Transport/Network Layer Preprocessor Settings &
Enable Threat Intelligence Director s Ignore the VLAN header when tracking connections No
fnspect traffic during policy apply h Detection Enhancement Settings &

Identity Policy Settings daptive Profiles Enabled
Tdowitty Folicy Nene | pdaptive Profiles - Enable profile updates Disabled

SSL Policy Settings L Performance Settings &
SSL Policy to use for inspecting encrypted connections Hene Pattern Matching Limits - Max Pattern Match States to Analyze Per Packet 5

o NFEHRIMEFINetwork discovery rulefJM&sHili6 @ object, XFE7EH

Overview Analysis Policies Devi Objects AMP Intelligence , System Hel

Object Management Intrusion Rules

Network I &) Add Network ~ ] \ Filter

ts one or more IP addresses. Network objects are used in various places, including access control policies, network vaniables, intrus:on rules, identity rules, network d

4 | § Access List .
L’E(tar-dcd p——
[ standard any /0 Group X
4 L address Pools
= any-ipvd 0.0.0.0/0 Network X
o= IPv4 Pools
\re 1PV6 Pools any-ipvé /0 Host X
L Application Fi
L Aoplication Filters P BRRE R Tt 198.18.0.0/15 Network b 4
Y 4s Path
Ji Cipher Suite List 1Pv4-Link-Loca 169.254.0,0/16 Network x
& Community List 1Pva-Multicast 224.0.0.0/4 Network X
4 Zf Distinguished Name
1Pva- -10.0.0.0- 0.0.0/ o
(53 Individual Objects 1Pv4-Private-10.0.0.0-8 10.0.0.0/8 Network X
= Object Groups 1Pv4-Private-172.16.0.0-12 172.16.0.0/12 Network X
(g8 DNS Server Group
File List 1Pv4-Private-152.168.0.0-16 192.168.0.0/16 Network b 4
e Lis

4: Config discovery Application
o ERIARAZ AR A BT M 45 I Application
o T DLVSCA 4 R 85 SR T 2 2 1 T 5 AN 7 A0 A T 5 I 2% 5 30 SR

Overview Analysis JEBIIEEEE De AMP C , System admin v

Access Control v Network Discovery Application Detectors Correlation Actions v

Custom Operating Systems Custom Topology

Up to date on all targeted devices.

m Users  Advanced

© Add Rule

«” Discover: Applications

4.1: HEFEHBRNATHIE/ AR L

FN LG A NAT R 4G, HEBRIINATHIIP, 8 RIS JE 25 mthRE . Ehfninternet i EHLIR A1 N I EHLIR B2 FF#RFTD, IXIHRFTDH £
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SHrinternet EHL.

Add Rule

I Action: Exclude

Y e

Available Networks € § Networks
|'4, Search by name or value == 10.36.201.100

By any

3 1Pva-Private-All-RFC1518

=
é any-ipvd

d any-ipvé

= 1Pva-Benchmark-Tests
= IPva-Link-Local

= 1Pv4-Multicast

& IPva-Private-10,0.0.0-8

# IPv4-Private-172.16.0.0-12 Enter network address

4.2: QE—ANEESRAN, KIEEMSIZAT B EHUNR A

o N KRB KD User/Host KILH T, Bikik.
o ObjectiEHFERFCIE S =N FA R bkt Bt

Add Rule

Action: Discover

Zones  Port Exclusions

Available Networks € Networks

|\, Search by name or value I T 1Pva-Private-All-RFC1918

3 any
I 1 10.36.201.100
= any-ipv4
2 any-ipv6
& 1Pv4-Benchmark-Tests
& 1Pv4-Link-Local
g 1Pva-Multicast
1l 1Pv4-Private-10.0.0.0-8
152 IPv4-Private-172.16.0.0-12

Enter network address

43X Firepower BI55 6 T3



Overview Analysis JRGUISEEEE Devices Objects  AMP  Intelligence

, System Help v adm

Access Control v Network Discovery Application Detectors Correlation Actions v

Custom Operating Systems Custom Topol

Qut of date on 1 targeted devices

m Users  Advanced

© AddR

= 10.36,201.100 ¢ Exclude

A IPv4-Private-All-RFC1918 «” Discover: Hosts, Applications

= 0.0.0,0/0

/0 &

«” Discover: Applications

-

& Deploy

System Help v admin v

Custom Operating Systems Custom Topology

Out of date on 1 targeted devices

&) Add Rule

i i

4.3: K%
M EHLR AR T HFTDRER, PMCHIGUT ] LAE B & Bl 31

Overview EUEIEE - acts Intellic 2 . System Help v admin v

Dashboards v Reporting Summary v

Report Designer

Application Statistics

Provides traffic and intrusion event statistics by application

Intrusion Events x + Show the Last [ 1hour v | I

&) Add Widgets
T
Application v Allowed Connections 149 Application v Total Bytes (KB)
(] itTorrent 481 12+ 7 HrTPS 8,270.02
[ ons 45 104 ) Baidy 8,163.08
(] PNS client 43 ) T BitTorrent 124.10
) Xunlei a2 8 1 3 Toq 56.39
[ xunlei client 42 6 ] Xunlei 23.67
™ HTTPS 18 = ) - ™) Xunlei client 23.67
i o] 13 " Mozilla 15.73
[ kerberos 4 41 ] DNS 11.65
'—"l Kerberos client 4 1] T T T T 1 ) DNS dient 11.65
() o0 dient 4 000 0:10 0:20 030 0:40 050 ] Google 4715 S
Last updated less than a minute ago
Last updated less than a minute ago Last updated less than a minute ago
ram D ppiscation
Risk v Allowed Connections
Application v Denied Connections Very High 565 Category v Total Bytes (KB)
Medium 36 WED Drow §,270.02
High 19 web services provider 8,172.46
Low 2 search enqifié 8,163.08
<2 ¢ social networking §,163.08
© peer to peer 147.77
-1 § web content aggregators 124.10
<3 ¢ instant messaging 56.39
© download manager 23.67
-1 § collaboration 15.73
| Last updated less than a minute ago
Eout pated Yee 18t S THIONE B0 & Last updated less than a minute ago
onnections b
Business Relevance v Allowed Connections

alraln
cisco

T LAE R K ENIR A, 172, 18. 18. 2224244, 2[\DNSHR S5 2%, FrUA[R| i E  METDIE 3.
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i BN

PUENTEEN Policies Devices Objects = AMP  Intelligence System Help v admin v
Context Explorer Connections v Intrusions v Files v Hosts » Discovery Events Users v Correlation v Advanced v Search
Bookmark This Page Report Designer View Bookmarks Search v
Discovery Events
1§ 2020-01-18 13:01:03 - 2020-01-18 14:01:03D
Table View of Events > Hosts Expanding
No Search Constraints (Edit Search)

Jump to.., ¥
il TS X R  IPAddress X User X  MACAddress X  MACVendor X  Part X Descrietion X R———{
3 2020-01-18 13:57:42 UDP Server Information Update !j 172.18.18.222 00:18:19:CD:A1:F8 Cisco Systems, Inc 389 CLDAP SZ-N
3 020-01-1 7:42  New UDP P =i 172.18.18.222 00:18:19:CD:A1:FS  Cisco Systems.Inc 389 2N
I 3 0-01- :57:4 DP Server [nformation Update M8l 172.18.18.222 00:18:19:CD:A1:F8  Cisco Systems. Ing 53 DS I SZ-N
3 0-01- :57:42 w UDP P Wi 172.18.18.222 00:18:19:CD:A1:F8 Cisco Systems, Inc 53 SZ-N
8 2020-01-18 13:57:42 New Transport Protocol §| 172.18.18.222 00:18:19:CD:A1:F8 Cisco Systems, Inc udp SZ-N
8 2020-01-18 13:57:42 New Network Protocol & 172.18.18.222 00:18:19:CD:A1:F8 Cisco Systems, Inc P SZ-N
3 2020-01-38 13:57:42 New Host 85 172.18.18.222 00:18:19:CD:AL:F8 SZ-N
+ 2020-01-18 13:57:40  Chent Update 8 192.166.44.2 00:0C:29:86:00:65 HITPS SSL dient Google AP[s SEN
3 2020-01- :52:41 Chent Update o 192.1668.44.2 00:0C:25:88:DD:BS HITPS SSL dlient QQ SN
3 2020-01-18 13:52:41 New Client 8 192.168.44.2 00:0C:29:88:0D:85 HTTPS SSL dient SZ:N
3 2020-01-18 13:47:32 New Transport Protocol o 192.168.44.2 00:0C:29:88:0D:B5 VMware, Inc. tep SZ-N
3 2020-01-18 13:47:32 New OS QJ 192.168.44.2 00:0C:25:88:DD:BS VMware, Inc. OS Microsoft Windows Vista, 7, Server 2008, 8.1 NULL SZ-N
3 2020-01-18 13:46:05 New Chent 8§ 192.168.44.2 00:0C:25:88:DD:BS  VMware, Inc, BitTorrent BitTorrent SZ-N
2 0-01- :46: New Transport Protocol 4 192.166.44.2 00:0C:29:86:0D:85 YMware, Inc, ude SZN

o PUATRAIGIEE T B E Xhost KILYTA R HLAEBL EHL, Applicationsf@kMhost H 5 LI .

o YN HJEHdefault network discovery, 4

H2= R IAPP,

o WUER, ARME. —&MKKvindows, A — G WA ELABERIA

(O QU Analysis RGeS

Devices

Objects

AMP

Intelligence

System

Context Explorer

Operating System Summary (swich work

Summary of OS Names

No Search Constraints (Edit Search)

Jumpto... ¥

Connections v

Summary of OS Versions

Intrusions v

Files v

> OS Details with 1P, NetBIOS, Criticality

Hosts » Hosts

Users v

Correlation v

Table View of Hosts >

Hosts

Advanced v

Search

Bookmark This Page Report Designer View Book

 vCount
Microsoft Windows Vista, 7, Server 2008, 8.1 1
pending eending pending 1
Page| 1 |of1 Displaying rows 1-2 of 2 rows
View [| Delete Create Traffic Profile Create VWhite List Set Atiributes Set 0S
| { View Al [ |

4. 4: HERRIF LN

E A hostIARFTD AR I, TSI PMCAR 75 A i LR I BR 1l ) o5

&, HAEEIGETEI R RN

50, 000/50, 000

Maximum network map size
(hosts/users)

43X Firepower fJ55 8 TQ
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50, 000/50, 000



Overview Analysis Policies

Devices Objects AMP Intelligence ¥ System QL

Configuration Users Domains Integration Updates Licenses v Health » Policy Monitoril

Editing Policy: Initial_Health_Policy 2019-11-26 11:25:55

Policy Name Inibial_Health_Policy 2019-11-26 11:25:55

Policy Description  Initial Health Policy

Policy Run Time Interval
AMP For Endpoints Status
AMP for Firepower Status
Appliance Heartbeat
Automatic Application Bypass Status
Badklog Status

CPU Usage

Card Reset
Cluster/Failover Status
Disk Status

Disk Usage

FMC HA Status

Hardware Alarms

Health Monitor Process

» Host Limit

Description
Enabled
Critical number Hosts

Warning number Hosts

Monitors Host Limit Usage

A, HFhost KBV HEFR internet A MMk, AFAFTDA I internet EHLE b5 B SR FIVE 7]
MAZIXTKE, RIL 73156, RE=GIT2[M2ZFIDN M ENL, HAeHZE AR

Analysis

Context Explorer Connections v

[

Intrusions v Flles v

Hosts | Network Map Users v Vulnerabillties » Correlation v Custom v Looky

Mobile Devices Indications of Compromise Application Protocols Vulnerabilities Host Attributes

ARl

29

A2

i

& Qe

@@L

.«

However, only three hosts are discovered
in the internal private network.

Discovery of hosts in the external network can consume
additional resources and licenses from the Firepower System.

4.5: HFMCKRBhost ¥ &t FRES, BTN
AEAT R, EFRERIMhost, 3E EFFHRMMhost, BINEFIHMhost

43X Firepower F958 9 TQ



Edit Data Storage Settings

| when Host Limit Reached | [Drophosts | v]

Host Timeout (minutes) Drop hosts
Don't insert new hosts

Server Timeout (minutes)

Client Timeout (minutes) | 10080

5: Block Application

5.1: BEEACR block Appication
fit & Y5 H zone

Add Rule ? X
Name jBlock_Social and InstantMessag # Enabled Insert | below rule vl S
Action | X Block v DA™
EZ=) neworks  ViANTags . Users Applications Ports URLs SGT/ISE Aributes Inspection Logging  Comments
BTt oY R < A AR ea e S
Available Zones € Source Zones (1) Destination Zones (1)
{ 4 Search by name | i Inside B s Outside a
au DMZ L
.:—. Inside
2 Outside Add to
Source
: Aq& m -

P 5 H bk B

X Firepower Y55 10 TQ



Add Rule 2 X

Name | Block_Social and InstantMessag ¥/ Enabled Insert | below rule v| IS
Action | 3 Block v |
Zones VLAN Tags .. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Networks € (%] Source Networks (1) Destination Networks (0)
|4 Search by name or value \ m Original Client
R 58 SZ-NGFW_Inside-1 5]
=8 IPv6-Link-Local -

= 1Pv6-Private-Unique-Local-Addresses

3 1Pv6-to-IPv4-Relay-Anycast

5 Logicalis_10.36.201.0 p—7 T —

8 NAT_10.36.201.99 Destination

&2 remote_vpn_01

2 SZ-NGFW_Inside-1

23 Terence-Servers172,18.18.0

2 vWLEs.S v Enter an IP address

Enter an IP address ] | Add

(&8

e EBlock R E AL N (QQ/FfE /I 155%) , AT EAFR Eblock R —MAPP

Add Rule ?x
Name {él&k_Soc-al and InstantMessaal « Enabled Insert  below rule ¥ii5
I Action | X Block “j w i |
Zones Networks VLAN Tags .. Users Ports URLs SGT/ISE Attributes Inspection  Logging Comments
Application Filters & Clear All Filters .. Available Applications (304) & Selected Applications and Filters (2) (%)
‘ 4, Search by name ‘ 4, Search by name Filtars
|25 email 78« Al matching the filter - || Categones: instant messaging, social networkiry
[Eg financial 64 ] 17173.com ) ™) categories: social networking ]
] gaming 157
33Across
[FI3 government services 10 g o
achan
[FI73 healthcare services 12 e o
[ [¥3 instant messaging I 107 8 st.com °
T mossaging quetes " [T Adconion Media Group (1)
[FI3 mobile application 168 O Admeid o
[FIC3 multimedia (music/audio) 111 [ After School (]
[F]3 multimedia (other) 95 [ AmM Express o.
[FI3 multimedia (TV/video) wz Y MNA Viewing 1-100 of 304 (]
Add || cancel |
N
i3k H & FIFMC
Add Rule ? X
Name Block_Social and InstantMessag ¥ Enabled Insert |below rule |~l s
Action ' X Block o A5l
Zones Networks VLANTags . Users Applications Ports URLs SGT/ISE Attributes Inspection Looqino Comments
I E Log at Beginning of Connection I
File Events:
Send Connection Events to:
¥ Event Viewer
| Syslog Server (Using defsult sysiog configuration in Access Control Logging) Show Overndes
| SNMP Trap elect 3 - onfig v
\ Add || cancel

System Help v admin v

2

se unsaved changes [ Analyze Hit Counts ]l [H save ]I @ cancel ]

Identity Policy: Mons

:-g Inheritance Settings | Policy Assignments {1)

43X Firepower Y55 11 TT



5.2: IE
i A TR B i

O —eBEnEEn , BsE0E

Overview EEUENNSEN Policies Devices Objects AMP Intelligence

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Correlation v Advanced v Search
Bookmark This Page Report Designer

Connection Events

I 2020
Connections with Application Details » Table View of Coonaction Eveants

hitps://an

e e e e e e e e e e e

5.3: TroubleShooting

> system support firewall—-engine—debug //FTDEFE debugli K35 5| BRI L RERAG B
Please specify an IP protocol: tep

Please specify a client IP address:

Please specify a client port:

Please specify a server IP address:

Please specify a server port:

> system support application-identification—debug //FTD BEMNARRRSHKERER
Please specify an IP protocol: tep

Please specify a client IP address:

Please specify a
Please specify a server IP address:
Please specify a server port:

client port:

Monitoring application identification debug messages

172.16.100. 110-4677 —> 31.13.65.36-443 6 R AS 4 T 1 port service 0
172.16.100. 110-4677 —> 31.13.65.36-443 6 AS 4 T 1 3rd party returned 847
172.16.100. 110-4677 —> 31.13.65.36-443 6 AS 4 T 1 SSL is service 1122,
portServiceAppld 1122

172.16.100. 110-4677 —> 31.13.65.36-443 6 AS 4 1 1 ssl returned 10
172.16.100. 110-4677 —> 31.13.65.36-443 6 AS 4 T 1 appld: 629

(safe) search support type=NOT A SEARCH ENGINE "C

Caught interrupt signal

admin@FMC:~$ sudo OmniQuery.pl —db mdb —e “select appld, appName from appldInfo where appld=629”"; //FMCEEE N FItRIREARZZNH

Password:
getting filenames from [/usr/local/sf/etc/db_updates/index]

43X Firepower 955 12 TR



getting filenames from [/usr/local/sf/etc/db updates/base—6. 1.0]

4 y '
+ + t

| appld | appName |

| 629 | Facebook |

4 L '
+ t t
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